z/OS Communications Server — SNA/EE
Overview
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This presentation provides an overview of the new functions in z/OS V1R13
Communications Server for SNA and Enterprise Extender.
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» LIST=SUMMARY will
now provide quick test
of partner reach-ability

— Hop count
determination
omitted

= LIST=DETAIL is
unchanged
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— Firewalls blocking ICMP messages can cause long delays for results

= DISPLAY EEDIAG, TEST=YES provides information about an EE partner and all routers in

D NET,EEDIAG,TEST=YES, IPADDR=(9.67.1.1,9.67.1.5),LI1ST=SUMMARY

1STO971 DISPLAY ACCEPTED

I1ST3501 DISPLAY TYPE = EEDIAG

1ST21191 ENTERPRISE EXTENDER DISPLAY CORRELATOR: EE000001

1ST20671 EEDIAG DISPLAY ISSUED ON 08/29/05 AT 15:41:22

1ST16801 LOCAL IP ADDRESS 9.67.1.1

1ST16801 REMOTE IP ADDRESS 9.67.1.5

1579241

1ST21331 INTFNAME: LTRLE1A INTFTYPE: MPCPTP

1ST21341 CONNECTIVITY SUCCESSFUL PORT: 12000
1ST21371 9.67.1.5 RTT: 6

15721341 CONNECTIVITY SUCCESSFUL PORT: 12001
1ST21371 .67.1. RTT: 6

15721341 CONNECTIVITY SUCCESSFUL PORT: 12002
1ST21371 .67.1. RTT: 6

15721341 CONNECTIVITY SUCCESSFUL PORT: 12003
1ST21371 .67.1. RTT: 6

1ST21341 CONNECTIVITY SUCCESSFUL PORT: 12004
1ST21371 RTT: 7

1579241

1ST21391 CONNECTIVITY TEST RESULTS DISPLAYED FOR 1 OF 1 ROUTES
1ST3141 END
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The DISPLAY EE DIAG TEST=YES command provides information about an Enterprise
Extender partner and all of the routers in between. If a firewall in between is blocking
ICMP messages, there can be a long delay before getting results. The delay is because of
timeouts waiting for ICMP messages that never come. The delay is the number of router
hops past the firewall times nine seconds. The existing LIST=SUMMARY option how
provides a quick test of partner reach-ability. The probe is sent to the partner with
TTL=255 so it does not probe any intermediate hops. The output no longer includes the

hop count determination. The LIST=DETAIL output is unchanged and includes

intermediate hop information and the hop count determination.
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= Implement new EE-specific IDS attack types
— EE Malformed Packet
— EE LDLC Check
— EE Port Check
— EE XID Flood

= Exclusion list allowed for each attack type

= Actions are discard and notify

= IDS policy - z/OS CS Configuration Assistant
= |[Pv4 and IPv6

Existing IDS support EE-specific IDS support
A A
IP header UDP header Local SAP Remote SAP LDLC Command SNA data
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Intrusion detection services (IDS) is enhanced to implement four new IDS attack types for
Enterprise Extender (EE). These attack types are supported for IPv4 and IPv6 EE traffic.
The EE Malformed Packet attack type checks inbound EE packets for incorrect lengths.
The EE LDLC Check attack type checks that inbound LDLC control commands are only
received on the signaling port (12000). The EE Port Check attack type checks that
inbound EE packets contain matching source and destination ports. The EE XID Flood
attack type checks if a threshold is met for inbound XIDs within one minute. The actions
allowed are to discard the packet and to provide a notification. The EE XID Flood attack
only supports the notify action. An exclusion list can be created to exclude specific hosts
from attack checking. Events notifications can be sent to syslogd, to the console, to IDS
packet trace and to Tivoli Security Operations Manager (TSOM). IDS is configured using
policies and is supported by the Configuration Assistant.
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Configuration Assistant support for the new intrusion detection
services for Enterprise Extender

= New Requirement Map - Attacks
Use this panel to indicate if you want attack protection
Enable attack protection

Steps

1. Select the action for each enabled attack type.

2. To disable protection for an attack type, select the row from the Enabled protection table and dlick the "Disable” button

3. To enable protection for a spedific attadk type, select a row from the Attack type table and dick the “Enable” button.
*fou will be prompted for additional detais related to your attack type selection. Fill in the details and dick OK.

Attack type Enabled protection

Data Hiding Attack -~ Attack Type Rule Name Action
Flood Attack i 1 EE Malformed Packet Attack EEMalformedPacket Report Events -
Global TCP Stall Attack
EE LDLC Check Attack EELDLCCheck Drop Packets or Connection e
EE Port Check Attack EEPortCheck Both Drop and Report -
EE XID Flood Attack EEXIDFlood Report Events ~
1Pv4 Outbound Raw Attack
IPv4 Protocols Attack
IPvG Destination Options Attack |
TPvE Hop-by-Hop Ciptions Attack
TPvE MNext Header Attack
IPv6 Outbound Raw Attack »
[ Modify. .. ] [ Copy... ] [ Advanced... ] [View Details. . ]

[ Default Report Settings for Attacks. ..

(e ) (o J s ]
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The IBM Configuration Assistant for zZOS Communications Server was updated to support
the four new EE attack types. The slide shows a new requirement map with the four EE
attack types listed. You can disable an attack type by selecting it and clicking the disable
button.
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APPN session routes are selected by

APPN Topology and Routing Services (TRS) NN1
= Optimal route determined by specified criteria /// \,\
NN2 NN3
» TRS builds routing trees to determine best
route f:// \Q f/ \Q
. . . NN4 NN5 NN6 NN7
» Recursive abends can occur if the routing tree
is compromised srent Node ﬁ :%
: : ; : First Child NN8 NN9
= Recovery routine for route selection abends is Next Shing
improved to prevent recursive abends = PrevTG Record ( l
— Routing tree is deleted NN10

— Dynamically rebuilt
* New FUNCTION=CLRTREES operand on MODIFY TOPO command
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APPN session routes are selected by APPN Topology and Routing Services (TRS). These
routes are used to locate resources (directed search routes) and for LU-LU sessions. The
optimal route is determined by specified criteria such as line speed, cost of data
transmitted, security, and user-defined values. TRS builds complex routing trees to
determine the best path. The tree records represent nodes along preferred routes.

Recursive abends can occur if a pointer in a routing tree is compromised. Every time a
session route is requested using that tree, abends occur and the session fails. VTAM must
be restarted to recover. The recovery routine for route selection abends is improved in
z/OS V1R13 to prevent recursive abends — by removing the entire storage area that
contains the routing tree and dynamically rebuilding it. Existing sessions are not affected.
It can temporarily impact VTAM performance in large APPN networks as the routing tree is
being rebuilt. For the rare case where the routing tree is corrupted, but no abends occur, a
new command can be used to perform the same process as described above.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, Tivoli, VTAM, and z/OS are trademarks or registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of other IBM trademarks
is available on the web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY.

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION.
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE.

© Copyright International Business Machines Corporation 2011. All rights reserved.
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