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IBM Software Group Enterprise Networking Solutions 
z/OS® V1R11 Communications Server 

z/OS Communications Server Development, Raleigh, North Carolina 
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z/OS V1R11 Communications Server – What’s new 

This presentation will give you an overview of the enhancements to the Communications 
Server in z/OS V1R11. 
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Agenda 

IBM Software Group Enterprise Networking Solutions 

� Introduction 

� Application integration, data
consolidation, and standards 

� Availability and business resilience 

� Scalability, performance, constraint
relief, and accelerators 

� Security 

� Simplification and usability 

� SNA and EE 

� Virtualization 

� System management and monitoring 
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The purpose of this presentation is to provide you with an overview of the enhancements 
to the Communications Server in z/OS V1R11. As such, the presentation will focus on 
overall concepts. This presentation will not cover everything in z/OS V1R11 
Communications Server, and it will not get into too much detail. The intention is to provide 
an overview of the new functions in z/OS V1R11. 

This presentation will start by providing an overview of the themes in z/OS V1R11 
Communications Server. 

The themes are listed on the agenda page, and the presentation is structured based on 
those themes. 
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Direct Customer and Vendor 

FITS requirements 

Customer Advocate Program (CAP) 

SHARE 

GuideShare Europe (GSE) 

System z® Expo 

zBLC 

z/OS Communications Server Beta 
programs 

ISV Technical Disclosure Meeting 

Standards Bodies Demands 

Approx 50 of the 100 IETF working 
groups alter Internet protocols 

TCP/IP, APIs, TN3270, FTP, DNS, SNMP, 
IPSec,… 

System z Platform Compatibility 
issues (Certifications) 

IBM STG Hardware and z/OS 
Demands 

Mandatory changes due to z/OS 
changes 

Currently 10 network technologies on 
six generations of hardware 

External Network Connectivity 
OSA iQDIO, QDIO, XCF, MPC, LSA, CDLC 

Internal Network Connectivity 
HiperSockets®, VSWITCH, z/VM® Guest LAN (2 modes) 

IBM SWG 

Platform Competitiveness Items 
Business Resiliency, Security, … 

Price/Performance Enhancements 

Subsystem Demands 

Architecture Boards 

SOA Enablement 

Common Components/Share Services 

z/OS 
Communications 
Server does not 

control the priorities 
here 

z/OS 
CS 

Where does the z/OS Communications Server content come from? 

In selecting the release content, the z/OS Communications Server planning group draws 
upon several requirement sources. These sources fall roughly into four groups: 

The first group is direct input from customers and business partners including vendors – 
external requirements databases, SHARE, Guide-SHARE-Europe, customer councils, 
customer contacts at conference events or face-to-face meetings, and so forth. This group 
is in general given a high priority when selecting requirements that fit within the release 
themes. 

The second group of requirements comes from other software products within IBM 
Software group (SWG). Most other software products on z/OS today depend on network 
connectivity. Requests for improved performance, increased scalability, and new functions 
are abundant. Often these requirements are of significant importance to these other IBM 
products from a competitive perspective. 

The third group of requirements is for the IBM System z hardware and operating system. If 
a new OSA adapter comes out or a new function is added to OSA, it almost always means 
a change within the lower layers of the Communications Server. 

The final group of requirements are the standards-related requirements. Networking is 
based on open standards. To ensure a continued interoperability with other platforms and 
operating systems, z/OS Communications Server must follow the standards community 
and implement new or changed support as required. This is especially true within the 
emerging IPv6 standards area, where many changes continue to be introduced. 
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DB2 CICS 

IMS WAS 

Tvoli 

z/OS CS 

Simplification 
and 
Consumability 

Availability and 
Business 
Resilience 

Difficult-to-use 
systems and 
limited skills 

High cost 
of 

outages 

Scalability, 
Performance, 
Constraint Relief 
and Accelerators 

Application 
Integration, Data 
Consolidation, 
and Standards 

Security 
Virtualization 

System 
Management 
and Monitoring 

SNA and EE 

Increased 
interoperability 
and standards 

compliance Increased 
security 

requirements 

Pressure of 
price/performance 

on distributed 
platforms 

Ability to respond 
to workload growth 

and spikes 

Ability to 
respond to 
workload 

growth and 
spikes 

Difficult-to-use 
systems and 
limited skills 

Adapt to new 
workloads 

while 
maintaining 

legacy 
workload 

z/OS V1R11 Communications Server – release themes 

In determining the release themes, the z/OS Communications Server team identifies a set 
of generic, high-level areas of business concerns that describe the situation most of the 
z/OS customers are in. z/OS customers need a secure, resilient system that is easy to 
use, is able to adapt to growing workloads, and supports existing and new applications. 

Based on these business concerns, the team identifies the areas of the z/OS 
Communications Server where changes are needed to assist in addressing some of these 
business concerns. As the text underneath each of the small ‘unhappy’ faces suggest, 
there are specific concerns associated with each of the themes as defined in the boxes on 
this slide. 

The release themes are coordinated with the other elements of z/OS, apart from a few that 
are networking-specific, such as SNA and EE. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics 

� Application integration, data consolidation, and standards 

– New SMTP client for sending Internet mail 

– FTP access to z/OS UNIX named pipes 

– FTP large-volume access 

– FTP passive mode enhancements 

– CICS® sockets enhancements 

– Customizable pre-logon banner for otelnetd 

– Remote execution server enhancements 

– TN3270 support of TSO logon reconnect 

– IPv6 stateless address auto-configuration enhancements 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 5 

This slide and the next slides introduce the individual themes and list the specific 
enhancements that are included in z/OS V1R11 Communications Server to support that 
theme. 

On this slide, you have the Application integration, data consolidation, and standards 
theme (part one). 

As you might envision, this theme includes enhancements to the standard TCP/IP 
applications that come with z/OS Communications Server, and support for new and 
changing standards, such as IPv6. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Application integration, data consolidation, and standards 
(continued) 

– New API to obtain IPv4 network interface MTU 

– RFC 5095 deprecation of IPv6 type 0 route header 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 6 

On this slide, you have the remaining enhancements in the Application integration, data 
consolidation, and standards theme. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (part 2/6) 

Availability and business resilience 

– OMPROUTE detection of duplicate router ID 

– Improved responsiveness to storage shortage conditions 

– Protection from run-away applications 

– Disable moving DVIPA as source IP address 

– Support for enhanced WLM routing algorithms 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 7 

This slide lists the enhancements in the Availability and business resilience theme. 

These enhancements address availability and resilience objectives. This group of 
enhancements improve robustness and self-healing (autonomic) characteristics of z/OS 
Communications Server. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Scalability, performance, constraint relief, and accelerators 

– accept_and_receive API enhancements 

– TCP/IP support for system z10 hardware instrumentation 

– TCP/IP path length improvements 

– Virtual storage constraint relief 

– TCP throughput improvements for high-latency networks 

– Resolver DNS cache 

– NSS private key and certificate services for XML appliances 

– Sysplex autonomics improvements for FRCA 

– QDIO accelerator 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 8 

The theme on this slide is Scalability, performance, constraint relief, and accelerators 
– a popular theme as you can see based on the number of enhancements that fall into this 
theme. 

This them includes performance enhancements through new APIs, a system resolver 
cache function, and several other enhancements. 

Constraint relief is achieved through virtual storage constraint relief (VSCR) – moving 
some sockets control blocks up into 64-bit common. 

Accelerators improve the way IP routing is done between QDIO and iQDIO network 
interfaces. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Scalability, performance, constraint relief, and accelerators 
(continued) 

– Sysplex Distributor connection routing accelerator 

– Sysplex Distributor optimization for multi-tier z/OS workload 

– Sysplex Distributor support for DataPower® 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 9 

Continuing on this slide is the theme of Scalability, performance, constraint relief, and 
accelerators . 

Scalability is enhanced in the Sysplex Distributor technology – distributing TCP 
connections coming into a sysplex. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Security 

– IPSec enhancements 

– AT-TLS enhancements 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 10 

The security theme in z/OS V1R11 Communications Server improves the IKEv1 
implementation and upgraded support by AT-TLS for a range of new System SSL 
functions, such as support for the TLSv1.1 protocol. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Simplification and usability 

– Removal of NDB, DHCP Server, BINL, and BIND 4.9.3 

– Syslogd enhancements 

– Syslogd browser and search facility 

– Policy infrastructure management 

– MVS console support for selected TCP/IP commands 

– Configuration Assistant - AT-TLS and IPSec improvements 

– Configuration Assistant - policy infrastructure simplification 

– Configuration Assistant - AT-TLS functional currency 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 11 

The simplification and usability theme in this release addresses the overall usability of
 
the networking policy infrastructure.
 

You can set it up through the Configuration Assistant.
 

The second enhancement is automated syslogd archival.
 

The third enhancement is the ISPF browser interface to syslogd files and archive data
 
sets.
 

The fourth enhancement is starting and monitoring the various policy-related components
 
from one central point (the Policy Agent).
 

All of these enhancements aim at making it easier to get started with the networking policy
 
functions on z/OS.
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� SNA and EE 

– Display potential model application name 

– Include data space VIT with INOP dump 

– HPR performance enhancements 

– APPN topology database update enhancements 

– Reduction in CSA requirements for RTP pipes 

– EE IPSec performance improvements 

– Provide ACF/TAP as part of z/OS Communications Server 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 12 

As always, there are enhancements to SNA and EE . The main enhancement in this 
release is a new high performance routing adaptive rate-based protocol that addresses 
performance issues seen in environments where distributed platforms are implemented in 
virtualized systems. 

wnover.ppt Page 12 of 18 



  

   –   

        

     

     

     

   

          
             

               
          

IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� Virtualization 

– QDIO enhancements for WLM IO priority 

– QDIO support for OSA interface isolation 

– OSA-Express3 optimized latency mode 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 13 

For the virtualization theme, z/OS Communications Server provides a simple mechanism 
that allows installations who do not use QoS networking policies to set QDIO outbound 
queue priority. This new mechanism allows you to extend the WLM importance level of the 
application that sends data to the selection of QDIO outbound queue. 
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IBM Software Group Enterprise Networking Solutions 

z/OS V1R11 Communications Server topics (continued) 

� System management and monitoring 

– Network management interface enhancements - sysplex 
networking data 

– Network management interface enhancements - stack 
configuration data 

– Network management interface enhancements - OSA Network 
Traffic Analyzer data 

– Network management interface enhancements - detailed CSM 
usage 

– Verbose ping 

– Netstat status display enhancements 

– Add time stamps to resolver trace 

– IBM migration health checker for z/OS RFC4301 compliance 

– IBM migration health checker for DNS usage 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 14 

Systems management and monitoring delivers a significant set of new network 
management interfaces (NMI) to provide network management software from Tivoli® and 
other vendors better insight into z/OS Communications Server. 

wnover.ppt Page 14 of 18 



  

   –   

        

 
  

   

 

    
          
          

   
            

   
       

  
and RAS items

 
performance

    
 

  

        

  

   

  
   

 
 

          
Distributor support for non z/OS targets

    
  

   

         
    

             
                

            
               
       

             
            

        

                
               

           
   

IBM Software Group Enterprise Networking Solutions 

Data Serving Web Serving Transactions Legacy 
workload 

Systems 
management 

z/OS Communications Server 

z/OS and System z support 
Sysplex Distributor support for multi-tier z/OS applications, Sysplex Distributor Accelerator, 
Sysplex Distributor support for enhanced WLM workload rouing algorithms, IPv6 compliance 

Constraint relief for scalability 
Bulk transfer performance, QDIO WLM IO prioritization, reduction in use of common storage 

Policy infrastructure simplification: 
QoS, IDS, IP filtering, IPSec VPNs, PBR, AT-TLS 

CritSit avoidance 

EE/IPSec 

Four new NMI 
interfaces 

Accept_and_Receive 
sockets API 

DNS resolver 
caching 

Transparent SSL/TLS currency and support of FIPS-140-2, IPSec enhancements 

Tivoli DB2 CICS WAS & MQ 

FTP named pipe 
support 

IBM Configuration 
Assistant for z/OS 
Communications 
Server 

XML appliance support: NSS key and certificate services, Sysplex 
-

New SMTP client for 
sending bulk mail 

General TCP/IP pathlength improvements 

Which type of z/OS workload benefits from z/OS V1R11 
Communications Server line items 

© Copyright International Business Machines Corporation 2009. All rights reserved. Page 15 

This presentation has a long list of enhancements to the z/OS V1R11 Communications 
Server. The main objective of this presentation was to give you an introduction to the new 
capabilities of z/OS V1R11 Communications Server. This presentation has by no means 
explained all the bells and whistles. However, you should now have an overview of the 
functions being delivered in z/OS V1R11 Communications Server. 

Some of the enhancements are included as the result of direct customer requirements. 
Others aim at providing improvements in performance and functions for other z/OS 
software components, such as DB2®, WebSphere® Applications Server, and CICS. 

This slide gives you a quick overview of how some of the enhancements are meant to 
provide you with indirect benefits if you use these other IBM software products on z/OS. 
There are improvements aimed directly at Tivoli products, DB2, CICS, WebSphere 
Application Server, and MQ. 
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WAS 

IMS 
CICS 

DB2 

MQ 

TSO 

SNA and TCP/IP 

TN3270 
FTP 

OSA 

"One physical network" 

Traditional workload 
coexisting peacefully 
with SOA workload 

IPv4 

IPv6 

SNA 

IPv6+IPv4 
API 

IPv4-only 
API SNA API 

Full 
endtoend 
security 

Simplification and consumability 

GUIbased z/OS CS configuration 

Broaden scope of CS Config 
Assistant 

Improvements in time to value of 

Policy Agent 

Availability and business resilience 

Sysplexwide IP workload management 

Sysplexwide single system image for both 
SNA and IP workload 

Scalability, Performance, Constraint relief and 
Accelerators 

Release to release price/performance improvements 

Reduce latency and increase throughput for 

network IO (OSA using Queued Direct IO) 

DataPower System z integration improvements 

Exploit newest System z network adapters (OSA) 

Application integration, data consolidation, and 
standards 

IPv6 compliance (DoD, NIST, IPv6forum) 

Extend support for SOA workload on z/OS: WAS, IMS, 

CICS, DB2 

Continue to support traditional workload on z/OS: 

TN3270, SNA, IMS, CICS, DB2, MQ, TSO, NetView, 
etc. 

Security 

Continue to provide transparent networking security technologies 

(IPSec, SSL/TLS, Intrusion Detection, IP filtering, etc.) 

Continue to focus on true endtoend security 

Enable customers to meet security compliance requirements 

(FIPS,PCI, DoD, NIST, etc.) 

Enable z/OS to be the enterprisewide network security services 

hub 

Virtualization 

Extend Virtual LAN support and OSA adapter sharing 

capabilities 

Virtual server clusters through the Dynamic Virtual IP Address 

(DVIPA) technologies 

Systems management and monitoring 

Enable network management products by providing open 

interfaces to pertinent z/OS CS functions and data 

SNA and Enterprise Extender 

Keep SNA operational for as long as our 
customers need it 

Continue to support both an APPN/EE and a 
CCL/NCP based SNA infrastructure 

modernization strategy 

Multinetwork 
protocol 
support 

This slide refers back to the z/OS V1R11 Communications Server release themes that 
were defined early in this session. Those themes will continue to be important to the 
Communications Server in releases that follow, where the overall objectives can be 
summarized as: 

To provide a high performance, scalable, highly available, standards-compliant, and 
manageable set of communication services. This includes SNA, IPv4, and IPv6 networking 
services. This also includes programming interfaces for z/OS new SOA workloads and 
traditional workloads (such as, CICS, IMS, DB2) supporting network security standards 
and exploiting the strength of the System z hardware platform. 
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For more information 

URL Content 
http://www.ibm.com/servers/eserver/zseries IBM eServer zSeries Mainframe 

Servers 

http://www.ibm.com/servers/eserver/zseries/networking Networking: IBM zSeries Servers 

http://www.ibm.com/servers/eserver/zseries/networking/technology.html IBM Enterprise Servers: 
Networking Technologies 

http://www.ibm.com/software/network/commserver Communications Server product 
overview 

http://www.ibm.com/software/network/commserver/zos/ z/OS Communications Server 

http://www.ibm.com/software/network/commserver/z_lin/ Communications Server for Linux 
on zSeries 

http://www.ibm.com/software/network/ccl Communication Controller for 
Linux on zSeries 

http://www.ibm.com/software/network/commserver/library 
Communications Server products 
- white papers, product 
documentation, etc. 

http://www.redbooks.ibm.com ITSO Redbooks 

http://www.ibm.com/software/network/commserver/support Communications Server technical 
Support 

http://www.ibm.com/support/techdocs/ 
Technical support documentation 
(techdocs, flashes, presentations, 
white papers, etc.) 

http://www.rfc-editor.org/rfcsearch.html Request For Comments (RFC) 

This slide shows some of the IBM Web pages with more information about z/OS 
Communications Server. 
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