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This presentation is an overview of usability improvements in Communications Server for
z/OS V1R10.
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This presentation gives an overview of networking policy infrastructure. The other subjects
include the CS z/OS V1R10 Configuration Assistant enhancements for importing policy
configuration data and IP address group definitions.
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In z/OS V1R9, the general z/0S Communications Server policy infrastructure
supports QoS, IDS, AT-TLS, IPSec IP filters IPSec VPNs and PBR. QoS refers to
Networking Quality of Service policies (TOS, Differentiated Services, VLAN priority, QDIO
priority queues, and so on.). IDS means Intrusion Detection/Defense Services policies
that that effect scanning, attacking or flooding. AT-TLS is the acronym for Application
Transparent Transport Layer Security policies. IPSec IP filters refers to IP filter policies.
IPSec VPNSs refers to Virtual Private Network policies for manual and dynamic VPN tunnel
policies. PBR is the acronym for Policy-based Routing policies.
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Configuration Assistant overview

Assistant ———

Backing
Store
Fat client

configuration
assistant model

=Configuration Assistant program logic is
installed on the Windows® workstation and runs
on the workstation.

4 Overview : Usability © 2008 IBM Corporation

With the Configuration Assistant, software is installed and maintained on administrators'
workstations. Backing-store file and policy configuration files can be located on the
workstations, on a LAN server, or accessed using FTP on an FTP server node. This
allows administrators to work on policy in off-line mode.
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The Configuration Assistant tool reads and stores all policy-related information in binary
form in the backing store file. When a policy has been created, the Configuration Assistant
can generate the policy flat file that can be read by Policy Agent.

The created policy flat file is a text file and can be altered with an editor, such as ISPF.
However, if such manual edits were done, those changes were never reflected back into
the backing store file.

The Configuration Assistant tool in V1R10 this release adds a policy flat file import
function. Changes made on the host to the policy configuration files using an editor can
now be picked up by the Configuration Assistant tool. Also, existing manually created
policy flat files can be imported into the Configuration Assistant and changes can from
now on be implemented using the Configuration Assistant tool.

This is not recommended as a standard practice. It is geared toward one-time migration
to the Configuration Assistant, or incorporating emergency updates. The Configuration
Assistant should be the primary method of maintaining this configuration information.

z/OS V1R10 will add support for some, but not all of the policy types. The additions
include IPSec, AT-TLS, PBR and IDS.
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Configuration Assistant: IP address group

=Configuration Assistant adds support for IP address
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%= Configuration Assistant - TCP/IP Stack Settings

IPSec Perspective

z/OS V1R9 Configuration Assistant

Configuiation Assistant Navigation Tree

~31PSec

5 4 Work with Reusable Objects
ek T

[
ol
e Ee e

In this example,
most of the IP
addresses could
have been
grouped into a

single group and
covered by a
single
connectivity rule

Connecivity Fules | Dynamic Tunnel Local ldsntiy | Stack Level Settings | Cient NS5 setings|
TCP/IP Stk [iformation:

Enter the name of the TCR/P Stack: | TCPCS ]
| Defaut stack on MySDI8

Enter 2 description:

Click the Add... buttan for sach Cannectivity Rule you want to add to this Stack.

Local/Source Remote/Destination | Requirement Map Topology Status Name

AllIP Y4 Al PV Filtering MNone: Disabled ABC-al-Pvé

9.42.106.153 AllIP Y4 ABC-Permit Mone Enabled DvIPAT

9.42.104.161 Al PV ABC-Permit Mare: Enabled StaticWIPAT

1921681011 AllIP Y4 ABC-Permit None Enabled OvIPAZ

9.42.105.45 AP Y4 ABC-Permit Mare: Enabled apiog

9.4210311 AP ABC-Peimit Mone. Enabled TR1

18216851 AllIP Y4 ABC-Parmit Nore Enabled DupridCF

224.0.0.0/8 APV ABC-Peimit More Enabled Multicast

< N
A, MeveUp Health Check.

Mowe Down

ppol Cherges [0k [ Canedd | [ el ]

6

Overview : Usability

© 2008 IBM Corporation

Policy configuration flat file syntax already supports IP address groups. This support is

now added to the Configuration Assistant.

This can significantly reduce the number of IP

filter rules that are generated by the Configuration Assistant, and enables better import
processing of existing policy configuration files that already use IP address groups

Before this release, a connectivity rule must be configured per IP address in the HOME
list. For each connectivity rule, an IP filter rule per traffic descriptor in the associated
requirement map is generated. With IP address group support, the number of connectivity

rules can be reduced, and hence the number of generated IP filter rules.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject=Feedback about_wnusa.ppt

This module is also available in PDF format at: ../wnusa.pdf
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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A current list of other IBM trademarks is available on the Web at http://www.ibm.com/legal/copytrade.shtml

Windows, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
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Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY
WARRANTY, EITHER EXPRESS OR IMPLIED. IBMEXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Program License Agreement, etc.) under which
they are provided. Information concerning non-1IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785
WA,

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the i/O configuration, the storage configuration,
and the wo[jklhoad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.
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Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
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