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This presentation covers administration enhancements.
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Netstat enhancements

*In V1R10, z/OS Communication Server provides a
configurable maximum for records displayed by a D
TCPIP,,NETSTAT MVS console command

SNTPD 0000001B UDP

LOCAL SOCKET:  0.0.0.0..123 )

FOREI GN SOCKET: *..* } first record
SNTPD  0000001C UDP

LOCAL SOCKET:  ::..123 (1PV6_ONLY) } second record

FOREI GN SOCKET: *..*

» Remember that the maximum value denotes
number of records, not number of lines written to
the console

=the six lines above count as two records
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The Netstat command can be invoked in 3 environments: TSO, z/OS UNIX shell, MVS
console operator. These enhancements are for the MVS console operator environment.

The DISPLAY TCPIP,,NETSTAT command supports a MAX parameter which can be
used to control the maximum number of records written to the console by the command.
The parameter's value range is 1 — 65535. A value of * (asterisk) means all records
should be written. In V1R9 and earlier releases, this MAX parameter has default value of
100 records but the default value is not configurable using a TCP/IP stack profile
statement.

The default maximum number of records remains 100. This can now be changed with the
new GLOBALCONFIG MAXRECS statement. Maximum can either be * (no maximum) or
any value between 1 and 65535.

Be aware that number of records is not the same as number of lines. As shown in the
example on this slide, one record can contain more than one line.

Also, if the number of lines displayed as the result of a D TCPIP,,NETSTAT console
command exceeds 65535 before MAXRECS it hit, an error message is issued. In V1R9
you get an abend D23 in this case.
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Netstat enhancements

= Now you can run the NETSTAT ALL report on the
MVS console

» This report can produce significant amounts of output if it
is used without filters

= Made possible by the new MAXRECS
configuration support

» You can use this support to limit output
= prevent the console from being overwhelmed with data
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In V1R9, the NETSTAT ALL report is not supported on the TCPIP,,NETSTAT console
command, because of concern about how much output it can generate. Now that you
have the ability to code limits for this display, you can use NETSTAT ALL support on the
MVS console command. This can benefit you if you use automation programs which
parse the output of MVS operator commands. Detailed TCP connection and UDP
endpoint data can now be displayed by the DISPLAY TCPIP,,NETSTAT command so that
automation programs can access this data.
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Health checker enhancements

=z/OS V1R8 Communications Server
implemented initial support for and use
of the z/OS Health-checker infrastructure

=z/OS V1R9 Communications Server extended support
for and use of the z/OS Health-checker infrastructure

=z/OS V1R10 Communications Server adds more
health checks, focusing on migration
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Health checker is a z/OS infrastructure to help you diagnose problem configurations or
practices that can cause problems on your system. A Health checker check is not an
indication of a software error, but an indication that you should more closely examine part
of your system or configuration to see if it can be improved, and common problems
avoided.

Communications Server has been patrticipating in the Health Check infrastructure since
V1R8, with new checks added every release.

In V1R10, health check was added to verify that the BPXPRMxx INADDRANYPORT

and INADDRANYCOUNT specifications match correct TCP/IP PORT/PORTRANGE

definitions. These ports must be reserved to OMVS - if not, an abend EC6 can occur
when Common INET tries to use one of them

Also in V1R10, checks are added to verify that these servers are not in use on the
system. After z/OS V1R10, these functions will no longer be included in the z/OS
Communications Server distribution. If you are using these functions, it is important
that you plan for their removal now!

The functions are Boot Information Negotiation Layer (BINL) server, Berkeley
Internet Name Domain 4.9.3 (BIND 4.9.3) DNS server, and Dynamic Host
Configuration Protocol (DHCP) server. Also Network Database (NDB) server.
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Other administration enhancements

= SNMP enhancements

= SMF and Network Management Interface
enhancements
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SNMP Enhancements include but subagent and agent enhancements.

SNMP subagent enhancements include upgrading version-neutral MIB support to RFC
level. IBM also provides a new enterprise-specific interface up/down trap which provides
the interface name, and interface up/down traps are no longer created for VIPA interfaces.
The ibmMuvslfFlag MIB object now indicates if an interface is a dynamic VIPA.

A new —C parameter is added to the SNMP Agent, which controls setting of read and
write file access permission bits for the z/OS UNIX path name. The default z/OS UNIX
path name now created in /var directory

NMI Enhancements include providing SMF records for IPSec events without the
application needing to poll for them. Also, existing NMI responses are updated to be as
similar as possible to the corresponding SMF records.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

z/0S
A current list of other IBM trademarks is available on the Web at http://www.ibm.com/legal/copytrade.shtml

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM groducts programs, or services does not imply that IBM intends to make such products programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not |nfnnge IBM's intellectual property rights, may be used instead.

Information is provided "AS 1S" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY
WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Program License Agreement, etc.) under which
they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

1BM D|rector of Llcensmg
IBM Corpor:

North Castle Dnve
Armonk, NY 10504-1785
US.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration,
and the wo[jklhoad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2008. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.
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