IBM WebSphere CloudBurst Appliance V2.0

SNMP management

© 2010 IBM Corporation

This presentation will discuss the Simple Network Management Protocol support in
WebSphere CloudBurst™ V2.0.
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This presentation will discuss support for the Simple Network Management Protocol in
WebSphere CloudBurst V2.0.
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3 SNMP management

Overview

© 2010 IBM Corporation

This section will discuss SNMP support in WebSphere CloudBurst V2.0.
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= WebSphere CloudBurst Appliance has an SNMP agent
— Compatible with SNMPv1 and SNMPv2c specifications

= Clients can poll for information from the WebSphere CloudBurst SNMP agent and modify it's
configuration using SNMP
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WebSphere CloudBurst V2.0 has a configurable SNMP agent. The SNMP agent supports
SNMPv1 and SNMPv2c specifications. SNMP clients can connect to WebSphere
CloudBurst and poll for information using WebSphere CloudBurst V2.0's SNMP MIB files.
WebSphere CloudBurst's SNMP agent runs on the appliance as a daemon. The port
number is configurable, and system administrators that configure a network management
system to monitor WebSphere CloudBurst can access the MIB files from the
administrative console. The administrative console and the command line interface can be
used to configure the SNMP options for the WebSphere CloudBurst agent.
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WebSphere CloudBurst SNMP agent

» WebSphere CloudBurst SNMP agent can be configured in the administrative console Ul
— New menu item located under the Appliance tab
» Appliance > Monitoring

WebSphere CloudBurst

wWelcome Pattemns Catalog Cloud [+ Appliance =
Welcome to WebSphere CloudBurstl! Settings
Users

WebSphere CloudBurst is a hardware appliance that automates and optimizes t

User Groups

Task Qusus

Deployment made easier
= Step 1: Set up the appliance
I TI Ciristamize the annliance settinas and create liser accannts
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In the WebSphere CloudBurst administrative console, a new menu item is available under
the appliance tab. This link titled monitoring, takes WebSphere CloudBurst administrators

to the SNMP configuration page.
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WebSphere CloudBurst SNMP agent configuration

= SNMP configuration options available
— Enable/disable the SNMP agent
— Configure the agent port number
— Configure SNMPv2c communities
— Download MIB files for the WebSphere CloudBurst SNMP implementation
— Edit trap subscriptions
— Configure trap subscribers

WebSphere CloudBurst

Welcome Virtual Systems

Catalog [+ Cloud (= Appliance [¥]

Monitoring of rmdp24.rtp.raleigh.ibm.com
¥ Enable SNMP an port 2285

+| SNMP v2c Communities

+| Enterprise MIBs

+| Trap Subscriptions

+| Trap Subscribers
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On the monitoring configuration page of the administrative console there are four main
sections for the configuration of WebSphere CloudBurst's SNMP agent. You can enable or
disable the SNMP agent, and configure the port that the agent is available on. You can
configure SNMPv2c communities, download the agent’s MIB files, configure the events for
trap subscriptions, and configure client trap subscribers.
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7

SNMP management

Community configuration

© 2010 IBM Corporation

This section will discuss community configuration.
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= Add and remove SNMPv2c communities

= Set community access
— Read-only
— Read-write

= Restrict host name access to WebSphere CloudBurst SNMP agent

Monitoring of 9.3.75.157
Enable SMMP on port

=| SNMP v2c Communities

Name Host restriction Permissions

¥  labCommunity ALL Read-only access

Create community
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When an SNMP client accesses information from the managed device’s agent using
SNMP, it passes the agent credentials as a community name. The community name is
equivalent to a username that is used to access information from the managed devices
agent. Communities are configured as read-only or read-write access, and can include a
host restriction. SNMP clients must know which community to use to monitor WebSphere
CloudBurst activities. The host name or IP address of the client machine must be
configured in the community settings of the WebSphere CloudBurst SNMP agent.
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9 SNMP management

MIBS
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This section will discuss the WebSphere CloudBurst SNMP MIB files.
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WebSphere CloudBurst's SNMP MIB files can be downloaded from this monitoring
configuration page of the administrative console. Clients that want to interface with the
WebSphere CloudBurst SNMP agent will have to download these files and configure them
with their SNMP client. Three MIB files are available for the WebSphere CloudBurst
appliance’s SNMP agent activities. The first is the WebSphere CloudBurst status MIB.
This MIB file contains variables that are used to gather information about WebSphere
CloudBurst’s current state. The WebSphere CloudBurst configuration MIB contains
variables that are used to access the management capabilities of WebSphere CloudBurst
using SNMP in order to alter it's configuration. The notifications MIB file contains the

information necessary for SNMP client trap daemons to receive and work with WebSphere
CloudBurst SNMP trap subscriptions.
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11 SNMP management

Trap subscriptions
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This section will discuss SNMP trap subscriptions.
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— Trap Subscriptions
= Trap subscriptions can be Trap priority: | warning | v
configured to send notifications Trap code Severity level Description
about WebSphere CloudBurst . .
events [0 0x02c60004 info Password changed
— Set global minimum trap [] 0x02c30005  error Maximum number of failed logins.
level X [0 0x02c30008 error Lock out due to number of failed logins
— Enable or disable o
notification for specific 0x01530001 error Time zone config mismatch.
events 0x02220001 critical Power supply failure.
— Each trap has a severity 0x02240002  warning Internal cooling fan has slowed
level . '
«Critical 0x02220003 critical Internal cooling fan has stopped.
«Error [0 0x02220004 critical System battery missing.
*Warning [0 0x02220005 critical System battery failed.
*Notice [0 0x00b30007 error Network Error
«Info } ]
[0 0x00b30009 error Host connection could not be established
[0 0x0o0b3000d error Invalid VLAN Identifier
[0 0x00b3000e error Static route has illegal next hop of 0.0.0.0
[0 oxo0b3000f error Static route has next hop not on local
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SNMP trap subscriptions are supported by WebSphere CloudBurst V2.0. The events that
trigger SNMP traps to be sent to clients by the WebSphere CloudBurst SNMP agent can
be configured in the trap subscriptions section of the monitoring page. Individual traps can
be enabled or disabled. A list of available traps is available under the trap subscriptions
section. Each trap that has a check box in the enabled column will trigger a notification to
be sent to any clients that are configured as trap subscribers. WebSphere CloudBurst
SNMP traps are separated into four severity levels, info, warning, error, and critical. The
global minimum trap level can be set on the WebSphere CloudBurst SNMP agent using
the dropdown list. Depending on what trap level is specified in the drop down list, any
traps that have a lower priority than what is set are not sent to subscribers. For example, if
the trap level is set to Warning, Notice and Info level traps are then ignored by the agent
and no notifications for those events are sent. Events for Warning, Error, and Critical traps
are sent for that configuration.
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= Configure subscribers to trap subscriptions
= Specify client IP address and port
= Configure client access to community

= Set client security version (SNMPv1 or SNMPv2c)

.........

Client IP address Client port number Community Security version

Create trap subscriber
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Subscribers to SNMP traps can be configured under the trap subscribers section of the
WebSphere CloudBurst administrative console monitoring page. Subscribers to SNMP
traps can be added by clicking the create trap subscriber button. In the dialog that opens
you can input the SNMP client’s information. The IP address, the port the client’s trap
daemon is listening on, the community the client belongs to, and the SNMP security
version must be specified. WebSphere CloudBurst supports SNMPv1 and SNMPv2c
security versions. Once clients are registered to receive trap events, events configured in
the trap configuration are sent to the client by the WebSphere CloudBurst SNMP agent
when they occur.
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SNMP clients
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This section will discuss SNMP clients.
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= WebSphere CloudBurst Appliance can be monitored by a network management system
using products such as:
—IBM Tivoli Composite Application Manager (ITCAM)
— IBM Director
— HP OpenView
— Net-SNMP
— Any monitoring client that can consume MIB-II data
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WebSphere CloudBurst Appliance can be accessed using SNMP clients that can consume
MIB-II data. Common clients that are used to access an monitor managed devices on the
network using SNMP include IBM Tivoli Composite Application Manager and IBM Director.
Other vendor applications can also be used as SNMP clients to interface with WebSphere
CloudBurst including HP OpenView. The free SNMP toolkit available from Net-SNMP.org

contains a suite of SNMP protocol applications that can be used to monitor WebSphere
CloudBurst.
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Examples
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This section will discuss examples of using SNMP with WebSphere CloudBurst.
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= A network administrator enables monitoring of CloudBurst Appliance with an SNMP
monitoring client such as ITCAM

= User views resource utilization statistics over time to understand appliance load trends
— Processor

— Memory
— Network input/output

= Network administrator gains understanding of the appliance's workload
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An example of using WebSphere CloudBurst SNMP monitoring support is to monitor
system statistics. A comprehensive SNMP monitoring client can connect to WebSphere
CloudBurst’'s SNMP agent to monitor and log system statistics. The network administrator
can view resource information such as processor usage, memory load, and network
input/output over time to understand WebSphere CloudBurst’s load trends.
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= WebSphere CloudBurst SNMP agent configured to send a trap notification when the internal
cooling fan stops

= The trap is enabled and the SNMP client subscription is configured
= SNMP client trap daemon is started on the network management system
= The cooling fan on the WebSphere CloudBurst Appliance stops

= The trap is caught by the WebSphere CloudBurst SNMP agent and a natification is sent to
the client trap daemon

= The SNMP client trap daemon receives the notification that the internal cooling fan has
stopped

= The administrator monitoring the WebSphere CloudBurst appliance using the network
management system sees that the fan has stopped and investigates the problem

= The fan is replaced and WebSphere CloudBurst resumes normal function
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Another example of interfacing with WebSphere CloudBurst's SNMP agent involves using
trap subscriptions. WebSphere CloudBurst Appliance’s SNMP trap subscription support
can be configured to alert a client when the internal cooling fan stops. A network
administrator using an SNMP client can configure a trap daemon to listen for notifications
from WebSphere CloudBurst. They can enable the trap on WebSphere CloudBurst to
send a notification when the internal cooling fan stops. They can add their client trap
daemon as a subscriber to WebSphere CloudBurst's SNMP trap notifications. When the
internal cooling fan stops and the trap for that event is enabled, the WebSphere
CloudBurst SNMP agent will send a notification to the waiting client trap daemon. The
administrator can then be notified by it's SNMP client that an event has occurred, and will
know that the internal cooling fan of WebSphere CloudBurst has failed. They can then
replace the fan.
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Summary
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This section will summarize using SNMP with WebSphere CloudBurst.
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= WebSphere CloudBurst appliance has an SNMP agent
= SNMP agent can be enabled or disabled

= SNMPv2c communities can be added, removed, and managed
— Specify community name
— Read-only or read-write access
— Host name restrictions

= Trap subscriptions can be configured to send natifications to listeners using a trap daemon
client

= Trap subscribers are configured
— Specify trap subscriber IP addresses
— Community affiliation
— SNMPvV1 or SNMPv2c security usage
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WebSphere CloudBurst V2.0 has an SNMP agent that can be enabled or disabled. The
agent is configurable, and the port number on which it runs can be specified. The
WebSphere CloudBurst administrative console has a new monitoring page under the
appliance tab. This monitoring configuration page has elements to help configure the
SNMP agent settings. SNMPv2c communities can be configured for the agent, specifying
the name, read, write, and host name restrictions. Trap notifications for WebSphere
CloudBurst events can be enabled or disabled. Clients that want to subscribe to SNMP
traps can be configured. Registering the IP, community, and security version for the clients
that want to receive trap subscription notifications from the WebSphere CloudBurst SNMP
agent enables them to receive traps.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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