IBM WebSphere CloudBurst Appliance V1.1

Problem determination updates

WebSphere ELIVEN © 2010 IBM Corporation

This presentation will discuss problem determination updates in IBM® WebSphere®
CloudBurst™ appliance V1.1.
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= MustGather documentation

= User interface changes
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You will see information about “MustGather” documentation for WebSphere CloudBurst
issues, and information about user interface changes and how they are related to problem
determination.
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MustGather documentation

3 Problem determination updates
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In this section you will learn about “MustGather” information.
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= New MustGather not yet available for V1.1

= Follow guidelines for V1.0:
— Get the trace.zip file from Appliance > Troubleshooting , expand Logging , then select
Download log files
— Latest logs only can be collected using the REST API
« https://[<APPLIANCE_IP>/resources/trace.zip?latest
— Current firmware and revision number
— Detailed description of the problem
— Screen capture of Web console showing problem or error message

= V1.0 MustGather:
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The document that provides information about the collection of troubleshooting data is
called “MustGather”. For WebSphere CloudBurst V1.0, it is published as an IBM technical
note or “technote” and available on the Internet. The MustGather for WebSphere
CloudBurst V1.1 is not yet available. In general, you can continue to use the information in
the WebSphere CloudBurst V1.0 MustGather document. You should typically provide the
trace files from the appliance, which are gathered by clicking Appliance, then clicking
Troubleshooting, expanding Logging and then clicking Download log files. If you want
to collect only the latest logs, instead of all logs, then use the REST API technique shown
in the slide. Always provide the current firmware level, viewed by clicking Appliance , then
clicking Settings , then expanding Firmware . Always provide a detailed description of the
problem. Frequently it is helpful to provide a screen capture of the administrative console if
the problem manifests itself in some visual manner there, or if an error message displays
in the administrative console.

The URL for the WebSphere CloudBurst V1.0 MustGather is provided on this slide.
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= Always gather appliance logs and screen capture of error

= For problems related to PowerVM™ hypervisors, also gather logs for Systems Director and

NIM
—IBM Systems Director — create tar file of logs
« /opt/ibm/director/bin/grablogs.sh - creates tar file of log files and places into /tmp
directory

— NIM — create tar file of NIM director agent logs
« tar —cvf /tmp/dir_agent_logs.tar /opt/ibm/director/agent/logs

= It is helpful to gzip large sets of documentation before sending to IBM support
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For many errors, the WebSphere CloudBurst appliance log files are sufficient, along with a
screen snapshot of the administrative console that shows the error. But if the appliance
has been communicating with the PowerVM environment when the error occurs, often you
will also need logs from the PoweVM environment. On the IBM Systems Director partition,
use the grablogs.sh shell script in the director’s bin library to create a tar file of the IBM
Systems Director logs. On the NIM patrtition, tar the logs directory for the director agent.
To save space and transmission time, gzip the tar files and compress any bmp screen
captures before sending to IBM support.
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User interface changes

6 Problem determination updates
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This section will discuss the user interface changes and how that can be helpful for

problem determination.
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WebSphere CloudBurst V1.1 provides access to not only the WebSphere Application
Server administrative console but also to VNC and to SSH consoles as well. These
different system console links allow you to login to the virtual machine operating systems
and login to the WepSphere Application Server systems for problem determination. If one
particular virtual system console is unavailable, it can be helpful to try another type of
console so you can run diagnostics and review information.

This slide shows you how to access the WebSphere console link and to the VNC console
link. The consoles are accessed from the Virtual Systems view within WebSphere
CloudBurst. First, expand Virtual machines so that individual virtual machines are seen.
Next expand the individual virtual machine of interest. Scroll to the bottom of the
information about that individual virtual machine, where you see the VNC and WebSphere
console links. The VNC link displays only for virtual machines deployed on VMware ESX
servers.

The location of the SSH console link is shown on the following slide.
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= SSH console access
— Relocated in appliance administrative console
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The location of the SSH console link within the WebSphere CloudBurst administrative
console is changed in V1.1. The SSH console link is accessed from the Virtual Systems
view. Expand Virtual machines so that individual virtual machines are seen. To the right
of each Virtual Machine name are the CPU, Memory and SSH labels. Click the Login link

under the SSH label. The page will expand to include a login popup, where you type your
SSH login credentials and click Login.
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= Under Appliance > Settings
— Expand Ethernet Interfaces
— Expand Ethernet interfaces status

=| Ethernet Interfaces

Interface IP address/mask Default gateway MTU Mode
Gl 172.16:0.217/21 Honsiprosiced 00 Gl >
Gl Honelprovided Honelproyiced £ Elio .
Gl dsa oS ee T Honelproyiced £ Elio .
mgmt 9.3.79.158/24 0.2.75.1 1500 Auto L

=| Ethernet interfaces status

Received Transmitted
Interface MAC address Link status Mode status  Collisions kilobytes packets errors drops kilobytes packets errors drops
atho 00:1a:64:88:93:d9 no-link 10baseT-HD 0O 0 0 o 0 o 0 o o
ethl 00:14:5e:flid426  no-link 10baseT-HD O a a o a o a o o
ethz 00:14:5e:f1:d4:28 no-link 10baseT-HD O a a o a o a o o
mgrnt 00:1a:64:85:93:d8 ok 100baseTx-FO 0 486598 1382019 0 [u] 2453314 1548682 0 a
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The Ethernet interface status area provides you with statistical information about the
Ethernet interfaces running on WebSphere CloudBurst. It can provide diagnostic clues if
you think errors are occurring in data transmission or receipt. To access this information,
click Appliance , then click Settings . Then expand Ethernet Interfaces . Just below the
list of the four interfaces, expand Ethernet interfaces status

The status information lists the interface name, MAC address, link status and mode status.
The Collisions column lists the number of collisions that occur from the appliance and
other network devices in the same Ethernet segment. Next you see statistics about the
amount of data that was received and transmitted. The errors columns lists the number of
errors that occurred on the “received” and on the “transmitted” interface since the
appliance was last rebooted. The drops columns lists the number of packets that have
been dropped on the “received” and on the “transmitted” interface since the appliance was
last rebooted.
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= Under Appliance > Settings , expand Domain Name Servers

EXampIe Of falled =| Domain Name Servers
DNS lookup 9.07.1
i Clicsitaladd
Lookup host name or IP ﬂddre-ss
1.2.33.444 iLogkup!

Failed to lookup 1.2.33.444

Example of successful
DNS lookup

=| Domain Name Servers

Lookup host name or IP address
9.3.75.158 iLookupi

Host name: aimcplSS8.austin.ibm.com

IP address: 9.3.75.158
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The Domain Name Servers function has been enhanced in WebSphere CloudBurst V1.1
to include a “lookup” function. To access this new function, click Appliance , then click
Settings . Then expand Domain Name Servers . You will see the new lookup function
under the list of domain name servers. Type the host name or IP address you want to
investigate into the box labeled Lookup host name or IP address , then click Lookup.
The response from the lookup can help you determine if there are problems with the DNS
or with an IP address or host name entry. All IP resources for WebSphere CloudBurst
must be resolvable by host name or by IP address. Thus you can use the lookup function
to verify host names and IP addresses of the IP resources defined within WebSphere
CloudBurst, including IP groups, VMware servers, PowerVM partitions, DNS, and the
appliance itself.
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Uncheck
to retain
history
and log
files

Delete the virtual system history and log files as well.

0K Cancel
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= When deleting a virtual system, optionally leave history and log files in place

= Allows for investigation and troubleshooting after virtual system removed from hypervisor

Are you sure you want to delete? This operation cannot be undane.

© 2010 IBM Corporation

When deleting a virtual system, you have the option of leaving the history and log files in
place. This allows the diagnostic information for the deleted virtual system to remain in the
trace and logs files, in case it is needed for future investigation. Simply uncheck the box

labeled Delete the virtual system history and log files as well
virtual system.
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External Authentication

= Check user and group lookup using bl LDAF outhentastion

LDAP configuration

MName Mone provided
= Go to Appliance > Settings , expand INDI provider URL
Security , and select Test LDAP IMDI base DN (users)
authentication settings IMDI base DN (groups)

Search filter {users)

JWDI security authentication

Password

Click to
expand Test LDAP authentication settings
To test whether LDAP authentication settings are setup correctly,

LDAP user name

Test LDAP
user name

cloudburst@us.ibr.com Test LDAP guery

Could not find LDAP user name: cloudburst@us ibm.com

LDAP group name

CloudBurstadmins Test LDAP query

Test LDAP
group name

Found LDAP Group DR
cn=CloudBurstadmins,ou=memberlist,ou=ibmgroups,o=ibm.com

12 Problem determination updates © 2010 I1BM Corporation

In WebSphere CloudBurst V1.1, you can now test LDAP authentication settings, LDAP
user name and LDAP group name entries by using Test LDAP authentication settings
Click Appliance, then click Settings , then expand Security . Click the Test LDAP
authentication settings link to allow the page to expand to reveal the new function. Type
in an LDAP user name you want to test under LDAP user name and click Test LDAP
qguery . Type in an LDAP group name you want to test under LDAP group name and click
Test LDAP query . The response message displays just below the dialogue box.
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= Firmware upgrade
— Firmware file upload progress messages
— Notification that upgrade has started

= Backup and restore
— Percentage progress messages on backup and restore
— Dry run check on restore

= Task queue
— Status available for queued tasks
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WebSphere CloudBurst V1.1 has improved messages for task processing. During
firmware upgrades, you now see progress messages as the firmware upgrade file uploads
to the appliance. Once the firmware file is uploaded, you will then see a message below
the firmware dialog box that the upgrade process has started. The backup and restore
function provides a percentage progress message during backup processing and during
restore processing. There is also a “dry run” check for restore. The task queue for the
appliance now shows status for the tasks waiting to run.
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= Better messages on error conditions for:
— Pattern deployment
— Image import

. ESX single server ¥7.0.0.7 ’% %] b4
—Image extension
H Created on: Moy 27, 2009 7:16:30 PM
— Networking and
cloud environment From pattern: wehSphere single server
Current status: ) Unable to find hypervisars with available 1Ps to fulfill the request
Undated on: Moy 27, 2008 7:16:59 PM
Access granted to: Administrator [owner]
Snapshot: Create Restore
(none)
+| History
+| Virtual machines
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There are now improved error messages within many functions in the appliance. In this
example, pattern deployment has issued a message indicating that deployment has failed
because it was unable to find hypervisors with available IP addresses to fulfill the
deployment request. The error messages have also been improved in image import,
image extension, in functions that deal with networking, and functions that manage the
cloud environment.
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= Resetting the appliance allows recovery when P s —

the database has been corrupt_ed _ 1) configure Networking
— The reset removes all configuration data on 2) configure Locale
the appliance 3) Reset Installation
= To reset the appliance database 4) show Network Device Status
5) Logout

— Log in to the serial console using the
cbadmin ID

— When prompted, choose option 3 to Reset
Installation

— You have to verify that you want to

— reset the appliance by answering YES
twice to the prompts in the console

— After the reset, the appliance reboots

Enter 1-5: 3
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If you encounter a situation where the appliance database has been corrupted, you likely
will need to reset the appliance database. If you use a serial console, attach the serial
connection cable from the console to the serial interface port on the front of the appliance
and power on the console. If you are using a serial terminal emulator on an external
computer, attach the serial interface cable from the external computer to the serial
interface port on the front of the appliance and start the terminal emulator program. You
must then log in to the serial console using the cbadmin user ID. You should then see an
action list of five action items. To reset the database, type 3 for the Reset Installation
option and press ENTER. You are prompted to reply “YES” twice to ensure you really
want to reset the appliance database. A database reset will remove all configuration data
from the appliance, including catalog images, scripts, virtual systems, and patterns. After
the reset operation completes, the appliance automatically reboots.
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Summary
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This section presents a summary of the problem determination updates.
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= Official MustGather documentation for V1.1 will come from IBM at a later time
— Appliance logs and screen capture are nearly always required

= Enhancements to the user interface to support better problem determination:
— Networking information, including Ethernet interface status
— Testing connections for DNS and LDAP
— Improved messaging
— Soft delete for virtual systems to retain logs
— Database reset
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The official MustGather documentation for WebSphere CloudBurst V1.1 is not yet
published. You can use the information in this presentation plus the V1.0 MustGather
information to determine the data you need for issues you encounter. Almost all problem
require the appliance logs and, if possible, a screen capture of the error. Many
enhancements were made to the WebSphere CloudBurst V1.1 user interface to provide
more diagnostic information, including additional networking information such as the
Ethernet interface status information, new testing facilities for DNS and LDAP security,
and improved messaging in many functions within the appliance. Remember that when
deleting a virtual system you do not have to delete the related system logs if you think
those logs might be helpful in diagnosing a problem. If you think the appliance database is
corrupted, you can use the database reset function to remove all configuration data from
the database.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, copyrights, and disclaimers

IBM, the IBM logo, ibm.com, and the following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States,
other countries, or both:

CloudBurst PowerVM WebSphere
If these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol (® or ™), these symbols indicate U.S.

registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law trademarks in
other countries. A current list of other IBM trademarks is available on the Web at "Copyright and trademark information" at http v.ibm.com/legal/copytrade.shtml

Other company, product, or service names may be trademarks or service marks of others.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM’s future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not infringe IBM's intellectual property rights, may be used instead.

THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY
DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to
update this information. IBM products are warranted, if at all, according to the terms and conditions of the agreemems (for example, IBM Customer Agreement,
Statement of Limited Warranty, International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained
from the suppliers of thoseg)roducts their published announcements or other publicly available sources. IBM has not tested those products in connection with this
publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/0 configuration, the storage configuration,
and the wo:jklr?ad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2010. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.

19 © 2010 I1BM Corporation

CB11_PDUpdates.ppt Page 19 of 19



