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IBM WebSphere CloudBurst Appliance 

Backup and restore 

This presentation will discuss the IBM® WebSphere® CloudBurst™ Appliance backup and 
restore process. 
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Agenda 

� Process overview 

� Performing a backup 

� Restoring the appliance 

First you will walk through what is involved in backing up your IBM WebSphere CloudBurst 
Appliance and then you will go over what is involved in backing up your running virtual 
systems. 
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Appliance backup and restoreAppliance backup and restore 

Section 

This section will cover the backup and restore feature of your IBM WebSphere CloudBurst 
Appliance. 
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Process overview 

� Backup your appliance to a remote location 

� Restore your appliance from a previous backup 

4 Backup and restore © 2010 IBM Corporation 

The backup and restore feature can be located by navigating to the “Appliance ” tab and 
then to “Settings ”. The backup function streams a backup image to a remote location, 
maintaining an identical state to the time it was backed up. The backup images contain all 
of the data that is needed to restore IBM WebSphere CloudBurst Appliance to the specific 
point in time the backup image was taken. Using the restore option, you can restore the 
virtual system to that previous state. 
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Process overview 

� Find a place to store your backup 

� Secure your backups 
– Have appliance generate a keypair 
– Upload your own certificate 

� Schedule a new backup 

� Restore from a backup 

5 Backup and restore © 2010 IBM Corporation 

This slide shows an expanded view of the backup and restore feature. As you can see 
there are four steps. Step one is the step in which you specify a location to send your 
backup to. Step two configures the encryption settings used for future backups. Step three 
schedules your backup. Step four restores your IBM WebSphere CloudBurst Appliance to 
a previous backup. The next few slides will go over each of these steps in detail. 
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Performing a backup 

� Enter remote location where you want your 
backup placed 

– SSH is used to transfer backup 
– 100GB required for as is IBM 

WebSphere CloudBurst Appliance 

6 Backup and restore	 © 2010 IBM Corporation 

The first step in creating a backup of your IBM WebSphere CloudBurst Appliance is to 
determine a remote location that can hold your backup image. The size of your backup 
image is dependant on the content of your appliance, but backup images can be as large 
as 100 gigabytes in size. After you have found a remote location to house your backup the 
next step is to specify the information in step one, shown above. 

The host field specifies the host name of the SSH server used for storing your backup 
images. The path field specifies the path to the directory on the SSH server where backup 
images are stored. The user name field specifies the user that is used to establish a 
connection with the SSH server and the password field specifies the password associated 
with the user defined in the user name field. 
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Performing a backup 

� Backup encryption is accomplished either by: 
– uploading your certificate
 

OR
 
– appliance generated keypair 
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The second step in the creation of your backup is to encrypt the backup. You have two 
choices when encrypting your backup. Either you can upload your own certificate or you 
can have WebSphere CloudBurst generate one for you. 

Uploading your own certificate can be accomplished by clicking the “Browse… ” text box 
located under “Upload your own certificate ”, choosing your certificate and then clicking 
the “Upload” button. The certificate needs to be a valid X509 compliant certificate. 

To have WebSphere CloudBurst generate a new keypair to use for this backup requires 
you to enter a pass phrase which is located under “Generate your own keypair ” and then 
pressing the “Generate ” button. After you click the “Generate ” button a link opens to the 
right of the button. Click this link to download the keypair to your system. 
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Performing a backup 

� Schedule a backup immediately or for a 
later time 

� Backup can take quite some time 
depending on network bandwidth 

� Progress can be viewed under the 
Appliance > Task Queue section 

� Once in progress, all incoming tasks are 
queued until backup is complete 
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The final step in creating your backup is to schedule a time for the backup to take place. 
You can either schedule it immediately which is the default or you can schedule it for a 
future date and time. Once you have chosen your time then click the “Schedule ” button to 
start the backup process. The task is placed in the task queue. The “Task Queue ” is 
located under the “Appliance ” tab. You can monitor the progress from here. 

While the backup task is running, all incoming tasks are placed in the queue and do not 
begin until after the backup task has completed. 

There is no progress indicator to track progress. Once the backup task is complete it is 
removed from the task queue. Backing up your IBM WebSphere CloudBurst Appliance 
can take quite a bit of time depending on the speed of your network. 
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Restoring the appliance 

� Before beginning 
– Ensure Step1 points to the correct backup location to restore 
– Verify the firmware level on appliance and backup match 
– Ensure you have key to decrypt backup 

9 Backup and restore © 2010 IBM Corporation 

When you need to restore from a previous backup you must ensure that the host and 
pathname defined in step one are correct. The restore feature was designed with one 
backup location in mind. For example if you made backup “A” in location “A” and then did 
another backup “B” in location “B” and now you wanted to restore backup “A” you have to 
go back to step one and reset the host and path information to point to backup “A”. By 
default the information saved in step one is the last information entered. The firmware 
level on your appliance must match the firmware level from the backup. You will need the 
encryption key to decrypt the backup. The backup operation can take quite some time to 
complete. The status of the process can be found in the “Task Queue ” section of the 
“Appliance ” tab. The only indication that it is completed is that the task is removed from 
the queue. 
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Restoring the appliance 

Task Queue status message 

When you need to restore from a previous backup you navigate to step four of the backup 
and restore section. Click the “Restore ” link to the right of the backup you want to restore. 
You must upload the key / password to do the restore. The appliance will do a dry run to 
ensure the archive is valid. Once the restore is in progress, you will see a percentage 
indicator throughout the restore. Once the restore is complete, the IBM WebSphere 
CloudBurst appliance will restart. 
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SummarySummary 

Section 

This section will summarize the backup and restore presentation. 
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Summary 

� IBM WebSphere CloudBurst Appliance provides a mechanism by which you can back up 
and restore your appliance 

12 Backup and restore © 2010 IBM Corporation 

In summary, IBM WebSphere CloudBurst Appliance provides a mechanism by which you 
can back up and restore your appliance using the backup and restore feature under the 
appliance -> settings option. 
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Feedback 

Your feedback is valuable 

You can help improve the quality of IBM Education Assistant content to better meet your 
needs by providing feedback. 

� Did you find this module useful? 

� Did it help you solve a problem or answer a question? 

� Do you have suggestions for improvements? 

Click to send e-mail feedback: 

mailto:iea@us.ibm.com?subject=Feedback_about_CB11_BackupRestore.ppt 

This module is also available in PDF format at: ../CB11_BackupRestore.pdf 
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You can help improve the quality of IBM Education Assistant content by providing 
feedback. 
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IBM Director of Licensing 
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North Castle Drive 
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and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the 
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