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Today’s enterprise requires business and IT agility
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•Services are the building blocks
• Services are used to help get the right information to the 

right people at the right time
• Services can be flexibly re-combined to deploy composite 

applications to address new opportunities
• Packaging business functions from new and existing 

applications in a simple and standardized way creates 
services that are available for use 

• “A Service is a discoverable software resource which has 
a service description.  This service description is available 
for searching, binding and invocation by a service 
consumer. The service description implementation is 
realized through a service provider who delivers quality of 
service requirements for the service consumer.  Services 
can be governed by declarative policies.”

The flexibility to treat elements of business processes and the underlying IT 
infrastructure as secure, standardized components (services) that can be flexibly 
recomposed and combined to address changing business priorities.

SOA is the key to bridging the needs of Business and IT
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Three views on SOA
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What is the SOA model?
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Vision of Service Oriented Architecture (SOA)
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Organizations can take different paths to SOA adoption 
depending on business goals and IT constraints
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XML is the key to Web service implementation
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Security requirements from a business perspective 

• Reduce Risks: An exposure someone has as a result of a 
vulnerability being exploited

• Establish Trust: The extent to which someone who relies on a 
system can have confidence that the system meets its 
specifications (i.e., that the system does what it claims to do and 
does not perform unwanted functions)

• Reduce/Eliminate Liability: The thing every business is afraid 
of…something that causes a business to lose money

• Provide the Appropriate Asset Protection to offset the risk: Any 
information, system or resource that the business tracks as 
containing business value or liability

• Build stronger Business Relationships: Patterns of interaction 
around customers, partners, suppliers, and competitors

• Manage Corporate Security Policies: Regulatory compliance, and 
corporate governance, pass security audits
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Security requirements from an IT perspective
In any architectural solution, the following security requirements must be 

addressed, with no exceptions when it comes to Web services:

• Identification: The party accessing the resource is able to identify itself to the 
system.

• Authentication: There exists a procedure to verify the identity of the accessing 
party

• Authorization: There exists a set of transactions the authenticated party is 
allowed to perform

• Integrity: The information is not changed on its way

• Confidentiality: Nobody is able to read the information on its way

• Auditing: All transactions are recorded so that problems can be analyzed after 
the fact

• Non-repudiation: Both parties are able to provide legal proof to a third party that 
the sender did send the information, and the receiver received the identical 
information
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• Entities, Identities – users, 
services

• Services have identities
• Identities and/or credentials are 

propagated across services
• Users and services are now 

subject to the same security 
controls

• Organizational/enterprise 
boundaries

• Perimeter is obscure
• Identities are managed across 

boundaries
• Trust relationships are 

established across boundaries

Who or what is accessing your systems?

• Greater focus on securing data 
and information

• Protecting data in transit and at 
rest

• Apply consistent protection 
measures 

• Access to data by applications 
and services
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Threats to message level security

• Message Alteration: Clear text messages may be changed
• Confidentiality: Messages may be read by external parties
• Man-in-the-middle: Original Requestor and Service Provider 

believe they are talking to each other, when in fact they are 
talking through a third party

• Spoofing: External party impersonates an authorized user 
and makes an unauthorized request

• Denial of Service: Preventing legitimate users from using a 
Web service

• Replay: An external party copies and later resends a 
message
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• SSL/TLS offers several security features including authentication, 
data integrity, and data confidentiality, but only for individual hops

• What is needed in a comprehensive Web services security 
architecture is a mechanism that provides end-to-end security and 
greater functionality

Point-to-point versus end-to-end security
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Web services security high level architecture
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SOAP message with Web Services Security
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WS-Security Core Specification 1.1

Reference: 
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SOAPMessageSecurity.pdf

• Provides message level security which is used when building secure Web 
services

• Focused on message content protection and security token propagation

• Builds upon specific XML extensions and other supplemental 
specifications:

• XML Encryption

• XML Signature

• Username Token Profile

• SAML Token Profile

• X.509 Certificate Token Profile

http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
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Defining the security constraints for a service

• WS-Policy
• Provides a flexible and extensible grammar for 

expressing the capabilities, requirements, and general 
characteristics of entities in an XML Web services-based 
system

• WS-SecurityPolicy
• Deals with defining "policy assertions" which are utilized 

by the WS-Security, WS-Trust and 
WS-SecureConversation specifications 

Reference: 
http://www.w3.org/Submission/WS-Policy/ 
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/v1.2/ws-securitypolicy.html

http://www.w3.org/Submission/WS-Policy/
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/v1.2/ws-securitypolicy.html
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Establishing and exchanging user identities

• WS-Trust
• Uses the secure messaging mechanisms of WS- 

Security to define additional primitives and extensions 
for the issuance, exchange, and validation of security 
tokens

• WS-Federation
• Describes how to use the existing Web services security 

building blocks to provide federation functionality, 
including trust, single sign-on (and single sign-off), and 
attribute management across a federation

Reference: 
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html 
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP

http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
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Providing a context to multiple message flows

• WS-SecureConversation
• Defines mechanisms for establishing and sharing 

security contexts, and deriving keys from security 
contexts, to enable a secure conversation

Reference: 
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-os.html

http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-os.html
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IBM SOA Security Reference Model

Building blocks to provide 
security functions as services

Leverage IT security services and 
policy infrastructure to build 
business specific security services

Policy lifecycle management 
specific to security

Policy distribution and 
transformation

Infrastructure such as 
cryptography, directories, and 
key stores
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Use Case 1 - Service creation
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Use Case2 – Services integration
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Use Case 3 – Service aggregation for collaboration
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Security in a typical deployment architecture 
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Security encompasses all stages of SOA life cycle
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Reference: 
http://www.redbooks.ibm.com/abstracts/sg247310.html

Reference: 
http://www.ws-i.org/Profiles/BasicSecurity/SecurityChallenges-1.0.pdf

Additional information
• Understanding SOA Security:  Design and Implementation – IBM Redbook

• WS-I:  Security Challenges, Threats, and Countermeasures Version 1.0

• z/TPF Security Features for SOA
• Presentation in the SOA Subcommittee Tuesday morning

http://www.redbooks.ibm.com/abstracts/sg247310.html
http://www.ws-i.org/Profiles/BasicSecurity/SecurityChallenges-1.0.pdf
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Trademarks
• IBM is a trademark of International Business Machines Corporation in the United States, other countries, or both.
• Other company, product, or service names may be trademarks or service marks of others.

• Notes
• Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM 

benchmarks in a controlled environment.  The actual throughput that any user will experience will vary depending upon 
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage 
configuration, and the workload processed.  Therefore, no assurance can  be given that an individual user will achieve 
throughput improvements equivalent to the performance ratios stated here.

• All customer examples cited or described in this presentation are presented as illustrations of  the manner in which some 
customers have used IBM products and the results they may have achieved.  Actual environmental costs and 
performance characteristics will vary depending on individual customer configurations and conditions.

• This publication was produced in the United States.  IBM may not offer the products, services or features discussed in 
this document in other countries, and the information may be subject to change without notice.  Consult your local IBM 
business contact for information on the product or services available in your area.

• All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and 
represent goals and objectives only.

• Information about non-IBM products is obtained from the manufacturers of those products or their published 
announcements.  IBM has not tested those products and cannot confirm the performance, compatibility, or any other 
claims related to non-IBM products.  Questions on the capabilities of non-IBM products should be addressed to the 
suppliers of those products.

• Prices subject to change without notice.  Contact your IBM representative or Business Partner for the most current 
pricing in your geography.

• This presentation and the claims outlined in it were reviewed for compliance with US law.  Adaptations of these claims for 
use in other geographies must be reviewed by the local country counsel for compliance with local laws.


	TPF Users Group - Spring 2009��Security Considerations in a �	Service Oriented Architecture (SOA)
	Agenda
	Today’s enterprise requires business and IT agility
	SOA is the key to bridging the needs of Business and IT
	Three views on SOA
	What is the SOA model?
	Vision of Service Oriented Architecture (SOA)
	Organizations can take different paths to SOA adoption depending on business goals and IT constraints
	XML is the key to Web service implementation
	Agenda
	Security requirements from a business perspective 
	Security requirements from an IT perspective
	Who or what is accessing your systems?
	Threats to message level security
	Point-to-point versus end-to-end security
	Agenda
	Web services security high level architecture
	SOAP message with Web Services Security
	WS-Security Core Specification 1.1
	Defining the security constraints for a service
	Establishing and exchanging user identities
	Providing a context to multiple message flows
	Agenda
	IBM SOA Security Reference Model
	Use Case 1 - Service creation
	Use Case2 – Services integration
	Use Case 3 – Service aggregation for collaboration
	Security in a typical deployment architecture 
	Security encompasses all stages of SOA life cycle
	Additional information
	Trademarks


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


