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OSA-Express3 Support

IBM System z10 supports:
« Some OSA-Express2 adapters (that exist on System z9)
* New OSA-Express3 adapters

Host interface changed for OSA-Express3

APARs required to use OSA-Express3:
« TPF 4.1 -PJ31048, PJ31946, PJ32412
« z/TPF - PJ31039, PJ31947, PJ32414

You can apply these APARs today and still use older OSA
adapters such as OSA-Express?2
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Outages from IP Output Queue Corruption

« Timing problem where IP output message points to a socket
but socket no longer points to the output message

« Can resultin CTL-2 and CTL-571 dumps

« This timing problem and several other potential problems
were corrected by the following APARS:

- TPF 4.1 - PJ32187, PJ32564
* zITPF - PJ32226

* IBM strongly recommends you apply these APARs if you
use TCP/IP native stack support
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Outage from Flood of TCP RSTs

* When a TCP reset (RST) is received.:
» Socket is cleaned up immediately to free up its resources

 If activate_on_receipt (AOR) is pending when a TCP RST is
received:

 Socket clean up will create a new ECB to post the AOR and
inform the application program that the socket failed

« If alarge amount of RSTs are received in a batch from the
network and the sockets all have AOR pending:

* Hundreds of ECBs can be created at once resulting in CTL-C

* The following APARs throttle the ECB creation rate during
RST processing:

- TPF 4.1 -PJ32081
» z/TPF - PJ32083
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Outage from ZMATP STOP Processing

 The ZMATP STOP command will end active MATIP sessions
« First sends “shutting down” message, then closes the socket

* When the close APl is issued for a socket that has AOR pending, the AOR is
posted to notify the application that no further data will arrive because the
socket has been closed

* Posting an AOR causes a new application ECB to be created
 MATIP sockets have activate_on_receipt (AOR) pending

« If there are hundreds of active MATIP sessions, ZMATP STOP may create
hundreds of ECBs in aloop resulting in CTL-C

* The following APARs throttle the ECB creation rate during socket clean up
processing (from close API processing):
« TPF 4.1-PJ32699
* z/TPF - PJ32083
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Dynamic IP Routing Protocol Overview

* Routing protocols such as Routing Information
Protocol (RIP) and Open Shortest Path First
(OSPF) use multicast packets to communicate
between hosts and routers within a subnet

 Multicast allows one packet to be sent to and
processed by multiple nodes on the subnet

 TPF sends RIP messages every 30 seconds to
Inform routers of what path to use to reach a given
TPF virtual IP address (VIPA)

* If routers do not receive a RIP message for a VIPA
INn a certain amount of time, the routers consider
that VIPA no longer reachable

» Sockets using that VIPA will falil
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Packet Drop Problem

* Problem in OSA-Express adapters causing
random multicast packets to be dropped

« Some RIP messages sent by TPF to OSA-Express
never get sent to the network (Ethernet)

 If multiple RIP messages for the same VIPA are
dropped

» Routers will think that VIPA failed
 Existing sockets using that VIPA will falil
* New sockets might not be able to use that VIPA either
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Workaround Until Problem iIs Fixed

 Problem believed to have been introduced with:
« OSA microcode level 8.7a on z9
* OSA microcode level 8.5a on z990 and z900

 TPF workaround (TPF 4.1 and z/TPF):.

* Change the code to send RIP messages every 5 seconds
iInstead of every 30 seconds by changing the CRETC in
segment CRIC

* from CRETC S,CRIC, TIMEINC=30

*to CRETC S,CRIC,TIMEINC=5
« z/OS workaround
* Reduce TCPIP OSPF HELLO interval setting to 5 seconds
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Trademarks

IBM, System z10, System z9® are trademarks of International Business Machines Corporation in the United States, other
countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

Notes

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM
benchmarks in a controlled environment. The actual throughput that any user will experience will vary depending upon
considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve
throughput improvements equivalent to the performance ratios stated here.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some
customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in
this document in other countries, and the information may be subject to change without notice. Consult your local IBM
business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published
announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other
claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current
pricing in your geography.

This presentation and the claims outlined in it were reviewed for compliance with US law. Adaptations of these claims for
use in other geographies must be reviewed by the local country counsel for compliance with local laws.
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