
z/TPF Support For MongoDB Enhancements
—
Jamie Farmer
Database Subcommittee 

z/TPF  |  TPF Users Group, Austin, TX  |  April 22-25,  2018  |  © 2018 IBM Corporation



Disclaimer
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Any reference to future plans are for planning purposes only. IBM 

reserves the right to change those plans at its discretion. Any 

reliance on such a disclosure is solely at your own risk.  IBM makes 

no commitment to provide additional information in the future.



z/TPFRemote Distributed 

Systems

Web Services 

(Read and Update)

Storage
(z/TPFDF Database)

MongoDB Access to z/TPF Data

MongoDB Client Interface

(Read and Update)

• Can access and update z/TPF data using a standard, 

unmodified MongoDB client on another platform.  

• Just point the MongoDB client to the z/TPF system!

• No z/TPF application updates required

• z/TPF MongoDB User Security allows you to administratively 

control access to z/TPFDF data based on user ID accessing it. 



Agenda

–A user can apply “user specific” processing when 

z/TPF processes a MongoDB request.  

–A user can configure z/TPF to detect idle or abandoned 

MongoDB sessions. 

–A user can filter data within a MongoDB collection 

(z/TPFDF file), providing added security and control of 

data presented to remote users.  
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A user can apply “user specific” processing when z/TPF 
processes a MongoDB request. 

PJ44525
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z/TPF MongoDB Message Flow
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User Specific Processing on Each MongoDB Request Examples

– A user can make additional resource checks before processing 

z/TPF MongoDB requests.  

• Resource checking may be done based on user issuing request

– A user can make additional state checks to prevent MongoDB 

requests below NORM state

– A user can track user’s requests and resources consumed for 

accounting purposes. 
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z/TPF MongoDB Message Flow With User Exits
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z/TPF MongoDB Pre-Request User Exit

– Inputs

• Socket Descriptor of Session

• Indicator if session is using SSL

• Username associated with request

– Output

• What system should do with request?

– Allow request (Default Return Code)

– Reject Request (including error text for remote client)

– Reject and Tear Down Session (including error text for remote client)
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z/TPF MongoDB Post-Request User Exit

– Inputs

• Socket Descriptor of Session

• Indicator if session is using SSL

• Username associated with request

• Request type (find, update, insert, etc.)

• Database 

• Collection

• Indicator if a response is sent

• Indicator if request was successful

– Output

• None
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A user can configure z/TPF to detect idle or 
abandoned MongoDB sessions. 

PJ44525
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z/TPF MongoDB Idle Sessions
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z/TPF MongoDB Remote Failure



z/TPF MongoDB Detecting Idle Sessions

–A user can configure how long (in minutes) to keep idle 

z/TPF MongoDB session open

• The default timeout is 15 minutes if not specified

• Defined using timeout option on the INETD definition 

for MongoDB
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zinet add s-mongo model-daemon pgm-cads xparm- --auth --timeout 3

–A timeout value of zero means the system will not 

timeout idle sessions.



z/TPF MongoDB Detecting Remote Failures
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–TCP keepalive has been enabled for z/TPF MongoDB 

sessions to detect remote failures 

• Frequency of keepalive messages is controlled at the 

system level using:

– ZNKEY TCPALIVE-xx



A user can filter data within a MongoDB collection 
(z/TPFDF file), providing added security and control of 

data presented to remote users.  

PJ44688

z/TPF  |  TPF Users Group, Austin, TX  |  April 22-25,  2018  |  © 2018 IBM Corporation



z/TPF  |  TPF Users Group, Austin, TX  |  April 22-25,  2018  |  © 2018 IBM Corporation

Representation of Subfile as Document Example

The original MongoDB support correlates a z/TPFDF

subfile to a MongoDB document

z/TPFDF Index Blocks 

… subfile

Entire subfile is exposed – or none of it!

subfilesubfilesubfile

{ “CustomerNameRecord" : [ 

{ “custID" : "00000021“, 

“name” : “Joe”}

{ “custID" : "00000022“,

“name” : “Bob” } 

]

{ “CustSSNRecord" : [ 

{ “custID" : "00000021“, 

“SSN" :  12345 } 

{ “custID" : "00000022“, 

“SSN" :  54321} 

], 

{ “CustAddress” : [ 

{ “custID" : "00000021“, 

“address” : “1 Oak Ln.”}

{ “custID" : "00000022“, 

“address” : “1 Elm Ln.”}

]



Filtered Collections
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• Filtered collections provide the ability for a database 

administrator to define MongoDB collections that only 

exposes a subset of the data contained in them.

• Implemented for security reasons, but can be used 

to control what data is presented to remote user for 

performance (send smaller payloads!).    

• Defined like other MongoDB collections through the 

z/TPFDF collection descriptor (adbi.xml)



Defining a Collection As A Filtered Collection
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<tns:Collection name=“AirCoNoPayment" filtered="true" 

dfdlfile="AirCoCust.tpfdf.dfdl.xsd" 

collectionId="C412"   

…… 

<tns:Lrecs> 

<tns:Lrec name=“CustomerRecord" id="70" /> 

<tns:Lrecname="ServiceRecord" id="C0" /> 

</tns:Lrecs> 

</tns:Collection>

<tns:Collection name=“AirCoCust" 

dfdlfile=“AirCoCust.tpfdf.dfdl.xsd" collectionId="C412"   

…… 

<tns:Lrecs> 

<tns:Lrec name=“CustomerRecord" id="70" /> 

<tns:Lrec name=“PaymentRecord" id=“80" />               

<tns:Lrec name="ServiceRecord" id="C0" /> 

</tns:Lrecs> 

</tns:Collection>
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Additional Filtered Collection Use Cases

•

• example, a z/TPFDF file may contain a dozen different airline carrier 

information.

• A separate filtered collection can be created for each airline carrier with filters 

using fixed data 

• Existing MongoDB user security allows you to control which users can see a 

given carrier’s data.  

• There are thousands or even millions of different customer’s data in a single 

z/TPFDF subfile.

• For example, a z/TPFDF file may contain a million different customer’s credit 

card information

• A single filtered collection can be created with filters using variable data (the 

data supplied by users to locate a subfile (or document)

• A user exit will be put in place to allow you to control which users can see which 

credit card information (ie. various banks)



Filtering Using Fixed Data Within Records

z/TPF  |  TPF Users Group, Austin, TX  |  April 22-25,  2018  |  © 2018 IBM Corporation

<tns:Collection name=" AirCoCustZZ" filtered="true" 

dfdlfile="CustInfo.tpfdf.dfdl.xsd" collectionId="C412"   

…… 

<tns:Lrecs> 

<tns:Lrec name=“CustomerRecord" id="70" /> 

<tns:FilterRule>

{./carrierID eq ‘ZZ’}

</tns:FilterRule>

<tns:Lrec name="ServiceRecord" id="C0" /> 

<tns:FilterRule>

{./carrierID eq ‘ZZ’}

</tns:FilterRule>     

</tns:Lrecs> 

</tns:Collection>

<tns:Collection name=“AirCoCust" 

dfdlfile=“AirCoCust.tpfdf.dfdl.xsd" collectionId="C412"   

…… 

<tns:Lrecs> 

<tns:Lrec name=“CustomerRecord" id="70" /> 

<tns:Lrec name=“PaymentRecord" id=“80" />               

<tns:Lrec name="ServiceRecord" id="C0" /> 

</tns:Lrecs> 

</tns:Collection>
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Example Of Millions of Customers In z/TPF File

z/TPFDF Index 

Blocks 
…subfile subfile subfile

•

•

•



Filtering Using Variable Data From Remote Query
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<tns:Collection name=“AirCoCust" filtered="true" 

dfdlfile="AirCoCust.tpfdf.dfdl.xsd" collectionId="C412" 

…… 

<tns:Indexes> 

<tns:Index name=“CustomerByID" number="0" > 

<tns:VariableDefs> 

<tns:Variable> 

<tns:name>custIDVar</tns:name> 

<tns:field>custID</tns:field> 

</tns:Variable> 

</tns:VariableDefs>

</tns:Index> 

</tns:Indexes> 

<tns:Lrecs> 

<tns:Lrec name=“CustomerRecord" id=“70" > 

<tns:FilterRule> 

{./custID eq $custIDVar} 

</tns:FilterRule>

</tns:Lrec> 

…… 

</tns:Lrecs> 

</tns:Collection>

•

•

•

•

•



Filtered Collections and Security
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• Access to filtered collections is controlled through the 

z/TPF MongoDB user security

• User:  AirUser has read access to the 

CustNoPayment collection

• Any other collection is restricted unless 

authorization is given.  

• When filtering collections based on user supplied input, 

multiple users can access different data based on the 

input.

• Existing user security package does not prevent 

malicious users from accessing other users data.



MongoDB Filtered Collection Access Control User Exit
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• The UATH_filteredCollection user exit in uath.cpp is 

called when a user attempts to access a filtered 

collection.  

• Allows you to prevent users from accessing data 

within a collection that they are not allowed to see.  

• For example, if a user owning credit card number 

1234 tries to access credit card 4321.  

• Use this user exit when the existing MongoDB user 

security package cannot be used.

• For example when multiple filtered collections can 

not be created



Summary
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A user can apply “user specific” processing when 

z/TPF processes a MongoDB request.  

PJ44525

(PUT 14)

A user can adjust how long a MongoDB session 

remains open waiting to process a request. 

PJ44525

(PUT 14)

A user can filter data within a MongoDB collection 

(z/TPFDF file), providing added security and control of 

data presented to remote users.  

PJ44688

(PUT 14)



Thank You!
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Questions?
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