S TPFUG

e o +*Washington, D.C.

User Credentials e .
. . == | ™
o WVithin z/TPF </g /TN
N —>K
1N NN
< F AT
Mark Gambino f\%ﬁ'l i
TPF Development Lab / /%; et
- . y il \"r/ ‘;ﬂ?’ LL_
NP
, g ) _ A KT
D ZaV )
- ||"\ 5
| \ A
\\ ./ /)(\R LT | %
:—”::_—_; N———
» \(H:& 3 ,f'/
N\

#IBMTPF

m ibm.biz/zTPF_dW ] @IBM_TPF , #TPFUG



Disclaimer

Any reference to future plans are for
planning purposes only. IBM reserves
the right to change those plans at its
discretion. Any reliance on such a
disclosure is solely at your own risk.
IBM makes no commitment to provide
additional information in the future.

5% agﬁw Enterprise Platform Software

{TPFUG

IBM



Who Are You? Who, Who? Who, Who?

* In the beginning, end user green screen
terminals were connected via dedicated
networks to TPF

* Systems architectures have changed over
time adding more layers in between the end
user and server

— Tiered architectures
— Session concentrators
— Mobile

* All of this makes it more difficult for the
server to know who the end user is
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Back Then ...
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And Now...
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What z/TPF Is Looking At Doing

* Create a new area in the ECB for user
credentials information and any other
information the application wants to save

* Contents of this area is customer specific

* Size is user defined up to a system
Imposed maximum value - <«

* APls will allow application programs to
update and read fields in this ECB area

— Includes getter and setter methods

{TPFUG

e ST . .
%@-25._ Enterprise Platform Software IBM



Inheritance of User Credentials Data

* When an ECB creates a new ECB, the user
credentials information will be copied from
parent ECB to child ECB

— Rules for when to copy this information will
be the same as when the system activation

number is copied from parent ECB to child
ECB

* In a threaded process, this area is thread
unique (each ECB/thread has its own area)

— Each thread could be processing messages
from different users
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How To Use — Saving User Credentials Data

* When the application program receives an input
message, use new APIs to save the user credentials
information in the ECB

* Examples of user credential information:
— User name and password
— User type/privileges
— Security token such as SAML or OAUTH

* User credential information can be passed to z/TPF
in different ways such as:

— WS-Security or other header in SOAP message
— Request headers within an HTTP message
— Within the user message itself
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How To Use — Accessing User Credentials Data

* Whenever business logic within the
application needs to interrogate the user
credentials, it can do so using new APls

* Examples include:
— Need to verify who the user is

— Need to verify what functions the user is - )
authorized to access

— Need to include/exclude certain data in
output message based on who the user is

— In a distributed transaction, z/TPF needs to
invoke services on other platforms and pass
along the user credentials information

{ TPFUG

P ggM Enterprise Platform Software IBM



Status

* Currently designing the solution

* Customer suggestions and feedback at
this point in time would be greatly
appreciated!
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Trademarks

* IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the Web at “
Copyright and trademark information” at www.ibm.com/legal/copytrade.shtml.

Notes

* Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using
standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience
will vary depending upon considerations such as the amount of multiprogramming in the user's job stream,
the 1/0 configuration, the storage configuration, and the workload processed. Therefore, no assurance can

betgglﬁn that an individual user will achieve throughput improvements equivalent to the performance ratios
stated here.

* All customer examples cited or described in this presentation are presented as illustrations of the manner
in which some customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics will vary depending on individual customer
configurations and conditions.

* This publication was produced in the United States. IBM may not offer the products, services or features
discussed in this document in other countries, and the information may be subject to change without
notice. Consult your local IBM business contact for information on the product or services available in your
area.

* All statements regarding IBM's future direction and intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

* Information about non-IBM products is obtained from the manufacturers of those products or their
published announcements. IBM has not tested those products and cannot confirm the performance,
compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

* Prices subject to change without notice. Contact your IBM representative or Business Partner for the most
current pricing in your geography.

* This presentation and the claims outlined in it were reviewed for compliance with US law. Adaptations of
these claims for use in other geographies must be reviewed by the local country counsel for compliance
with local laws.
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