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Overview

This document describes enhancements introducedin IBM CICS PerformanceAnalyzer for
z/0S, V5.4, APAR PH16158 to output CICS performance and statistics datain JSON Lines
format.

Topics covered inthis document include:
. Using CICS Performance Analyzerto output datain JSON Lines format

. Installing the IBM-supplied sample Splunk app and sample data that demonstrate
using JSON Lines from CICS Performance Analyzer

. Getting JSON Lines from CICS PerformanceAnalyzerinto:
- Splunk
- Elastic Stack

The informationin this document that is specifically about CICS Performance Analyzer,
rather thanabout Splunkor the Elastic Stack, isalso availablein the CICS Performance
Analyzer product documentationin IBM Knowledge Center.

Who this document is for

This document is for the following users:

. CICS Performance Analyzer users who want to output CICS performanceand
statisticsdatain JSON Lines format

. Splunk users, or users of other analytics platforms, who need to work with JSON
Lines from CICS Performance Analyzer

What you need to know

This document assumes that you already understand the followingtopics:

CICS Performance Analyzer report sets, report forms, and statistics alerts
Youonly need to understand these topicsif you are a CICS Performance Analyzer user
who wantstooutput JSON Lines. Youdon’t need to understand these topics if, for
example, youareaSplunkappdeveloper whowantstouse that JISONLines.



The enhancements for output to JSON Lines extend the existing report set, report
form, and statistics alertfeaturesin CICS Performance Analyzer. This document
describesonly the changestothese features; it does not step throughthe complete
process of defining report forms or statistics alertsand thenusing theminreport sets.

Splunk, Elastic Stack, or another analytics platform of your choice
This document describesthe JSON Lines output by CICS PerformanceAnalyzer and
how to configure Splunk or Elastictoingest that data.

This document does notdescribe how to use Splunk or Elasticin general.

To configure other analytics platforms, read the documentation provided here about
the JSON Lines output by CICS Performance Analyzer, and thensee the
documentation for those analytics platforms.

JSON Lines
If youarea developer who needsto use data from CICS Performance Analyzer inan
analytics platform, then you should understand the JSON Lines format before reading
about the specific characteristics of JISON Lines from CICS Performance Analyzer.

Terminology

csv
This document uses the term CSV to mean “delimiter-separated values (DSV),
including comma-separated values (CSV)”. In CICS Performance Analyzer, youcan
use the DELIMIT parameter to specify which charactertouse asa field separator.

Extracting
In CICS Performance Analyzer, extractis sometimes used as a synonym for CSV file;
and now, also JSON Lines file. Extracting is sometimes used to mean writing CSV or
JSON Lines to a file. The file could be anMVS data set or az/0S UNIX file.

Forwarding
In CICS Performance Analyzer, writing JSON Lines or CSV data over a TCP network
directlytoananalytics platformisreferred to as forwarding. In this sense, forwarding
contrasts with extracting.

More generally, extracting data to afile is often the first step in a multi-step
forwarding process. The use of the term forwardingin this document, and in CICS
Performance Analyzer, emphasizes that writing data over a network offers a single-
step forwarding process that contrasts with extracting, transferring, and then loading.

Requests for enhancement (RFEs)

The enhancementsdescribedin this document address the following public RFEs:



CICSPA Web solution(RFE 83233)
“web based analyticsto CICS PA, wherethe PAreports...canbe sent toaweb server
...accessed through browser...dashboard/ charts”
“trend analysis easily without running multiplereports...store data for avery long
period ... overayear+...queries...easier than...from DB2 / UDB”

JSON format output (RFE 120510)
“Canwe have aswitch... toproduce a JISONformat file”

Enable Splunk as adestination for CICS PA (RFE132212)
“We generate many CICS PAthreshold reports... difficult to view singly if you are
trying tounderstand multiple days and/or multiple regions. Ifthe raw data forthe
reportsare sent to Splunk, we can generate Splunk reports that show a larger view of
thedata.”

Existing functionality

To understand the enhancements for JISON Lines, it’s useful to understand how CICS
Performance Analyzercanalready extractdatafor usein analytics platforms. The
enhancements for JSON Lines extend that existing functionality.

CICS Performance Analyzer canalready extractdatain CSV format for use in analytics
platforms.

CICS PA
report
forms

Data format Destination

Figure 1. Existing functionality: CSV to MVS data set

To output CSV from CICS Performance Analyzer:

1. Createareport form, or use a supplied sample form, todescribe the datathatyou
want toextract.

2. Run a report set that writes CSVtoan MVS dataset.
Then, outside of CICS Performance Analyzer:

3. If required, transferthe data off z/OS. For example, using FTP.


https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=83233
https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=120510
https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=132212

4, Load the dataintoyour choice of analytics platform.

What’s new

10

As before, in CICS Performance Analyzer:

1. Usereport formstodescribe the datathat youwant to extract.You might use forms
that youalreadyusetoday.

2. Run areport set.

CICS PA Destination
report .
forms Data format ?)?;l]}g:ﬁf
(e.g. Splunk)
JSON
> e > CICS PA
Z/O%I%NIX forwards data
over TCP
directly to the
analytics
CICS PA . platform
statistics alert
definitions

Figure 2. What’s new: outputting JSON Lines, forwarding over TCP, writing to z/OS UNIX

. CICS Performance Analyzer writes the datain _format tothe destination
specified by thereportset:

- - For example, Splunk configuredto listen forincoming dataona TCP
port.

The CICS Performance Analyzer ISPF dialog now allows you to specify a z/OS
UNIX file pathasthe output destination,and then generatesthe appropriate
JCL DD statement for you.

- MVS data set.

. In additiontowriting form-based outputto JSON Lines, the enhancements also
enableyouto Write_to JSON Lines. Previously, you could only write
statisticsalertstoareport.

. Time values canbeoutput asa single ISO 8601 dateand time of day representation,
optionally with azone designator.



What’s new for CSV and report output
Some enhancementsintroducedfor JSON Linesalsoapplyto CSV output. For example:
. Youcanwrite statisticsalertstoCSV
. Youcanextract CSV output toaz/0S UNIXfile
. Youcan forward CSV outputtoa TCP port

Some enhancementsintroducedfor JSON Lines alsoapplytoboth CSV and reportoutput.
For example:

. Time stamps canbeoutput asasingle ISO 8601 date and time of day representation,
optionally witha zone designator

This document focusses on output to JSON Lines rather than CSV or reportoutput.
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Splunk app that visualizes datafrom CICS Performance
Analyzer

IBM suppliesasample Splunk app for CICS Performance Analyzerthat:

. Configures Splunk toingest JSON Lines data from CICS Performance Analyzer
. Contains sample dashboards that demonstrate how to visualize that data

Hereis a screenshot (this might not matchthe latest version of the app):

Find

Transaction overview  System overview W sis  CICSstorage  Systemalers  Morew IE}]| 1M CICS Performance Analyzer for 2/0S
Transaction overview Y s
Based on CICS monitoring facility performance class data, summarized by CICS Performance Analyzer
Time range Applid CICS wransaction Top # results Extra search filter
All x All x

CICS transactions per second (TPS)

1838 events, spanning 23 hours 45 minutes O second, from 2019-08-30T16:00:00400:00 10 2019-08-31T15:45:00+00:00, Local times ftimes with no zone designatar] are in time zone +00:00. Set dashboard to selection

CICS transaction metrics

1639155 0.003 1.360

Average response time by applid Average user CPU time by applid

— FUWFWAR FUWFWDR  — FUWFWFR FUWFWIR FUWFWIR = FUWICIC  — TXCOAIC — FUWFWAR FUWFWDR  — FUWFWFR FUWFWIR FUWFWTR == FUWTCIC  — TXCGAIC

Average response time by transaction Average user CPU time by transaction

M S00PM  GO0PM  700PM  BOOPM  O00PM  1000PM  MODPM  1200AM  100AM  200AM  300AM  400AM  5O0AM  GOOAM  TOOAM  BODAM  900AM  1000AM  MODAM  200PM  10OPM  200PM  300PM

Figure 3. IBM-supplied sample Splunk app for CICS Performance Analyzer
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You donot need a z/0S system to try out this app. IBM supplies sample JSON Lines data
for use withthe app, sothat youcanuse the app without forwarding your own data from
CICS Performance Analyzer.

If youwant tounderstand the app in more detail before youinstallit, see “Splunk
configuration by the IBM-suppliedapp”onpage 47.

Scope and intended use of the app

The enhancements for output to JSON Lines respond to customer requests for
enhancements (RFEs). These RFEs request JSON. They do not request a fully-fledged
Splunk app for analyzing CICS performance.

The appisnot intended to be a fully-fledged out-of-the-box solution for analyzing CICS
performancein Splunk.Instead,the app contains sampledashboards that demonstrate
some example use cases for visualizing data from CICS Performance Analyzer.

The developers of the IBM-supplied appanticipate that customers willexamine these
sample dashboards, and then perhaps copyand adapt selected visualizations into their own
bespoke Splunk appsto matchtheir own specific requirements.

Getting the app and sample data

Youcandownload the app fromthe Splunkbasewebsite:see the “IBM CICS Performance
Analyzer for z/OS Sample App for Splunk”.

Tip: Youcanuse Splunk Web tofind and install the app without downloading it first.

The sampledataisavailable onthe web in CICS SupportPac “CA10: CICS Performance
Analyzer forz/OS - Output to JSON Lines”. The SupportPac also contains this
documentation.

Alternatively, contact your IBM Software representative for the app and sample data. You
should receive twofiles, possibly packagedtogetherinasingle . zipfile.

. .tar.gz
Splunkapp, packagedinagzipped tarball. You might receive this file withan
extensionsuchas .splor.tgz.

. .jsonl
Sampledatain JSON Lines format for use withthe app.

Prerequisite: Splunk

To install the Splunk app, you need Splunk.
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https://splunkbase.splunk.com/app/4901/
https://splunkbase.splunk.com/app/4901/
https://www.ibm.com/support/pages/node/1282648
https://www.ibm.com/support/pages/node/1282648

The app and this documentation were developed using Splunk7.3.0.

By convention, minor and patchversions should not introduce breaking changes, sothe app
should work in any Splunk 7.minor.patch version from Splunk 7.3.0 onwards.

The app mightalsowork in earlier versions. Using the app in earlier versions is your choice.

It is recommended that youinstalltheapp ina “sandbox” Splunk environment, not your
organization’s production Splunkenvironment.

For instructions on getting and installing Splunk, see the Splunk website.
For example, you could:
. Install Splunk directly onyour own personal computer.

. If you have Docker, starta container running Splunk.

Running Splunkin a Docker container

If you have Docker, thenyou can use the followingdocker run command tostarta
container running Splunk:

docker run -d -e "SPLUNK_PASSWORD=changeme" -e "SPLUNK_START_ARGS=--accept-
license" -p 18000:8000 -p 18089:8089 -p 11516:1516 --name cicspa-splunk-
demo splunk/splunk:7.3.0

The -p command options map portsinside the container to the following ports onyour
Docker host:

. Splunk listensonport 11516 forincoming JSON Lines from CICS Performance
Analyzer.

Inside the container, the corresponding TCP input definitioninthe Splunk
inputs.contfileissettolistenon port1516.

. Splunk Web ison port 18000.
. The splunkd management portis 18089.

. 7.3.0isthe Splunk version.

Installing the app
To install the Splunk app:

1. On the Splunk Web home page, clickthe cogicon (“Manage Apps”) next tothe Apps
heading at the top left of the page:
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sﬁunk enterprise

Apps

Manage Apps
. Search & Reporting

e Splunk

At the top right of the Apps page:

- If youwant toinstall theapp froma . tar.gzor . spl filethatisonyour
computer, clickInstall app from file. Follow the on-screeninstructions to
upload the app.

- Otherwise, clickBrowse more apps, and find the “IBM CICS Performance
Analyzer for z/OS Sample App for Splunk™.

Afterinstalling the app, either:

Upload the IBM-supplied sample data
Forward or upload your own data

Uploading the sample data

To upload the IBM-supplied sample datato Splunk fromaJSON Lines (. jsonl)file that is
on your computer:

1.

Youmust have alreadyinstalled the corresponding IBM-supplied Splunk app. This
app configures Splunk to correctly ingest the sample data.

If you have previously uploaded sample data for the app, and you have now received a
newer version of the app with updated sample data: remove all data from (“clean”)
the cicspaindex.Cleaning the index avoids uploading duplicate data. Note that, if
you have added your owndatatothisindex, cleaning the index willalso remove that
data.

For example,inawindow with admin-level privileges, changetothe Splunk bin
folder, and then enter the following commands:

splunk stop
splunk clean eventdata -index cicspa
splunk start

For more information on this procedure, see the Splunkdocs heading “Remove all
datafromoneor allindexes”.
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3. If youreceived the . jsonl file of sample datacompressedinside a . zip file, extract
the . jsonl file.

4. Fromthe Splunk Web Settings menu (at the top right of the window), select Add Data
(in the left-hand side bar of the menu dropdown).

5.  Click Upload (“files from my computer”).
6. Click Select File.

7. Navigate tothe folder onyour computer (or LAN) containing the . jsonl file, and then
select thefile.

8. Click the Next buttonat the top of the window.
9. Click Source type > Application > cicspa.

10. Click Next.

11. OntheInputSettingspanel:

a. Set the Host field value to whatever you want. Suggestion: select Constant
value, and then specify the name of your computer, or any string value
(“CICS-DEMO”).

b. SettheIndextocicspa.
12. Click Review.
13.  Click Submit.
Splunk displaysa message toindicate the file has been uploaded successfully.

If youclick Start Searching, thenthe searchthat Splunk generates should find no results.
This is because the generated searchincludes the condition sourcetype="cicspa".The
configurationinthe IBM-suppliedapptransformsthatoriginal “cicspa” sourcetypevalue
into avalue that includesthe code property fromthe sample JSON Lines data. If that
configuration worked, then none of the indexed events should match the condition
sourcetype="cicspa".Tofind results, append anasterisk (*) tothe conditionvalue
(sourcetype="cicspaxk"), and thenpressEnterto performthe search.

Using the app
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Afterinstalling the app and uploading the sample data, you canview the sample datainthe
app.

Inthe App dropdown selection list at the top-left of the window, select IBMCICS
Performance Analyzerforz/0S:



s.plunk >ente = App: Search & Reporting =

Search PBgles + Scarch & Reporting

IBM CICS Performance
Search Analyzer for 2/0S I
The app navbar displays links to each of the sample dashboards.

The default time range of each dashboardis “Last 24 hours”. Toview the sample data, set
thetimerangeto “Presets > Other > Alltime”:

Time range Applid CICS transaction
Last 24 hours - All x All x
v Presets
Real-time Relative Other
30 second window Today Last 15 minutes AI@ me
1 minute window Week to date Last 60 minutes

The following table lists the sample dashboardsinthe app (at the time of writing: later
versions of the app might have more or different dashboards) and the types of data they
visualize:

Table 1. Sample dashboards in the IBM-supplied Splunk app

Dashboard title Data type

Transaction overview Performance summary

System overview Statistics list

Wait analysis Performance summary (using fields specific to wait analysis)
CICS storage Statistics list

Systemalerts Statisticsalerts

While it’s straightforward to mix multiple datatypesinasingle dashboard, each of the
current sample dashboards typically focusses onasingle datatype.

To understand the dashboardsin detail, review the underlying Splunk Search Processing
Language (SPL) and Simple XML. For more information about developing dashboards inyour
own app, see the Splunk docs.

17



Zooming and panning within a dashboard time range

18

At the top of each dashboard is a set of filter controls, including a time picker. The time
picker setsthe dashboardtime range. The default range is “All time”.

Below thefilters, the first visualizationin each dashboardis a time-based chart. The time
range of thischart is set by the time picker inthefilter controls. The datainthis chart
dependsonthe dashboard.

These time-based charts at the top of each dashboard have acommonfeature: selectinga
period of time within the chart sets the time range for all other visualizations.

To select a period of time withinthe chart, “marquee-select” it: hold down your mouse
buttonat the start time, dragto the end time, and then release the mouse button:

Aug 31, 2019 2:00 AM

11:00 PM 12:00 AN : =T pepea R M 4:00 AM

Sat Aug 31

lime

Figure 4. Marquee-selectinga time period ina chart

The time outside the selectionis grayed-outand handles appear at the selection startand
end times:

11:00 PM 12:00 AM 1:00 AM 2:00 AM 3:00 AM 4:00 AM
Sat Aug 31
lime

Figure 5. Aselected time period ina chart

The visualizations below the chart update to reflect the selection.
To cleartheselection, clickthe Reset buttoninthe chart.

To change the start or end time of the selection, drag the selection handles.



To pan (move) the selection, dragthe selection left or right.

To set the time range of the dashboard time picker to the selection (zoomin), click the Set
dashboard toselection link belowthe chart.

To returntoa previous time range (zoom out), you might need to click your web browser’s
Back button more thanonce.

Filtering groups of CICS applids and transactions

The filter controls at the top of each dashboardinclude multiselect dropdowns for CICS
applid and, where applicable, transaction. The defaultvalue for these filtersis “All” (show
all values):

Applid CICS transaction

All x All x

Youcanselect multiple valuesineach control:

Applid CICS transaction
FUWFWAR 3= BPMT x MENQ x
FUWFWFR x CSMI x

FUWFWTR X

Filter values arereflectedinthe URL, soyoucanbookmark theminyour web browser. Such
bookmarks are especially useful if youalso set a relative time range inthe time picker, such
as “Weektodate”.

Filtering to improve app performance

By default, the dashboards show all applids and transactions. If your datacontains many
applidsand transactions, then, toimprove performance, consider specifying filters to show
only aselectionofapplidsand transactions.

Extra search filter

To specify more complexfilters for grouping CICS applids or transactions, use the Extra
search filter text box inthefilter controls. This text boxaccepts SPLsyntaxthat gets
appended—ANDed—tothe search generated by the other filter controls. This text box
enablesyoutospecify more complexfilters without taking the next step of developing your
own dashboards with customfilters.
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For example, if you have specified “All” inthe CICS transaction dropdown selection box,
thenyou canrestrict the transactions shown by entering the following SPLin the Extra
search filter text box:

NOT Tran IN (CSOL, CEMT, CEDA, CSNE)
Youcanuse wildcardstospecify values:
APPLID=FUW*

or lists of values:

Tran IN (M%, Bx, CSMI)

Tip:In Splunk, field names are case-sensitive.

For filtersthat require long lists of values, consider using a lookup table. The app contains
an example macro, cicspa_exclude_trans,that usesalookup tabletoexclude CICS-
supplied transactions. Torefer toamacroin the Extrasearch filter text box, enclose the
macro namein back ticks (*):

Extra search filter

cicspa_exclude_trans

Hereis the macro definition:
NOT [|inputlookup cics_trans.csv]

The cics_trans. csvfile contains the field name Tran followed byal list of CICS
transactions, including CICS-suppliedtransactions. Thisfileis supplied intheappinthe
following folder:

Pathto your Splunk directory/etc/apps/cicspa/lookups

Persisting filters between dashboards and sessions

By default, Splunk Web does not preserve your filtervalues when you switch between
dashboardsinanapp. Forexample, the timerange thatyouset in one dashboard is not kept
when you switchtoanother dashboard.

However, the IBM-supplied Splunk appfor CICS Performance Analyzercontains custom
JavaScript that persists filters when you switch between dashboardsinthe app, and alsoin
subsequent browser sessions.
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URL parameters to override saved filters

The custom JavaScript introduces two new parameterstothe query string of dashboard
URLs:

form.set_all_filtexrs=y
Setsall filter values fromthe URL, rather than from previous values saved inyour
browser’s localstorage.

form.set_time_£filter=y
Setsonly thetime range fromthe URL; restores all other filters from previous values
saved in your browser’s localstorage. The app uses this parameterwhen “zooming
in” toa narrower selected time range for the same dashboard.

Intypicaluse, youdon’t need to know about these parameters. The app simply remembers
your filters. However, if youwant to understand your SplunkWeb URLs indetail, thenit’s
useful tounderstand these parameters.

Tip: Toreset filters to the default values defined by a dashboard, enter the dashboard URL
in your browser withthe query string ?form.set_all_filters=y and noother
parameters. For example:

http://my.splunk.host:8000/en-US/app/cicspa/
overview_tran?form.set_all_filters=y

Tip forviewing the sample data: Toset the time range to “All time”, but reset all other
filters, include earliest=0inthe query string of the URL. For example:

http://my.splunk.host:8000/en-US/app/cicspa/
overview_tran?earliest=0&form.set_all_filters=y

Custom JavaScript for persisting filters

The custom JavaScript for persisting filtersis suppliedin the following file:

Pathto your Splunk directory/etc/apps/cicspa/appserver/static/persist_filters.js

About the sample data

The IBM-supplied sample data was generated in-house by the CICS Performance Analyzer
development team using simulated workloads ontest CICS systems.

Any similarity betweenidentifiersinthe sample data, suchas CICS transactionidentifiers,
and identifiersin real-life production data are entirely coincidental.

The sample data does not include any personal data.
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Duration

The sample data coversa period of 24 hours, from midnight to midnight, UTC+8.

Summarization interval

For the sample data, the following intervals were both set to 15 minutes:
. CICS statistics collectioninterval

. CICS Performance Analyzer summarization reporting interval, used in performance
summary report forms and statistics summary reportforms

Sample data types, code property values, and report form names

The sample data consists of multiple data types: data generated using multiplereport
forms, and statistics alert definitions. Each datatype hasa unique code propertyvalue. The
code propertyisthefirst propertyineachline of JISON Lines.

The sample data uses code propertyvalues that are compatible with the IBM-supplied
Splunk app.The app referstosource typesthat correspond tothose code property values.

The following table lists the code property valuesinthe sample data:

Table 2. code property values of the IBM-supplied sample data

Value Description Data type
(see Note)
TRANLIST General-purpose transaction performance list data Form-based
performance list
TRANSUM General-purpose transaction performance summary data Form-based
. . . .. ] performance summary
TRANWAIT As per TRANSUM, with additional fields specificto wait
analysis

CONECTIO ISC/MRO connections statistics,ID 052A Form-based

. - statistics list
DB2CONNS Db2 connections statistics, ID 102A
DB2ENTRY Db2 entries statistics,ID 103A
DISPOVER Dispatcher overview statistics,ID 062A
DISPTCBM Dispatcher TCB modes statistics, 062B
DISPTCBP Dispatcher TCB pools statistics,ID 062C
DSA Dynamic storage areas (DSAs) statistics, ID 029B
ENQMANAG Enqueue manager statistics, ID 097A
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Value Description Data type
(see Note)

LOGSTREM Log stream overview statistics, ID 092A

MVSLOGST MVS log streams statistics, ID 094A

STORAGE Storage manager statistics, ID 029A

SYSDUMPS Systemdump overview statistics, ID 090A

TDQUEUES Transient data overview statistics,ID 045A

TRANCLAS Transactionclasses statistics, ID 012A

TRANDUMP Transaction dump overview statistics, ID 087A

TRNMANAG Transaction manager statistics, ID 010A

TSQUEUES Temporary storageoverview statistics, ID 048A

SYSALERT Fromthe IBM-supplied samplesystemalerts definitions Statisticsalerts

named CTSKEY

Note: The code propertyvaluesinthe IBM-supplied sample data correspond with IBM-

supplied samplereportforms and statistics alert definitions:

. For form-based output, the code property value matches the name ofa supplied

samplereport form.

. The code propertyvalue SYSALERT corresponds to the supplied sample statistics

alert definition CTSKEY.

. For more details, see “Sample report set for using your own datainthe Splunkapp”

on page 24.

To review the code property valuesinthe sample data, openthe sampledata. jsonlfilein

a text editor.

To review the correspondingsource typesin Splunk Web using the default “Search &
Reporting” app, after uploading the sample data:

1. Set thetimerange pickertothe preset timerange Other > Alltime.

2. Submit the following search:

index=cicspa | stats count by sourcetype

For adescriptionoftherelationship between code propertyvaluesin JSON Linesand
Splunk source types, see “Configuring Splunk for JSON Lines with or without a code
property” onpage 51.
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Viewing the sample datain the default Splunk Search app

You canview most of the sample dataindashboardsinthe IBM-supplied sample Splunk
app. Youcanalsochoosetoview the sample datainthe default Splunk “Search &
Reporting” app.

For example, toview the sample CICS transaction performance list data (thereis currently
no dashboard inthe IBM-suppliedappfor this data), enter the following search:

index=cicspa sourcetype=cicspa_TRANLIST "Response Time">1.5

Remembertoset an appropriate time range, such as Other > All time.

Using the sample datain analytics platforms other than Splunk

The IBM-supplied sample data works with the IBM-supplied Splunk app for CICS
Performance Analyzer. The app requires the particulardata types—code property values—in
the sample data.

However, there’s nothing Splunk-specific about the sampledata. You can configure other
analytics platformstoingest the same data. For example, see “Configuring the Elastic Stack
touse JSON Lines from CICS Performance Analyzer” on page 77.

Sample report set for using your own data in the Splunk app
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The CICS Performance Analyzer sample library member CPARSSAM containsa sample
report set named ANALYTIC, and corresponding report forms and statistics alert definition,
tooutput JSON Lines that works withthe IBM-supplied Splunk app. The names of the report
forms and statistics alertdefinitionare listedin “Sample data types, code property values,
and report form names” on page 22.

For instructions on extracting the sample reportset, report forms, and statistics alert
definitionfrom that member, see the following topicin IBM Knowledge Center:

CICS Performance Analyzer for z/0OS 5.4.0 > User's Guide > Requesting reports using
the dialog > Report Sets > Installing Report Setsamples

Before submitting the ANALYTIC report set:

. If you have added the IBM-supplied sample datatothe Splunk instance that is
running the app, consider removing the sample datafromthe cicspaindex before
adding your own data. For details, see the Splunk docs heading “Remove all data from
one or all indexes”.

. You need to edit the corresponding items under the Extracts and Forwarding
categoriesinthereport set to specify your site-specific details. For details, see “Using
the ISPF dialog to generate and submit report set JCL” on page 26.


https://www.ibm.com/support/knowledgecenter/en/SSPPU4_5.4.0/com.ibm.cics.pa.doc/install-rsetsamp.html
https://docs.splunk.com/Documentation/Splunk/7.3.0/Indexer/RemovedatafromSplunk#Remove_all_data_from_one_or_all_indexes
https://docs.splunk.com/Documentation/Splunk/7.3.0/Indexer/RemovedatafromSplunk#Remove_all_data_from_one_or_all_indexes

In caseyounotice that fields requested by a form are missing fromthe JSON Lines output:
the ANALYTIC report set specifies the parameterMISSING (EXCLUDE ), which excludes
fromthe JSON Lines output any fields that are missing from the input SMF records.

The sample report forms for output to JSON Lines are based onthe fieldsin CICS
Transaction Server 5.5.If you have an earlier CICS TS release, then some of the fields in the
forms might be missing fromthe JSON Lines that you generate. These missing fields might
result in empty visualizations or errorsinthe Splunk dashboards. If you have a later CICS TS
release, thenyou might want toupdate the samplesearches toadd new fields; for example,
new wait analysis components.

25



Using CICS Performance Analyzerto output JSON Lines

Youcanuse the CICS Performance Analyzer ISPF dialogto generate JCLthatoutputs JSON
Lines.

To output JSON Lines that works with the IBM-supplied Splunk app, use the IBM-supplied
samplereport set ANALYTIC. For detailsoninstalling that sample reportset, see “Sample
report set for using your own datainthe Splunkapp” on page 24.

Using the ISPF dialog to generate and submit report set JCL

To extract JSON Linestoan MVS data set oraz/OS UNIX file, select the Performance or
Statistics reportunder the Extracts categoryinareport set.

To forward JSON Lines over a TCP network, select the Performance or Statistics report
under the new Forwarding category.

You canchoose touse only one of these two methods—extract or forward—and activate only
thosereportsina report set. Oryoucanchoose to extractand forwardinthe same report
set. Forexample, you might want to extract some JSON Lines toaz/0S UNIX file for local
processing and forward JSON Lines off z/OS toa remote analytics platform.

Summary of changes to the ISPF dialog

New items shown highlighted:

. New: ISPF dialog option 0.6, Connection Settings, specifies the details ofa
destination for forwarding data over TCP.

These settings are only required if youintend to forward data over TCP. If youintend
toonly extractdatatoan MVS dataset or az/OS UNIX file, thenyoudo not need to
specify these settings.

. New: Time stamp fields in performance list and performance summary report forms
(under ISPF dialog option 3, Report Forms) now support the new format ISO8601.

. Report set tree (under ISPF dialog option 2, Report Sets):
- Extracts category:
o Performance and Statistics reports:
- New: write to either JSON Lines or CSV (was CSV only)

- New: write to either z/OS UNIXfiles or MVS data sets (was MVS
datasetsonly)
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o New: The Statisticsreportpanels now support writing either statistics
alerts or form-based statistics extracts (was form-based statistics
extractsonly)

- New: The Forwarding category enablesyouto forward JSON Lines or CSV
output over TCP, as opposed to extractingtoan MVS dataset or az/OS UNIX
file. The Performance and Statistics report panels under this new category are
similar tothe Performance and Statistics panels under the Extracts category,
except thatthe Forwarding panels use the destination details specified by the
new Connection Settings (option 0.6).

Extracts and Forwarding categories in areport set

The following report set highlights the reports thatoutput to JSON Lines: the existing
Extractsreports,and the new Forwardingreports.

EDIT Report Set - ANALYTIC Row 1 of 18
Command ===> Scroll ===> CSR
Description . . . Analytics Sample Report Set

Enter "/" to select action.

_ ** Reports *x Active
- ___ Extracts Yes
_ Cross-System Work No

____ Performance Yes

__ Record Selection No

____ HDB Load No

____ System Logger No _

~ Statistics Yes

- __ Foxwarding No
Performance No

Statistics No

** End of Reports #*x

Figure 6. CICS Performance Analyzer ISPFdialog: report set categories and reports that output to JISON
Lines

Extracting JSON Lines to an MVS data set or a z/0S UNIX file

Generating JCL that writes JSON Lines toan MVS data set or az/0S UNIX file is similar to
the existing procedure for writing CSVextracts: you select Performance or Statistics under
the Extracts categoryofareport set.

The changes:

. Previously, you could only use these Extracts panelstowrite CSVtoan MVS dataset.
You cannow write either CSV or JSON Lines to either an MVS data set or az/OS UNIX
file.
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. There is now a choice of extractformat: JSON (specifically, JSON Lines) or CSV.
. Select Options to show the new pop-up window for CSV and JSONoptions.
The following screen captures highlight these changes.

Changestothe Performance Extract panel:

ANALYTIC - Performance Extract

Command ===>
System Selection: Extract Recap:
APPLID . . + DDname

Image +

Group . . +

Data Output:
Data Set Name

Disposition . . . _ 1. OLD 2. MOD (If cataloged)

z/0S UNIX File . . +
Extract Focus: Summary Processing Options:

Form . . . . + Interval . . . (hh:mm:ss)
Alert . . . . + Override Form +

Severity . . + Timestamp . . . +

Extract Format:

1. Csv 2. JSON _ Options
Selection Criteria: Execution Options:
Performance _ Use External Sort
Repository . . : CPA.JSON.RSSAMP.REPOSTRY

Figure 7. CICS Performance Analyzer ISPFdialog: Performance Extract panel

Changestothe Statistics Extract panel:
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ANALYTIC - Statistics Extract

Command ===>
System Selection: Extract Recap:
APPLID . . + DDname

Image . . T

Group . . +

Data Output:

Data Set Name Prefix

Disposition . . . . . . _ 1. OLD 2. MOD (If cataloged)

z/0S UNIX File . . +

Extract Focus:

Statistics Reports Form . . . +
Selection Criteria or Alext Extract: Summary Options:
Alert . . + Interval
Severity +
_ Include Severity column
Type . . / EOD / INT / USS / REQ / RRT
Extract Format: Execution Option:
1. CSsv. 2. JSON _ Use External Sort
Options
Repository . . : CPA.JSON.RSSAMP.REPOSTRY

Figure 8. CICS Performance Analyzer ISPFdialog: Statistics Extract panel

On the Statistics Extract panel:

. The MVS data set name is characterized as a prefix. However, when writing toa z/0OS
UNIX file path, CICS Performance Analyzer uses the path as-is: no suffix is appended.

. To extract statistics alertsinstead of form-based statistics data, see “Extracting or
forwarding statistics alerts” on page 32.

The new Options pop-up window includes several new options, most of whichapply toboth
JSONand CSV:
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Options
Command ===>

Code .

/ Time Stamp Fields in IS08601 Format

Encoding . 1. EBCDIC 2. ASCII

=

/ Include Field Labels

JSON only:
/ Exclude Missing Fields

OutZone . . . (Z for UTC or -12:00 to +12:00)

EOE . .. .. 1. LF 2. CR 3. NL
Label Formaf 1 1. Standard 2. CICS 3. Short
Eabel Case . . 1 1. As is 2. Upper 3. Lower
CSV only:

Delimiter . . ;

4. CRLF

Figure 9. CICS Performance Analyzer ISPFdialog: Pop-up window for CSVand JSON options

The new options correspondtonew CICSPAbatch parameters:

New CSV and JSON options in the ISPF dialog CICSPA batchparameter
Code CODE

Time Stamp FieldsinISO8601 Format TIMEFORMAT (I1S08601)
OutZone OUTZONE

Encoding EBCDIC|ASCII

EOL EOL

Label Format (statistics only) LABELS

Label Case

Exclude Missing Fields (JSON only) MISSING

For details, see the documentation of the corresponding batch syntaxin “New CICSPA

batchcommand syntax”onpage 55.

Forwarding JSON Lines over a TCP network

The Performance and Statistics panels underthe new Forwarding report set categoryare

similar tothe existing Performance and Statistics panels underthe Extracts category.

For performance:
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ANALYTIC - Performance Forwarding
Command ===>
System Selection: Forwarding Recap:
APPLID . . + DDname
Image . . T
Group . . +
Forwarding Focus: Summary Processing Options:
Form . . . . + Interval . . . (hh:mm:ss)
Alert . . . . + Override Form +
Severity . . + Timestamp . . . +
Forwarding Format: Connection Settings Override
1. SV 2. JSON Port
Options
Selection Criteria:
Performance
Repository . . : CPA.JSON.RSSAMP.REPOSTRY

Figure 10. CICS Performance Analyzer ISPF dialog: Statistics Extract panel

For statistics:

ANALYTIC - Statistics Forwarding

Command ===>
System Selection: Forwarding Recap:
APPLID . . + DDname

Image . . +

Group . . +

Forwarding Focus: Connection Settings Override

Form . . . + Port

Selection Criteria ox Summary Options:
Alert Forwarding: Interval

Alert . . +

Severity +

_ Include Severity column

Type . . / EOD / INT / USS / REQ / RRT
Forwarding Format:

1. CSV 2. JSON _ Options

Repository . . : CPA.JSON.RSSAMP.REPOSTRY

Figure 11. CICS Performance Analyzer ISPF dialog: Statistics Extract panel
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However, instead of specifying an output MVSdataset name or az/OS UNIXfile path, the
forwarding panelsimplicitly refer to your Connection Settings (option 0.6):

Command

Host .
Port .
Timeout

Security . . . . . _ 1. None 2. TLS
FIPS o
Key ring . .

Stash

Password . .
Ciphers

Label

Connection Settings

(1-65535)
(seconds)

. -~ (Y/N)

file .

+ 4+ 4+ 4+

Figure 12. CICS Performance Analyzer ISPF dialog: new option 0.6, Connection Settings

These settings specify the host, port,and other details for forwarding over TCP.
These settings are not shared with other users; they are stored ineach user’s ISPF profile.

Depending on how you configure your listening analytics platform, you might want to
forward eachtype of data—for example, databased on different report forms—to different
ports. The Port field onthe forwarding panels overrides the port specifiedinyour
connectionsettings.

For more informationabout each connection setting, see the documentation of the
corresponding batch syntaxin “New CICSPA controloperand: CONNECTION” onpage 55.

Extracting or forwarding statistics alerts
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Previously, you could only write statistics alertstoareport. That reportis still available,
unchanged, under the Statistics Reports categoryinthe report set tree.

Now, you canoutput statisticsalertsin JSON Lines or CSV format toan MVS dataset, az/0S
UNIXfile, or over anetwork toa TCP port.

To extract statisticsalertstoan MVS data set oraz/OS UNIX file, select Statistics under the
Extracts report set category.

To forward statistics alerts over a network toa TCP port, select Statistics under the
Forwardingreportset category.

In either case, onthe Statistics Extract or Statistics Forwarding panel, to output statistics
alertsinstead of form-based statistics data:

1. Leave the Form field blank.



2. Specify the statisticsalert definitioninthe Alert field under the Selection Criteriaor
Alert... heading.

Note: When extractingstatistics alerts, no suffix is appended toeither the MVSdataset
name or the z/OS UNIX file path.

If youspecify botha formand an alert, then, as before, the alertis used as selection criteria
for the form-based output.

Tips for designing report forms for output to JSON Lines
When designing report forms for output to JSON Lines, consider the following tips:

Take care to generate JSON properties with unique names
See “Uniqueness of property names” on page 42.

Consider making the event time stampthefirst time stamp fieldin the form
See “Event time stamps” on page 39.

Considerusing one statistics summary report form instead of multiple statistics list
report forms
A statistics summary report form canrefer tofields from multiple CICS statistics
record identifiers. By contrast, a statistics list report form canonly refer to fields from
a single CICS statistics record identifier.

Rather than defining separate statistics list report forms for output to JSON Lines,
consider defining one, or a limited number, of statistics summary report forms that
containall of the statistics fields that youare interested in. Combining fields from
multiple CICS statistics identifiersinto a single line of JISON Lines avoids the effort of
correlating and merging separate eventsinyour analytics platform.

When designing a statistics summary report formthat refers tofields from multiple
CICS statisticsidentifiers, limit the summary key to fields thatare common across
those identifiers. For example: Collection Time, APPLID, Image.

Note: The optional code propertyis specified bythereportset, not the form. Thisenables
youto reuse report forms, unchanged, in situations where youdoand do not want a code

property.

Tips for defining statistics alerts for output to JSON Lines

Statistics alert descriptions become the value ofthe Alext propertyinthe JSON Lines
output. Whendescribing analert:

. Takecaretoonly use charactersthat are successfully output to JSONLines. For
example, donot includequote (") charactersinalert descriptions.
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. Be concise. Especially if the pricing model of your analytics platformis linked to the
number of bytesingested.

In most cases, youdeliberately define alerts sothat the volume of alertsis low: that
is, analertis generated only whenthereisareal problem.However, you might choose
todefine someinformation-level alerts that are relatively high volume.

If the volume of alerts and the length of your alert descriptions becomes anissue,
consider specifying a briefidentifier as the alert descriptionin CICS Performance
Analyzer. When presenting datainyour analytics platform, use a lookup table to
replacethe briefidentifierwith a longer description.

See:
. “No characterescaping” onpage 45.
. “Character encoding” on page 46.

Concatenating JSON Lines files for easier ingestion
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A single CICS Performance Analyzer batchjob canwrite JSON Linesto multiple MVSdata
setsor z/OS UNIXfiles. Infact, different CICSPAreportoperandsinthe same job step
cannotwritetothe same MVS data set or z/OS UNIX file.

If you have multiple JSON Lines files with various code property values, thenyoucan
concatenate themintoasingle file for easier distribution and easier uploading in Splunk
Web. Uploadingasingle large filein Splunk Web involves fewer mouse clicks than uploading
several smaller files.

For example, suppose you have the following collection of MVS data sets, withacommon
naming pattern:

CPA.EXTRACT. JSONL. TRANLIST
CPA.EXTRACT. JSONL. TRANSUM
CPA.EXTRACT. JSONL. TRNMANAG
CPA.EXTRACT. JSONL. CTSKEY

Youcantransferthose data sets fromz/OS toyour personal computerwith the following
FTP client commands:

asc

prompt

cd 'CPA.EXTRACT.JSONL'
mget *



Youcanchoose toappend anappropriate file extensionto the transferred files. For
example, on Windows:

ren * *.jsonl

To concatenate the files (assuming there is no existingall . jsonlfileinthe current
directory):

copy /b *.jsonl all.jsonl

Tip: If youomit the /b switchonthe Windows copy command, the output file willend ina
substitution character (X'1A"), which, whenyou upload the file to Splunk, willresultina
bogus “empty” event.
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Characteristics of JSON Lines output by CICS
Performance Analyzer

If youare a developer who needs towork withthe JSON Lines output by CICS Performance
Analyzer, thenit’s useful to know about the characteristics of this data that are specific to
CICS Performance Analyzer, such asits structure, property names, and property values.

Flat: no nested objects

Eachline of JSON Lines output by CICS Performance Analyzerisa JSON object consisting of
a collection of name/value pairs (“properties”).

The structureisflat: there are no nested objects.

No whitespace between tokens
The JSON standard (ECMA-404) allows insignificant whitespace before or after any token.

The JSON Lines output by CICS Performance Analyzeris deliberately compactand omits
such whitespace.

For example:

{"code":"cicspa_stat_list_010a", "APPLID":"FUWTCIC",

not:

i "code" : "cicspa_stat_list _010a" , "APPLID" : "FUWTCIC"

14

Properties

The properties (key/value pairs) in each line of JSON Lines output by CICS Performance
Analyzer depends onthe following conditions:

. Whether the datais based onareport form or statistics alerts.
. Whether the corresponding CICSPAbatch command specifies:
- The CODE parameter, whichinsertsa code propertyas the first property of
eachline.
- MISSING (INCLUDE) (default) or MISSING(EXCLUDE).For details, see
“Including or excludingfields that are missing from the original SMF records”
on page4>s.
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Properties based on report forms

Youcanuse CICS Performance Analyzertooutput JSON Lines based onthe following types
of report form:

. Performance list

. Performance summary
. Statistics list

. Statistics summary

Eachline of JSON Lines contains the fields specified by the form: that is, as specified by the
FIELDS parameter of the CICSPA batch command.

The propertyordermatches the orderspecified by the FIELDS parameter.

Statisticslist only: CICS Performance Analyzer inserts the followingfixed set of properties
before the properties specified by the form:

. CICS applicationidentifier (APPLID)

. MVS image (LPAR name)

Statisticsintervaltype (for example, "EOD" for “end of day”)
. Statistics collectiontime

For example (shownwith line breaks inserted for readability):

"APPLID" :"FUWTCIC",

"Image":"FTS1",

IITypeII : n EODII ,

"Collection Time":"2019-08-31T00:00:00+08:00"

Figure 13. Fixed JSON properties inserted beforefields in a statistics list report form

Properties for statistics alerts

Eachline of JSON Lines for statistics alerts contains a fixed set of properties. For
example (shownwithline breaksinserted for readability):

37



"Collection Time":"2019-08-31T00.00.00+08:00",
"Sev":"C",

"Alert":"File string waits",
"APPLID" : "FUWFWFR",
"Image":"FTS1",

"System Type":"TS",
"Interval Type":"EOD",
"Threshold":">10",

"Actual" :467,

"Resource" :"File Name",
"Resource value":"MBKACCT1",
"stid":"067A"

Figure 14. Fixed JSON properties for statistics alerts

If thereis no applicable resource, thenthe Resource andResource value property
values are empty strings (" ").

Optional code property at the start of each line
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If youspecify a CODE parameter onthe CICSPA batchcommand that generates JSON Lines,
theneachline of output contains code asthe first property.

For example, if you specify the parameter CODE( 'stat_list_010a') onthe CICSPA
batchcommand, theneachline of JISON Lines output begins:

i"code":"stat_list_010a",..

It is your decisionwhether toinclude a code propertyinthe JSON Lines and what value to
specify. These choices depend on how you plantouse the JSON Lines.

Including the code propertyenablesyoutotaga set of properties—for example, the set of
fields defined by a CICS PerformanceAnalyzerreport form—with a unique identifier. Inthe
previousexample, "stat_list_010a" referstoaTransaction Managerstatistics list
report form.

Some analytics platforms encourage or require the use of such an identifier, tomake it
easier todefine searches that generate a homogeneous set of results: results witha known
common set of properties that you canvisualize incharts. In Splunk, this identifier is known
as the source type, witha correspondingfield named sourcetype.

If youchoose toforward the JSON Lines output fromeach report formand statistics alerts
toa different “input” of an analytics platform—forexample, to different TCP ports—thenyou
might not need toincludea code property inthe JSON Lines. Eachinput definition might
specify itsownidentifier—in Splunk, its own source type—for the lines arriving at that input.



However, if you choose to forward all JSON Lines outputtoasingle input ofan analytics
platform, then—again, depending on the analytics platform—you can use the code property
toassign each incoming event its appropriate identifier.

CICS Performance Analyzer does not prescribe code property values. The values are your
choice. However, the IBM-supplied Splunk app requires particularsource types,
corresponding tothe code property values inthe IBM-supplied sample data. For details,
see “Sample datatypes, code propertyvalues, and report formnames” on page 22.

For more informationabout the code property inthe contextof Splunk, see “Configuring
Splunk for JSON Lines with or without a code property” on page 51.

Statistics ID (stid) property at the end of each line of statistics

Eachline of JSON Lines that is based onstatistics data—from statistics list or summary
report forms, or statistics alerts—ends with a property named stid. The stid property
identifies the source CICS statisticsrecord.

For example:

{"code":"cicspa_stat_list_029a", .. "Current DSA
Limit":5242880,"Current EDSA Limit":536870912, .. "stid":"029A"?

The stid property helpsyoutocorrelate related statistics events. For example, you canuse
the stid propertyvalueinastatistics alertevent tofind the related statistics list event—in
the corresponding time period, for the same applid—containing details of the statistics field
valuesthat triggered the alert.

A statistics summary report form canrefer to fields from multiple types of statistics records.
If a formreferstofields from only a single type of statistics record, thenthe stid property
in the corresponding JSON Lines contains that identifier. Otherwise, if a formrefers tofields
from multiple types of statistics records, the stidpropertyvalueisanempty string (" ").

Event time stamps
Analytics platforms typically assigna time stamp to eachincoming event.

Whenyoudesigna report formin CICS Performance Analyzerfor exporting datatoan
analytics platform, you should consider which field you want the analytics platform to use as
the event time stamp.

The sample report forms supplied with CICS Performance Analyzer for outputto JSON Lines
follow a convention: the first time-format field in the report formis the event time stamp.
The sample forms use the following fields:
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Table 3. Fields used as event time stamps in sample report forms for output to JISON Lines

Report form type Field name Default JSON Description
specifiedin property name
CICSPA
FIELDS
parameter
Performance list START Start CICS transactionstarttime
Performance summary | START Start Interval Start of CICS PerformanceAnalyzer
summary reporting interval
Statistics COLLECTTIME |Collection Time | CICS Statisticsinterval collection
time

Statistics list reportforms and statistics alert definitions do not support explicitly specifying
a leading time-formatfield; for these data types, CICS Performance Analyzer insertsa
Collection Time property thatrepresentsthe statisticsinterval collectiontime.

Property names

The property names (keys) inJSON Lines output by CICS Performance Analyzertypically
match, or are closely based on, the column headings in CICS Performance Analyzer reports.
These property names might not match the field names specified inthe FIELDS parameter
of the CICSPA batchcommand.

For example, hereisasnippet of JSON Lines generated using a CICS Performance Analyzer
performance list report form (with line breaks inserted for readability):

"APPLID" :"FUWTCIC",

"Tran" :"CWXN",
"Start":"2019-08-31T00:00:00.885283+08:00",
"Dispatch Time":0.0687,

"User CPU Time":0.0011,

"Suspend Time":0.7523,

"TaskNo" :"54272"

Figure 15. ISONkeys arebasedon report column headings, not field names

Property name components in form-based output

Propertynamesin JSON Lines based onreport forms consist of several components,
depending onthe type of report form.
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Performance list or performance summary

Propertynamesin JSON Lines based on performance report forms consist of the following
components, inorder:

1.

Name
A “base” (or “stem”) name that correspondstothe field inthe report form. For
example, Usexr CPU.

Application group names are followed by the qualifier Group.

Type
For clock fields, the selected component type: Time or Count.

Units
For numeric fields, suchas count fields, that canbe reported indifferent units: K, M,
KB, or MB.

Function
For summarized fields in performance summary report forms: the summarizing
functionname, such asAvgorTotal.

For range functions: the range value, suchas0.0-0.1

For peak percentile functions: the percentage value followed by the percent sign. For
example, 80%.

For performancealerts: the severity (Critical,Warning,orInfo).

Example property names for performance list data:

APPLID
Start
Dispatch Time
Dispatch Count

Example property names for performance summary data:

APPLID

Start Interval
Dispatch Time Avg
Dispatch Count Total
PCLOADWt Time S Dev
User CPU Time 0.0-0.1
User CPU Time 80%
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Statistics list or statistics summary

Propertynamesin JSON Lines based onstatistics reportforms consist of the following
components, inorder:

1.

Function
For summarized fields (in summary report forms), the summarizing function, such as
FinorTot.

Name
A “base” (or “stem”) name that correspondstothe field name inthe original SMF
records. For example, Current MAXTASK.

Notable differences between property names for performance summary data and statistics
summary data:

In statistics property names, the summarizing function appears at the start of the
property name. In performance property names, the summarizing function appears at
theend.

In statistics summary property names, the Total functionis represented bythe 3-
characterabbreviation Tot. Performance summary property names contain the full
word Total.Thisis an existing difference in CICS Performance Analyzerextracts,
unchanged for these JSON Lines enhancements.

Uniqueness of property names
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Youcancreatereport formsin CICS Performance Analyzerthat generate non-unique
propertynamesin JSON Lines.

For example:

Youcancreate report forms that containidentical rows, such as the same field
summarized inthe same way. This will result in JSON Lines output containing multiple
instances of the same property name.

“Percentage” and “count” performancealerts of the same severity for the same field
generate the same property name. That is, the following two CICSPA batch command
parameters both generatethe propertyname TS Wait Time Info:

TSWAIT (TIME(SEV(INFO,PERCENT))),
TSWAIT (TIME(SEV(INFO,COUNT))),

The only noticeable different inthe JISON Lines output isin the propertyvalues: the
count valueis an integer, whereas the percentage value has a decimal point followed
by asingle digit.



Whether these identically named properties cause an error, or which value takes
precedence, depends onwhat you use to processthe JSON Lines.

The JSON syntax (describedinthe ECMA-404 standard) does not require that property
names are unique, but it’s typically good practice.

Controlling property name length and case

The LABELS parameter of the CICSPAreport operands for output to JSON Lines controls the
length and case of property names. For details, see “New parameters of CLCSPA report
operands” onpage59.

Property values

Propertyvaluesin JSON Lines output by CICS Performance Analyzer dependonthe field
typein CICS Performance Analyzer:

Table 4. How CICS Performance Analyzer represents values of each field type in JSON

Field type Value Example JSON key/value pair
Count Integer "#Tasks" :17876
"FCAMCT ":17376

Elapsed time Floating-point number of seconds. "User CPU Time
A maximum precision of microseconds | Total":67.7207
(upto 6 decimal places), depending on "ENQDelay Time Total":0.0
the property.

Percentage Floating-point percentage value "Suspend Time 0.0-0.1":6.51
generated by the RNGPERCENT "Suspend Time 0.0-0.1":100.0
summarizationfunction.

Storage Number of bytes, unless the property "Peak DSA Size":262144
name contains a qualifier that explicitly | "PC31AHWM KB":29
specifies other units.

Character String. "Tran":"BPMT"

No trailing whitespace.
For example,ifafield canhaveup to 8
characters, but avalue hasonly 3
characters, "ABC", then, inthe JSON
Lines, the propertyvalueis "ABC",with
no trailing blanks.
Clock For output thatisbased onareport form, | "Start": "2019-08 -

the value of clock (time stamp) fieldsin

31T00:00:00.885283+08:00"

43



Field type Value Example JSON key/value pair
JSON Linesoutput dependsoneither: "Start Interval":"2019-10-
e The time format specified for each 07T10:30:00+08:00"
field in the report form "PHStart":""

e The TIMEFORMAT parameter ofthe
CICSPAbatchcommand,which
overrides per-field time formats
specified inthe report form

Consider specifying
TIMEFORMAT(IS08601),sothat all time
stampsare representedinISO 8601
format. Also consider specifyingthe
OUTZONE parameter, tooutputtime
stampswithazone designator.

If a clock field is present in the original
SMFrecord, but does not have a valid
time stamp value, thenthe JSON
propertyvalue isanempty string (" ").

Exponential format

Large numbers might be represented in exponential format. For example, 987600000 might
berepresented as 9876E5.

Floating-point field values that happento be an integer
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Values of floating-point numeric fields—elapsed times and percentages—always containa
decimal point followed by at least one digit.

If an elapsed time or percentage happensto be a whole (integer) number, with no decimal
fraction, thenthe property value still contains a decimal point and trailingzero. For example:

0.0
10.0
100.0

Some analytics platforms distinguish between integer and non-integernumbersand use
different internal datatypes for each. Some analytics platformsinfer thisinternal data type
based onthefirst propertyvalueintheincoming data. Data corruption canoccurifan
analytics platformencounters values with decimalfractions for a field that hasalready been
mapped toaninteger datatype.



The consistent presence of adecimal point ensures that such analytics platforms do not
incorrectly map elapsed-time or percentage propertiestoaninteger datatype.

No extraneous trailing zeros in decimal fractions

The number of digitsin a decimal fraction does not necessarily indicatethe field precision.

For example, the elapsedtime field value 0. 1does not indicate a precisionof atenth of a
second.

For conciseness, numeric values have no trailing zeros in the decimal fraction, except for a
single zero following the decimal point toidentify a field as floating-point instead of integer.

Including or excluding fields that are missing from the original SMF

records

For all field types, if CICS Performance Analyzer cannot outputa meaningful JSON property
value because the correspondingfield is missing from the original SMF record, thenthe
JSON propertyvalueisthe JavaScript value null. For example:

"FCVSWait Time":null

This situation canoccur whena report formreferstoafield that exists only inrecent
versions of CICS, but the input SMF records were generated by a backlevel CICS version that
does not support that field.

In output from summaryreportforms, where a JSON property value isaggregated from
multiple original SMF records—for example, using a Total or Average function—the property
valueis null ifthe field is missing in one or more of the records being aggregated.

Some analytics platformsinterpretthe JavaScriptvalue nullasthe string value "null®.

To avoid thatissue, or simply to save space, instead of including missing fields with the
value null, youcanexcludethemfrom JSON Lines output by specifying the parameter
MISSING (EXCLUDE) inthe CICSPAbatchcommand.

No character escaping

Some charactersin JSON strings, suchas the quote ("), must be escaped. Other characters
canbeescaped.

CICS Performance Analyzer does not escapeany charactersin JSON Lines.

Potentially, this couldresult ininvalid JISON. For example, the list of charactersallowedina
CICS transactionidentifier includesthe quote (").

Rather than overengineering CICS PerformanceAnalyzerto solve a potential problem that
does not occurin practice, and unnecessarily affecting performance, the developers have
chosento seeif any customers experience thisissue.
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If youexperience issues caused by lackof character escaping in JISON Lines output by CICS
Performance Analyzer, please contact IBM Software Support.
Character encoding

For many of the characterfields that CICS Performance Analyzeroutputsto JSON Lines, the
source data—for example, the SMF records—contain no information about the character
encoding of those fields. Specifically, their EBCDICcode page.

Fortunately, in practice, the contents of character fields that CICS Performance Analyzer
outputstoJSON Linesaretypically limitedtothe EBCDICinvariant subset: the subset of
characters that have the same code points regardless of code page.

If you experience character encoding issues in JSON Lines output by CICS Performance
Analyzer, please contact IBM Software Support.

For more details oncharacter encoding, see “EBCDIC|ASCII” onpage 61.
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Using JSON Lines from CICS Performance Analyzerin
Splunk

The JSON Lines output by CICS Performance Analyzeris platform-agnostic; it is designed to
beingested by any analytics platformthat supports JISONLines.

Splunk was cited as the analytics platform of choice by customers who requested JSON
Lines output from CICS Performance Analyzer.

Minimal Splunk configuration

A minimal Splunk configuration for ingesting JSON Lines from CICS Performance Analyzer
consists of the following stanzainprops.cont:

[cicspa_minimal]
SHOULD_LINEMERGE = false
KV_MODE = json
pulldown_type = 1

Figure 16. Minimal Splunk configurationinprops.conf

The source type “cicspa_minimal” inthis stanzais an example only.

With this configuration, you can use the Add Data > Upload optionin Splunk Web toadda
file of JSON Lines on your computer to Splunk. For details, see the Splunk documentation
heading “The Add Data page”.

Tip:In the Sourcetype dropdown list onthe Set Source Type page, this source type will
appear under the “Uncategorized” heading.

Splunk configuration by the IBM-supplied app

The IBM-supplied Splunkappfor CICS Performance Analyzer implements the configuration
described here.Ifyou haveinstalled the app, thenthisinformationis for your interest only,
because the app has already configured Splunk for you.

The app configuration details are useful if, for example:
. Youwant to understand the appin more detail before youinstallit

. Youwant to develop yourownapp
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. You want to customize some of the app’s configuration settings, suchasthe TCP
port—or ports, plural—on which Splunk listens for JSON Lines from CICS Performance
Analyzer.

The app configures Splunk toingest data using either of the following two methods:

. In Splunk Web, selecting Add Datato uploada file of JISON Lines that is on your
computer

. Forwarding JSON Lines over a TCP network toa port that Splunk s listening to

For informationabout installing and using the app, see “Splunk app that visualizes data from
CICS Performance Analyzer” on page 12.

Location of Splunk configuration stanzas

This documentationrefersto Splunk configuration (. conf) file names, but not directory
paths. Itisyour decision where to store the Splunk configuration stanzas for CICS
Performance Analyzer.

In the IBM-supplied Splunk app for CICS Performance Analyzer, the configuration stanzas
arelocatedinthe . conf filesinthedefaultsubdirectoryoftheapp:

Pathto your Splunk directory/etc/apps/cicspa/default/.conf

props.conf

The following stanzain props . confdefinesthe properties of the cicspa sourcetype:

[cicspal]

SHOULD_LINEMERGE = false

KV_MODE = json

# Timestamp:

# - ISO 8601 extended format

# - Seconds to a maximum precision of 6 decimal places

# - With zone designator

TIME_PREFIX (?=\d$4%-\d$2%-\d{2T)

TIME_FORMAT = %Y -%m-%dT%H:%M: %S . %6N%: z

# Per-event overrides:

# Override the default sourcetype

TRANSFORMS -changesourcetype = set_sourcetype_cicspa, remove_code_property
category = Application

description = JSON Lines produced by IBM CICS Performance Analyzer for z/0S
pulldown_type = 1

Figure 17. props. conf inthe IBM-supplied Splunk app
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Data format

The combination of SHOULD _LINEMERGE = false and KV_MODE = jsondefinesthe
incoming dataas JSON Lines: one event per line, datain JSON format.

These two settings applytodifferent stagesinthe Splunk data pipeline:
SHOULD_LINEMERGE appliesto parsing, before indexing; KV_MODE applies later, to search-
time field extraction.

Time stamp extraction

Ratherthanrelying onall JSON Lines from CICS Performance Analyzerusing the same, fixed
property name for the event time stamp, this configuration uses the first value that matches
TIME_FORMAT asthe event time stamp.

This configuration has significant implications for the design of CICS Performance Analyzer
performance report forms and statistics summary reportforms. When creating one of these
forms for output to JSON Lines, insert the time field that youwant to use as the event time
stamp before any other time fields. For other types of JSON Lines datafrom CICS
Performance Analyzer, such as statistics alerts or data generated using statistics list report
forms, CICS Performance Analyzer inserts anappropriate time field.

This configuration relies on the following default setting that is not explicitly specified in the
previous example stanza:

MAX_TIMESTAMP_LOOKAHEAD = 128

MAX_TIMESTAMP_LOOKAHEAD specifiesthe number of charactersintoanevent that Splunk
looks for atime stamp. If Splunk does not find a value that matches TIME_FORMAT, time
stamp extractionfails.

The TIME_FORMAT setting in this configuration matchesthe ISO 8601 date and time of day
representation extended formatwith up to microsecond precision (fractions of a second toa
maximum of 6 decimal places) and azone designator.

Exampletime stampvalues:

2018-12-31T13:59:00.123456+08: 00
2018-12-31T05:59:01.03Z
2018-12-31T05:59:15Z2

Transforms

Eachincoming line of JSON Lines from CICS Performance Analyzer gets processed by two
transforms: the first uses the value of the code propertytooverride the source type, the
second removesthe code property.
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For more information, see transforms. conf.

inputs.conf

If you exclusively ingest datafrom CICS Performance Analyzerinto Splunk by using Splunk
Web to upload files of JISON Lines that are on your computer, thenyou do not need any
stanzasin inputs.conf. Thissituationis possibleif you are performing small-scale ad-hoc
testing, but unlikelyina production environment.

The following stanzaininputs. conf definesanunsecure TCP input that listens on port
1516, assignsthe sourcetype cicspatoallincoming events, and stores the eventsinan
index thatisalsonamed cicspa:

[tcp://:1516]

index = cicspa
sourcetype = cicspa
disabled = 0

Figure 18. inputs.confinthe IBM-supplied Splunk app

The port number, index name, and source type shown here are examples only. The actual
values are your choice. Note, however, that the IBM-supplied Splunk app for CICS
Performance Analyzeris configured to use these example values, and the dashboardsinthe
app performsearches thatare compatible with these index and sourcetype values.

Configuring Splunk toingest data over secure TCP (SSL/TLS) is outside the scope of this
documentation. For more information, see the Splunk docs.

indexes.conf
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The index settinginthe [cicspa] sourcetypestanzainprops. conf instructs Splunk to
storeeventsin an index named cicspa. The following stanzain indexes.confdefines
rudimentary settingsforacicspaindex:

[cicspa]
coldPath = $SPLUNK _DB/$_index_name/colddb
homePath = $SPLUNK DB/$_index_name/db

thawedPath = $SPLUNK_DB/$_index_name/thaweddb
Figure 19. indexes. conf inthe IBM-supplied Splunk app
You might choose tostore events from CICS Performance Analyzerinadifferent index, such

as thedefault mainindex. Note, however, thatthe IBM-supplied Splunk app for CICS
Performance Analyzerperforms searchesthatrefertothe cicspaindex.



transfoxrms.conf

The following stanzaintransforms. conf defines two transforms that Splunkappliesto
every incoming line of JSON Lines from CICS Performance Analyzer:

[set_sourcetype_cicspal]

# Set sourcetype to cicspa_ followed by value of code property
REGEX = \"code\":\"([M\"]+)\"

FORMAT = sourcetype: :cicspa_$1

DEST_KEY = MetaData:Sourcetype

[remove_code_property]

# Remove code property to conserve license usage

REGEX = ~({.%)"code":"[~"]+",(.%)$

FORMAT = $1%$2

DEST_KEY = _raw

Figure 20. transforms.confinthe IBM-supplied Splunk app

First, Splunk appliesthe set_sourcetype_cicspa transform, which usesthe value of the
code propertyintheincoming line to set the sourcetypedefault field.

Then, Splunk appliesthe remove_code_propexrtytransform, whichremovesthe code
propertyfromthe incoming line before indexing (before Splunk stores the event inanindex).

The result: givenan incoming line of JSON Lines containing "code": "TRANSUM", the
corresponding indexed event in Splunk willhave the sourcetypevalue cicspa_TRANSUM.

macros.conf

maczros . conf defines macrosthat are used by the app dashboards.

Rather thandirectlycitinganindex nameinsearches, the dashboards refer to macros. Ifyou
want to use a different index than cicspa, then, instead of editing all of the searchesinall
of the dashboards, youonly have toedit one macro, cicspa_search_start_default.

Custom JavaScript

The app contains a small amount of custom JavaScript, suppliedinthe
appserver/staticsubdirectory.

This custom JavaScriptdepends only on software already available inthe Splunk Web
framework.

The app has no external dependencies; it requires no additional libraries or frameworks.
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Configuring Splunk for JSON Lines with or without a code
property

CICS Performance Analyzer can generate JSON Lines with or without a code property. If you
specify a CODE parameterinthe CICSPA batchcommandthat generates the JSONLines,
theneachline of JSON Lines beginswitha code property. If you omit the CODE parameter,
the JSON Lines does not containa code property.

The code propertyidentifiesthe type of dataineach line of JISON Lines. For example, the
value offers a way of identifying which report formwas used to generate the data; which
fields the data contains, from which recordtype or types. You can use the value as a filter
when searching datainanalytics platform.

Splunk assigns each event (each line of JSON Lines) a source type. The source type identifies
thetype ofdatainthe event. Other analytics platforms typically have a similar concept.

The presence or absence ofthe code propertyaffects Splunk configuration requirements:

. If youinclude the code propertyinthe JSON Lines, thenyou canconfigure Splunkto
use the value of the code propertyasthe Splunk event source type. In Splunk, this
techniqueisknown as overriding source typesona per-event basis. Using this
technique, youcanforwardall JSON Lines from CICS Performance Analyzertoa
single Splunkinput, suchasasingle TCP port, and Splunk willassigneach event its
correct sourcetype.

. However, if you omit the code property fromthe JSON Lines, then you must definea
separate Splunk input, suchasaseparate TCP port, for each source type. That is, you
must define a separate input for what would have beeneach code propertyvalue. For
eachinput, youspecify the corresponding source type. This reduces the index-time
processing required toingest the JSON Lines, because there is no need to override
sourcetypesonaper-event basis.

The IBM-supplied Splunkappfor CICS Performance Analyzer is configured toingest JSON
Linesthat containsthe code property.

Configuring Splunk for JSON Lines without a code property

If the JSON Lines has no code property,thenyoudon’t need atransforms.conforthe
corresponding referencestotransformsinprops. conf.

Instead, ininputs.conf, youdefineaninput persourcetype. For example:
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[tcp://:1516]

index = cicspa

sourcetype = cicspa_DSA
disabled = 0

[tcp://:1517]

index = cicspa

sourcetype = cicspa_ENQMANAG
disabled = 0

[tcp://:1518]

index = cicspa

sourcetype = cicspa_STORAGE
disabled = 0

Figure 21. inputs.confsnippet for a multi-port, one-sourcetype-per-port approach

Could you streamline this configuration with a single wildcarded stanzathat sets the index
for all portsinthe appropriaterange? Like this:

[tcp://:151%]
index = cicspa

Perhaps, but this has not been tested by the developers of the IBM-supplied Splunkapp.

Ideally,inprops.conft, youwouldspecifyasingle wildcarded stanza for common settings,
with specific stanzas for unique settings (but !):

Icicspa_

SHOULD_LINEMERGE = false

KV_MODE = json

TIME_PREFIX = (?=\di4%-\di2%-\di2:T)
TIME_FORMAT = %Y -%m-%dTXH: %M :9%S.%6N%:z
[cicspa_DSA]

category = Application

description = CICS statistics ID 029B
pulldown_type = 1

Figure 22. props. conf snippet for a multi-port, one-sourcetype-per-port approach

There is aworkaround, but its official support is questionable. See:

. The following questioninthe Splunk Answers user community website: “Is it possible
touse wildcardsinsourcetypeprops.confstanzas”

. The July 2014 Splunk blog post “Quick Tip: Wildcard Sourcetypesin Props.conf”
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Getting data in
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After you have configured Splunktoingest JSON Lines from CICS Performance Analyzer—
either by installing the IBM-suppliedapp, or by configuring Splunk yourself—you can get
datainto Splunk using either of the following methods:

In Splunk Web, selecting Add Datato uploada file of JISON Lines that is on your
computer. For example, a file output by CICS Performance Analyzerthat you have
transferred from z/OS to your personalcomputer. For anexample step-by-step
procedure, see “Uploading the sample data” on page 15.

Submitting a CICS Performance Analyzer report set that forwards JSON Lines over a
TCP network toa port that Splunkis listening to. For details, see “Using CICS
Performance Analyzertooutput JSON Lines” onpage 26.



New CICSPAbatchcommand syntax

The enhancements for JSON Lines output introducenew syntax tothe CICSPAbatch
command.

Summary of changes to batch syntax

There are no breaking changes. All existing syntaxis supportedas-is. Thereis no need to
change existing JCL.

Summary of changes:

. New CICSPA controloperand CONNECTION to define a destination for streaming data
over TCP.

. New parametersonthe existing CICSPAreport operands LIST, SUMMARY,
STATISTICSLIST,STATISTICSSUMMARY,and STATSALERT.

New CICSPA control operand: CONNECTION

Syntax

The enhancements for JSON Lines output introducethe new control operand CONNECTION
tothe CICSPA batch command.

CONNECTIONdefinesadestinationfor streaming JSON Lines or CSV over a networktoa TCP
socket. Typically, the TCP socket isonaremote host that is running an analytics platform
such as Splunk. The analytics platformingests the data thatyou send. The connection
settingsinclude details suchas the destination host name and port number and, optionally,
security (SSL/TLS) details.

To stream JSON Linesor CSVtoa TCP socket, instead of writingtoan MVS dataset oraz/0S
UNIX file, you specify a CONNECTIONcontroloperand,and then, onthe report operand—
LIST, SUMMARY,STATISTICSLIST, STATISTICSSUMMARY, or STATSALERT—you specify a
STREAM parameter instead of a DDNAME parameter. The STREAM parameter instructs CICS
Performance Analyzerto stream outputusing the CONNECTION settings instead of writing
output toaddname.

CONNECTION (HOST( "host_name') ,
PORT (port_number) ,
[TIMEOUT (seconds) | TIMEOUT(OQ) 1,
[Security parameters])

55



56

HOST
The destination hostname or IP address, up to 255 characters.

Enclose thevaluein single quotes.

PORT
The destination port number.

Eachreport operand canspecify its own PORT parameter, overriding this port number.

TIMEOUT
How long to wait before timing out. Either:

- An integer number of seconds

- 0 (the default) to wait forever (no timeout)

Security parameters

Security parameters are required only for secure (SSL/TLS) connections.

SECURITY (TLS*|TLSV1.2|TLSV1.1|TLSV1.O,..),

[FIPS, ]

KEYRING( ' [user_id/]saf_key_ring_name' |
'*TOKEN* /pkcs#11_token_name' |
'pkcs#12_unix_file_path' |
'key_database_unix_file_path'),

[PASSWORD( 'password') | STASH( 'stash_unix_file_path')]

[CIPHERS (cipher_suites), ]

[CERTLABEL (' Label')]

Note: Enclose the values of the following parametersinsingle quotes: KEYRING, PASSWORD,
STASH, CERTLABEL.

SECURITY
Specifies one or more security protocolstotry,inorder. The special value TLS*
representsthe list ofall supportedversions of TLS, starting with the latest version:

TLSV1.2,TLSV1.1,TLSV1.0

If youomit the SECURITY parameter, CICS Performance Analyzer attemptstoopena
connectionwithout SSL/TLS.

FIPS
Setsz/0S System SSL FederalInformation Processing Standards (FIPS) mode on. For
information about FIPS mode, see the z/OS System SSL documentation.

KEYRING
Specifiesa collection of certificates that includes the certificates required for this
connection. Can be one of the following:



SAFkeyring
Specified inthe format owner_user_id/key_ring_name or,if the current
user owns the key ring, just key_ ring_name. For example:

my/cicspa_keyring

If the current user owns the key ring, the current user must have READ access
tothe IRR.DIGTCERT.LISTRING resourceinthe FACILITY class. Ifanother user
owns the key ring, the current user must have UPDATE access tothat resource.

Certificate private keys are not availablewhen using a SAF key ring owned by
another user, except for SITE certificates where CONTROL authority is givento
IRR.DIGTCERT.GENCERT inthe FACILITY class or for user certificates where
READ or UPDATE authority is givento ring_owner.ring_name.LST resourcein
the RDATALIB class.

Key database
A key databasecreated by the z/OS gskkyman utility. The key database is
specified asa z/OS UNIX file path. For example:

/u/my/sslcerts/cicspa.kdb

PKCS #12 file
Specified asaz/0OS UNIX file path. For example:

/u/my/sslcerts/cicspa.pl2

PKCS #11 token
Specified inthe format * TOKEN* /token_name. For example:

*TOKEN#*/cicspa.pkcsll. token

The *TOKEN=* qualifier indicates that the value referstoa PKCS #11 token
rather thana SAF key ring.

If you specify a key database or PKCS #12 file, but youdo not specify either a STASH
parameter ora PASSWORD parameter, then CICS Performance Analyzerlooks for a
stashfile in the same directoryasthe key database or PKCS #12 file, and withthe
same base file name, but with . sth extension. For example, if the KEYRING
parameter specifies the following z/OS UNIX file path:

/u/my/sslcerts/fuw.kdb
or:

/u/my/sslcerts/fuw
(with no extension)

then CICS Performance Analyzerlooks for a stash file at the following path:
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/Ju/my/sslcerts/fuw.sth

STASH

Specifiesthe z/OS UNIX path of the stash file that contains the password for the key
database or PKCS #12 file.

If KEYRING specifies a SAF key ring or PKCS #11 token, STASH isignored.

The stash file name must have a . sth extension. If the specified file name hasa
different extension, that extensionisignored and replaced with the . sth extension.

If the PASSWORD parameter is specified, STASH isignored.

PASSWORD

Specifiesthe password for the key database or PKCS #12 file.

If KEYRINGspecifies a SAF key ring or PKCS #11 token, PASSWORD s ignored.

CIPHERS

Specifiesalist of candidate ciphersuitestotry, inorder. The list isa concatenation of
4-digit hexadecimalcipher suite numbers supported by z/0OS SystemSSL. For
example:

CIPHERS(000AG00D001000130016)

If youomit CIPHERS, CICS Performance Analyzeruses the system default list of
cipher suites. That list changes dependingon whether or not FIPS mode is on.

Tip:

To matchaz/0OS System SSLciphersuite number to the corresponding OpenSSL
cipher suite name, gotothe z/0OS System SSLdocumentation and look up the "short
name" for that cipher suite in the table of cipher suite definitions. The short name s
the name that is defined in the associated RFC. Then go to the OpenSSL
documentation for the ciphers command, and use the RFC nhame to find the
corresponding OpenSSL name.

For more information on cipher suite definitions, see the z/OS System SSL
documentation.

CERTLABEL

Specifiesthe label of the client certificate thatis used toauthenticate CICS
Performance Analyzer (the client) to the destination host (server). The client
certificate,and its private key, must beinthe collectionthat is specified by the
KEYRING parameter.

CERTLABEL isonly used if the destination host requires client authentication.



If the destination host requires client authentication, but you omit CERTLABEL, then
CICS Performance Analyzer uses the default certificate from the collection that is
specified by the KEYRING parameter.

New parameters of CICSPA report operands

The enhancementsfor JSON Lines output introduce new parameters to the following report
operands ofthe CICSPA batchcommand:

CICSPAreportoperand Description
LIST Form-based performance list extract
SUMMARY Form-based performance summary extract
STATISTICSLIST Form-based statistics list extract
STATISTICSSUMMARY Form-based statistics summary extract
STATSALERT Statisticsalerts extract
Syntax

New parametersare shown highlighted:
CICSPA [LIST|SUMMARY |STATISTICSLIST|STATISTICSSUMMARY |STATSALERT](

[JSON, ]

[LABELS(Label-options) INOLABELS, ]
[CODE('string'), ]

[EBCDIC|ASCII, ]

[MISSING (INCLUDE |EXCLUDE), ]
[TIMEFORMAT (IS08601) , ]
[OUTZONE (Z |+hh :mm| -hh:mm), ]
[STREAM[ ,PORT (port-number) 1]

Notes:

. The elllipses (...) represent existing parameters not shown here. For details, see the
CICS Performance Analyzer documentationin IBM Knowledge Center.

. LABELS and NOLABELS are existing parameters for the operands that already
supported output to CSV: LIST, SUMMARY, STATISTICSLIST,STATISTICSSUMMARY.
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Previously, however, LABELS had nosubordinatevaluesin parentheses. The
parentheses with subordinatevalues following LABELS are optional:you canstill use
LABELS asakeyword by itself without parentheses.

. Before the enhancements for JSON Lines, the STATSALERT operand did not support
output todelimiter-separated values. Inadditiontointroducing JISONLines output to
STATSALERT, these enhancements alsointroduce delimiter-separated values output.
For details, see “STATSALERT now also outputs CSV” on page 67.

. Exceptfor MISSING, allof these new parametersfor JSON LinesalsoapplytoCSV.

Parameter descriptions
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JSON

Specifies JSON Lines as the output data format.

If youomit the JSON parameter, thenthe output data formatrevertstoCSV.

LABELS (1abel-options)

The LABELS parameter controls the length and case of the property namesinthe JSON
Lines output.

The syntax and allowed values for label-options depends onthe data type:

Performance dataand statistics alerts
Withthe CICSPAreport operands LIST, SUMMARY, and STATSALERT, youcan control
the case of property names:

LABELS (ASIS|UPPER| LOWER)

Statisticsdata
Withthe CICSPA report operands STATISTICSLISTand STATISTICSSUMMARY,you
cancontrol the lengthand case of property names:

LABELS (STANDARD | SHORT| CICS,ASIS|UPPER|LOWER)

Length (statistics data only):

STANDARD
Base the names on the corresponding CICS Performance Analyzer reportcolumn
headings. This is the default value.

Maximum length: 48 characters for unsummarized fields, 52 for summarized fields.
Property names of summarized fields containanadditionaltrailing 4 characters: a
space followed by a 3-character abbreviation for the summarization function.



CICS
Base the names on the corresponding CICS statistics field names. These names are
typically shorter, more crypticthanthe STANDARD names.

Maximum length: 63 for unsummarized fields, 67 for summarized fields.

SHORT
Use abbreviated forms of the STANDARD names.

Maximum length: 18 for unsummarized fields, 22 for summarized fields.

Case:

ASIS
Follow the same convention of mixed upper and lower case asthe report column
headings. This is the default value.

UPPER
All uppercase.

LOWER

All lowercase.
Specifying LABELS by itself, with no following parentheses, is equivalent to specifying
LABELS (STANDARD,ASIS) for statistics dataor LABELS(ASIS) for other datatypes.

These settings only affect the case of property names, not property values.

NOLABELS

By definition, JSON Lines involves “labels”,inthe form of property names (keys). For that
reason, the combination of JSON and NOLABELS is nonsensical.

If youspecify bothNOLABELS and JSON, then CICS Performance Analyzerignores
NOLABELSand proceeds asif you had specified LABELS or the equivalent, more specific,
LABELS (STANDARD,ASIS).

CODE('string')
Insertsan optional property named code at the startof each line of JSON Lines output.
Enclosethe string valueinsingle quotes.

For information about why you might choose toinsert a code property, see “Optionalcode
property” onpage 38.

EBCDIC|ASCII

Specifiesthe character encoding of the JSON Lines output:
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EBCDIC
Which EBCDIC codepage? The answer is not straightforward.

The JSON property names, values, and syntaxtokens that CICS Performance Analyzer
generates consist of characters exclusively fromthe invariant subset of EBCDIC.
These characters have the same code point regardless of code page, so the question
“Whichcode page?”isirrelevant.

However, wheninserting characterfield values from SMF records intothe JSON
output, CICS Performance Analyzercopies the original field byte values from the
original SMF records. The SMF records contain no information about the encoding,
such asthe EBCDIC code page, of suchfields. Typically, in practice, such character
fieldsalsoonly containcharacters fromthe EBCDIC invariant subset. However, that is
not guaranteed: indeed, it is possible to store binary datain characterfields.

A similar caveat appliestostatistics alert descriptions: CICS Performance Analyzer
uses the original byte values of these descriptions as property namesinthe JSON
output.

ASCII
To output JSON Linesin ASCII, CICS Performance Analyzeruses the z/OS default
characterconversiontable toconvert from EBCDIC to ASCII.

For details, see the following z/OS topic in IBM Knowledge Center: z/OSDFSMS >
z/OS DFSMS Using Data Sets > Converting charactersets > Converting from EBCDIC
to ASCII

Note that, using this conversion table, many characters outside of the invariant subset
of EBCDIC, and charactersthat existin EBCDIC but not in ASCII, get convertedtothe
ASCII substitute character (X'1A").

The JSON standard (ECMA-404, December 2017) states that “JSON syntax describes a
sequence of Unicode code points”.

By definition, then, text encodedin EBCDIC cannot be JISON.In practice, thisis typically not
an issue; for example, because you typically convert EBCDIC-encoded datatoanother
encoding whentransferring it off z/OS.

By contrast, ASCIlisa (7-bit) subset of the UTF-8 Unicode characterencoding.

MISSING (INCLUDE | EXCLUDE)

Specifieswhether toinclude or exclude fields that are selected for output but are missing
fromthe input SMF record.

. MISSING (INCLUDE) includes such missing fieldsin the output, withthe JavaScript
valuenull. Thisis the default behavior.

. MISSING (EXCLUDE) excludes such missing fields fromthe output.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.4.0/com.ibm.zos.v2r4.idad400/d4014.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.4.0/com.ibm.zos.v2r4.idad400/d4014.htm

The decisiontoinclude orexclude a property ismade per outputline.

TIMEFORMAT (IS08601)

Setsthe output format of alltime stamp fieldsto IS08601. TIMEFORMAT (IS08601)
overrides any format specified for individual fields.

TIMEFORMAT (IS08601) isthe only supported value for this parameter.

IS08601 outputstime stampsinISO 8601 date and time of day representation extended
format with up to microsecond precision (fractions of a second toa maximum of 6 decimal
places), withanoptional zone designator. To output time stamps with zone designators, you
must also specify the OUTZONE parameter. For example:

. WithQUTZONE(2):
2018-12-31T05:59:01.03Z

. With OUTZONE (+08:00 ):
2018-12-31T13:59:00.123456+08: 00

. Withno OUTZONE parameter (local time):
2018-12-31T13:59:00.123456

If youomit TIMEFORMAT (1S08601), thentime stamps revert to their normal output
formats. For details, see the CICS Performance Analyzer product documentation.

In form-based performance list (CICSPA LIST)and summary (CICSPA SUMMARY) extracts,
you canspecify the output format of each time stamp field individually. For example:

START(DATETIM) ,STOP(TIMET)
TIMEFORMAT (IS08601) overridesthese per-field formats, asif you had specified:
START(IS08601) ,STOP(IS08601)

TIMEFORMAT(IS08601) alsospecifiesthe format of time stampsinstatistics-based data:
. Time stamp fieldsinstatistics list reportforms
. Collection Timeinstatisticslist, statisticsummary,and statistics alertdata

TIMEFORMAT(IS08601) enablesyoutooutputJSON Lineswithall time stampsinthisISO
8601 format without updatingexisting report forms that might present time stampsinother,
perhaps more human-readable, formats.
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EOL (CR|CRLF|LF|NEWLINE) | NOEOL

The end-of-line (EOL) delimiter for each line of JSON Lines. EOL appends one or more bytes
tothe end of eachline.

The default behavior NOEOL (no delimiter) for the default output character encoding EBCDIC
is suitable for writing to record-oriented MVS data sets, where no EOL delimiter is required.
However, when writing to z/OS UNIX files or forwarding over TCP, you need to specify an
appropriate EOLdelimiter.

If youspecify the STREAM parameter, thenthe default EOL parametervalueis LF.

The actual bytes appended depend on which EOL parameter value you specify,and whether
youspecify the ASCII or EBCDIC parameter:

Table 5. Hexadecimal byte values appended by the EOL parameterto ASCII or EBCDIC output

EOL Description ASCII EBCDIC

parameter

value

CR Carriagereturn(\ ) X'0D' X'oD'

CRLF Carriagereturnand line feed (\x\n): X'0ODOA' X'0D25'
the Windows EOL character pair

LF Line feed (\n): the default UNIX EOL character X'0A' X'25!

NEWLINE Newline Notapplicable X'15'

(see Note below)
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Note: ASCII does not containadirect equivalenttothe EBCDIC newline character.If you
specify EOL (NEWLINE) and ASCII, theneachline will end withthe ASCII substitute
character(X'1A"). The substitute character indicates that a characterinthe EBCDIC source
encoding could not be translatedtothe ASCII targetencoding.

Whenwriting toa z/0OS UNIXfile, the appropriate EOL delimiter depends on whether you
want towrite output encodedin ASCII or EBCDIC:

. To write ASCII-encodedoutputtoaz/OS UNIXfile:

1. On the DD statement for thefile, use the default FILEDATA parameter value,
FILEDATA=BINARY.Do not specify FILEDATA=TEXT.Ifyouspecify
FILEDATA=TEXT,the outputfile will containan EBCDIC newline character
(X'15") at the end of eachline, whichis not appropriate for an ASCII-encoded
file.

2. On the CICSPA report operand, specify the ASCII parameterand your choice
of EOL parametervalue: CR,CRLF, or LF.



. To write EBCDIC-encoded output toa z/OS UNIXfile, either:

- On the DD statement for thefile, use the default FILEDATA parameter value,
FILEDATA=BINARY and, onthe CICSPAreport operand, specify
EOL (NEWLINE).

- On the DD statement for the file, specify FILEDATA=TEXT and,onthe CICSPA
report operand, specify EOL (NONE) (the defaultvalue).

Do not specify the combination of FILEDATA=TEXT onthe DD statement and anend-
of-line delimiter onthe CICSPA reportoperand;ifyoudo, eachoutput record will
have two EOL delimiters:the delimiterspecified by the EOL parameter followed by the
EBCDIC newline (X'15") appended by FILEDATA=TEXT.

OUTZONE (Z|+hh:mm| -hh : mm)

Only appliestotime stamp fields with the format IS08601. That is, OUTZONE only applies if
youspecify TIMEFORMAT (IS08601),which setsthe format of all time stamp fields, orto
theindividual fields for which you have explicitly specified the corresponding format
IS08601.

OUTZONE appendsanIS0 8601 extended formatzone designatorto time stamps.

OUTZONE simplyappends the string that you specify to each time stamp. OUTZONE does not
modify the date and time components of the time stamp.

You must ensure that the zone designator that you specifyis correct for your data.In
practice, this typically means specifying the time zone of the CICS system that generated
the SMFrecords. Indetail:

. For performance data (thatis, data from CMF SMF records), the OUTZONE value that
you specify must matcheither:

- The time zone of the CICS systemthat generatedthe records. More specifically,
the date/time offset (SMF field SMFMNDTO) in the original CMF records.

- The CICS Performance Analyzer ZONE (Time Zone) global option, which
overridesthe date/time offset inthe original CMF records

. For statistics data, time stamp fields are storedinthe CICS SMF records in local time,
with no zone information. You must specify that zone as the OUTZONE value.

Examples:
OUTZONE(+08:00)

OUTZONE(2)
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STREAM

Forwardsthe JSON Lines or CSV output over TCP using the destination details specified by
the CONNECTIONcontroloperand.

Specifying STREAM sets the following default parameters: ASCII EOL (LF).Youcan
override these defaults by explicitly specifying different parameters.

Optionally, eachreportcanspecifya PORT parameter to override the port numberspecified
by CONNECTION.

ALLSTREAM parametersina CICS Performance Analyzer SYSIN data set refer tothe same
CONNECTION; the same destination host name.

The new STREAM parameterand the existing DDNAME parameter are mutually exclusive.
Specify STREAMto forward data over TCP or DDNAME to extractdatatoan MVS dataset ora
z/0OS UNIXfile. If you specify both STREAMand DDNAME, then DDNAME isignored.

PORT (number)
Only appliesif STREAMis also specified.

Overridesthe port number specified by the CONNECTION control operand.

New IS08601 format for time stamps in performance forms

Syntax
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The enhancements for JISON Lines output introducethe new value IS08601 to the existing
list of allowed formats of time stamp fields in performance list and performance summary
report forms.

1508601 formatstime stampsinISO 8601 date and time of day representation extended
format. Ifthe corresponding CICSPAreport operandalso specifiesan OUTZONE parameter,
thenthe time stamp includes a trailing zone designator.

Youcanspecify IS08601 as the value of format in the following syntax:

. In performancelist report forms:

LIST( .. FIELDS( .. STOP|START (format) ) .. )

For example, START (I1508601).

. In performance summaryreportforms:



SUMMARY ( .. FIELDS( ..
STOP |START |OSTART (format ), [, ASCEND |[DESCEND]) .. )

For example, STOP(IS08601, ASCEND).

Relationship with the TIMEFORMAT parameter

The IS08601 formatvalue and the TIMEFORMAT (IS08601) parameter of the CICSPA
batchcommand are closelyrelated.

Specifying TIMEFORMAT (IS08601) overrides the format value thatyou specify for each
time stamp field, asif you had specified IS08601 for all time stamp fields.

For details, including example time stamps output values, see “TIMEFORMAT” on page 63.

Background and requirement for this time format

Before the JSON Lines enhancements to CICS Performance Analyzer, the existing syntax of
the FIELDS parameter ofthe CICSPALISTand SUMMARY operands allowed youto specify
one of several output formats for time stamp fields. However, those existing formats did not
includeanISO 8601 date and time of day representation.

The JSON Lines enhancementsto CICS Performance Analyzerwere driven by customer
requeststoexport datatoanalytics platforms. Analytics platforms typically offer flexible
options for ingesting time stamp values in many different formats. However, increasingly,
analytics platforms and other consumers of JSON Lines favor time stampsinISO 8601
format.

The new TIMEFORMAT (1508601 ) parameter,and corresponding IS08601 format thatyou
canspecify for eachfield in performance-based forms, outputs time stampsinan “analytics
platformfriendly” format.

STATSALERT now also outputs CSV

Before the enhancementstooutput JSON Lines, the CICSPA STATSALERTS operand could
only output aformatted “human-readable” report of statistics alerts. STATSALERT now also
offers output to CSV or JSON Lines.

Example JCL

Performance summary

The following JCL (shown with new syntax highlighted) outputs performance summary data
toJSON Lines:
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//CPAUID JOB NOTIFY=&SYSUID
/ /CICSPA EXEC PGM=CPAMAIN
//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK
//SMFINGOL DD DISP=SHR,DSN=<smf.input>
//SYSPRINT DD SYSOUT=%
//EXPTOOO1 DD SYSOUT=+
//CPAJEXO1 DD SYSOUT=*
//SYSIN DD =
CICSPA IN(SMFINGO1),
SUMMARY (OUTPUT (EXPT0O001),
DDNAME (CPAJEX01),
JSON,
CODE( 'perf_summ'),
TIMEFORMAT (IS08601) ,
OUTZONE (+08:00) ,
MISSING (EXCLUDE),
INTERVAL(00:15:00),
FIELDS(START(IS08601, ASCEND),
APPLID (ASCEND) ,
TRAN (ASCEND) ,
TASKCNT,
DISPATCH (TIME(TOT) ),
CPU(TIME(TOT)),
SUSPEND(TIME (TOT)),
DISPWAIT (TIME(TOT)),
DSPDELAY (TIME(TOT) ),
RESPONSE (TIME(TOT) )) )
/*

In this example, TIMEFORMAT (IS08601) is unnecessary, because the only time stamp
field, START, already specifies the format IS08601.

Hereis a snippet of a single line of JSON Lines output (inddname CPAJEX01, shown with
line breaks and indenting for readability):

1

“code" :"perf_summ",

"Start Interval":"2019-10-07T10:30:00+08:00",
"APPLID" :"FUWTCIC",

"Tran":"CEMT",

"#Tasks" :1,

"Dispatch Time Total":0.2610,

"User CPU Time Total":0.0998,



Writing toa z/0S UNIX file as EBCDIC

The following JCL writes JISON Linestoaz/0OS UNIX filein EBCDIC, with a newline character
(X'15" at the end of eachline.

//CPAUID JOB NOTIFY=&SYSUID

//CICSPA EXEC PGM=CPAMAIN

//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK

//SMFINGOL DD DISP=SHR, DSN=<smf.input>

//SYSPRINT DD SYSOUT=+

//EXPTOOO1 DD SYSOUT=*

//CPAJEXO1 DD PATH='/u/uid/cicspa_perf_summ_ebcdic.txt"',

// FILEDATA=TEXT,

// PATHOPTS= (OWRONLY ,0CREAT, OEXCL) ,
// PATHDISP=(KEEP, DELETE),

// PATHMODE= (SIRUSR, SIWUSR , STIRGRP)

//SYSIN DD =«
CICSPA IN(SMFINGO1),
SUMMARY (OUTPUT (EXPT0001),

DDNAME (CPAJEX01),
JSON,
CODE( 'perf_summ'),
TIMEFORMAT (IS08601) ,
OUTZONE (+08:00) ,
MISSING (EXCLUDE),
INTERVAL(00:15:00),
FIELDS( .. ))

/*

The newline EOL delimiteris a result of specifying the FILEDATA=TEXT parameteronthe
output DD statement. The CICSPA report operand does not specify an EOL parameter.

Writing toa z/0S UNIX file as ASCII

The following JCL writes JISON Linestoaz/0OS UNIX filein ASCII, withaline feed character
(X'0A") atthe end of each line.

69



70

//CPAUID JOB NOTIFY=&SYSUID

//CICSPA  EXEC PGM=CPAMAIN

//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK
//SMFINGOL DD DISP=SHR, DSN=<smf.input>

//SYSPRINT DD SYSOUT=*

//EXPTEOO1 DD SYSOUT=*

//CPAJEXO1 DD PATH='/u/uid/cicspa_perf_summ_ascii.txt',

// FILEDATA=BINARY,

// PATHOPTS=(OWRONLY ,0CREAT, OEXCL) ,
// PATHDISP=(KEEP, DELETE),

// PATHMODE= (SIRUSR, SIWUSR ,SIRGRP)

//SYSIN DD =
CICSPA IN(SMFINGO1),
SUMMARY (OUTPUT (EXPT0O001),

DDNAME (CPAJEX01),
JSON,
ASCIT,
EOL (LF),
CODE( 'perf_summ'),
TIMEFORMAT (IS08601) ,
OUTZONE (+08:00) ,
MISSING (EXCLUDE),
INTERVAL(00:15:00),
FIELDS( .. ))

/*

Note that the DD statement specifies FILEDATA=BINARY while the CICSPA reportoperand
specifiesASCII and EOL (LF).

In practice,inthis case, youcanomit FILEDATA=BINARY fromthe DD statement, because
FILEDATA=BINARY isthe default behavior.

Forwarding over TCP

The following JCL forwards JSON Linesin ASCII over unsecure TCP to aremote analytics
platform.



//CPAUID JOB NOTIFY=&SYSUID

//CICSPA  EXEC PGM=CPAMAIN

//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK

//SMFINGOL DD DISP=SHR,DSN=<smf.input>

//SYSPRINT DD SYSOUT=*

//EXPTEOO1 DD SYSOUT=*

//SYSIN DD =

CICSPA IN(SMFINGO1),

CONNECTION(HOST (analytics),
PORT (6789) ),
SUMMARY (OUTPUT (EXPT0001),

STREAM,
JSON,
CODE( 'perf_summ'),
TIMEFORMAT (IS08601) ,
OUTZONE (+08:00) ,
MISSING (EXCLUDE),
INTERVAL(00:15:00),
FIELDS( .. ))

/*

Note that this JCL contains no DD statement for the output JSON Lines. Instead, the CICSPA
SUMMARY reportoperand specifies the STREAM parameter, whichimplicitly referstothe
CONNECTIONcontrol operand.

For asecure TCP port, adding the followingparameters to the CONNECTION control
operand inthe previous example:

SECURITY (TLS%) ,

FIPS,
KEYRING( 'my/cpa.analytics')

wheremy/cpa.analytics isthe name of a SAF key ring owned by the user who submits
the JCL.

Statistics alerts

The following JCL (shown with new syntax highlighted) outputs statistics alerts to JSON
Lines:
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//CPAUID  JOB NOTIFY=&SYSUID
//CICSPA  EXEC PGM=CPAMAIN

//STEPLIB DD
//SMFINGO1 DD
//CPAHDBRG DD
//SYSPRINT DD
//STEX0001 DD
//CPAOSX@1 DD
//SYSIN DD *

DISP=SHR, DSN=<cpa.hlg>.SCPALINK
DISP=SHR, DSN=<smf.input>

DISP=SHR, DSN=<my. cpa. hlg>.REPOSTRY
SYSOUT=x

SYSOUT=x*

SYSOUT=x*

CICSPA IN(SMFINOGO1),
STATSALERT (OUTPUT (STEX0001) ,

/*

This example JCL uses a set of statistics alert definitions named ALERTS1 storedinthe CICS

DDNAME (CPAOSX01) ,
JSON,

CODE ('stat_alert'),
TIMEFORMAT (IS08601),
OUTZONE(+08:00),
MISSING(EXCLUDE) ,
STALTDEF (ALERTS1))

Performance Analyzerrepository <my.cpa.hlg>. REPOSTRY.

Hereis an example snippetofasingle line of JSON Lines output (in ddname CPAOSX01,

shown with line breaks and indenting for readability):

1

"code":"stat_alert",
"Collection Time":"2019-08-31T00:00:00+08:00",

IISev II: IIWII ,

"Alert":"EDSA peak usage as % of EDSALIM",
"APPLID" :"FUWFWFR",

"Image":"FTS1",

"System Type":"TS",

"Interval Type":"EOD",

"Threshold":">=90",

"Actual":92,

"Resource":

4
n nn

"Resource value":"",

"stid":"029A"

Statistics list

The following JCL (shown with new syntax highlighted) outputs statistics list datato JSON

Lines:
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//CPAUID  JOB NOTIFY=&SYSUID

//CICSPA  EXEC PGM=CPAMAIN

//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK
//SMFINGOL DD DISP=SHR, DSN=<smf.input>
//SYSPRINT DD SYSOUT=%

//STEX0001 DD SYSOUT=%

//CPAOSX01 DD SYSOUT=%

//SYSIN DD *

CICSPA IN(SMFINGO1),

/*

STATISTICSLIST(OUTPUT (STEX0001),
DDNAME (CPAOSX01) ,
JSON,
CODE('stat_list 016a'),
TIMEFORMAT (IS08601),
OUTZONE (+08:00),
MISSING(EXCLUDE) ,
TYPE (EOD,INT,USS,REQ,RRT),
FIELDS (XMGNUM,
XMGMXT ,
XMGTAMXT ,
XMGPAT,
XMGPQT,
XMGTAT,
XMGTDT) )

Hereis a single line of JSON Lines output (in ddname CPAOSX01, shown with line breaks
and indenting for readability):

1

“code" :"stat_list_010a",

"APPLID" :"FUWTCIC",

"Image":"FTS1",

"Type" :"EOD",

"Collection Time":"2019-08-31T00:00:00+08:00",
"Transactions" :24471,

"Current MAXTASK":1500,

"Times at MAXTASK":0,

"Peak Active User Transactions":30,
"Peak Queued User Transactions":0,
"Total Active User Transactions":24469,
"Total Delayed User Transactions":0,
"stid":"O10A"
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Statistics summary

The following JCL (shown with new syntax highlighted) outputs statistics summarydatato
JSONLines:

//CPAUID JOB NOTIFY=&SYSUID

//CICSPA EXEC PGM=CPAMAIN

//STEPLIB DD DISP=SHR,DSN=<cpa.hlg>.SCPALINK

//SMFINGOL DD DISP=SHR, DSN=<smf.input>

//SYSPRINT DD SYSOUT=x*

//STEXGOOA DD SYSOUT=x*

//CPAOSX01 DD SYSOUT=x*

//SYSIN DD =

CICSPA IN(SMFINGO1),

STATISTICSSUMMARY (OUTPUT(STEXGOOGA),

DDNAME (CPAOSX01),
JSON,
CODE( 'stat_summ_composite'),
TIMEFORMAT (IS08601) ,
OUTZONE (+08:00) ,
MISSING (EXCLUDE),
TYPE(EOD, INT, USS, RRT) ,
FIELDS(APPLID (ASCEND) ,
COLLECTTIME (ASCEND) ,
XMGNUM(TOT) ,
XMGMXT(FIN) ,
XMGTAMXT (TOT) ,
XMGPAT (MAX) ,
XMGPQT(MAX) ,
XMGTAT(TOT) ,
XMGTDT(TOT) ,
NQGTNQSI(TOT),
NQGTNQSW(TOT) ,
- )

/*

Hereis a snippet of a single line of JISON Lines output (inddname CPAOSX01, shownwith
line breaks and indenting for readability):
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"code" :"stat_summ_composite",

"APPLID" :"FUWFWAR",

"Collection Time":"2019-08-31T00:00:00+08:00",
“Tot Transactions":36380,

"Fin Current MAXTASK":1500,

"Tot Times at MAXTASK":0,

"Max Peak Active User Transactions":467,
"Max Peak Queued User Transactions":0,

“Tot Total Active User Transactions":36343,
"Tot Total Delayed User Transactions":0,
"Tot ENQs Issued":72685,

"Tot ENQs Waited":456,

"Stid" : nn

Performance list

The following JCL (shown with new syntax highlighted) outputs performance list datato
JSONLines:
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//CPAUID  JOB NOTIFY=&SYSUID
//CICSPA  EXEC PGM=CPAMAIN

//STEPLIB DD
//SMFINGO1 DD
//SYSPRINT DD
//EXPTOOO1 DD
//CPAOEXQ1 DD
//SYSIN DD

DISP=SHR, DSN=<cpa.hlg>.SCPALINK
DISP=SHR, DSN=<smf.input>
SYSOUT=x*

SYSOUT=x*

SYSOUT=x*

*

CICSPA IN(SMFINGO1),

LIST(OUTPUT (EXPTOO01) ,
DDNAME (CPAOEX01) ,
JSON,
CODE ('perf_list'),
TIMEFORMAT (IS08601),
OUTZONE (+08:00),
MISSING(EXCLUDE) ,
FIELDS (APPLID,

/*

Hereis a snippet of a single line of JSON Lines output (inddname CPAOSX01, shown with

TRAN,

START (IS08601),
DISPATCH(TIME),
CPU(TIME),
SUSPEND (TIME) ,
TASKNO,
DISPWAIT(TIME),
)

line breaks and indenting for readability):

1

"code" :"perf_list",

"APPLID" :"FUWTCIC",

"Tran" :"CWXN",
"Start":"2019-08-31T00:00:00.885283+08:00",
"Dispatch Time":0.0687,

"User CPU Time":0.0011,

"Suspend Time":0.7523,

"TaskNo":"54272",

"DispWait Time":0.180,



Configuring the Elastic Stack to use JSON Lines from
CICS Performance Analyzer

Configuring the Elastic Stack to use JSON Lines from CICS PerformanceAnalyzerinvolves
three steps:

1.  Configuring Elasticsearchwithan index template
tomap all string values to the keyword datatype

2.  ConfiguringLogstash
toingest JSON Lines over TCP

3. Creating an index pattern, or patterns, in Kibana
for data from CICS Performance Analyzer

The configurationdescribed here has beentested with Elastic7.4.0.
These instructions assume that you understand general Elastic configuration concepts.

As of November 2019, thereis no set of IBM-supplied Kibanadashboards for visualizing
data from CICS Performance Analyzer; no equivalent of the IBM-supplied Splunkapp.

Running the Elastic Stack in a Docker container

If you have Docker, thenyou can use the followingdocker run command tostarta
container running the Elastic Stack (Elasticsearch, Logstash,and Kibana):

docker run -d -p 15601:5601 -p 19200:9200 -p 15046:5046 --name
elastic-740 sebp/elk:740

where -p 15046 : 5046 definesthe port mapping for the TCP port on which Logstash will
listening for JSON Lines from CICS Performance Analyzer.

be

Configuring Elasticsearch with an index template

By default, from Elastic 5.0, Elasticsearch maps stringfieldstothe text datatype.
Elasticsearch parses the contents of text fields into tokens for full-text search. You might
not want that default behavior. Many stringfields inlog data are names or identifiers. It
makes more sense to search these fields as whole values, sothe keyworddatatypeisa
better choice. Youcanconfigure Elasticsearch by creating anindex template that maps
string fieldstothe keywoxrd data type.
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The following Elasticsearch REST APIrequestbody contains anindex template that mapsall
string fieldsin the index pattern “cicspa-*” tothe keyworddata type:

)
"index_patterns": "cicspa-x*",
"mappings": %
"dynamic_templates": [ %
"string fields": $

"match": "x",
"match_mapping_type": "string",
"mapping": 1
"type": "keyword"

Figure 23. Elasticsearch index template (REST API request body)

Savethe JSONin the previous example toafile. For example:
cicspa-index-template.json
Get the curltool.

Usethe following curl commandto define the index template to Elasticsearch:

curl -XPUT localhost:9200/_template/cicspa --header "Content-Type:
application/json" --data-binary @cicspa-index-template.json

Figure 24. curlcommand to create an Elasticsearch indextemplate

This example curl command assumes that Elasticsearchis running on the local computer
and that the index template JSONfileisin the current directory.

Configuring Logstash
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The following Logstash config ingests JSON Lines over TCP from CICS Performance
Analyzer:


https://curl.haxx.se/

input $
tep ¢
port => 5046
codec => line
$
%
filter 3§
grok {
match => § "message" => "%i{TIMESTAMP_IS08601:_ timet" %
$
date %
match => [ _time, IS08601 ]
%
json {
source => "message"
remove_field => [ _time, message |
$
# Convert code value to lowercase, to ensure lowercase index names
mutate {
lowercase => [ "code" ]
$
# Convert large numeric values to integers
ruby {
code =>
event.to_hash.each { |k, v|
if v.is_a? Numeric
if v > 99999999
event.set(k, v.to_ i)
end
end

%
§
output %
elasticsearch {
hosts => ["localhost:9200"]
index => "cicspa-%icode}-%i+YYYY.MM.dd}"
# The following manage_template setting assumes that
# you have created an index template for the cicspa-* index pattern.
manage_template => false
%
§

Figure 25. Logstash config to ingest ISON Lines over TCP

This config initially usesthe 1ine codectoread eachline of theincoming JSON Lines as
plaintext. The config passes eachlineintoamessage field. The config searches the
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message for the first value that matchesanISO 8601 time stamp, and then sets the value of
the Logstash @timestampfield tothat value.

After extracting the time stamp, the config parses the message as JISON.

The config converts code property values tolowercase. The Logstashelasticsearch
output usesthe code property value inthe Elasticsearch index name, and index names
must be all lowercase.

The config uses Ruby code toensure that large numeric values are output as integers; that
is, without a trailing . 0. Thiscodeis a workaround for Logstash behavior describedinthe
Logstash GitHub projectissue #12398, “Logstash convertsinteger value in scientific
notationto float, causing mapping errorin Elasticsearch”.

Finally, the config forwardsthe event to Elasticsearch.
This example config assumes that:

. Youare sending JSON Lines that contains ISO 8601-formattime stamps, where the
first time stamp is the one youwant to use as the event time stamp.

. Eachincoming line of JSON Lines containsa code property.

If the ISON Lines from CICS Performance Analyzerthat youwant toingest in Elastic is
limited to datatypes that always use the same fixed field name for the event time stamp,
suchasStart Intexrval, thenyoucanuse the following more concise Logstash config
that uses the json_1lines codec:


https://github.com/elastic/logstash/issues/12398
https://github.com/elastic/logstash/issues/12398

input $
tep ¢
port => 5046
codec => json_lines
$
%
filter 3§
date %
match => ["Start Interval", "IS08601"]
$
mutate §
lowercase => [ "code" ]
%
ruby {
code =>
event.to_hash.each § |k, v|
if v.is_a? Numeric
if v > 99999999
event.set(k, v.to i)

end
end
%
%
$
output %
elasticsearch §
hosts => ["localhost:9200"]
index => "cicspa-%icode}-9%i+YYYY.MM.dd}"
# The following manage_template setting assumes that
# you have created an index template for the cicspa-* index pattern.
manage_template => false
§
§

Figure 26. Logstash config to ingest JISON Lines over TCP: fixed event time stamp field name

For more information about event time stamp field names, see “Event time stamps” on page
39.

Creating an index pattern in Kibana
After configuring Elasticsearchand Logstash, forward some JSON Lines to Elasticsearch.
Then, in Kibana, createanindex pattern:
1.  Select Management (the “cog” icon) > Index Patterns

2. Click Createindex pattern
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3. Inthe Searchbox, enter:
cicspa-*

This is just an initial example index pattern. Typically, you would create more-specific
index patterns: one for each type of JISON Lines from CICS Performance Analyzer
(eachcode propertyvalue).

4, Specify @timestamp as the Time Filter field name

Now you cancreate visualizations in Kibana using this data.



Managing JSON Lines output from CICS Performance
Analyzer

You—the CICS Performance Analyzeruser—decidewhenand how oftentorun the CICS
Performance Analyzerbatchjobsthat output JSON Lines. Inthe JCL for those jobs, you
control what datais output, and towhere.

Youcanuse CICSPA operandstocontrolthetime range of the dataand tofilter the data by
various other criteria; forexample, toonly output datafor transactions that are of interest to
you.

Managing data volume

Whendeciding what types of data to forward from CICS Performance Analyzertoan
analytics platform, it’s useful to understand the relative data volumes involved.

Performance list data—one event per transaction—is potentially very high volume. Other
datatypes—performance summary, statistics—are relatively low volume.

You canuse CICS Performance Analyzertoreduce data volume by:

. Using report forms with very few fields

. Using selection criteriatoonly forward events for selected applids and/or transaction
identifiers

. Forwarding performance list data only for short time periods of special interest rather

thancontinuously, 24/7
. Using summary report formsto specify longerreporting intervals

Summarizationis a key strength of CICS Performance Analyzer: you canforward useful data
toanalytics platforms at relatively low volumes.
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