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Multi-perimeter approach to

security focuses on the data
and where it resides

Logical multi-perimeter approach to security...

* Cloud and Mobile momentum
continue to break down the
traditional perimeter and forces us
to look at security differently

« But Web applications still require

Security
\ . : Intelligence —_
continued protection amidst
growing risk — through secure

dCCess »* %

» Cloud and Mobile driving IT security priority
» However Web applications still present a large and critical attack vector
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Agenda

= Gestion des identités et des habilitations
» Gestion des acces et SSO poste de travalil

= Contrbéle d’acces et Web SSO
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“ Gestion centralisée et
automatisée des
difféerentes ressources

* Modele de role et
d’habilitation normalisé au
standard RBAC

* Moteur de workflow
adaptable aux processus
clients

* Automatisation des taches
d'administration

“ Reéduction des délais de
provisioning

= Self service : Réduction du
cout pour le Help Desk

“ Gestion de la conformite

“ Audit et reporting des
habilitations
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Date submitted: Jun 4, 2013 6:20:33 AM
Requested for:  John E. Demo

WinAD Service

(e . System Administ... pue: sanz225aM .
L > B, i Requested by: John E. Demo
My Activities My Password SoD Rule Violation Approval :

Jun 5, 2013 6:20:33 AM

Approve Reject
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Agenda

= Gestion des identités et des habilitations

¢ =Gestion des acces et SSO poste de travalil

= Contrbéle d’acces et Web SSO
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Security Access Manager for e-Business (SAMeB)

\\»

- = Sécuriser les solutions e-
business, portail et
applications web

" Externaliser et mutualiser
Pauthentification et
autorisations des
personnes

" Web Single Sign On

= Utilisation d’un frontal
reverse proxy (sécurité
réseau)

“ Intégration avec des
mécanismes
d’authentification forte

" Vue centralisée et
simplifiée des politiques
d’acces et des ressources
web

" Intégration avec SIM

Sécurisation des applications Web et Web SSO

Authentification
forte

\/griSigl )
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Reverse Proxy
de sécurité

Annuaire
d’entreprise

HO

WSphere.
e

Microsoft

NEt



IBM SolutionsConnect 2013

L'IBM TechSoftware nouvelle genération

Web Gateway Appliance: Secure web access to web applications and portal while
protecting the content against targeted attacks and web vulnerabilities

IBM Security
AMP 5100

Portal and Corporate Web Applications

External users (e.g. SharePoint, WebSphere, .NET, SAP, more.)

An authorized user requests access to the portal and SSO Grant

Password is stolen, session is hijacked and HTTP content is Den
compromised y

HTTP content contains common vulnerabilities such as SQL D
I . o . eny
Injection, Cross site scripting, Cross-site request forgery

Enforce step-up authentication or risk-based access to
: Grant
restore authorized user access

Integrated Web Access and Web Content Protection in a Single
Appliance (Powered by X-Force)
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Access Management for Cloud and Mobile bundle provides Risk-based Access and
Federated SSO to Cloud, SaaS and on-premise applications

Key Release Highlights . mm —_
JAN ) obile Users
= Marketing bundle of Federated Identity Manager . r\gg?vTvS(')IgE)

Business Gateway and Security Policy Manager
= Determine risk score using access profiles and attributes
» Risk-based Access policy authoring and enforcement

= Mobile authentication and OTP support

= New Federation first steps Ul for ease of Cloud & SaaS {
SSO Enterprise Users

, , (CORPORATE icati
= Out-of-the-box profiles for salesforce.com, Office 365, NETWORK) Access Mgt for We:ngpggftztlfns
Workday, Google Apps Cloud & Mobile
) (FIM BG, SPM)
Benefits

= Improve assurance of who'’s accessing what

= Highly scalable to support external user access and
demonstrate compliance across heterogeneous IT
environment

@'f:.,jbrce‘ workday.

L

l"/l COu IL‘ p g
o ,,,8_,,. -

53 Office 365

= Flexible, rich integration with 3" party applications and
strong authentication vendors
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Example of risk-based access: Manage and enforce risk-based access to applications and data

User accesses confidential data
from inside the corporate network

1
User is only asked for Userid and i
Password to authenticate .

User accesses confidential data r— \
ppppp @ from outside the corporate network i. @

m o User is asked for Us_erid /Pas\sgword
and OTP based on risk score Outside the Corporate Network

xxxxxxxxxxxxxx - —

» Risk-based Access feature to determine and score risk levels using user attributes and
real-time context (e.g. location, device)

» Enforce mobile user access based on risk-level (e.g. permit, deny, step-up authenticate)

» Support mobile authentication with built-in One-Time Password (OTP) and provide ability
to integrate with 3" party strong authentication vendors, as needed
JNNNEEEEEEEEER. Y
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Questions / Réponses

Arnaud Delande, arnaud.delande@fr.ibm.com
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