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IT Service Management

Management Touch Points in an 
SOA Reference Architecture

Managing SOA by Managing the 
Layers of Abstraction in an SOA 
IT Architecture 

Mapping to the IBM Products
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Current State of IT Management

More than 70% of 
IT budgets are 

currently devoted to 
the maintenance 
and operations of 

existing applications 
and systems.

The Yankee Group, 
3/05
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IT Operational 
Management Products

IT Service 
Management Platform

IT Process 
Management Products

IBM IT Service Management
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Gather requirements
Model & Simulate
Design

Discover
Construct & Test
Compose

Integrate people
Integrate processes
Manage and integrate 
information

Financial transparency
Business/IT alignment
Process control

The SOA Lifecycle

Manage applications & 
services
Manage identity & compliance
Monitor business metrics
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Assemble Deploy ManageModel

“Before I deploy it in 
production, how can I be 
sure that the service flow 

matches the design?”

“How can I debug  my 
production application 

without reproducing the 
problem?” “Which part of the SOA 

infrastructure is causing 
this service problem? The 

app server or the 
messaging connections?”“I now have to write a 

service – how do I make 
sure it works securely 
with other services I’m 

dependent on?”

“What’s the root-cause of 
this service problem – the 
BPEL service flow or the 

application?”

“Some of our services are 
used by our partners? How 

can I be sure they are 
meeting their SLAs?”

“Does my new SOA 
application meet it 

performance goals?”

“I need a service, does it 
exist?”

SOA Exposes New Management Pains in Application Lifecycle



9 SOA on your terms and our expertise

IBM SOA Architect Summit

Services should be treated as a manageable resources within the 
context of systems management

Traditional disciplines apply so that each service:
– Has a Service Level or Quality of Service associated with it
– Can be secured and audited
– Can be deployed and configured
– Can be monitored and optimized
– Can be versioned and deprecated

Services are subject to ITIL processes for Service Delivery and 
Service Support
– Change, Configuration, Availability, Release, etc.

The SOA Management Challenge: 
Treat Services as Managed Resources
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What differentiates a 
service-oriented 
approach are the 
service characteristics

A service not only has a set of calls and responses, it has many other 
characteristics: performance, availability, capacity, quality of service and security

SOA is not only about exposing how you can call a service but also defining a 
set of characteristics for how these calls will be serviced: 
– how fast they should respond
– when will they be available 
– who may make various calls 
– how many calls you can make in a certain period of time
– what calls need to be logged 
– how should calls be routed

Service Provider

Service
Service

Requestor

Quality of 
Service

Capacity

Se
cu

rit
y

Perform
ance

Why Is SOA Different?
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Facilitate interactions with 
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Process Services

Business Services
Supports enterprise business process and 

goals through businesses functional service

Enterprise Service Bus

Orchestrate and automate 
business processes

SOA Reference Architecture
Supporting The SOA Lifecycle

Provides automation of IT processes 
(ITIL-based) and tasks (technology-
based)

Provides core monitoring

Exposes metrics in terms of service 
level agreements between 
consumers and providers

Centralizes security management

Federation of identities

In conjunction with ESB, can also 
provide enforcement of SLAs

Manage and 
secure 

services, 
applications & 

resources

Management
Services
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Management
Services
Manage and 

secure 
services, 

applications & 
resources

Business Services
Supports enterprise business process and goals 

through businesses functional service

Provides monitoring and management 
at business process level 

SOA Reference Architecture
Supporting The SOA Lifecycle
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Supports enterprise business process and 

goals through businesses functional service

Enterprise Service Bus

Orchestrate and automate 
business processes

Management
Services
Manage and 

secure 
services, 

applications & 
resources

SOA Reference Architecture
Supporting The SOA Lifecycle

Provides feedback to application 
support, test and design tools

Provides access to operational 
data

Integrated 
environment 

for design and 
creation of 

solution assets

Development
Services
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Requirements for SOA Management
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Business Process Monitoring: Monitor state of 
business processes

Atomic Service Composite Service Registry
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Report on business performance 
measured against targets (scorecard)

– Share growth and new product revenue

Track business process flow
– Status of particular insurance claim
– Bottlenecks due to human tasks

Monitor business process metrics
– Duration, cost, branch ratios

Business Analysis through aggregation 
and multidimensional reporting

– Total monthly revenue by customer

Business Process Monitoring
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Requirements for SOA Management

Atomic Service Composite Service Registry

Services Management: Discover, monitor, secure 
and manage services to meet SLAs
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To ensure service levels 
conform to agreed upon 
specifications, you need:

– Views and analysis of Web service 
interactions for IT Operations to 
quickly identify source of errors, 
and take corrective action through 
situations, workflow and mediations

– Detailed views of operational 
SOAP/XML message content, flow 
patterns and topology for Web 
services experts and support teams

– Highly performing and flexible 
enforcement points

IT Operations

“Don’t give me 
another console”

Services Management
Lifecycle Support for Web Services

Web Services Expert

“Show me the  
service details!”

http://images.google.com/imgres?imgurl=www.mc3.edu/it/st_at_pc_smiling.JPG&imgrefurl=http://www.mc3.edu/it/mainIT.htm&h=150&w=118&sz=6&tbnid=3Ivhz8sLs2UJ:&tbnh=88&tbnw=70&prev=/images%3Fq%3Dsmiling%2Btechnology%2B%26start%3D60%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
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Management tools naturally 
target ESBs as enforcement 
endpoints:

To perform Routing of 
messages based on system 
capacity, Quality of Service, 
and SLAs
Leverage Conversion and 
Transformation
capabilities to comply with 
policy
Centralize Handling of IT 
events related to Services

Enterprise Service Bus and SOA Management
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Service Management Leveraging the ESB
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Logical Elements of an SOA Management Solution
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Atomic Service Composite Service Registry

Manage Transaction Performance: Measure transaction 
response times to discover bottlenecks, isolate infrastructure
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Customers find it very difficult to 
identify and isolate performance 
bottlenecks in composite 
applications that span technology 
and platform boundaries

Need to provide performance 
instrumentation that is lightweight 
and can be dynamically 
configured to identify problems 
before customers call

ARM-based instrumentation is the 
industry standard that can be 
leveraged to isolate the problem

Manage Transaction Performance
Provide Key Response Time Metrics Across Platforms

ITCAM for Response Time Tracking

ITCAM for WebSphere
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Atomic Service Composite Service Registry

Manage the Infrastructure: Deep dives into specific 
resources
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Identify and quickly correct applications 
that are down or performing slowly

Need to provide comprehensive 
in-flight transaction display that includes 
the name of the hung class/method

Introspect messaging and brokering 
subsystem for real-time metrics and 
historical data analysis

This can significantly improve 
the performance and availability 
of  J2EE applications by reducing 
problem identification and 
resolution time

Manage Supporting Middleware
Comprehensive Deep-dive Monitoring

IT Operations

Subject Matter Expert

J2EE Applications Messaging Infrastructure

http://images.google.com/imgres?imgurl=www.mc3.edu/it/st_at_pc_smiling.JPG&imgrefurl=http://www.mc3.edu/it/mainIT.htm&h=150&w=118&sz=6&tbnid=3Ivhz8sLs2UJ:&tbnh=88&tbnw=70&prev=/images%3Fq%3Dsmiling%2Btechnology%2B%26start%3D60%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
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Need to define reports on a 
customer basis

Report on compliance to service 
levels and service level 
agreements

Represent all aspects of service 
level performance, from business 
process layer to IT infrastructure

Perform trending analysis to 
predict outages

Manage Service Levels
Enterprise-wide Reporting on Service Level Compliance
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Requirements for SOA Management
Integrated Security & Compliance:  Identity, Authentication, 
Authorization, Auditing and Compliance

Atomic Service Composite Service Registry
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Definition
– An “identity federation” is a federation in which identity 

management (authentication, access control, auditing, and 
provisioning) is distributed between the partners based on 
their role within the federation

– An Identity Federation can allow users from one federation 
partner to seamlessly access resources from another 
partner in a secure and trustworthy manner

Roles
– End user
– Identity Provider (IdP)
– Service Provider (SP)

Functions
– Single Sign-On/Sign-Off (including “global” sign-off)
– Provisioning/De-provisioning
– Account Linking/De-linking

SOA Security
What is “Federated Identity Management”?
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SOA Security – Trust Model

Requestor

Policy

Security Token

Security
Token
Service

Policy

Security Token

Provider

Policy

Security Token

Claims

Claims

Claims

1. Get Token

2. Send 
Message
(including token)

3. Validate Token

Identity Federation and Web Services requires trust
This trust is based on agreements between partners & expressed as policies

Trust can be enabled by technology
Trust requirements expressed as infrastructure  policies and requirements
Security tokens include identity information; Cryptographic keys used to sign Security Tokens

Technology needs to be standards based
Standard ways to express and exchange policies that reflect trust relationships
Agreed token format, information content, signing and encryption methods
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Enable companies to 
manage “users” or “identities”
that are now under their control, 
reducing high identity 
management costs

Enable users to easily 
navigate between Web sites 
while maintaining a single 
login identity, improving user 
experience 

Provide companies with a 
common way to network 
identities between different 
companies or between 
applications, simplifying 
service integration

Managing Identities and Access to Cross-company Resources

User

Company C

Insurance 
Provider

Employee 
Travel

Company A

Healthcare 
Provider

Company D

Partner

Third Party

Third-Party 
Access

Direct Access

Business Portal

Stock 
Options

Company B

User
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Security
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Logical Elements of SOA Security
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Partner enrollment/De-enrollment
Partner Provisioning/De-Provisioning of identity accounts
Partner User Registration

Federation Introduction/Termination
Federated Single Sign On, Single Sign Off
Session Management
Integration with Identity and Access Management
Integration with middleware platforms

Partner Key Management
Trust Service, Security Token Service
Identity and Authorization Services

Federated User
Lifecycle Management

Federated User Experience

Trust Management
Platform

Authentication for service access
Service access control
Seamless integration of disparate applications

Web Services Security 
Management

Addressing the Identity Integration Issue
Capabilities of a Complete Federated Identity Solution
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WebSphere Process ServerWebSphere Portal

Interaction Services Information Services

Partner Services Business App Services Access Services

Development
Services

Management 
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Enables collaboration 
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processes & information 

Manages diverse data 
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manner

Connect with trading 
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scaleable, and secure 
services environment
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existing information and 

application assets
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Manage and 
secure 
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applications & 

resources

Optimizes throughput, availability and 
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Process Services

Business Services
Supports enterprise business process and 

goals through businesses functional service

Enterprise Service Bus

Orchestrate and 
automate business 
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WebSphere Business
Monitor

Tivoli Composite 
Application Managers

Tivoli Federated 
Identity Manager

Tivoli ITSM Process Managers

Tivoli OMEGAMON
XE for Messaging

Tivoli Service Level
Advisor

Mapping to the IBM Products
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Thank You
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