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Agenda

Was bedeutet GRC

« Wer ist IBM OpenPages

« Herausforderungen fir die Unternehmen bei der Bewaltigung von GRC
Anforderungen

« Die L6sung OpenPages GRC Plattform
— Use Cases
— Funktionalitat und Kernkompetenz
— 5 Module
— Screen Shots

« Questions and Answers

Source If Applicable
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-Anzahl der Gesetze und Regularien steigen mit der Haufigkeit der Bilanz-
und Korruptionsskandale

FEB 1995
Barings Bank
Collapses

Events
M ;Regulations

SEP 2004

COSO ERM

!:ramework
JUL 2002 :
Sarbanes-Oxley :

Gesetz zur Act passes

Kontrolle+Transparennz : :
KonTraG
2 NOV 1999 : JUN 2004
GLB Act passes : Basel Il :
(repeal of Glass-Steagall) Framework =

SEP 1998

LTCM
Collapses

o e e

MAY 2008
S&P Announces
ERM Ratings

JUL 2007

AS5 Approved

by SEG

OCT 2001 SEP 2004 i 2 JaN
Enron, WorldCom, Merck . : 2008
Tyco Scandals and Pfizer Sociétée
Drug . = Générale
Scandal : trading
. . loss

MAR 2005 i

Halliburton

Bribery Scandal :

FEB 2007

TJX Credit Card Fraud
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DEC 2009
SEC Proxy
Disclosure

Rules

April 2009:

2007 | 2008 | 2009

BiMoG: 51y 2010
Dodd Frank

Passed

: DEC 2008
= Madoff Investment

* Scandal

= Siemens

SEP 2008
Lehman Brothers

Files Ch. 11
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-Wichtige gesetzliche und institutionelle
Impulse zur Vertrauenssteigerung

4. 7. 8. EU Direktive

m  Ziel: verlorene Integritat der Kapitalmarkte sowie
die Qualitat der Rechnungslegung und
Uberwachung wieder herzustellen

Corporate Governance Kodex A Risikomanagementinitiativen

m Verhaltensnormen in der Beziehung B national:
zwischen Eigentiimern und KonTraG seit 27. April 1998
Management <: Relevante ::> m International z.B.

= In Deutschland: Impulse m COSO-Risikomanagement
Deutscher Corporate Governance Modell (USA)

Kodex .
v m Code of Best Practices (GB)
Eigenkapitalrichtlinie
(1. Saule, Basel )

® ab 2007 Kreditvergabe nur nach
Rating

m Kreditkonditionen abhangig von
Bonitat der Kreditnehmer

4 © 2012 IBM Corporation
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IBM OpenPages

OpenPages ist der fihrende Anbieter flir Governance, Risiko und
Compliance Management Software flr internationale Unternehmen.

* Marktfuhrer in unternehmensweiter GRC Software und integrierten Risiko
Management Losungen

— Zentrale in Waltham, MA mit 140 Mitarbeiter
— Eine hohe Reputation fir Thought Leadership, Innovation und erfolgreiche Kunden
« Bewahrte L6sungen bei fast 200 Kunden Uber alle Branchen

— Kunden - Allianz, Aviva, Barclays, BMO, Bayer, CardinalHealth, Carnival, Duke Energy,
FirstRand, Lloyds, MasterCard, Mizuho, Old Mutual, ORX, Russell, State Street, Swiss Re
and Williams

— Akquiriert durch IBM im Oktober 2010

5 © 2012 IBM Corporation
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Operational Risk & GRC Software Solutions 2011
Competitive Landscape
challengers leaders L+
( h High Components Solutions Enterprise Solutions
ARG Logics/Wol
OpenPages (IBM b m u MeticSteam
© Oracle Archer (EMC-RSA) m Me hodware m u Oracle
5 etricStream L = BWise
8 Archer (EI\EdC SSA)\ SAP Market Enablon m Cuam " mMega
qx) nablon Share_ BPS Resolver m
a2 LogicManager OﬂWal’e AG Potential Active Risk m | m Algorithmics
E k T I u Chate Cooper
= ura |echnologies
2 . .BPS Resolver eihodwgre (Jade) u Opfal
- Align Alytics “NActive Risk Corprofitm
EVMTech m
Achiever (Sword Group)
Low
\ J >
- .. ) Low High
niche players visionaries
Source: Report (RR1113) - Operational Risk & GRC Software Solutions 2011
\—| completeness of vision F———> © Chartis Research Ltd 2011. All Rights Reserved.
See www.chartis-research.com for further details and to obtain full report.
As of July 2011
Gartner |j| CHARTIS | Research
L]

Magic Quadrant for EGRC Platforms

Chartis Risk & GRC Software Solutions
October 2011

2011
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abilities

.|||

Xperienced

EEE Advisor

= OPENPAGES

Committed Partner

. -
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.Companies Struggling with Risk and Compliance Information
Fragmentation

CEO/CRO/CFO
- L .
e

IT
Risk

Finance

‘

Market

Credit

. -
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.Huge Efficiencies and Business Process Improvement
Through Convergence

nensee

Finance ’ Sales ’ Marketing

Operations

Business Unit Process Owners

I
EI-
m— .
—

CFO l '

Shared
and Compli
Framework

O
1]

Compliance

Operations

10 © 2012 IBM Corporation



Busir--- "Bﬁytics software |
. R

- Where did they come from

— SOX compliance processes were not highly automated — process was seen as overly
complex

— Documentation and testing of controls was based on electronic files - Excel and Word

— Different tools used in organization — much time and resources spend for reconciling

— Unify controls management across vast, multinational corporation

— Overcome user resistance to centralized system

— Complete implementation in time for annual self-assessment process

- Implementation

— Out-of-the-box readiness with OpenPages FCM
— Adapt to existing processes with minimal customization
— Convert more than 3,000 controls documents from Word and Excel

« Engagement
= Partnership approach was clear

= Trusted Advisor

- Benefits

— Users find OpenPages FCM intuitive and easy to move around in
— Project completion prior to peak period
1 _ New reporting capabilities wins adR&ért8 tHfoughout the organization



http://www.bp.com/home.do?categoryId=1&contentId=2006973
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.Conforming to the regulator's demands

IIEVRFA@) Insurance

Solution: OpenPages ORM

12

M About Allianz

The Allianz Group is one of the leading integrated
financial services providers worldwide.

Allianz is the market leader in the German market
and has a strong international presence

e The Problem

12

German regulator can audit at any time — at
Allianz’s cost.

Lack of evidence to support operational risk and
control.

Lack of standardization across the group.

© 2012 IBM Corporation

= Scenario Analysis
= KRI's
= Capture evidence.

Tangible Benefits

= |Improved standardization of
processes across the group.
= Reduce the regulatory burden
= Better depth of information.
= Audit trail and documentary
evidence.
= Less frequent audits.
= Better and easier consolidation of
information.
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JIntegrated Financial Controls Management

Business Challenge

= Multiple Databases holding ICS data throughout the
operation

= High manual consolidation efforts to reach a control
efficiency status

= Difficult review and monitoring of risks and controls due to
de-centralized databases

Solution
= Single system, highly configurable
» |[ntegrated reporting
= Powerful workflow to automate data collection process

Business Benefits
» Reduced cost, improved efficiency and effectiveness

= Better overall view of risk and compliance posture and the
dependencies between them

= Used extensively by the business, 19 ar |ClOJréImagnrly when
®  completing risk and control assessments
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@ CSsoO

CEO + CFO
Board director

Admin T EA
Application ¢ .
. | | A
2, Administrator nternal Auditor

*Reporting

1A
Internal Auditor

GRC Platform

Location Sign-Off
¢ esters assessment)

\ Business Process Owner
\ (Create, Modify BP Trees)

Business Units
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.OpenPages Platform Provides
an Integrated Approach to Risk Management

CommandCenter”
Business Intelligence

Internal Audit Operational Risk

Management Management
Financial Controls Policy & Compliance
Management Management
IT Risk & Other Platform
Compliance Extensions
Management (Service Offerings)

» Data Privacy
« BCM

SOLUTION cOMPONENT® | gesf2"

ey’
KRIs Entities _ Suo®
Assessments Pf°665756 f g
Issues Contro

h“r ——
%h“":ﬂng"”acepLATFORM SERVICES ju
&‘Q'?::ge"‘ﬁnt Security . ReE
\v DOcumg: p'\g:;‘::.m P

15 Y evae i —vipuranull
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-OpenPages ORM
Provides an Integrated Operational Risk Management Solution

Key Features

OpenPages ORM dashboards deliver

actionable reporting on current state of risk

« Enterprise Operational Risk Management to

identify, manage, monitor and report on T —————————
operational risks across the enterprise T e —
— Basel Il AMA "*-
— Board Reporting ——
— Business Line decision making :
« Fully integrated Operational Risk capabilities __.._=._..._E_ e p—
— Risk Control Self Assessments (RCSA) < S
— Scenario Analysis 2 j
— Key Risk Indicators (KRISs) ::‘t‘;l L

Loss-Event-database (Intemal & Extemal) :f:":?‘:':'.;' =
Business Benefits '

= Understand and proactively manage the risks that can impact the business
= I[mprove Operational Risk processes by integrating key risk data (e.g. loss events with RCSA)

= Standardize risk reporting across the enterprise

© 2012 IBM Corporation
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-OpenPages PCM
Sustain Compliance Across Multiple Regulatory Mandates

Executive dashboards provide visibility, control and

Key Features

« Integrated solution for managing regulatory and
policy compliance

Poliey Name: | Pelicy 2
FPalicy Description: Puicy 2 Description

Policy Mandate Map Detail

pusiness Entity: ALibray
Palicy: ALibragyPoliciestPolicy ¢

decision support required for regulatory compliance
and to optimize business performance.

« Assess enterprise compliance requirements at the

Control

Operating | Mandate Sub-Mandate
. . Frocedure Name Pracedura Deseription Pt Effectivensss
business unit, process or local level Bmiimmn o ey [ st et R .
gt alks ehalesd dfalks iy i
k] 4 Requrement? Roquirement 2 aksf | akeals | T3 AML Sectian 1
. Descrition @ clea |4 GLEASection 1
= Policy and procedure mgt. T T
alkidsff 454[) Description 6 B HPas | § HPAA Section 3
BiPaiz.Pucedun |Poi2-Procesurs 2 Deseeption | 9§ Requrement1 | oescr tian of Renuricemint -1 & A {8 AML Section 1
- - - - Aksdef alkcsh o fkase ——
« Training and communication Yy Sari s
i HPAA | [ HIPAA Section 1
e . . e - 13 HIPAA Section 2
= Support for the regulatory certification and audit process e s |8 awon
S S Lo |
Brua-poeaes [paz-Focesse & Ruuremgqt 4 :::ilmmantluasulphm & _I.W____&EL—E__.
AML | B AMLSection 2
[y mﬁ
o

Business Benefits

= Standardize compliance across regulations to reduce cost and deliver a holistic
understanding of all compliance risk

* Provide confidence that compliance is achieved, risks are mitigated
and corporate policies and procedures are enforced

© 2012 IBM Corporation
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OpenPages FCM
Market-leading Solution for Managing Financial Reporting Risk

Key Features OpenPages FCM dashboards, charts and
« Automated Compliance |ifecyc|e reports deliver views on the state of

— Design and documentation through test, review, approval financial reporting and compliance.
and certification

- alci

Opewotes Mrirmtr Aot

« Central repository mOPENPAGES CommandCenter” ™

— Document compliance policies and procedures, capturing = e
. . Seteet Catity * mm
full audit trails and approvals '

Dastiboard

QgRc WpEESRH
Comeat Date.  Oct9, 2000

Operating Effectiveness Risk
« Issues management -
— Automate SOX control issues notification and remediation Joan . :
— Report against critical issues from dashboard — R e
= 302 and 404 certification s i o
— Reduce costs and streamline efforts with OpenPages .II
InteliClose™ enabling progressive closing o

Business Benefits
= Secure and centralized management of all financial compliance data
® Provides executive management with assurance into the state of compliance

= Ensures quick issue remediation

© 2012 IBM Corporation
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-OpenPages ITG
Aligning IT risk and operations management with business objectives

Key Features

« Integrated solution for managing IT Risk OpenPages ITG delivers a policy-driven, process-
and compliance centric way to manage IT risk and compliance.

— Assess IT risk in context of business
— ldentify key risks, controls and/or gaps

Support for the regulatory certification and audit process

Optimize your control environment

« Track and manage common requirements across laws,
regulations, standards and policies

« Integrated with UCF, the industry’s most comprehensive
IT compliance database

Business Benefits

= Manage internal IT controls and risk according to the business processes
they support

= Unites multiple silos of IT risk and compliance to deliver improved
visibility, better decision support, and enhanced corporate performance

© 2012 IBM Corporation
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OpenPages Internal Audit Management
Providing independent assurance to the business

« Integrated solution for audit management

. Define, plan, execute and report on audits across T ————————
. l:'W‘PEN AGES CommandCenter At Overdew Report g 5 Bl ol
the business o — .
— Track and manage audits, audit phases, R e
workpapers and allocations 3 S oo ==

« Automate operations through fully configurable
reporting and workflow

« Risk rank audit universe, configured according
to the audit methodology

= Empowers internal audit departments to champion risk management, acting
as a strategic partner to management

= Delivers an integrated, closed loop approach to risk management,
driving visibility and confidence in organizational risk posture

© 2012 IBM Corporation
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Key Product Capabilities

Workflow Engine Automation
— Automation of notifications

|33 ol|alvlo|e|o|elam=] &

Command Center
— Scheduled reports
—Views with updateable links
—Ad hoc querying

Decision Support

Traceabilit
Document Management

N L . Y A T e e e s MIETES
— Locking, revisions and audits n o pww 00 8uGrie s E
- SurveyS "!OPENPAGES CommandCenter” Report viewer - Governance Dashboard
dEac b EODE@EE =
Sedect Entity Gobal Services Worldwioe ad Curront Date: 100006
Flexibility
CO n fl g u rab | I |ty Issues Operational Risk Heat Map IT Governance Overview
—Easy to change S " I
. Corposste 2
— Enforce security A tpac -
— Upgradeable .-l. :
' Low
I t t- e Lo 1on Likelibood b
. n eg ration Compliance Overview
Open Architecture T i
= o e o| saades o % 2 2
Z:‘?ﬁ:‘éj ;";1:1[?;;:‘?"7 @ 9 £ -5l 5l S 5! = ; E Shpeveyioectv Sy Act (GLEND 0% n 2
I _ i I [ = :’_-:Ajun—-mwn.«nu — %

%“ =5 E‘ii‘:&';“i i}iﬁj%:fmm | Peavacet Card Irabaityy Dta Secarity Sorviand E -_-'5

i BU Name: =1 | N B ALRA Potobed A8 =

L est Set: SOX200 Test Scmpts.

] iy mll“éif;‘.ﬂin.m.

| 10| Cagital znd expense

21 12| . N — Corporation
[13]
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.Key Aspects of Operational Risk

« Risk Assessments
— Is a method to group individual risks together for a specific task or activity e.g.scoping, rating of risks
— Assess the value of the RCSA, does the cost to implement exceed that of the losses is trying to
control
— Risk and Controls are evaluated in direct relation i.e. does the control mitigate my risk

« Loss Events
— Occurrence of risk exposure to the Business
— Can include near misses to help shape future risk identifications.
— Events can be split into impacts and recoveries to track to full lifecycle.
— Loss Events can be directly entered into the System, loaded using FastMap or Bulk loaded.

« Risk and Controls
— Controls should be designed to provide either prevention or detection of risks. Controls are usually
associated with tests that ensure a control is effective.
— Controls are attached to Risks to minimize the affect on the business.
— A control can be assigned to more than one Risk (Many to Many relationships)

« KRI
« Scenarios and Capital Modelling

« Issues and Actions

22 © 2012 IBM Corporation
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Risk Identification

New risks can be identified centrally and “pushed” out to specific business units or all business units

based upon requirements

©] https://cs.conferenceservers.com - LotusLive Meetings for IBM - Microsoft Internet Explorer gﬁ

Y @

Raise Hand__ Full Size _ Sign Out

Help

Ability to identify new risks and provide R e A TS Ssaen ALY

automated workflow for users to complete /  [O=-0 2 0 e eee e - @ @S

update an assessment Google

Centralized library of risks enabling control I OPENPAGES

of the assessments users must complete vty v Ak o i i v, Ao B, 41 15011, 55501

= ®CO-RBO1-01

Email notification of new risks or required e ————

actions
Integration with IBM Inventory of Obligations | =«

Automation Jobs
for regulatory requirements et
Capture and rating of controls

Parents

Provides ability to update and modify risks st

. 5 Sub-Processes 1)
as required JS—

Associations

Provides ability to match risk categories and | wui

. # Loss Events (0)
key risks PR
B Issues (0)

@ Signatures (0)
Blke@m
B Files @)

Control Objective Details

] Done ]
distart| | & 0| [ > [ &6 mter

Primary Parent Hersrchy: €3 RB-01 = & RB01-01

= Y Risks
Name
RSK04-03.03
RSK-04-03-04
RSK04.03.05
RSK0403.06
RSK04.03.07

Fle Edt View Favortes Tools Heb | r
address [E] on. 6,504 6.50) =] Qe s »
;I-"semn--l-gg- G- | B shwe- @F Sidevikd = ‘ 5 Check = 4 Tranelate = 51 | AutoRill = 5 & @opn- ‘@ .

System Adimin Mods: Dizatied | C | Logue o percet [Garert =] Vi

Busines:s Ertty Hiererchy. J Global Finsncial Services » £ North America » & Retai Bankineg

Rosuts 1.5 Prev Mot [[EETTNID

w s

v Risk
[ Associte an exef -R-s«
Copy an existing Risk...

Description Category
Product strategy Clients, Products and Business Practices Yes

Unhedgeable risks Clients, Products and Business Practices Yes
Unidentified market sk Clients, Products and Business Practices Yes
No risk management system Clients, Products and Business Practices Yes
No operational system Clients, Products and Business Practices Yes

RANA.CBRCSA { Actions [ = |

? bescription:  High Lewal Risk Assessment 7\ Start Date:  4/10/10

7| Assessor:  oIMmanager Tistatus's  ||n Progress ¥

Accounting Risk

Accounting Risk

Rezults 1.5 Prev | Next

Descrlption
The risk that: = inappropriate accounting information causes suboptimal decisions to be made, due fo
inappropriate policy, faully inferpretation of policy, or plain eror. « the financial statements and othar statutory and
requlstory reperling da nel accord with Infemalins! Financial Standards (IFRS) snd/ar ather relevant statulory
requirements are not based on appropriate accounting policies and do not incorporate required disclosures. =
intemal financial and operational controls of accounting and administration do not provide reasonable assurance
that fransactions are executed and recorded in accardance wih generally accepied business praclices and
Group's policies and procedures and that assets ame safeguarded

Poorly Managed Third-party Senices

2 Hame:  Ascounting Risk #| Description:  The fisk that
«inappropriate accounfing information causes suboptimal
decisions 1o be made, due o inappropriate policy, Taulty
[>oniine interretation of policy, or plain error.
&8 Inbox - Dutlook Express - Kristen Blackwood Jther statutory and ragulatary
& mations| Financial Stzndarnis
— File Edt View Tools Message Help Julory requiraments are nat based

0. & &

Create Mail Reply Realy Al

and do not Incorporate required

) = X [ & |\
Delete Send/Recy

)|
Foryerd Print Addresses  Find

controls of accounting and
bl that

% Inbox

Bitad in accorante win
I6e3 and Group's policies and

Folders

=9

23

431 Cutiook Express

Local Folders
BaInbox (1)

<35 Outbox

2 Sent Items

(# Deleted Iterns (1)

Bk Drafs

x|[

ifeguarded

[*lsysadmin@localhost.... DpenPages assigned ta: 4/23/2010 1
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.Complete RCSA

|ntegrated Workﬂow englne IBM® 0penPages® GRC Platform Currently logged i as Risk Assessment [riskassessment] Log O Reporing Feriod: Current v | View |
Standard enterprise wide RCSA process -
Ability to assign ownership for monitoring,
mitigating and updating risks and scenarios
Captures inherent and residual risk
Calculator capability to determine risk rating

. . = Risks Results 1-30f3 PrevNext |[[ETNENED
and residual risks ——

RSK-04-02-12 No notification of claim

Risk event library, controls library, regulatory |
Ilbrary RSK-04.02-12 | Actions | = |
Uploading/attaching and linking documents t  ame: RK0402-2

assessments i e

Document and map processes @
Facilitates review and approval of assessmer R

&) Current View: RCSA View + |Go

My Risk Assessments « 1 of 1

?IName: Claims Process Risk Assessment Germany ?| pescription:  Claims Process Risk Assessment Germany

Claim not settled ~

2| pesign  Effective - 2| Operating  Effective -
d ata Effectiveness: Effectiveness:
@)
> Name: CTL-04-02-12-02 3] Description:  Review of all iaims against0gs of notifiable events
2| pesign  Effective - 2| Operating  Effective -
Effectiveness: Effectiveness:

My Risk Assessments - 1 of 1

] Done € Internet | Protected Mode: Off Sa v W10% v

24 © 2012 IBM Corporation
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-Risk Monitoring

KRI and trigger monitoring, ability to track trends across business units, risk categories, etc. enabling
proactive management of risk

Providers user notifications et

and alerts based upon triggers =

and thresholds s s 1 83 sy o " andateConotEfucveres
Enables establishing and e e | I e A g

Control Activities 500 10000 Bresh 400,

tracking KRIs and related

2| Control Owner:

performance metrics S — o S

he:  01.01.07

i

1 & : utormated-Manua smo' li
Track effectiveness of controls e mle"&;
across LOBs and categories — 55%5%%5}
Track costs and assess o Operatig  Efcive e o e B g0
impacts Of Control Changes 7| Effectiveness Rating:  Computation in progress, mml“;ll —
e g . . Cost Analysis 15.000
Identification of risks compared [ - rlmd oo
W|th LOB and BAC targetS 2l Recurring Cost: USD 1200000 0m7§§%%§§§§§ = A:!Lam:am -gunﬂmnnlnu:-g 5,::7*
Control ratings ST— AL NC . A
g . . ""e'emse'ﬁ;imf'; 1 X exh  3qp00 B ©FS Intemal B 2 1 66.7%
Identification and tracking of S . AT ,,zi & am S
g . . 20 “'.'5._'l B HPAs 3 H 1 66.7%
mitigation actions . & somcomon o .
KRI Status & |ro = : !
W Beench Red if ess than 50% of controls are effective, Yellow if 50-80% are effective and Green if more than 80% are effective
Warning
Noermal
e — .
North Amena
Business Entity
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.Capture Loss Data

Ability to integrate loss data from internal sources and provide an integrated view to management
regarding the overall risk health of the enterprise or individual LOBs

Link loss data to assessments and
risk events

Compare assessments to actual loss

data

Track multiple types of risks such as:
— Credit

Market

Counterparty

Compliance

Operational

Standard Basel categorizations and

ability to add/modify categories

Loss events can be uploaded from

external sources

Easy to aggregate and report loss

events by category

26
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Google -l-‘jhmhv{»@vd}v|@Fﬂ&um¢-""§&mv‘Umulv & €, - (Smnln~ ‘@-
Loss Event Capture
Business Batity- [/5lobal Financial Senices =l
Loss Event Mame
Loss Event Description: =
Alacoonos, e s e
What Happened: TIOPENPAGES CommandCenter™ -LosEvent trend GBS BEaEe s
) === — o
No filter [ .
Optional Infc
“ Internal
ay @
‘Evant Ragistration:
Comgl
[Tom Pt Do =] = -
Causal Category: | Process =] Incider
Lass Evaut Tformation:
Estimated Financial Loss (TSD) Estimal i
200 Submit Loss |

Gross Loss Amount (millions)

suang sso]
Financial Loss (millions)

L EE T TS

i
T [ emet

o diectinput ta this virtual ma

[#100% ~ ﬁ
FRLTE)  Sivmware

Q= B@y 12030



| Business Analytics software |

KRIs and Issue Status

Loss Summary

KRI's

*OPENPAGES

KRI's/Issues Status

Metric Analysis

Adhoc Analysis

KRI Status
™ Breach
Warning
Mormal
Asia Pac EMEA
North America
Business Entity
.
Issue Status
e Open Under Review Closed Deferred
Global High 20 15 17
Financial :
SeRiEE Medium 23 5 20 14 16
Low 14 1z 10 10 g
.
Alerts
| MName &

l% March 3, 2010 Urgent Alert: High Priority Mew Issues Exceeds Threshold (200

l% March 3, 2010 Urgent Alert: High Priority Open Issues Exceeds Threshold {207

27

KRI Detail Report

Business Entity: EMEA
KRI Status: Mormal

| Description

| Target | Threshold | Skakus |

Trend

Budget Owverruns

Limiit Breaches

© 2012 IBM Corporation

Unathotised systems access 5,00

20,00 | 30.000 Marmal
5.00 10.000 Mormal
10,000 Mormal

30.000
25.000
20.000
15.000
10.000

5.000
0.000

30.000
25.000
20.000
15.000
10.000

5.000
0.000

30.000
25.000
20.000
15.000
10.000

5.000
0.000

%’

2009/0ct

2009/ Apr
2008/May
F 2009/1un
3
2009/ Now

2009 Jan
2005/Feb
2008/Mar
2009/Iul

= 2009/Aug
2009/Sep
2009/ Dec
2010/Jan

{

2009/ Apr

05/ Jun
2008/0ct
2009/ Nov

20059/ May

=20

2009/Jan
2008/Feb
2009/ Mar
2009/Iul
2002/Aug
2008/Sep
2008/ Dex
2010/Jan

¥

ont

0 dan
1009/ Feb
OCayMar
0% Apr
00s May

B KRI Value
— Threshold
— Target

® KRI Value
— Threshold
— Target

® KRI Value
— Threshold
— Target
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.Scenarios and Capital Modelling

= A tool for planning Operational Risk and identifying potential exposes

« Interact with the fundamentals of Operational Risk
— Indicators
— Loss Events
— RCSA

« Can feed into Operational Risk Modelling, to establish value at risk
— Algorithmics
— Everis
— Matlab
— etc

Issues and Actions

= |ssues do arise as a result of failure of process, governance or control
= A recording of a problem

= Actions are the tangible measureable task to resolve the problem.
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| Business Analytics software |

.Scenario Analysis

Record qualitative and quantitative findings and relate them to risks, losses, businesses, etc.

Scenario Analysis Details
Fialds

Automation Jobs

Change History

Locks

Related Information

& Business Entities (1)
£5 Rigk Assessments (1)

) Analytic Runs (0)
42 Processes [0)

# Sub-Processes (0)
4 Risks (D)

# Loss Events (0)

& Extemal Losses (1)
B lssues (1)

& Signatures [0)

& Links 0)
[ Fifes (0)

[% sa ooo1

General

¥ Risk Category:

7 Owner:

7! Folder:

Scheduling

2! Start Dates
7' Noxt Reviow Dato:

Assessment

7| Financial Impact:

2 Reputational impact:

7. Typical Financial
Loss:

?] Typical lon-Financtal
Losn:

7 Conclusions:

SA_0001

IExlernnI Fraud
Employment Practices and Workplace Safaty

Clients, Products and Business Practices
Damage to Physical Assets

Business Disruption and System Failures
Execution, Dekvery and Process Managernent
Unknown

JORM Manager [ormmanager]

Scenano Analyses / Global Financial Semices / North
America / Retad Banking

Eiime il
(mdryy)

Eriio m
(mfdlyy)

IHlo'n 'l

|USD 'IES}D.@OU Exchange Rate [1.00

USD3,500,000,00

[Uso] pooooaoa

2

=l

2Q

? Description:

7 Pisk Subcatogeny:

7/ Additional
Doscription:

?! Finish Date:

7] Status:

71 Mon-Financial lmpact:

2 Ukelihood:

7 Woi st Case Financial
Loss:

2/ Worst Case lon.
Financial Losa:

nternal Fraud =

Use external losses in addition 1o workshop analysis to =]
understand the bank’s exposure to the intemal fraud from
ouge traders,

=

[ ]

(midlyy)

|In Progress 'l

Requlatory Actions
Corp Structure and Strategy

I Once n twenty years 'I
IUSD 'l F.DZDDGD.WJ w Exchange Rate ||.UJ

USD7,000 000,000 CO
IUSD 'l E.[DJDQDIIJ Exchange Rate ||-m
USD5,000,00000
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.OPENPAGES Systemadmin-Modus; Deaktiviert | Zurzet angemeldet als ormmanager | Abmelden  Berichisperiode: Anzicht

Home
5 Meine Berichte 5 Risks Not Accepted
Hame Beschreibung Hame Beschreibung
@a KR- Tusammenfassung Grafische Zusammentassung des KRI-Status nach Enttét, mit Bericht Ober KRI-Trend. A REK-01-02-03 Unauthorized access to paymert system
@(’; Zusammentasauny des Grafische Zusammenfassung der Schadenereignizse fir einen Datumshereich nach Entitdt, gefitert nach A REK-03 Emplayment Practices and Workplace Safety
Schadenersignisses Kategorien, mit Urterbericht dber Schadenereignisdetails.
A REK-04 Clients, Products, & Business Practices
@a ORM Dazhicard Operational Risk Erterprize Dashboard
@. A Grafische Zugammenfassung des Riskoeinschétzungsstatuz nach Entitét, mit Unterhericht tber 5 My Risk Assessments
Q. Rishoeinschatzungsstatus Riskoeinschétzungscetais.
Hame Beschreibung
5 My Controls [% REHA-CBRCSA-00 Internial Fraud and Theft
flame Beschreibung /1 RANA-CBRCSAD02 External Fraud
(2) CTL-01-01-01-01 Settlements staff must check that &l tickets have been signed by frort office staff in accordance with procedures.
/3 RA-MA-CB-RCEA-003 Employment Practices and Workplace Safety
Q} CTL-01-01-04-02 Unauthorized dealz must be returned to the front office authorization prior to input.
/3 RA-MA-CB-RCEA-004 Clients Products & Business Practices
@ CTL-01-01-01-03 Risk must review posttion reports for transactions in unautharized products.
g RA&-MA-CB-RCSA-005 Damage to Physical Assets
(@ CTLOf-01-01-04 Review of credt exposures against limits which will identify any trades with unautharised counterparties,
[Mehr Elemente...] Alle anzeigen
@ CTL-01-01-02- Tracing desk must sign off the cancelation and correct ticket.
[Mehr Elemente...] Alle anzeigen
35
w
Hame Beschreibung E
E
@ [55-50 -REH--02 Miz=ing mitigating control on contracts E
:
-
2
o
0

Risk Assessment Status
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| Business Analytics software |

.Executive View — Dashboard - Heatmap

Key Risks
' Name Description 1001
A\ NACRrRIMR90.0] | Fabare 10 plement oore dhent conversion (orboardng) b
A\ HACEERMASK-02 | Falore 1o delver services thatmeet the low nzk tolerance of dients | Medum

AN NACEERMASK 03 | Falra to estabiich robugt intarnal contral and govemance atructure | Madum

& NA-CEERMASC04 | Fabre to properly dversfy product offerngs and dient base Medumn
A NASEERM-ALSK-QS | Fallare to retain and develop talented employees Low

Nuang 5500 #

Financia| Loss (millions)

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Low  Medium  High
Residual Likelihood

Mandate Control Effectiveness Issue Status
300%)| W oG Cffective A

BN e 20 ot Dol - e cdtscrt

e Asia Pec Cased 0 Y 2 1

Soa Open 0 2 a o

2005 — Corparacs | Cawed o i b o

= - Z | Opwn F 2 1 3

e 5 - 0 z EMEA Clawed 3 2 3 i

AR A SR AT A e o o E :

& &,ﬁ‘ & & x" j Horth Americs  Closed a 1 E 4

Open p+3 ] a k3
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Business Analytics software

ands On: Spar(‘.hing with Filtered List Views

Filter/Search

* Review filter/search options. Navigate
to Filtered List Views.
» Accessing various types: Quick

Search, Personal Filters, Public Filters

Success Criteria:
» Execute Quick Search
* Run public filter
» Create and run a personal filters

Risks

Quick Filter

Folder “igw

Export to Excel

Owner

Category
(ctrl-click to select multiple items)

Subcategory
(ctrl-click to select multiple items)

Inherent Severity

[~ Hame A Description Folder
- A AR Inadeguate Process for Acquiring and Risks f Library / Mandate
Filter Maintaining Application Software
= A Copy of R-O001 Risks f MasterCard International /
Advanced Filter 3 New Glohal Finance
- A\ DSCO1-RO1 Inadeguately Designed and Managed Risks / Library / Mandate
Choose a filter... i Senice Levels
£t () copy < ammly - A DSCO2-RO1 Poorly Managed Third-party Services Risks f Library / Mandate
- A DSCO5-RO1 Management of IT Security Risks f Library / Mandate
- A DSCOs-ROZ IT Security Plan Risks f Library / Mandate
il Locosen ldentity b Bicks S by S bdandate
Create a Filter
Filter Name I
(required when saving the filter)
Apply Filter | Save and Apply Filter Cancel
Common Fields
Show ohjects with names |51aning with j |
and descriptions Islaning with j I
in folders with names Islaning with j I
and were Icreated j |anyhma j
that were |:reated by jl 2Q
Risk-specific Fields
Further filter your results using the Risk-specific fields below.
Additional Description Islamng with =l |

[

Internal Fraud

External Fraud

Employment Practices and Workplace Safety
Clients, Praducts and Business Practices
Darnage to Physical Assets

Business Disruption and Systerm Failures
Execution, Delivery and Process Management

Internal Fraud - Unauthorised Activity j

Internal Fraud - Theft and Fraud

Extemnal Fraud - Theft and Fraud

External Fraud - Systerms Security

Employment Practices and Yorkplace Safety - Employee Relations

Employment Practices and Yorkplace Safety - Safe Environment

Employment Practices and YWarkplace Safety - Diversity and Discrimination

Clients, Products and Business Practices - Suitability, Disclosures and Fiduciary

Clients, Products and Business Practices - Improper Business or Market Practices
Clients, Products and Business Practices - Product Flaws ;I

=l uso|

|equa\s
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Business Analytios sonward]12NAS ON: Document Risk and Control Activities

Document risk and control activities

. . . = & Sales
(adding/modifying data) 5O 501
* Review bread-crumb trail and jump-to options. Understand o @) 20101

risk data and measurement.
= @& =01-c0-01-01

» Review/edit Control detail (Design/Operating Effectiveness
= A\ 501-RSK-01-01
assessment).
: : : : = @ s0-cA01-01
» Understand different types of attributes and configuration
— # [5f TPS-CA-01-01
possibilities.

« Update control information. Check Audit Trail to see how 2 @ S01-CAD1-02

changes are tracked. 2 @ 801-CAD1-03
B @ S01-CAD1-04
Success Criteria: = @ 501-CA01-05
« Control Owner's perspective: completeness of control = @) =01-C0-01-02
information.

» Configurable to your organizations’ needs
* Fully auditable system.

© 2012 IBM Corporation




| Business Analytics software |

Easy changes

Control Owner

controlowner

Control Details

Fields
Automation Jobs

Change History
Locks

Related Information

Parents

& Risks (1)
&4 Risk Assessments (0)

Associations

Change Histor-

Documentation Location

Who Performs Control?

.Easy changes in system with Audit Tralil to controls,

processes
Results 1-10f1  Prev|Next [EIOCIED

Add a new Contraol... etc
Associate an existing Control...
Copy an existing Control._..

Audit Trail of
changes

Old Value Hew Value

MEBOFN / EinkGr: 111-155 / DE10-12/
01.01-31.08.11 MEBOFN / EinkGr: 111-
155 / DE10-12/ 01.01-31.08.11 MEBOFM /
EinkGr: 111-155 / DE10-12/ 01.01-
31.08.11

Financial Statement Asser[}k?ns Existence, Occurrence, Completeness,

Accuracy

Cost responsible / checked by B.Griger
Cost responsible / checked by B.Grager
Cost responsible / checked by B.Griger
Cost responsible / checked by B.Grager
B Griger

© 2012 IBM Corporation U U
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Business Analytics software | Risk Assessment Workflow

ole|o|e|nlm=

i) 8l

Rizh Lewel
Aporoval

OFAdministrator

Begin Aszessment

Conduct Risk
Frzazsment

¥
—ISubmitfnrHeuiew - —IFinaI Review 0
W

OPAdministrator

Final Rewview

Approvead
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| Business Analytics software |

.Convergence promises a strong ROI

ROI

openpa
S 130
. $1,817,
*inRg E"ﬁclem;;ms
CISk Assesgm, ent
Isontrol Testing 142,983
Rou® Managem ey 219,375
Pei?omng 239,063 dNome  M2om
olicy Managemen 76,288 noge 2193
Infra 125,000 76288 33326
s"“gt"fe Savings 0y e
Atabases (Access, Excal)
140,750 :Sl.oso 157,080
¢ v JE!
Total Savings ‘il | MO0 g7
28598 004558 0SNG 1 0 53 1,034 5%
Infrastructure Costs
Licenses 848,500
Maintenance 170,625 170,625 170625 170825 1704
Implementation 345,000 i s
FTEs . 250000 250000 250000 250,000
5 4208%
1.364.125 420625 420625 42082
el Costs g73913 673812 6739
(269,687) 673913 8
Net 8%
§ urdie Rate)
Cost of Capital (or H S{R17180
ROI ——
- —M“"""‘"ﬁ 1N130
BO'_ ~gbiggy (0L HOLAIS gae
co2f oLC
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| Business Analytics software |

.Overlap of GRC activities can cause redundancy

ACTIVITIES

FUNCTIONS
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| Business Analytics software |

Example: Managing regulatory requirements in a silo

Regulations/ SOX
Standards

Requirements

Controls [E"}c1 ] [E"}ICZ ]
4

~
« Control testing
» Assessments
* Audits

38

R3 R4 |-P Rx

@c3 @ ca

- J
'

 Control testing
* Assessments
e Audits

© 2012 IBM Corporation
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« Control testing
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| Business Analytics software |

An integrated approach reduces redundancies in control testing,
assessments and audits

Regulations/ SOX [ PCl J
Standards
[— |

Controls [E}c1 ] [Eﬁcz ][E’}c3 ] [E}m ]

N _
—

 Control testing
 Assessments
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Business Analytics software

Fragen & Antworten

. -
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