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The information on the new product is intended to outline
our general product direction and it should not be relied
on in making a purchasing decision. The information on
the new product is for informational purposes only and
may not be incorporated into any contract. The
information on the new product is not a commitment,
promise, or legal obligation to deliver any material, code
or functionality. The development, release, and timing of
any features or functionality described for our products
remains at our sole discretion.
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Opportunity ldentification — TSM for VE

Questions to ask:

* Do you use VMware virtual machines as production

servers?
— By 2012, most x86 server workloads will be running in VMs Improve

Service

= Do you need to improve the protection of data in virtual
servers?
— Traditional in-guest backup solutions drag down the Reduce
performance of virtual servers and may not provide Costs
adequate Recovery Point Objectives for more critical data

* Do you need to improve the recoverability of virtual

server data?
— Can you easily recover an individual file, a disk volume or
an entire virtual machine?
— Would you like to recover disk volumes within a couple of
minutes?

Mitigate

Risks

vy
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» Priced by Process Value Units (PVUs) for the cores of the vSphere host
running the protected guests

—US Price = $35.00 per 10 PVU
—TSM or TSM EE is a prerequisite product for TSM for VE; the price is in
addition to the TSM or TSM EE b/a client license covering the vSphere server

» No licensing is required for the vStorage backup server, whether it is a
physical or a virtual system

= Sub-capacity pricing is available
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Competition (see speaker notes for details, additional links)

lar Fil
No, only file In-Guest and I(:\r/aerlu:eirov:a?y No (Image
’ image-level File level
level from a full based backup)
backups .
image backup
File, Volume, File, Volume, File, Volume, File and full VM Instant file level File, Volume,
and VM image and VM image and VM image image recovery and VM Image
Instant restore Yes — only for
Yes available Yes VM No Yes
No No Yes Yes No
Yes Needs an agent | WAN friendly No Yes Yes
Manages up to Need to add Need to add
hages up media server to media server to Limited Yes Yes
2 billion objects i ;
grow capacity grow capacity
Yes, Source
Built in Yes, extra $$$ Based, extra Integrated No Limited
$$$
Yes Yes Limited No No
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Tivoli Storage Manager for Virtual Environments

Product Overview
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Backup used to be so easy
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Backup Server

= Install a backup agent on production server, schedule the backup, copy
the data periodically to the backup server

Production Servers
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Recovery

Infrastructure Applications Failure Types Considerations
S E— e /\; 7
Hardware = File/Email E\\;’ \
= Deletion o S
Platforms =
) RPO
—_—— File and Print
Qperating
Systems
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i Messaging Disk/Server
Locations Crach -
- 7 G
= /("\\ :%\
- o ~ .
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= Lacal Labor, Systems
Networks Database Bandwidth Costs
.
Desktops Regional
La to S Outage
\LJ Mission Critical Imp_act_on
Applications

» Proliferation of different system platforms, applications, physical locations all with
different service level requirements

= | ots of different things can go wrong, all requiring different recovery capabilities

* Need to balance the needs of the business (data availability, resiliency) against
the needs of the business (costs, resources, system availability)
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Virtual server environments have changed the game

= Virtual machines take advantage of the growth in
processor power, memory and |/O
— The computers get bigger, but the application
workloads have remained flat

= Virtual machines can be created very quickly
—Minutes to provision, rather than weeks to request,
procure, install and test

* Tremendous savings in hardware, power/cooling,
floor space and management costs

» VMs enable new levels of service management anc
new delivery models

—Quickly create new servers for application
development and testing, special projects, periodic
workflows like financial reporting, or to expand
capacity on demand

—Virtual servers are a basic component of public and
private cloud infrastructures
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Changing the game, for better and for worse ...

STORAGE “Virtualized servers have been a boon to the
systems side of the house, but a bane for
storage managers.”

Hot techs for 2011!
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Hot Technologies for 2011,
STORAGE Magazine, Dec 2010 (link)
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= Data continues to grow at unprecedented
rates, across all industries

= Sever virtualization does not reduce the data

= When a virtual server is de-commissioned or
moved, what happens to its data, and the
storage capacity that it consumed?

» How do you manage data management
processes in virtual environments?
—Backup / Restore
—Disaster Recovery
—Data Lifecycle Management
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Analyst Predictions

More than 90% of users deploying virtual machines are doing so
specifically to reduce x86 server space and energy costs.

VM densities are increasing on physical servers, 1:15 today

By 2012, most x86 server workloads will be running in a VM.

Roughly 80% of the virtual machines today are utilizing “traditional”
in-guest backup or host backups.

How do you manage data protection and recovery in your virtual servers?

Sources — Gartner, IDC, ESG
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= |Install a backup agent in the guest OS, just like a physical server
» Run and manage backups just like in a physical server environment
= Downside: deploying, managing, maintaining ‘backup agent sprawl’

= Downside: can put a serious drain on processor, memory, I/O resources
— From running multiple backups at once; file system scans during incremental backups; etc.

VMware ESX / ESXi Server

Hypervisor

Virtual Machines

AR

T

(”Tj Virtual Disk
[ Volumes

e
A
S~ A

Backup
Server

13
1y vy vy vy vy AL vy AL v

\ | /
~ Cd - n & ~ - ~ -~ - - ~ ” -~ - - -~ ~ E -~ & -~ ~ td ~ -~ ~ Cd ~ 2
’ 3 \ s g B A
’ b e wy e e 0




Traditional in-guest backup using TSM and TSM FastBack

= Still the predominant approach

= Heterogeneous support for ...

— Hypervisors: KVM, Hyper-V, VMware, LPARs, Solaris Containers, HP nPartitions, etc.
— Guest Operating Systems: Windows, Linux, z/Linux, z/OS, Solaris, more

» TSM Fastback is a very good fit for this approach (on supported platforms)

— Block-level incremental forever backup. in the backaround
gMlPros ___|Cons

Better granularity in recovery Multiple agents
L« Application awareness during backup No VMware integration
Sr Better recovery for applications Management challenges

Business as usual, use existing

) Possible resource constraints
management methodologies
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VMware Consolidated Backup (VCB)
VMware’s first approach to offload backups from VMs

» Snapshots of the VMs are taken by the Hypervisor and sent to a Proxy
Server, which is then backed up by the Backup Server

» Downside: requires more hardware (server and storage)

» Downside: multi-step recovery through the Proxy Server

VMware ESX / ESXi Server

Hypervisor JeE AP Backup
Server
Virtual Machines
95909998 ER
Proxy |~
1 Server ' ,L
//C:‘_\ . . //E%\\\
Fu)ﬁ Virtual Disk =N
Volumes S IR N
\‘_‘__// g / —p——\
e

15
v

1 1 1 1 1 ] ] ] 1 1 1 ] 1
\@I \*f \\ ’f \@’ - 1 ~ __‘_:." -~ - ~ Cd \“ "‘ 3 -~ ~ l’ '\\ ,’ \\ ” \\ t’ \: —’/ \’\’"“:1’ \\ ,I N‘ ’f '\‘ ” \\ ”
¥ f* © %* ol BN RN SR EE B
: [2HE = wapy -v =y 7 e 2




Using VCB with Tivoli Storage Manager

= Supported only on VMware

= This approach tries to combine the benefits of the traditional and host based
approaches

= Provides an API to talk to the console and move the data through the proxy
server

T —~
+ “LAN Free” backup Questionable application integration
(VMware triggers VSS for Windows
guests)

Backup is off-loaded to the proxy server VCB requires an additional data hop

Flexibility — supports both file level and ~ Recovery might be challenging (depending
image level backup. on the type of backup used)

Utilizes VMware API
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The new approach: VMware vStorage APIls for Data Protection

» Data is accessed directly from the VM storage and passed directly to the backup
server (single hop, data is not stored on the vStorage Server)

» Changed Block Tracking allows incremental backups (with periodic fulls) without
forcing a scan of the guest OS file system

VMware ESX / ESXi Server
Hypervisor ~—xStorage API (VADP)

Backup
Server

Virtual Machines
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The new approach: VMware vStorage APIls for Data Protection

» Data is accessed directly from the VM storage and passed directly to the backup
server (single hop, data is not stored on the vStorage Server)

» Changed Block Tracking allows incremental backups (with periodic fulls) without
forcing a scan of the guest OS file system

» The vStorage Server can be a virtual machine — no additional HW needed
VMware ESX / ESXi Server

Backup

Hypervisor
yp 778 Server

Virtual Machines %
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= Announce — 22 Feb 2011; eGA — 13 Mar 2011

= Utilizes VMware’s vStorage APIls for Data Protection, including block-level
incremental backups based on VMware’s Change Block Tracking

» Offloads the backup workload from virtual machines and production ESX
hosts to vStorage backup servers

» Provides flexible recovery options — file, volume or image — from a single-
pass backup

» Near-instant restore of Windows and Linux disk volumes
—Data is made available immediately while it is copied in the background

» Simplifies day-to-day administration with the centralized Tivoli Storage

Manager console
—TSM for VE is supported on TSM Server v5.5 and above

= Automated discovery of new VMs; automatically applies backup policies
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Near-Instant File and Volume Recovery (Windows and Linux Guest OS)

m 1. User launches the restore Ul from
e within the guest (or any other machine)

PN

Add a new drive letter or path for.
shapshat of E:\ from XRDC, taken on 2005-Feb-15 17:30:01

TSM ™= VMware ESX / ESXi Server
Server .
2. User accesses Hypervisor
the data on TSM Virtual Machines

disk storage pool

and mounts QQQQQ@Q
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Advanced capabilities, flexible recovery options

Full Virtual Machine Recovery (any supported Guest OS)

‘V\\ 1. Administrator launches the restore Ul from within the
- — vStorage Server (or any other machine)

S s
===

TSM _
Server VMware ESX / ESXi Server
2. Select the VM and H .
backup version to RN
restore
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IBM

Continuing to Deliver Unified Recovery Management

Employees

FastBack for
Workstations

Branch Offices

ﬂastBaok
Clients

\

Applications
File Servers
VMware Servers

FastBack
Clients

FastBack
Server

Data Center
TSM for VE TSM B/A FlashCopy
+ TSM b/a Clients Manager
Virtual Machines IBM System
: ‘ E‘ Storage

D/R Site
)

A

AH

Tiers of
Storage
= =) > AT
FastBack Tiers of
kServer / Storage
——
T T T
Tivoli Storage Manager Admin Center > * Install / Upgrade « Configuration
d Tivoli Int ted Soluti Portal 4 * Monitoring + Set Policies
and livoli Integrated solutions Foria * Reporting » Execute Backup / Restore )
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» Advanced data protection for VMware ESX and ESXi servers

» Leverages vStorage APIs for Data Protection (VADP)

= Non-disruptive, single-pass, block-level backup

» Flexible recovery options: file, volume, VM image

= Near-instant restore of files and disk volumes (Windows and Linux)
= No additional hardware required

= Simplified agent management — one agent supports multiple VMs
= Automated discovery of new VMs

= Support for LAN-free data transfer from the VMware server’s storage to the
backup server —preserving bandwidth for other uses

= Integrated with Tivoli Storage Manager for:

— Unmatched scalability — manage up to 2 billion objects in a single TSM Server
— Unified Recovery Management

— Built-in data reduction / data deduplication

— Policy-based tiered storage / data lifecycle management
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= |IBM has the global resources to help solve the IT and service
management problems of even the largest organizations, almost
anywhere they do business

» |IBM is on solid financial footing and will be here to support our customers
for the long term

» |IBM continues to invest heavily in research and development, providing
customers with product roadmaps that will continue to add value to their
relationship with IBM

» |BM offers the broadest range of products, services and financing options
to help customers realize significant return on their investment

\ YL \
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For more information
Links active in slideshow mode

= Storage Management Solutions = Tivoli Storage Manager for Virtual
Environments

= Unified Recovery Management

= Tivoli Storage Manager

= Backup and Recovery Solutions

= Tivoli Storage Manager FastBack

= Remote Office Data Protection

= Tivoli Storage FlashCopy Manager

= Data Reduction Solutions

= Tivoli Storage Productivity Center

= Storage Management in Cloud
= |IBM Storage Blog

= |BM Information Archive
= SAN Volume Controller

= [nformation Protection Services
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Thank you!
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