IBM Software Partner Academy — Telefonkonferenzen 2010

Protector for Mail Encryption

Matthias Schneider
Technical Consulting IBM Software; IT Specialist

T - - =
- - .
.;r}%§f v S : .
el > :

- .-".-
-‘; -“:1 X ™ iy “: "(: s T
, . L T D
; ﬂl y 2
d p 4 i

g
+ *
o 7
= y

L

© 2010 IBM Corporation



IBM Software Partner Academy — Telefonkonferenzen 2010

Was ist Lotus Protector?

Eine auf Sicherheitsaspekte hin optimierte Plattform
- Eng integriert in Lotus Notes/Domino
- Offen fUr den Einsatz in Nicht-Lotus-Infrastrukturen

Eine neue Lotus Produktfamilie:
- Protector for Mail Security : Spam- und Inhaltsfilter ftr Internet-Mail

- Protector for Mail Encryption : Verschlisselung von Mails flr das Internet

Die Protector-Produkte arbeiten eng mit Lotus Notes/Domino zusammen
und erganzen die Starken dieser Plattform!
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Die IBM Lotus Protector-Familie...

...erweitert Domino Mail um neue Security- und Datenschutz-Fahigkeiten
e Schutz / Sicherung gegen Internet-Gefahren
* Bereitstellung erweiterter Content Protection Tools

...Integriert sich nahtlos in Ul und Security-Modell von Notes und Domino

@ - Protector
Security Produkte

Lotus Protector: Funktionen, Paketierung und Release-Folge kdnnen sich andern
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Lotus. Protector for Mail Encryption

Was kann diese Losung ?

Sie erweitert die Notes-Verschlisselung  flr das Internet
Sie sichert Mails Uber die je nach Empfanger passendste Verschllsselung

Sie stellt dem Empfanger Optionen zur Auswahl der gewiinschten
Kommunikationsmethode bereit

Sie gewabhrleistet, dass tbertragene Inhalte nicht abgefangen oder verandert
werden kdnnen

Sie spart Geld — fur Kurierdienste, zertifiziertes Mailing, Ubernacht-Zustellung,
Fax etc.
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Lotus. Protector for Mail Encryption

Notes/Domino Integration World Class Technology

EEE®

Flexibles Deployment

Per-User Software Lizenz

'Gateway e B D
W - ﬁo

Client

Physische oder Virtuelle Appliance

___|
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“Why hasn't Internet encryption become universal?”

Secure e-mail has not changed greatly since Burton Group’s last report on the subject in
2003. Functionality from vendors such as IBM... Microsoft...and Novell has remained
static. Despite strong risk and compliance drivers , adoption is low as enterprises and
the industry as a whole fail to achieve Public Key Infrastructure (PKI) nirvana or to agree
on an alternative model - such as Identity Based Encryption (IBE) — and make that an
open standard. The built-in (and thus “free”) secure e-mail solutions from major vendors...
are inadequate; the enhanced solutions from third party vendors are expensive and
proprietary. It is as if the market is in a state of arrested de  velopment.

Although enterprise e-mail has been around since the late 1980s, organizations are still
struggling with how to securely provide information to their clients, partners and
suppliers through this medium. With additional regulatory requirements, increased
Internet e-commerce and privacy concerns, the demand for confidential e-mail

services will continue to grow . For most organizations and users, secure messaging
means, above all else, the ability to encrypt e-mail and transmit it to in tended
recipients without disclosure or alteration . Applying similar protections to instant
messages, mobile messages, and other online communications is also a major concern.

Secure E-Mail: Commoditized Functionality, Propriet  ary Deployments - Burton Group 2008
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Wie funktioniert es?

Protector
for Mail
Encryption
Gateway

- Enterprise Key Server
- Encryption Policy
- Webmail Ul

*Optional
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Wie funktioniert es?

Protector
Protector for Malil
for Mall Encryption

Security* Gateway

- Content Filte
- Polic

Protector :
for Mail - Notes-Integration
: - Client Keyrin ;
SEYPIEn - Encrypri Roptiond)
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Wie funktioniert es?

Notes

[ Highimpeorance [ Returnreceipt W Sign W Encrypt [

|.Jc|-hr1 Smith/Chicago/Renovations, sallie jones@customer.com,

Notes
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Wie funktioniert es?

Protector for
Mail
Encryption

[ Highimpeorance [ Returnreceipt W Sign W Encrypt [

|.Joh n Smith/Chicago/Renovations, sallie jones@customer.com,

Notes
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Anwender aus Protector-Sicht

Interne Anwender
* Mail-Anwender aus von Lotus Protector verwalteten Domanen

Al Users External Users

1 internal User

Primary Email Address Policy Group Keys Stalus Last Us
... Samantha Daryndotus | Samantha Darm@lotus.com Everyone 1 Published 05042010 557 PM Unknown @ ]

[N

Externe Anwender
* Mail-Anwender aus anderen, nicht durch den Protector Server verwalteten Domanen
* Beitritt zur (Self-Managing Security Architecture) SMSA

e “Mail Encryption Verified Directory Users” vaers | el | (IR
Mamve User Type Policy Group  Keys [ ]
s = ‘ - PGP Universal Everyone 1 63IKB 050472010 346 PM {
« Geréte (z.B. WDE Devices) et e S S
‘wmwm«n~ POF Everyone 0 0KB 05042010545PM o
Add External Users... S options

Sonstige Anwender ~
 Beliebige Mail-Anwender aul3erhalb der SMSA
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Wann wie verschlisseln ?
Option 1: Das Gateway entscheidet - regelbasiert und automatisch

e

| (5 Lotus Protector for Mall Encryption - .|+
E: Protector for Mail Encryptior

# | MaiPoicy | Polcy Chain Outbound | Edit Rule

Rule Name: Always Encrypl Sensilive Messages l This rule is enabled

Descriplion: £ncrypl messages wilh high sensilivity before sending. ' Applicability

| | @ Only conditiona and actions that can be rtorpreted by both
Optional server and clients are ovelable.

 Message subject [s] | contains

essage neace ¥] [sensay

Message header '1} Iéensﬁw?.'

—

| + Add Condition + Add Group |
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Wann wie verschlisseln ?
Option 2: Der Anwender entscheidet — Uber die vertraute Notes-Funktion

@ Dur contract - I8M Lotus Molbes

Eie Edt Yew Crests Actions Jext Toos Wndow Heb

D 0-HOOdarsamsed =|uz]l b s BALL-IPEEZSEES
(SBM Sendand Flle.. Savoas D@t DeliveryOptions.. |- = .ﬁ Display~ A
[T Highimportance [~ Retumn receipt [~ Qan W Enenpt [T WMk Subject Confidential
S —— —
= Io  [pan@example com vickoria@example com
Biact !C)ur contract
Hello,

Thig is our contract, please sign and return,

Thanks.
Samentha

= |

-

L.
Contract t«
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Und der Empfang ?

Ups...Der Empfanger ist dem Protector nicht bekannt...

© 2010 IBM Corporation
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Und der Empfang ?

Ups...Der Empfanger ist dem Protector nicht bekannt...

Richtlinien steuern, was in diesem Fall geschehen soll
= Versand stoppen!

= Unverschlusselter Versand mit Aufforderung zum Beitritt zur Protector SMSA (Self-Managing Security
Architecture)

= Zugriff per Web Messenger

“" Inbox - ryanfiexample.com
Smart Folders
= [ inbox
‘ i bor i3 e aMpe . Com
= yani®exampie.com

bus Protector For Mad Ercryption Secured Message * Samartha, Darvri@iobus . .com

% Y rrash
= Outbox
victoria@example.com o Samantha, Daryr@lotus. com
ryan@example.com © o Lotus Protector for Mail Encryption Secured Message
+ = Local Folders o ryanieramgle.com

You have received a Lotus Protector for Nail Encryption Secured Nessage from:
Samantha.Darynf lotus, com
To read this message securely, please click this link:

https://keys. lotus.com/b/b.e?r=ryant4fexample.comin=aT9z8Zz0f SQ5KukdynTNTg 30230

Y
W
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Zugriff Uber den Mail Encryption Web Messenger

m Protector for Mail Encryption

SSBNgEer

You have received an encrypted message

Pleaze create 3 passphrase to secure future messages deliverad fo you
Here sre some recommendations for profecting your passphrase

Use atleast 8 characters for your passphrase

Use non-alphabetic characters such as numbers or punctuation marks
Use an easv to remember passphrase that you dont need to wnte down
DonYuse obvious passphrases that can be easily guessed

Don' make your passphrase a single word

DonY use famous guolstions

Passphrase; [....l.l.l

Confirm Passphrase: |
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Zugriff Uber den Mail Encryption Web Messenger
e U

’ m Protector for Mail Encryption

»‘-‘ Compose ,
“Reply | - RepyTOAl | ODelte | = Primt Mossage 1 of 1  Frat|Previous | Nest | Last
= Inbox N
From: Samantha Darm@letus.com 05/04/2010 5:57 PM
To: rean@example.com, viclona@example com
4 Sent S 3
= Subject: Our confract

Hello,

This is our contract, please sign and retum

Thanks,
Samantha

© Contractaxt

< Repty |+~ HeplioAl | @Delete || = Print Message 4 of 4 First | Frevious | Next | Last

—Contime
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Und bel kiinftigen Mails?

Protector for Mail Encryption

Message Delivery Options

Please salect how you would like 10 receive future messages from this site.

&+ Mall Encryption Web Messenger
Iwant 1o use the passphrase | jJust entered 10 euchange messages securaly an this Web site
W Save acopy of all outgoing messages In my “Sent® mesaages folder

" PGP Universal Satellite

|want o install a small backaround service on my computer to automalically secure messages | exchangs with this sils

" PGP Desktop or SMIME
| already hawe a key ar certificate thal lwanl fo use to secure messages | exchange with this site.

™ PDF Messenger ,é'l.]
Iwantlo use the passphrase | just enfered to receive messages from this sile as passphrase protected POF doc uments
" Regular Email

Iwant lo receive as many messages ac possible via normal email. Some messages may siill be delivered via olher means
because of higher security needs

Chease Option
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Empfang als verschlisseltes PDF

&' Inbox - victoria@example.com - Mozilla Thunderbird

!
|~ Inbox - victoria@example.com | Subject:  Our contract

Smart Folders From: Samantha.Daryn@Iotus.com
- “”g’;m - .- Date: Wed, 5 May 2010 11:24:06 -0400 g
(@ ryanmexangie.com | To: ryan@example.com, victoria@example.com
*B;ﬂx 1o Samantha.Daryn@lotus.com
' victoria@example.com =00 Lotus Protector for MallEn]  Hello,
ryani@example.com to You. Q

4 = Local Folders . = ‘ I~
You have received a Lotwl This is our contract, please sign and retum.

Samantha.Darynllotus.com

To tead the meés3age secu. Thanks,

your passphrase. Adobe Samamha
folloving web site.

http://www.adocbe.com/reader

To change your Hail Encrypticon Web Hessenger passphrase or delivery
options, please click thia link:

hteps://kKeys, lntus.cum;‘b,’f.e?r-victuria’r‘iﬁexqmple.m‘umcn-ﬁkvnuUuRrﬁi ZBZLklA4enCagi3DaliD
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Lotus Protector for Mail Encryption: Topologien

Die typische Variante: Lotus Protector als Gateway

5]

5" (5

1 Lotus Protector for Mail Encryption Server
2 DMZ des Unternehmens

3 Externe Mail-Anwender

4 Logischer Datenfluss

5 Internes Netzwerk des Unternehmens

6 Interne Mail-Anwender

7 Mail-Server
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Lotus Protector for Mail Encryption: Topologien

Integration mit PGP Desktop — Verschllsselung jenseits von Mails

1 Lotus Protector for Mail Encryption
Server Policy/Management

&l 2 El 2 Mail-Server

3 DMZ des Unternehmens

4 Externer Mail-Anwender

5 Logischer Datenfluss

6 Internes Netzwerk des Unternehmens

7 Interne Mail-Anwender
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Lotus Protector for Mail Encryption: Topologien

Beispiel fur Clustering auf Organisations- und Funktionsebene

1 Lotus Protector for Mail Encryption Server
Keyserver/Web Messenger

2 Mail-Server

3 Logischer Datenfluss

4 Internes Netzwerk des Unternehmens

5 Fertigung — Interner Lotus Protector for
Mail Encryption Server

6 Development — Interner Lotus Protector
for Mail Encryption Server

7 Administration — Interner Lotus Protector
for Mail Encryption Server

8 DMZ des Unternehmens
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Lotus Protector for Mail Encryption: Topologien

Beispiel fur Load Balancing

1 F5 BIG-IP Load Balancer

2 Lotus Protector for Mail Encryption Server 1
3 Lotus Protector for Mail Encryption Server 2
4 Lotus Protector for Mail Encryption Server 3
5 Logischer Datenfluss

6 Internes Netzwerk des Unternehmens
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Sicherheit im Tagesgeschaft: Fragen Sie Ihre Kunden!

Wie haufig tauschen Sie vertrauliche Informationen mit Niederlassungen,
Partnern und Kunden aus — und wie haufig erfolgt dies aufgrund
technischer Unzulanglichkeiten und Bedienaufwand unverschlisselt?

Wie kritisch und real ist fur Sie der absichtliche oder unabsichtliche Abfluss
vertraulichen Wissens nach auf3en — per Mail?

Wie oft versenden Sie vertrauliche Dokumente per Fax oder Kurier?

Sicherheit nach innen und nach auf3en, Datenschutz und Datensicherheit
mit einer einzigen Losung — Lassen sich so Komplexitat und
Verwaltungsaufwand im Vergleich zur Ist-Situation reduzieren?
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Lotus Protector addressiert all diese Punkte

e

» Protector erweitert Domino Mail um neue Security- und Datenschutz-Fahigkeiten
e Schutz / Sicherung gegen Gefahren aus dem Internet
» Bereitstellung erweiterter Content Protection Tools

» Protector integriert sich nahtlos in Ul und Security-Modell von Notes und Domino

@ Lotus. Protector
Security Produkte
B e I D ———— I B ——

Lotus Protector: Funktionen, Paketierung und Release-Folge kdnnen sich andern
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Wo finde ich weitere Informationen ?

https://www.ibm.com/developerworks/lotus/documentat lon/protector/mailencryption/

Lotus Protector for Mail Encryption documentation

Product documentation, white papers, Redbooks, and more

+ Version 2.1
4+ More resources

The Lotus Protector for Mail Encryption documentation page lists product documentation, white
papers, Redbooks, Redpapers, Redpieces, and additional documentation.

Lotus Protectorin the Lotus Motes and Domino wiki

Version 2.1

Title Language Download | view
online

Release Notes English HTML

User's Guide English FDE

Server Administrator's Guide English FDE

Server Installation Guide English FDFE
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Kontaktdaten:

Matthias Schneider

Technical Consutling IBM Software,
IT Specialist

Mobile +49 178 662 6375
Email Matthias.Schneider@de.ibm.com
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