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Ruckblick in das Jahr 1989: , Yankee Doodle"

Computervirus: Mit der Bezeichnung ,Yankee Doodle” wurde
ein Computervirus benannt, das im September 1989 erstmals
isoliert wurde. Es handelt sich um ein speicherresidentes MS-
DOS-Virus, das taglich um 17 Uhr den Refrain des Yankee-
Doodle-Liedes Uber den Systemlautsprecher abspielt.[1]
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Der Mythos “Wir sind sicher”

Wir haben
Firewalls

Wir lassen jedes Jahr ein
Audit durchfuhren

Wir haben SSL
Verschlisselung

Wir haben Netzwerk-
Scanner
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Die Realitat sieht ander aus,
politischer und wirtschaftlicher Schaden:

Website von Bundesinnenminister Schauble gehackt
Die offizielle Internet-Prasenz von Bundesinnenminister Wolfgang Schauble ist am

heutigen Samstag gehackt worden. f
——— _— - __._F-'-_j

——

Daten von tausenden Studenten der Uni Magdeburg im Netz
Daten von rund 44.000 Studenten der Universitat waren im Netz frei zuganglich.

Inzwischen seien sie wieder entfernt worden, meldete jetzt die Universitat. f
——— = i e o —— -__d_’____..-""

—

Schleswig-Holstein: Betriebe von Computerkriminalitat betroffen

... 39 Prozent der befragten Betriebe gaben an, innerhalb der vergangenen sechs

Monate einmal oder mehrfach angegriffen worden zu sein ... f
—__.___‘____________-_______ e —— -”._____,..-'

Bank haftet fliir Schaden durch Phishing-Attacke

... haftet eine Bank fiir die einem Kunden durch einem Phishing-Angriff
entstehenden Schaden ... f
e e e e o C——— v ——

Licke in Uberwachungssoftware fir industrielle Anlagen
Moglicherweise kann ein Angreifer dadurch auch in ein verwundbares System
eindringen. f
_-_‘—'-q.__________________ e - -—-d_.____‘..,-'
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Die Kosten fehlender Sicherheitslosungen

Hackers breach LexisNexis, grab info on 32,000 people

By Paul Roberts
DG News Service, 03700405

Haclkers have compromised databases belonging to LexsMexis and stolen information on at least 32,000 people, according to
a statement Wednesday from LesxisMexis' parent company, Reed Elsevier PLC

The hackers stole passwords, names, addresses, Social Secunty and drvers icense numbers of legitimate customers of the
company's Seisint division. Seisint collects data on individuals that is used by law enforcement and private companies for debt
recovery, fraud detection and other services

LexisIVexis identified the incidents in a review of security procedures and warned that there may be more incidents of data
theft, Reed Elsewier said. The incident is eerly farmliar to recent revelations about similar compromises at Seisint competitor

ChoicePoimnt, which acknowledged m February that hackers had access to data on 145,000 people.

Feed Elsewer did not immediately respond to requests for comment

LexisMexis, which acquired Seisint of Boca Raton, Fla, in September for $775 million, expressed regret for the incident and
saidd it 15 notifng the indivmduals whese information may have been accessed and will provide them with credit monitoring
SEIVICES.
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Mediale Aufmerksamkeit
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Stark sinkende Aktienkurse
Hohe Kommunikationskosten
Gesetzliche Strafen

Verstarkte Audits

Klagewelle von Kunden

Verlust von Kunden.
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Warum ist “Application Security” so wichtig?

=  Web Applikationen stehen an erster Stelle der Hacker Attacken
— 75% aller Attacken betreffen die Applikationsschicht (Gartner)
— “X8S” und “SQL Injection” stehen an erster und zweiter Stelle der Attacken

= Die meisten Webseiten sind angreifbar
— 90% aller Webseiten sind angreifbar durch Applikations-Attacken (Watchfire)
— 78% der einfach anwendbaren Attacken betreffen Web Applikationen (Symantec)
— 80% aller Unternehmen werden bis 2010 mit Sicherheitsvorfallen konfrontiert werden (Gartner)

= Web Applikationen sind fur Hacker hdchst interessant
— Zugriff auf persdnliche Daten, Kundendaten, Unternehmensdaten, Kreditkarten usw.

= Compliance Anforderungen werden verletzt

— Basel ll, Datenschutzgesetze, SOX, Payment Card Industry (PCI) Standards, GLBA, HIPPA,
FISMA.
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Ausgabenverteilung fur Security

Security Ausgaben
% der Attacken % der Ausgaben
LA
Applications

Network
Server

75% aller Attacken auf Informationssicherheit
finden im Web Application Layer statt

2/3 aller Web Applicationen sind gefahrdet.
Gartner
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Einordnung der ,Web Application Security*

-

B

MHetwork Firewall

Internet

IDSIPS App licatig

e

Application Firewall
Weh Server

Datahase

Application Server SCcanners

Database
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Web Application Security — Losungsanséatze

= Vollstandige SDLC Intergration
durch Einbindung der
Entwicklunsabteilung.

Sicherheit

z.B. AppScan Enterprise Ed _ Strategisch

. Konsolidierung der internen Audits und Verteilung
der Berichte zur Entwicklungs-abteilung und der

SiChtbarkeit Geschéftsfiihrung

z. B. Reporting Console _ Operative Einbindung

" Aufbau interner Sicherheits- und Audit Teams welche
selbstandig mithilfe einer Scan SW Application Scans

Interne Audits durchfiihrt

_ Reaktion auf Schwachstellen

= Applikatinen werden erstmalig auf Schwachstellen
analysiert

WBT — web based training

z.B. AppScan Standard Ed

ausgelagerte Audits

= Penetration-Testing durch Extern.

_ Keine / zu wenig Beachtung

Web App Penetration Tests
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Hohe der Fehlerkosten

80% der Entwicklungskosten werden fir das
identifizieren und beseitigen von
Schwachstellen ausgegeben!

L - . nach
Orn wahrend der

beim Testphase Veroffentlichung
Zusammenbau EUR 15,000 pro
3 EUR 500 pro ’
wahrend der EUR 100 pro Al Fohler
Entwicklung Eohlar
EUR 25 pro

Fehler

—
je spater ein Fehler beseitigt wird, umso teurer wird es
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Was macht ein Webapplication Scanner?

Automatisiertes Testen von Web
Applikationen auf Sicherheitsschwachstellen

6 3»6 >6

Analyse der Struktur und

Komplexitat der Web Site / Identifizierung der Sicherheits- Konkrete Lésungsvorschlage und
Applikation Schwachstellen, Berichtserstellung weiterfiihrende Unterstiizung.
priorisiert nach Relevanz. Nachverfolgung und Compliance
Unterstiizung
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Beispiel eines Scans

|U altoro_jsmith.scan - IBM Rational AppScan = |
File  Edit  Wiew Scan  Tools  Help | t’
D @ H Q |°Scan - g EﬂManuaI Explore |ﬁ5can Configuration g Scan Expert - Scan Log Q | @Report & Update
= 2 Arranged By Severity Dezcending
‘_ﬁ] Q :(-:{ [E] 105 Security lssues (741 variants) for "My Application’
Security Issues | Remediation Tasks  Application Data e

G Authertication Bypass Using S0L Irjsction [2)
Ul Based - = |G Cross-Site Scripting (5]

m My Application [105] Y @ http: /e, altoramutual, combank fcustomize. aspr (2]
= \:g hittp: /A, altoromutual. comy [105] e @ http: #Avmeae. alboromutual comcomment. asps [2)
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comment. aspx [4] @ tdeach .
default aspr (2] @ hittp: £ Ay alboromutual. comdsubscrbe. asps [1]
disclaimer.him (2] @ Database Emor Pattern Found [10]
feedbacklaspx 1 @ COM Bagzed Cross-Site Scripting [2)
high_yield_investments. htm | @ Inadequate Account Lockout [1]
plivac_l,lpoicy i 3 Gy Predictable Login Credentials (1]
T — htrﬁ G Privilege Escalation using & Non-Suthenticated User [3)
search asi:-:-: i) @ Friviege E=zcalation using an Under-Privileged User (4]
sewerénor aspx @ Session |dentifier Mot Updated (1]
subscrbe.aspx [9) @D S0L Inisction (5] U
becrb i f ) i IEP TN Dmimebimen Fila dribe lramira s iear warifieabioen] (11 o
subscribe. sw =
survey_gueshions. azps s 4 Previous Nest [ Severicy ~ @@ High | State ~ Open
1L admin (4] ey
) ataro 1] £ 1ssue Information | 4 Advisory || & Fix Recommendation || 3® Hequesta’Hesponsel
L) bark [74) A _
+ = -
#-0 M‘
w Dashboard 149 #ei i= CTOSS-SitE Scriptmg o ngh = | — —
CVSS Metri... (7.5)
Total number of issues: 105 # URL: hitpzifwww. altoromutual.comisearc... Base =l
) = Entity: tdSearch Temporal = |
# Security Risk: Itis possible to steal or manipulate Environmental—m v
customer session and cookies, which
might be used to impersonate a
legitimate user, allowing the hacker to
view ar alter user records, and to perform
transactions as that user
The script AppScan injected seems to be included in the response. Ifthe screen shot -
< Wisited URLs 166166 | Completed Tests 25355/25355 |'B'| 105 Security |ssues 945 W3 (g) 19 (i 28
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Security / Herausforderungen

= Starker Ausbau der Webangebote und -services
= Einbindung neuer webbasierter Workflows

= Schnellere Anpassungszyklen der Applikationen
= Sichere Interne sowie Externe Webentwicklung

= Interne Kommunikationsaufwande
Bereichsubergreifende Prozesse von Entwicklung und Sicherheit

= Nachverfolgung von Fehlerbehebungen

= Qualitatssicherung der Applikationsentwicklung (extern Guteprufung)

© 2008 IBM Corporation
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Woher kommt AppScan? Was ist Watchfire?

#1 in Market Share
for Application

an IBM company — Gartner & IDC

1996: Watchfire Grindung in Boston
Entwicklung der Applikation Security Losung (AppScan + Web XM)
2006: Gartner Marktfuhrer in “Application Security 2006” Gl =
2007: SC Magazine Award als “Best Security Company” 5 .

Mehr als 800 Referenzen

2007: Akquisition durch IBM AWAFEDS
IBM Rational AppScan + Rational Policy Tester 2 O 07
WINNER

© 2008 IBM Corporation
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AppScan Versionen (Black Box)

Appscan Standard Edition (Desktop)

- Desktop basiertes Scanning
-> Einstiegslosung

+

Appscan Reporting Console (Server/Client)

- Server & Rollen basierender SICHERER
Austausch der Reports und Analyseergebnisse

Appscan Enterprise Version (Server/Client)

- Server basiertes Scanning im gesamten SDLC /
zentrale Steuerung, Workflow, Web-based

© 2008 IBM Corporation
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Beispiel Management Dashboards

Jim (Analyst) | Help | Support | About | Log Out

AppScan. Enterprise Edition

Jobs & Reports > Acme Hackme > Analysts

Folders @  Analysts - Graphical e @ EF £
[Cee.. Jeac] ooee - Last Updated: 9/11/2007 12:56:50 PM
=) Acme Hackme & [ petails | | Graphical
2] Analysts -
&0 Frank Report Pack: [All Report Packs ] | Apply |
] Jm Issue Severity History Issue Management History
=+ Developers
(] Admin All Report Packs All Report Packs
-] andrew 5000 T T T T E nighl 8000, - T = - g Fixed
edium
Z1 chris Low
] Jennifer 4000 — [ Information
(g Templates
3000
2000
N
1000
0 | ! 0
Jan24  Feb17 Mar14  Apr07  May 02 Jan24  Feb17 Mar14  Apr07  Mayo02
Issue Severity by Report Pack WASC Threat Classification
oo I | | | Al Report Packs
o 2000 4000 5000 8000 10000 12000
Z D information [ Low S medium Wl High
151 L
Recently Viewed @ Support
(D analysts On-Demand Services b
< Applications .
o5 Security Issues (Investment Banking) B Authenication (B Command Exscution
18| Report Pack Summary (Investment Ba Main Website ] Authorization I information Disclosure
9 Sarbanes-Oxley Act (SOX) (Investment Il Client-side Attacks [ Logical Attacks

@ Activity Log (Test Admin) Intranet

e Report Pack Summary (Test Admin} Movies

Personal Banking
o A
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Sichtbarkeit im gesamten Unternehmen

CSO/ CIO

Divisions

Entire Organization

[ = p—— ]
= o T —

=g

S

17 |

Applications Compliance Officers Developers
Group Portal
] Security Issues
— EFORMS s s

S

Berkshire Life

i e e
u:_-.‘_ —
re— e R

B 2

Individual Markets

b hnid 3 e
=5
e 8

Equity Investments
[ i

Application 2

Remediation Report

[Wwmoiine.

Trending Report
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AppScan Einstiegslosung - Listpreise

AppScan Standard Edition

Floating User @j
3é%

AppScan Express Edition

Authorized User E@
e

User Licence 31.394 User Licence 17.387
Renewal 6.279 Renewal 3.477
oder

,consulting Licence” 27.627 entspricht Rabattstufe D

Renewal 5.525 der Standard Edition

© 2008 IBM Corporation
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Was helldt ,Ganzheitliche Sicherheit” ?

= Markt und Trends
=) Risiko kennen und managen
=) Komplexitat beherrschen

=) Praktische Erfahrungen

19 | © 2008 IBM Corporation




| IBM Software Partner Academy Program

Entdecke die Welt neuer Moglickeiten

Globalisierung schafft Zugang
zu weltweiten Ressourcen

Milliarden mobile Gerate
bekommen Zugang zum

J*' Zugang zu Informationen
World Wide Web s .

ohne zeitliche Verzogerung

Neue Moglichkeiten
nlexitat

20 | © 2008 IBM Corporation
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Gesamtheitliche Bewertung von Risiken

Interne Verfahren Systeme Menschen Externe Ereignisse
Mitarbeiter Externe Direktes Umfeld Katastrophen
* Falsche » Hardwaredefekte | » Missbrauch = Computerviren | = Ausfall der Kom- = Erdbeben
| Strategie | = Softwarefehler | = Diebstahl und Wirmer L‘?“g'kat'onsﬁr' = Hochwasser
. = Fehlende = Schlechte = Unachtsamkeit, " Hacking f(;: lli/rlgiler:/\ses)e- = Sturm
. Zielausrichtung | Administration Unwissenheit = Einbruch - ’ .
\ = Unklare Verant- | * Anderung der Frost
| " Unkiare Verant- 1« Mangelhafte » Menschliches = Betrug latorisch . Feuer
wortlichkeiten 1 Benutzerfreund- | Versagen - FogUaionsenen
'« Schiechte | lichkeit ° " Vandalismus Anforderungen  » Explosion
;" = Bestechun . - . —
Prozessdefinition » Antaligkei . FIUktuationQ Raub, Diebstahl ?(/errllust dslr :j/er- » Chemieunfélle
| und-umsetzung i  gegen Wiirmer " Sabotage ui ;sr\]/er N Flugzeugabsturz, |
L Mangelnde und Viren = Spionage g Verkehrsunfille
Anpassungs- * Inadaquate = Terrorismus ) Extrﬁ;ne = Krieg
fahigkeit an neue;  architekturen achirage-
Anforderungen | schwankungen
i = Stromausfall

Externe Risikoquellen

Interne Risikoquellen

21 © 2008 IBM Corporation



IBM Software Partner Academy Program

Ganzheitliches Vorgehen

Q -
> _ Ist-Zustand
= Der aktuelle Risikozustand muss ermittelt 8 .
werden und bekannt sein. = 5
. . Vorsorgemalinahmen
— Das akzeptable Risikoniveau ist individuell fur jedes 3.
Unternehmen abhangig von den geschaftlichen Q Qe——
Aktivitaten und Werten. = ™., SchutzmaRnahmen

— Durch Planung der richtigen MalRnahmen soll

das aktuelle Risiko verringert werden. akzeptables™..,

Risikoniveau

-Mrringern die Wahrscheinlichkeit, dass

_ L Schaden
-Wemngem den moglichen Schaden.
. von Gefahrdungslage und

Unternehmenswerten wird das Risiko kontinuierlich in einem
Regelkreis gesteuert.

= Hundertprozentige Sicherheit kann nicht erreicht werden, ein
Restrisiko muss akzeptiert werden.

22 © 2008 IBM Corporation



23

| IBM Software Partner Academy Program

Rahmenwerk der Sicherheit

IBM Information Security Framework

Uberblick tber die gesamte Breite von
Sicherheitsthemen

Definition des notwendigen Sicherheitsniveaus
Identifizierung von Geschéaftsrisiken

Ermittlung des Reifegrads der etablierten
Sicherheitsmechanismen und Prozesse im
Marktvergleich

MafRnahmendefinition auf Basis von Best
Practices

Bereitstellungen von Losungen auf Basis
erprobter Referenzachitekturen

© 2008 IBM Corporation
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IBM: Comprehensive Security Risk & Compliance

Management

The only security vendor in the market with
end-to-end coverage of the security foundation

15,000 researchers, developers and SMEs on security
initiatives

3,000+ security & risk management patents

200+ security customer references and 50+ published case
studies

40+ years of proven success securing the
zSeries environment

Already managing more than 2.5B security events per day for
clients

$1.5 Billion security spend in 2008

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

@ DATA AND INFORMATION

@ APPLICATION AND PROCESS
@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

© 2008 IBM Corporation
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IBM’s Security Management Vision and Strategy

MONITOR internal and
external behaviors; M@ ASSESS the overall

address aberrations and security and compliance
violations status of business

ASSESS infrastructures

ACCESS

DEFEND

DEFEND against potential
Manage ACCESS of security threats and
business systems and business risk
iInformation to ensure
Integrity and compliance

© 2008 IBM Corporation
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Solutions within IBM Security Portfolio

/ “Understanding your risks”

| | MONITOR
Monitor and fix.... ‘ « GTS/GBS led audit to determine

- Tivoli Security customer security risks

Operations Manager

* Tivoli Security
Compliance Manager

» Consul Insight Security
Manager

» Consul zSecure Suite

Catio nal Policy Tester /
ACCESS '
DEFEND

-

‘Let the good guys in...”

ASSESS

“Keep the bad guys\
out...”
* Rational AppScan

* |SS Proventia Network &
Server Solutions

* Tivoli Access Manager

* Tivoli Federated Identity
Manager

* Tivoli Identity Manager

N _
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fix security defects at the source

Rational Solutions for Application Security and Compliance can:

— pinpoint vulnerabilities in web applications

— provide guidance for fixing security defects

— help ensure compliance with over 40 regulatory requirements

to reduce the risk of a security breach and improve compliance posture

Quality M anagement

- = 2 A ala

Security Privacy Quality Standards Compliance

27 © 2008 IBM Corporation
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AppScan vs. Policy Tester

IBM Rational AppScan

IBM Rational Policy Tester

Web application and web service automated Security testing

v" Desktop and enterprise scalable solutions for assessing and
remediating security vulnerabilities

v Built for developers, testers, security professionals, and
executives

v" Enterprise-wide reporting and tracking

Web Quality & Compliance testing platform to monitor and
manage website quality, privacy and compliance

v Web Quality testing to ensure website functionality and a
positive user experience

v Web Privacy testing to meet regulatory compliance such as
HIPPA, COPPA, & Safe Harbor

v Web Accessibility testing to ensure websites are available to
those with disabilities and to meet compliance with Section 508
of the Rehabilitation Act

© 2008 IBM Corporation
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Operationalization of Security Testing

Customers are addressing Web Application Security in three ways:

-

o Enable Security Embed Security into Outsource Security
Specialists Development Testing

= AppScan Standard = AppScan Developer / Build = AppScan OnDemand
= AppScan Enterprise = AppScan Tester = AppScan Security Consulting

Control, Monitor, Collaborate & Report Web Application Security Testing

AppScan Reporting Console

4

29
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Security Testing Within the Software Lifecycle

Software Development Lifecycle
’ Coding Build QA Security Production

Developers

Application Security Testing Maturity

© 2008 IBM Corporation
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Security Testing Within the Software Lifecycle

Software Development Lifecycle

Production

Customer Step #1
= Test existing deployed apps in
= Eliminate security exposure in live applications

—
Application Security Testing Maturity

31 | © 2008 IBM Corporation




| IBM Software Partner Academy Program

Security Testing Within the Software Lifecycle

Software Development Lifecycle

Security Production

Customer Step #2
= Test apps before going to production
= Deploy secure web applications

Application Security Testing Maturity
32 | © 2008 IBM Corporation
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Security Testing Within the Software Lifecycle

Software Development Lifecycle

Customer Step #3

= Test apps for security issues in QA
organization along with performance and
functional testing

= Reduce costs of security testing

QA

Security

Production

Application Security Testing Maturity

© 2008 IBM Corporation
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Security Testing Within the Software Lifecycle

Software Development Lifecycle

Customer Step #4

= Test apps for security issues in
Development identifying issues
at their earliest point

= Realize optimum security
testing efficiencies (cost
reduction)

Build

QA

Security

Production

Application Security Testing Maturity

© 2008 IBM Corporation
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Security Testing Within the Software Lifecycle

Software Development Lifecycle
’ Coding Build QA Security Production

Developers

Application Security Testing Maturity

© 2008 IBM Corporation
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IBM Rational AppScan Ecosystem

3
LCEIR AppScan Enterprise / Reporting Console

/

:E F —
tj 4 E ii | sl
. t) 5
AppScan  AppScan Ent. : (scanning agen . AppScan AppScan
Developer Ed ~ QuickScan A&E’;ﬁm B;“Igngd (QA clients) Enterprise user Standard Ed
(desktop) (web client) ey AppScan Tester Ed (web client) (desktop)
e e
P
AppScan Express
(desktop)
CODE BUILD QA SECURITY
Build security testing into the IDE* Automate Security / Compliance Security / compliance testing Security & Compliance Testing,
testing in the Build Process incorporated into testing & oversight, control, policy, audits
k / K / k remediation workflows K /
< IBM Rational Web Based Training for AppScan >
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IBM Rational AppScan Ecosystem

AppScan Enterprise / Reporting Console %

Y N

8>
A W

. t) -

AppScan  AppScan Ent. . (scanning agen . AppScan AppScan
Dev?allooper Ed  QuickScan A&%ﬁﬁm B:”gngd (QA clients) Enterprise user Standard Ed
(desktop) (web client) gag AppScan Tester Ed (web client) (desktop)

. 3

AppScan Express

Rational Rational | (desktop)
Application Software Rational Rationa Rational Quality
Developer Analyzer ClearCase Build Forge Manager r\ I
-
=
< Rational ClearQuest / Issue Management =
E@nE BUILD QA SECUIRIT
Build security testing into the IDE* Auton;ate Ser(]:urli?t)y 1dC|gmpIiance Security / compliance testing Securityr/] & Cortnpllian(fe Testiél?,
testing in the Build Process incorporated into testing & oversight, control, policy, audits
K / k / K remediation workflows / k /
< IBM Rational Web Based Training for AppScan >
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Security Issues Coverage

= Monitor application as its running

Total Potential
Security Issues

« Environment Configuration Issues
« Issues in integrations of modules
* Runtime Privileges Issues

= Protocol Parser/Serializer Issues

« Null Pointer Dereference
e Threading Issues
e Issues in Dead Code

nNcE o ~/NtO N NN

v

Static T amic
Analysis Runtime Analysis Iysis

* SQL Injection
= Cross Site Scripting

e HTTP Response Splitting
e OS Commanding

= LDAP Injection

| = Aiilication Loiic Issues I
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Analysis Techniques Used

Static Code Analysis <> Whitebox

- Looking at the code for issues (code-level
scanning)

Dynamic Analysis <> Blackbox

- Sending tests to a functioning application

You've been waiting
for a break like this

Composite Analysis

- Blend of all testing techniques for improved
accuracy of reporting

- Leverage strengths and overcomes
weaknesses of each individual technique

String Analysis
- IBM patent pending code analysis technique

- Code analysis version of “Scan Expert” for
efficient configuration of scan to enable accurate
results

Runtime Analysis

- Monitoring behavior for feedback while
application is running at a detailed level to tell
where a vulnerability exists in the execution code

© 2008 IBM Corporation
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Functionality Diagram

AppScan Build Edition
Adapter

. Advanced
Wh'(t:eL' |B OX Composite

Analysis

Application
Code Coverage

Infrastructure Tests

Automatic

Explore
Eclipse ClearQuest

based Ul Integration .
Reporting

White-Box [ WB/BB Results Black-Box
Scanning Results Correlation CLI

Privilege
Composite Map Black-Box Escalation
Analysis Issues to Code

Runtime
Analysis

© 2008 IBM Corporation
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IBM Rational AppScan Ecosystem

AppScan Enterprise / Reporting Console

White Box +
String Analysis

Black Box +
Runtime
Analysis

CODE

Build security testing into the IDE*

White Box +
String Analysis

Black Box +
Runtime
Analysis

BUILD

Automate Security / Compliance

/

K testing in the Build Process /

\_

QA

Security / compliance testing
incorporated into testing &
remediation workflows

8>
A W

x
VN

Black Box

Black Bo;

Black Box

SECURITY

Security & Compliance Testing,

Koversight, control, policy, audits/

C

IBM Rational Web Based Training for AppScan

)

© 2008 IBM Corporation
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Scale-out and up

Enterprise | scaic and control the security of
Scalability large Web applications

Enterprise
Visibili

Consolidate for visibility and
distribution of reports to
development and management

Developer
Integration

Move the discovery of vulnerabilities to
earlier points in the development life cycle

Security Training

Expand to testing internally by having security
audit teams conducting application scans

In-house Audits

Outsourced Audits |Start testing applications for

vulnerabilities

| © 2008 IBM Corporation
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New Malware-Plug-in for AppScan

Malware ist ein ernstes Problem fur alle Kunden, die Daten Uber das
Internet Ubertragen. Im Rahmen der RSA Security Conference 2009
kindigte IBM Rational eine neue Funktion im Rational AppScan-
Produktportfolio an, mit der Malware auf Websites erkannt und durchsucht
werden kann. Malware ist Software, die ohne Einverstandnis des
Eigentimers in Computersysteme eindringt oder diese beschadigt.

Weitere Informationen hierzu erhalten Sie in einem Webseminar und einer
Prasentation im AppScan Playbook. Diese Materialien befinden sich unter
"Identify" und sind mit "Business Partner enablement materials on
Malware" gekennzeichnet. Das Webseminar richtet sich insbesondere
an Business Partner und darf nicht beim Kunden vorgestellt werden.

http://www.ibm.com/vrm/newsletter 10255 5579 122792 email DY
N 1IN/xuvgeh110464599
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AppScan’s HT TP-Based Malware Scanning

1. Discover all content and links
In a Web Application

—  Execute JavaScript & Flash
—  Fill forms and login sequences

— Analyze secure pages

2. Analyze all content for
malicious behavior indicators

3. Compare all links to
comprehensive black-lists

Buy This Now! @ 4.9
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Malware Scanning Summary

= A New Approach - An HTTP-Based Malware
Scanner (AppScan)

— Advantages:

+ Has visibility to all content and links (shares victim’s point of view)
+ Has time to perform deep analysis content

- Able to analyze links to determine if they lead to unwanted content
« Can flag “Suspicious” behavior, less need for 100% confidence

= The IBM Advantage

— Leverages best-of-breed security technology
- AppScan’s Web Application Auditing capabilities
+ 1SS’s Malware Detection capabilities

— Supports product or SaaS based monitoring

— A natural addition to Security Monitoring of Production Environments

: © 2008 IBM Corporation
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Weitere Informationen finden Sie:

auf der IBM Rational AppScan Kundenseite:
http://www.ibm.com/software/de/rational/appscan/index.html

im aktuellen Fachbeitrag auf www.itseccity.de (Juni 2009):
http://www.itseccity.de/?url=/content/fachbeitraege/grundlagen/090622 fac qru isc?2.
html

in der IBM Partnerworld:
https://www-
304.ibm.com/jct01005c¢/partnerworld/mem/mkt/mkt rational webapp playbook.html

im aktuellen Redbook (Juni 2009):
http://www.redbooks.ibm.com/abstracts/redp4530.html|?Open

auf der Developerworks Produktseite:
http://www.ibm.com/developerworks/rational/products/appscan/

oder bei lhrem lokalen IBM Team: AppScan@de.ibm.com
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Kontaktdaten:

Thomas Neudert
Product Sales Specialist — Rational AppScan

Tel: 0151-11755765
Email: Thomas_Neudert@de.ibm.com

Vielen Dank fur Ihre Aufmerksamkeit!
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