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Collaborative Application Lifecycle Management

IBM Collaborative Application Lifecycle Management

Rational Quality Manager
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E2E Integration Testing of SAP Solutions
Test Process embedded in the SAP Application Lifecycle

Type of Change Test Scope Identification

New SAP
Solution

\ A N

®|mplementation of new ®Business Blueprint Design ‘est Planning éi Deploy Changes
SAP Solution ESolution Configuration stem-Setup ecution to Production
1 — —?

SAP Solution
Update
BSAP Support Packages HBusiness Blueprint EDevelopment of Test EManual tests EDeployment of
Update Cases changes through
. | |
P:cAk:LEfsgal chanee H|dentification of BTest Plan set Automated tests transports from Test
g entimication o est Flan setup ®|ntegration Validation to Production system
BSAP Enhancement Business Processes . HC ilati f Test
v affected by SAP Solution ompriation ot 1es ®|ncident Management WSAP Support
Packages Updates Packages ackages, Legal
®Customnizi h ) Bperformance tests P ges, Leg
ustomizing changes BRecommendation of HAssigment of Testers Change Packages,
: ETest status and
ECustom Code business processes for BSetup of Test Svstem X Enhancement
regression tests P y progress reporting Packages
Binterface changes ECreation of Test Data Test sign-off
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Rational Software and SAP Solution Manager for Testing

Rational software and SAP Solution Manager for testing
integrates application lifecycle management capabilities of SAP
Solution Manager with test planning and test execution capabilities of
Rational software

‘-\7 | ‘ 8“’ SOIUtlon Manager G—— Ratlunalr S,Uftware
Outbound
| BUS|neSS Bluepnnt | ) 18M Rational SAP Connector - Mozilla Firefox
Fle Edt Vew Hgtory Bookmarks Tools Help
¥ Bus. Requirements O ¢ x @ Ol
B Test Objects Rational SAP Connector
[ ] Docum ents Manage Projects  Configure Rational Tools | Create Copfiquration| View/Edt Configurations
. Configurations
¥ Incidents i
Create New Configuration
Configuration Name
Description:
Inbound s }
elect Type: Rational Qualtty Manager Y
® Test Results .
¥ Incidents
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Integrated Manual test authoring and execution

Step Description Expected Results

1 i~ Start Classics Application

g This window should appear.

2 W~ BelectaCD. USer browses to Schubert and selects String Quarter

3 E- Orderthe selected CD. Pressthe Flace Order Button. The Place OrderWindow anpeas with Schubert [
as a selected item,

o = Manual test author and
= execute
» Step by step capture and

4 ¥~ Insert CC Number
Home  Script Execution ©
5 H~ Walidate Trent Cuplit}
6 8- . Executing New Customer Orcler
1 = Manual Script
Pressth ﬁ“ﬂm
Ermironment
Tes1 Seripl Mame Mew Custirmer Dnder
Application Sener Tamneat 6.0
Browsers Fitefox 2.0
7 # Pressthe OKButon| =PV A TR
DataBase DBZTx
OperatingSystem Windows NT
8 i~ OKButton I ] -
B Apply | | Shapoven | B E &I Test Progress
Scnpt Steps
¥ Type Result Dezeription
1 H v Select 3 od and click Qrder bution
1 7 Gpagsed Varify the login window sisplays
¥ 3 " Seloct new custorner radio buton and select Ok bution

execution of manual tests
» Assisted data entry

» Keyword support for
integrated manual and

automated testing
L"" » Rich defect capture during

To create a defect press ‘Add Defect”

execution, including

LB DT screenshot and attachments
e 5 » Simple intuitive interface for

quick test execution

Maximizing efficiency of manual testing

& Innovation for a smarter planet 6
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Test lab automation and management
Insight and control over the test lab

Before lab o Labsep ) (NGO TestTme
automation

= Manage

» Verify that | have the resources
required to fulfill my test plan

Non-automated tasks or

= Deploy steps

(50% of setup effort)
» Deliver the configurations my

teams require for test
Application setup with RTLM

(] imi (30-50% reduction)
Optlmlze System setup with TPM (15-

» Analyze patterns to minimize 20% reduction)

cost and maximize utilization

Ad-hoc or varying
workflows and setup tasks

50% reduction in effort for
test system deployment

\

automation MJ

Source: IBM

20% gain

Work smarter, save on test lab overhead,
infrastructure and duration costs

& Innovation for a smarter planet 7
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Make confident decisions with effortless reporting
Closed Loop Analysis & Reporting

dashboard test
Parameter Selector

Parameters

\\\\\\

Apr 29, 2009 1 6:25:49PM || Apr 29, 2009

Active Defecis by Severty

20

= 16
z 16
B
o,

oo * Customizable reports and dashboards

— =3 » Reduce escalating cost of information gathering
: » Reduce risk by identifying trends before they
4

become issues

» Raise enterprise visibility and transparency to
reduce costs and risk

» Measures the effectiveness of processes and
practices to improve organizational and business
outcomes

[ L

Make the right decisions at the right time

& Innovation for a smarter planet 8
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Rational Quality Manager Open Ecosystem Today

[Jim]|
Il

I
lIn
-|||I|
T

software

Automated Testing

= Rational ClearQuest
= Rational Team Concert
= Rational BuildForge

= Rational Functional Tester

= Rational Performance Tester

= Rational Service Tester for SOA
Quality

Rational AppScan Tester Edition
Teslt ReaI'IPirpne " = Rational Requirements Composer

. = Rational RegPro
Rational Robot .
Rational Rhapsody " Rational DOORS

Requirements

/E:-z-—
©) finaris —

RapidRep

]

Builds, Workltems and Defects | Reporting
= Rational Insight

Quality Manager

I[N software

Provisioning

= Tivoli Provisioning Manager (TPM)
= Tivoli Service Request Manager
= TADDM

ORKSCIFT.

Certify

S

TR
C—

=

Supporting bidirectional integration with the
Jira change management system

DeviceAnywhere-

Managing mobile applications testing across a global

handset test environment management and execution

& Innovation for a smarter planet
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Quick Test Professional

VIRTUAL LABS

mwhere V/A\Logix ERSURGIENT

Accelerating test cycles with virtual machine

LoadRunner

TMAP Process

" €& WebLayers

Enabling greater quality and productivity with
automated SOA governance support
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Quality Management Portfolio Update

Team based, business driven software quality

IBM Rational Quality Management

Rational Functional Testing

Rational Performance Tester

Rational IT Web Security
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Maximize your investment in test automation
With IBM Rational Functional Tester

= Achieve success quickly and minimize
» Simplified natural language scripting
» Eclipse based or Visual Studio .net
» Easy to learn
» Maximize reuse

= Complete test coverage L. 0 L

|| —
» Supports testing for Java, Web, Visual Basic Net SAP, Siebel, Web
2.0, Power Builder and Terminal Based applications

» Ability to support custom controls

%ﬂ Microsoft , w e‘
= ol LEt _ stem z
JAVA SAP Ceriified :
Integration
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Rational Functional Tester 8.1

Rational. Functional Tester

Capture Enhance

Execute

lﬂl”‘lx

12
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IBM Rational Functional Testing in SAP® deployments

Test SAP® customizations before they go live

“SAP® certified solution for SAP R/3 and SAP
NetWeaver applications (BC-TEST-GUI 6.40)

“Integrates with the SAP® NetWeaver platform
to exchange critical data with instances of the
SAP Business Suite family of applications.

“Minimize test maintenance with scripts resilient
to application changes

“Wizard enhanced automation to speed test
creation for the new user

“Powerful scripting language and IDE integration
for the professional tester provides a consistent,
integrated environment for functional and
performance testing

“Supports team oriented parallel development

SA * Certified
Integration
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Executing Scripts
Reporting fits your organization’s needs

= Following execution results can be viewed and stored in many
ways:

» Viewed and stored in an XML or HTML format N
, _ _ _ Functional Tester XML
} Ce ntrallzed In Ratlonal Quallty Manager = C:\QMDemolworkspaces\SOF _QA\SOF_FunctionalTest_logs\SOF _UpdateProfile\rational_ft_log.html ... [_ =[x

oy ey - | B e D OF_QA/SOF, _logs /S0F_UpcatsProfi dog e w401 X | FIE

» Adobe® PDF 7 and 8 documents e e

Rational.| Functional Tester

Test Verdict @ || Owerall Vrdics o~

Select the finer
BSuccess's ]|

R t I I t M &Failures's ¥ | EWamings
ational Quality Manager =i
W Faluwess : 4
Test Tester Configuration Test case EWI Weight Points Points  Points Points _‘1\:"'61 g 12
Iteration ID Passed Failed Blocked Inconclusive |s’gf=c_"u°f,d",':tpwe|
Bt misi
Mo 320 160 0 0 0 = |sﬁ%c_un|mgpme1
ADMIN 95 95 0 0 1]
il oI 0l = OO AV | R —— — O ererenaeend 9 Sucesshl Vefaton Pans 2
Accessibility Web Ul 95 95 0 0 0 Efheyelcinron 2
Test3 e —
3 95 95 0 0 0 ‘_’_"é“;:f“;"\::;’:’hﬂd ® | HFORMATION 21-Aug-2008 03 15 05 131 PN Seript stort [SOF_UpdateProfile]
walcomatlam,
Eon_ald_ ______________________ 62 -_ _0_ - _0 - ] 0_ —_— 0_ R - m;:m:-\:m;unnd - Sc . “";OF - -
" + Profile textZip1 « Scrigt Name = _UpdateProfila
bl PO iR T O P OO L N 1 S | — — - Gty viitie et o < Sort 0 S0F pasratie 3
Performance Web 45 0 0 0 0 I ‘;‘;‘;’f";::;mw < ¥
Senices Test 2 Brofie texiZip1 Datapool Valuss o
2 45 0 0 0 0 Failes Verdicts o
SAMPLE x86 Linux Firefox 20 0 0 0 0 omning Farscis 2 x
...................................................................................................................... — T Y —
Accessibility Web Ul 20 0 0 0 0 U U 2 i
Test 4
4 20 0 0 0 0 0 0
larry B5 B5 0 0 0 0 5
SAMPLE IntelxB86 WinXP Firefox 65 65 0 0 0 0 5
Functionality 65 65 0 0 0 0 5

Security Test 8
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IBM Rational Quality Management
Quality Driven Software Delivery

IBM Rational Quality Management

Rational Functional Testing

Rational Performance Tester

Rational IT Web Security
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What Is Performance Testing?

= The process of exercising an application by emulating actual users
with a load generation tool for the purpose of finding system bottlenecks
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Performance Testing with IBM Rational Performance Tester
Test automation for the novice and the professional

= |IBM Rational Performance Tester

» Performance problem identification and
diagnosis for Web, SAP, Siebel, Oracle and
Citrix based applications

= Performance test automation

» Built for Day 1 Productivity
- Mask complexity to get the job done
» Advanced Data Access & Manipulation

= Automated data variation and
synchronization

» Root Cause Analysis

. |dentifies location and root cause of
performance problem in hardware and
software
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Creating a Performance Test
Creating a performance test is a three step process

Build Scripts Schedule Workload Execute & Analyze

§ Script Creation Considerations
4 Visual test editor, varying input data & correlating server responses

§ Scheduling Considerations
4 Accurately representing a true user workload

§ Execute and Analyze Considerations
4 Validating responses & finding the bottleneck
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IBM Rational Performance Testing for SAP®

Maximize the performance and scalability of business-critical applications

SAP® Recorder

Enables users to easily capture all SAP
transactions using SAPGUI

Provides full visibility into all SAP activities

-l TR - ]
e St - |i|l-|- Can o]
':'-t-'r--a-ﬁ aale (PE
I S rﬁm-.u:
:ﬂt-lru:-lq S e |
5 Wrmnaactionm I

SAP® Protocol Browser

Tasks | Recorder Contral | Protocal Data rﬁ"_?; SAP

Enables users to easily read and edit tests

Shows a screenshot of SAP screen being tested and highlig
the individual objects that are acted upon

LT screen Capture | 2E Object Data

[ems] - —
Appointment Data
h Title
L NPt Type Mo date type =+ = gl
1 S i Wiew Object Data
Tk Creats El £
Start Date 84,89, 2|Q| e EEmEn
¥ on S
End Date 04.09. 200" 7 & T
= O e i
Raoarm e | S =
Feriod I

SAP® Performance Reports

Enables users to quickly pinpoint bottlenecks

Reports on slow pages, server health, screen throughput and

response times for all pages throughout the entire test




Maximize the performance and scalability of business-critical applications
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IBM Rational Performance Testing for SAP® Portal

New and

Enhanced!

Resource Management Welcome- e
ﬂ Request has been Copied to a new Reguest.
14 Reqguest
w Choose
Crverview: | Elsave | 2] Broadcast Req ||| 8@ Check || 348 Submit Reg | | 9 Email [ [T ¢
Redquests
Roles Req. Type Project Req-ing Country Brazil Cugtomer Hame Status
SP orklist Req. Hame Load-Test 2005-12-01-001 Req-ing SRegion Requester Hame
Created 01 .12.2003 RO-Header Group RO-Header Hame
Lreste FS Request Request Header
Creste Corp reduest
Open ReqguestRole Request Details
' Feq Type: * [Project [~] Req. Name: * Renuest Status: | |
hdy Profile ;
Wl Ve Requester Mame: = | 0000 181 Reed. Priority: [=] Respl R Org: * [Consutting [~]
Chd Wiy Requesting LOB: |FS- Consulting |V| PTC(Header): | |V| RO-Header Matme: | ||
M g Rec-ing Courtry: = |Brazil 7| er Origin of Reguest; [ [=] Services Sales Org: [ 7
I T—1 1Dk [ =l
Jd | |

“Improved Support for SAP Netweaver Portal applications

“Supports full automatic data correlation for Java and ABAP Webdynpro

“Reduces test development time
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IBM Tivoli Monitoring Import

Resource Monitoring data import from IBM Tivoli Monitoring

Page Performance

}:b Apply Filker, ..

-+ T

_,-i'l Edit Filker. ..
Remove Filker(s)

Average Page Response Time for Run (Filter applied: Count Filter: 10 highest)

add/Remove Performance Counters L4

Import resource monitoring

5 %y Display Page Elerment Responses
a nd response tl m e f_% Display Response Time Breakdown Statistics. . .
brea kd Own d ata from I B M % Display Host Response Time Breakdown L
Tivoli Monitoring Custorize..,

(D Change Time Range, ..

ﬁ Import Resource Monitaring Data.. .

& Import Response Time Breakdown Cata.

121262 1,570.33

939.62 73812 240 10,3515

O Awailable Adventure Packages B wWelcome to the Adwenture Builder Reference application [l Adwenture Package Details
B Adventure Package [ Enter Adventure Package Cptions [ Enter Adventure Package Dretails
W Sign <n B <heckout B <rder Tracking Results

§ Additional data can be imported from IBM Tivoli Monitoring tools

4 Gain insight for problem diagnosis of WAS, DB2, MQSeries, SNMP (MIB-II
only), zOS, Oracle DB, Citrix
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Rational Functional Testing

Rational Performance Tester

Rational IT Web Security
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Warum ist Anwendungssicherheit wichtig?

e Web Applikationen stehen an erster Stelle der Hacker Attacken
» 75% aller Attacken betreffen die Applikationsschicht (Gartner)
» “XSS” und “SQL Injection” stehen an erster und zweiter Stelle der Attacken

¢ Die meisten Seiten sind angreifbar
» 90% aller Seiten sind angreifbar durch Applikations-Attacken (Watchfire)
» 78% der einfach anwendbaren Attacken betreffen Web Applikationen (Symantec)

» 80% aller Unternehmen werden bis 2010 mit Sicherheitsvorfallen konfrontiert
werden (Gartner)

e Web Applikationen sind fur Hacker hochst interessant

» Zugriff auf personliche Daten, Kundendaten, Unternehmensdaten, Kreditkarten
USw.

e Compliance Anforderungen werden verletzt

» Basel ll, Datenschutzgesetze, SOX, Payment Card Industry (PCIl) Standards,
GLBA, HIPPA, FISMA.

& Innovation for a smarter planet
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Kosten fehlender Security

Hackers breach LexisNexis, grab info on 32,000 people

By Paul Eoberts
DG MNews Service, 03700703

Hackers have compromised databases belonging to LexisI¥exs and stolen information on at least 32,000 people, according to
a statement Wednesday from LexisIexis' parent company, Reed Elsevier FLC.

The hackers stole passwords, names, addresses, Social Securtty and drivers license numbers of legitimate customers of the
company's Seisint division. Seisint collects data on indiwiduals that is used by law enforcement and private companies for debt
recovery, fraud detection and other services.

LemsIems identified the incidents in a review of secunity procedures and warned that there may be more mcidents of data
theft, Eeed Elsewier said. The incident 13 eenly familiar to recent revelations about similar cotnpromises at Setsint competitor
ChoicePoint, which acknewledged in Febrary that hackers had access to data on 145,000 people.

Feed Elsewier did not immediately respond to requests for comment.
LexisIexis, which accuired Seisint of Boca Raton, Fla | in September for 3773 million, expressed regret for the incident and
said it is notifying the individuals whose information may have been accessed and will provide them with credit monitoring

SEIVICES

The U5, Secret Service 12 actively ivelved m an investigation of the incident, but declined to give any detals abeut the case
through spokesman Jonathan Cherry.

Like ChoicePoint, Seff FREL 153—Tinute = 1 Social
Security numbers, cr 555 behind the
"Multistate Anti-Terr 1d public
SRR R 550 ——

545

540

535

SE0

T
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Anslytical charting
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Date Clo=e Met Change % Change ™
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<|||
m
@

5
heute.de computer

heute-Hachrichten
} Startseite
¥ Schlagzeilen
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}+ Computer
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r Wetter

.4 Bi_ifse

dpa

Hacker-Attacke auf Online-Spielemesse?
Neue Messe gestartet - Website zeitweise ausgefallen

ZDFmediathek

Sendung verpasst?

Mediale Aufmerksamkeit
Beschadigung der Marke
Stark sinkende Aktienkurse
Hohe Kommunikationskosten
Gesetzliche Strafen
Verstarkte Audits

Klagewelle von Kunden

Verlust von Kunden

& Innovation for a smarter planet
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Ausgabenverteilung fur Security

Security

%o der Attacken

Ausgaben

% der Ausgaben

0%
Ji

I
T T T
[ TFRRTTmmENRRURRRE ML
([

sicherheit

T5% ;o e oo
2[3 aller we / sind gefihrdet.

Gartner

& Innovation for a smarter planet

Sources: Gartner, Watchfire
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Warum ist Anwendungssicherheit wichtig?

e Seit dem 1. September 2009 gilt ein neues Bundesdatenschutzgesetz!

"...Gehen beispielsweise personenbezogene Daten verloren, verschaffen sich Unbefugte Zugriff
darauf oder werden sie unrechtmé&fig an Dritte weitergegeben, miissen Unternehmen und
Behérden dies kiinftig veréffentlichen (Novelle Il des Bundesdatenschutzgesetzes BDSG, §42a).
Festgelegt ist auch, dass Unternehmen die von den Datensicherheitsverletzungen Betroffenen
informieren miissen. Dies kann schlimmstenfalls bedeuten, dass sie sich an Millionen von
Betroffenen beispielsweise liber Anzeigen in Tageszeitungen wenden mdssen..."

e Web Applikationen sind fur Hacker hochst interessant

— Zugriff auf personliche Daten, Kundendaten, Unternehmensdaten,
Kreditkarten usw.

e Compliance Anforderungen werden verletzt

— Basel Il, Datenschutzgesetze, SOX, Payment Card Industry (PCI) Standards,
GLBA, HIPPA, FISMA.
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Einordnung von Webanwendungssicherheit

g

Metwork Firewall

Internet

IDS/IPS

"h ion

Application Firewall

Weh Server

Database

Application Server Scanners

patabase Server

(IDS=Intrusion Detection System, IPS=Intrusion Prevention System)
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... und die Security Lucken

“Injection Flaws”
Verstecktes Ausfuhren einer Datei
Unsichere “Direct Object Reference”

o K~ 0=

Verfalschung eines “Cross-Site Requests”

“Cross-Site Scripting” (XSS) 1.

o &~ Wb

..||
||Il

Top Ten des “Open Web Application
Security Project” (OWASP)

Informationsverlust und unsaubere
Fehlerbehandlung

Broken Authentication & Session Management
Unsichere Kryptografie Speicherung
Unsichere Kommunikation

Fehlerhafte Abwehr von URL Zugriffen

Percentage of websites vulnerable by class (Top 5)

Schwachstellen
Statistik
(31.373 Seiten)

'%0% M Cross-Site Scripting

SQL Injection
Information Leakage
HTTP Response Splitting
Path Traversal

Other

a2

5%

& Innovation for a smarter planet
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XSS - Beispiel Bankanwendung - Prozess

Hacker

5) Hacker nutzt die
gestohlenen Session
Information, um dann
einen User zu imitieren

1) Link wird User
via e-mail oder http
zugesandt

4) Skript sendet die
Cookies und Session
Informationen ohne

Zustimmung oder Wissen
des Users

Bankserver
Kunde bank.com
2) User sendet Skript eingebettet als Daten
<
%‘/ 3) Skript / Daten werden zurickgesandt und im Browser
& ausgefuhrt
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Brute Force Tools sind einfach zu finden...

Web |mages Video MNews Maps Desktop more »

Google |brutu5 & passwords Search | w

Web Results 1 - 10 of about 486,000 for

Brutus - The Remote Password Cracker

Brutus is a remote online password cracker for windows, good for
HTTP.POP3 FTP.SMB Telnet and lots others. ..

www_hoobie net/brutus/ - 17k - Cached - Similar pages

Brutus Application Definition Files

This BAD file allows Brutus to do this. Just point it at the target SMTP server and load your
user list into the password file. ...

www.hoobie net/brutus/brutus-application-definition-files.html - 11k - Cached - Similar pages

Password Tools

Brutus is a fast, FREE, flexible remote password cracker that is available for Windows 9x,
MT and 2000. It's just one more reason to choose a quality ...

www _spiesonline_net/passwordtools.shtml - 33k - Cached - Similar pages

Brutus Password Cracker - Download brutus-aet2 zip AET2 »

Brutus is a really old tool that hasn't been updated since 2000. It has always been buggy and
slow. The best remote password cracker has to be Hydra, ...

www darknet_org. uk/2006/0%/brutus-password-cracker-download-brutus-aet2zip-aet2/ - 59k -




..||
||Il
@

\ IBM Software Group | Rational software

Was ist IBM Rational AppScan?

e Ein automatisiertes Testtool zum Aufdecken von Sicherheitslucken in
Webanwendungen

e Zweistufiges Vorgehen:
1. ,Auslesen” der URL-Struktur und Scan der Seiten, um potentielle Angriffspunkte
zu finden und zu listen.
2. Test der gefundenen Angriffspunkte.

® Mehr als 2000 vordefinierte Sicherheits- und Compliancetests werden automatisiert
durchgefuhrt

e Ein Expertenteam beobachtet laufend bekannte und neue Angriffsarten. Entwickelt
neue und aktualisiert bestehende Tests und stellt diese per Update zur Verfugung.

e Ausfuhrliche, konfigurierbare Reports zu den durchgefuhrten Tests.
Zu den gefundenen Schwachstellen werden MalRhahmen zur Abhilfe vorgeschlagen.

Webanwendun

HTTP Request

HTTP Response

& Innovation for a smarter planet
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Rational AppScan Sta

) altoro_jsmith.scan - IBM Rational AppScan

ndard Edition

File  Edit Wiew Scan Tools  Help

[ H & @ s5can ~ 0 ravse B Manual Explors

| R Scan Configuration g Scan Expert = Scan Log p | m Report i Update

' O

Security Issues | Femediation Tasks  Applicstion Data

_Url Based ~

£} My Application [105)

B‘d http: A, altororutual. comd [108)
A4

comment aspy (4]

----- default azpx [2]

----- disclaimer htm [2)
feedback.azps 1)
high_vield_investments. htrn
privacypalicy. asps

----- retirermnent. htm

----- search.azps (1]
TEIVETSITON. 33PY

----- subzcribe. azpx [3)

Arranged By: Severity Descending

ﬂ 105 Securty lzsues (747 variants) for My Application’

(G Authentication Bypass Using SOL Injection [2) ~
= @ Crozs-Site Scripting [E)
hittp: A v, altoromutual. com/bank Acustomize. asps [2)
hittp: Adww. altoromutual. comscomment. asps (2]

= @ http: /v, altoromutual.com/zearch.asps (1]

O ttSeanch

hittp: Ay, altoromutual. comfsubscrbe. asps 1]
@ Database Error Pattern Found [10]
@ DOM Bazed Cross-Site Scripting [2)
@ Inadequate Account Lackout (1]
@ Predictable Login Credentials 1]
@ Privilege Escalation using a Mon-duthenticated User [3)
@ Privilege Escalation using an Under-Privileged User (4]
@ Seszion dentifier Mot Updated (1]
@ SOL Injection [E]

il 5 SO Dnicetion Fils Wiita lraoinas oar warificshios] (11

----- subscribe.swb [1)

----- survey_questions.aspx
F-CT) admin (4]

®-3) altora (1)

&) bank [74]

-

w Dashboard 1«4 »n

40

Total number of issues: 105

o]

4 Previous Next | Severity ~ @ High  State ~ Open

£ Issue Information | ity Adviso | @ Fix Recommendation | % Request/Response |

Visited URLs 166/166 | Completed Tests 25355/25355
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+ = -
Cross-Site Scripting © High 1l ="
CVSS Metri... (7.5)
= URL: hitp:ffwww. altoromutual.com/searc... Base =
F+ Entity: tSearch Tempaoral =N
# Security Risk: Itis possible to steal or manipulate Environmentalc—m L
customer session and cookies, which
might be used to impersonate a
legitimate user, allowing the hacker to
view or alter user records, and to perform
transactions as that user
The script AppScan injected seems to be included in the response. Ifthe screen shot | M
(h' b= i Lo i £+ 4l e HEN e | iamt " A i £
ﬂ 105 Security | szues 9 4Hs Wiz (g) 19 (i) 28

(]|
!!:u:H
]} I
ii:llln
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Rational AppScan Enterprise Edition

Jim (Analyst) | Help | Support | About | Log Out

T GE101 |4 AppScan. Enterprise Edition
T Training Jobs & Reports | Administration
Jobs & Reports > Acme Hackme > Analysts
Folders @  Analysts - Graphical B2 M £0|
[oee. Jeae] veee - Last Updated: 9/11/2007 12:56:50 PM
=] Acme Hackme Zl [ petais | | Graphical
21 Analysts | = =
B Frank Report Pack: [AlReport Packs 7] [ -
22 3m Issue Severity History Issue Management History
=+ Developers
(] Admin All Report Packs All Report Packs
.5 Andrew 5000 T | IRHigh B Fixed
| ] Medium 1 in Progress
(] Chris Y CLow . = Reopened
,,,,, ; 4000 Open
G Jennifer V O Active
(g Templates A
3000 s \
Cument
2000 I Active:
A% =
1000 S5 ]- " /T AN %—
0 \ | ‘ 0
Jan24  Feb17 Mar14  Apr07  MayD2 Jan24 Feb17 Marld  Apr07  May02
Issue Severity by Report Pack WASC Threat Classification
Total | All Report Packs
[} 2000 4000 000 8000 10000 12000
!‘ll | O information [ Low EMedium Tl High |
| Recently Viewed Support
| D analysts On-Demand Senvices |
. Applic.ations . Store
o Security Issues (Investment Banking) [ Authenticatk =] Com S Evacilian
{8l Report Pack Summary (Investment Main Website ] Authorization B information Disclosure
8] Sarbanes-Oxley Act (SOX) (Investment Il Client-cide Atacks [ Logical Attacks
:: Activity Log (Test Admin) Intranet
e Report Pack Summary (Test Admin) Movies .
(e Personal Banking q ‘&Z‘J
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Basisoperationen der Rational AppScan Source Edition

Security

Requirements

I ConFigure J

I Scan l

I Triage

| Remediate

I Verify

Security Anforderungen: Ein Manager oder Sicherheits-
experte definiert Schwachstellen und wie diese beurteilt werden

Konfigurieren: Der Project Configuration Wizard hilft
Anwendungsscans aufzusetzen

Scannen: Code wird untersucht und Ergebnisse werden
geliefert.

Triage: Separieren von echten und potenziellen
Sicherheitslicken, um kritische Schwachstellen sofort beheben
Zu konnen

Beheben: Eliminieren von Schwachstellen durch Code
Anderungen oder Hinzufligen von Sicherheitsfunktionen

Uberpriifen: Rescan des Codes um sicherzustellen, dass die
Schwachstellen entfernt wurden
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Eine Erfolgsstory mit mehr als 800 Referenzen

) de_I: Top 10 8 der Top 1_0 7 der Top 10 Grosse Offentliche
grof3ten Technologie Pharma Kunden
US Banken Unternehmen Unternehmen
Bankufﬁmeriear"?" Higher Standards Egz:-:-‘-:: - wyeth-
it
CI I m (T_\. NOVARTIS Veteran’s Affairs
JPMorgan ) -
SUNTRUST intel. Astrazeneca '
NOKIA
WELLS a
FARGO .
- Cisco SYSTEMS
%WACHOVIA ; =
Aventis Air Force
w Washingtnn Mutual SONY g SE%

Thank. e

I.Sﬂ

HSBCQ Canon Genentech D

Referenzen in Deutschland: - O V

?_ ; ONLINE DIENSTE

& Innovation for a smarter planet


http://images.google.com/imgres?imgurl=www.bioplanet.com/images/corp_logos/wyeth.gif&imgrefurl=http://www.bioplanet.com/employlinks.htm&h=98&w=227&sz=4&tbnid=QA-thchObb8J:&tbnh=44&tbnw=101&start=2&prev=/images%3Fq%3Dwyeth%2Bcorporate%2Blogo%26hl%3Den%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.isn2004hkconference.org/images/Novartis_Logo.jpg&imgrefurl=http://www.isn2004hkconference.org/sponsorship.html&h=289&w=1525&sz=51&tbnid=Na_lkdlBz0UJ:&tbnh=28&tbnw=147&start=36&prev=/images%3Fq%3Dnovartis%2Blogo%26start%3D20%26hl%3Den%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.settimanacervello.ch/04/images/logo_astrazeneca.jpg&imgrefurl=http://www.settimanacervello.ch/04/sponsor.php&h=60&w=228&sz=20&tbnid=boPL8ix0CE4J:&tbnh=27&tbnw=102&start=30&prev=/images%3Fq%3Dastrazeneca%2Blogo%26start%3D20%26hl%3Den%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.researchamerica.org/Logos/Aventis_Logo.gif&imgrefurl=http://www.researchamerica.org/programs/awards04.html&h=650&w=1181&sz=22&tbnid=QzM_AxGVlzEJ:&tbnh=82&tbnw=148&start=5&prev=/images%3Fq%3Daventis%2Blogo%26hl%3Den%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://www.gene.com/gene/
http://www.watchfire.com/customers/customers.asp
http://www.jpmorgan.com/
http://images.google.com/imgres?imgurl=www.pny-europe.com/images/logo-sony.gif&imgrefurl=http://www.pny-europe.com/de/pny_oem.asp&h=150&w=250&sz=2&tbnid=PKdqHNUoKI4J:&tbnh=62&tbnw=105&start=3&prev=/images%3Fq%3Dsony%2Blogo%26hl%3Den%26lr%3D%26ie%3DUTF-8
http://www.cisco.com/en/US/hmpgs/index.html
http://www.usps.com/welcome.htm?from=global&page=0001home1
http://images.google.com/imgres?imgurl=http://www.ssa.gov/pressoffice/image1.gif&imgrefurl=http://www.ssa.gov/pressoffice/research_grants.html&h=320&w=320&sz=6&tbnid=QbSRLF6hWBsJ:&tbnh=113&tbnw=113&start=2&prev=/images%3Fq%3Dssa%2Blogo%26hl%3Den%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://www.navy.mil/
http://images.google.com/imgres?imgurl=http://www.flag-works.com/images/Patches_misc/military-us-army.jpg&imgrefurl=http://www.flag-works.com/patches.htm&h=300&w=300&sz=33&hl=en&start=2&tbnid=u3RlZ3vn0Sh33M:&tbnh=116&tbnw=116&prev=/images%3Fq%3Dus%2Barmy%26gbv%3D2%26svnum%3D10%26hl%3Den%26sa%3DG

IBM Software Group | Rational software




	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Folie 5
	Folie 6
	Folie 7
	Folie 8
	Folie 9
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 22
	Folie 23
	Folie 24
	Folie 25
	Folie 26
	Folie 27
	Folie 28
	Folie 29
	Folie 30
	Folie 31
	Folie 32
	Folie 33
	Folie 34
	Folie 35
	Folie 36

