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Problemstellung beim Kunden

* Neue Gefahrenquellen

» Mangelnde Transparenz ~

= Betriebskosten / Patch Pain
» Schwierige Umsetzung der Compliance Strategie

» Kundenzufriedenheit

= Verflgbarkeit

= Virtueller Patch, auch wenn noch kein Patch verfligbar ist
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Angriffsziele

Client with -. Server with
Web Browser Web Application
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IBM security reach
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IBM has the unmatched global and local expertise to deliver
complete solutions — and manage the cost and complexity of security
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Zeus Crimeware Service

e Hosting for costs $50 for 3 months.
IS Includes the following:

[Q] What is
i rojan and MalKit, A browser attack t
nections.

# Fully set up ZeuS Trojan with configured FUD
binary.

# Log all information via internet explorer

# Log all FTP connections

# Steal banking data
# Steal credit cards
# Phish US, UK and RU banks

# Host file override

Qtmisims # All other ZeuS Trojan features
# Fully set up MalKit with stats viewer inter
graded.

AL ol # 10 |IE 4/5/6/7 exploits

# 2 Firefox exploits

# 1 Opera exploit*

We also hostEsi=Te] o
PUTERLINEE  GMT date:
GMT tirne:

Statistics:

Surnrnary

Boinet:

online bots We also host normal ZeuS clients for
—— $10/month.

Logs:

— Search

Search with template
Uploaded files

P Reset | Grabbed data
Protected Storage
IE history

Other

binary

Logout
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Importance of Day Zero Web App Protection

-> http://www.darkreading.com/vulnerability-management/167901026/security/application-
security/217400256/index.html

Estimated based on input from 1000+ twitter users conducted by Jeremiah Grossman.

Answers ranged from 2 to 80 hours, 40 hours selected as a conservative value paired with a

$100 per hour in hard development costs.
« Average cost to fix single vulnerability
= Average cost to fix seven vulnerabilities per web site -> $28,000

-> $4,000 40 man-hours x $100 hour

“Gartner, meanwhile, doesn't calculate actual application repair costs because they can vary so

widely, but Joseph Feiman, a vice president and Gartner fellow, says Grossman's estimates are

realistic”

Vulnerability Verification
- Investigation
- Testing

Fix vulnerable software
(patch or development)

(Optional) Vulnerability
Awareness for IT Admin

Pre Deployment QA

Change management
- Fix initiation approvals
- Deployment approvals

(Optional) Vulnerability
Awareness for Developers

Fix vulnerable software
(patch or
development/programmin

9)

(Optional) Vulnerability
Awareness for IT Admin

Change management
Fix initiation approvals
Deployment approvals

(Optional) Vulnerability

Awareness for Developers
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The Result? IBM Delivers Real-World Security Effectiveness
Protecting our Clients “Ahead of the Threat” in 2010 and Beyond

Score Days ahead of Threat

93 - Adobe Reader Heap Corruption vuln. - CVE-2010-4081
9.4 - Microsoft Vuln. in ASP.NET Could Allow Information Disclosure - CVE-2010-3332
93 - JavaWeb Start - CVE-2010-1423
| 93  — Microsoft Windows Help and Support Center Could Allow RCE - CVE-2010-1885

Out of the Top 48 Vulnerabilities Disclosed | uiieiutwmsetom

= 9 - Microsoft Windows SMB Server RCE - CVE-2010-0020

- 93 -~ Microsoft Movie Maker Buffer Overflow - CVE-2010-0265
93 - Microsoft Excel XLSX code execution - CVE-2010-0263

“Ahead of the Threat” 35% (Average 1 yr+) TN i e

[0} = 93 - Microsoft Office Outlook Could Allow RCE - CVE-2010-0266
S a m e D ay 54 /O - 935 - Microsoft Windows SMB Server RCE - CVE-2010-2550
g A (o) - 93 - Microsoft Windows Cinepak Codec RCE - CVE-2010-2553
Wlth I n 1 5 Da S 1 1 /o - 9.3 - Microsoft Office Word Could Allow RCE - CVE-2010-1901

8.3 - Microsoft Office Word Could Allow RCE - CVE-2010-1802
- 49 - Microsoft Windows has a vuln. in the IPv6 processing of the TCPIP software - CVE-2010-1892
IBM Clients were Protected before or within - 9 - Microsoft Windows Local Security Authority Subsystem Service Could Allow Elevation of Privilege - CVE-2010-0820
- 69 - Microsoft OpenType Compact Font Format (CFF) Driver Could Allow Elevation of Privilege - CVE-2010-2740
cy f h H H O 0 78~ Microsoft Windows SChannel Gould Allow Denial of Service - CVE-2010-3229

24hrs of an attack 89% of the time in 201 N e s oyt o
9.3 - Microsoft Office (DLL) Could Allow RCE - CVE-2010-3337
9.3 - Microsoft Internet Explorer Could Allow RCE - CVE-2010-3343
93 - Microsoft Windows OpenType Font (OTF) Format Driver Could Allow RCE - CVE-2010-3956
93 - Microsoft Windows OpenType Font (OTF) Format Driver Could Allow RCE - CVE-2010-3957
93 - Microsoft Windows OpenType Font (OTF) Format Driver Could Allow RCE - CVE-2010-3959
9.3 - Microsoft Windows Media Encoder could allow RCE - CVE-2010-3965
93 - Microsoft Windows Could Allow RCE - CVE-2010-3966
9.3 - Insecure Library Loading in Internet Connection Signup Wizard Could Allow RCE - CVE-2010-3144
68 - Microsoft Windows NetLogon Service Could Allow Denial Of Service - CVE-2010-2742
93 - Microsoft Office Graphics Filters Could Allow RCE - CVE-2010-3947

10— Java Plug-in for Internet Explorer RGE - CVE-2010-3552
69 - Microsoft OpenType Compact Font Format (CFF) Driver Could Allow Elevation of Privilege - DoS - CVE-2010-2741
93 - Microsoft Office Outlook Could Allow RCE - CVE-2010-2728
93 - Improper Validation of COM Objects in Microsoft Office - CVE-2010-1263
93 - Flash Player, Adobe Acrobat and Acrobat Reader RCE - CVE-2010-1297
93 - Apple QuickTime ActiveX control code execution - GVE-2010-1818
93 - Adobe Flash, Reader and Acrobat Critical Vuln can allow RCE - CVE-2010-3654
93 -~ Microsoft Internet Explorer Freed Object Code Execution - GVE-2010-0249
9.3 - Microsoft Internet Explorer use-after-free code execution - CVE-2010-0806
9.3 - AGCWIZ Release-After-Free RCE Vuln, - CVE-2010-1881
- Adabe Flash Player RCE - CVE-2010-0209
- Adobe Reader and Acrobat RCE - CVE-2010-2883
93 - Microsoft Internet Explorer Deleted Object Code Execution - CVE-2010-3326
9.3 - Adobe Shockwave Director rcsL Chunk RCE - CVE-2010-3653

9 - Microsoft Internet Explorer Gould Allow RCE - GVE-2010-3962
9.3 - Microsoft Internet Explorer CSS RCE - CVE-2010-3971
9.3 - Microsoft Windows Shell Could Allow RCE - CVE-2010-2568

© o
w W

Source: IBM X-Force 3500 -3250 -3000 -2750 -2500 -2250 -2000 1750 -1500 -1250 1000 750 500 250 O 250 ) _
Note: X-Force are displayed in blue
DAYS Note: RCE = Remote Coede Execution
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Our Protocol Analysis Module is the engine behind our products

Intrusion prevention just
got smarter with extensible

protection backed by the power

of X-Force

Virtual Patch

What It Does:

Shields vulnerabilities from
exploitation independent of
a software patch, and
enables a responsible patch
management process that
can be adhered to without
fear of a breach

Why Important:

At the end of

2009, 52% of all
vulnerabilities disclosed
during the year had no
vendor-supplied patches
available to remedy the
vulnerability.

IBM Protocol Analysis Modular Technology

VIRTUAL
PATCH'

" TECHNOLOGY

Virtual Patch

Client-side
Application Protection

Web Application
Protection

Client-Side Application

Protection

What It Does:

Protects end users against
attacks targeting
applications used everyday
such as Microsoft Office,
Adobe PDF, Multimedia
files and

Web browsers.

Why Important:

At the end of 2009,
vulnerabilities, which affect
personal computers,
represent the second-
largest category of
vulnerability disclosures and
represent about a fifth of all
vulnerability disclosures.

Web Application
Protection

What It Does:

Protects web applications
against sophisticated
application-level attacks
such as SQL Injection, XSS
(Cross-site scripting), PHP
file-includes, CSRF (Cross-
site request forgery).

Why Important:

Expands security
capabilities to meet both
compliance requirements
and threat evolution.

Threat Detection &
Prevention

What It Does:

Detects and prevents entire
classes of threats as
opposed to a specific
exploit or vulnerability.

Why Important:

Eliminates need of
constant signature updates.
Protection includes the
proprietary Shellcode
Heuristics (SCH)
technology, which has an
unbeatable track record of
protecting against zero day
vulnerabilities.

Data Security

Data Security Application Control

What It Does:

Monitors and identifies
unencrypted personally
identifiable information (PII)
and other confidential
information for data
awareness. Also provides
capability to explore data
flow through the network to
help determine if any
potential risks exist.

Why Important:

Flexible and scalable
customized data search
criteria; serves as a
complement to data security
strategy.

Application
Control

What It Does:

Manages control of
unauthorized applications
and risks within defined
segments of the network,
such as ActiveX
fingerprinting, Peer To Peer,
Instant Messaging, and
tunneling.

Why Important:

Enforces network
application and service
access based on corporate
policy and governance.

© 2011 IBM Corporation
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Funktionsweise Intrusion Prevention

Virtual Patch

« Reduzierung des Patchaufwandes
« Frihzeitiger Schutz ~y s = ==
- Schnelles Roll-Out (falls notwendig) &) o

’_ Consultant

. Rogue
Abwehr von Angriffen Wieless
- Blocken von Angriffen

Keine Ausnutzung von bestehenden
Schwachstellen

Herausfiltern von Malware

Transparenz

« Erkennen von internen Angriffen .
- Identifizieren von Angriffsquellen
- ldentifizieren von Fehlverhalten

Exposed
VPN Client

© 2011 IBM Corporation 9
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Server and Network Convergence

Traditional

: _ = Security “blind spots” are
Security l Who'’s Watching? created as portions of the
_Iﬁ network becomes part of
the server
— \ —Who owns the virtual
S Virtual e network?
| e Physical network IDP
0s VM -
Y devices do not provide

coverage for inter-VM
communication

Virtual
% Switch

Application

0s
VM

Virtual
Switch

Management
VM

» Routing virtual network
traffic to an external
physical device is not
practical

VM sprawl risks
—what you cannot see
hurt you

Physical Network | Virtual Network

110  03/09/11 © 2011 IBM Corporation 10
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Zugriffsschutz — Was qilt es in virtualisierten
Umgebungen besonders zu beachten?

VM-nach-VM Management @
Attacken ) - Schwachstellen
Angriffe aus virtuellen - Appiications Angriffe Gber die
Maschinen auf andere ; Management
Systeme im gleichen Funktion auf die
Hypervisor virtuelle Infrastruktur

@ VM-Diebstahl / VM-Sprawl @
Kapern von VMs Hypervisor (Wuchern)
Angriffe auf den - Vortauschen von
Hypervisor — Gber den h o Hardware Ressourcen um zu
Hypervisor besteht transferierende VMs
Zugang zu allen umzuleiten
Ressourcen

Neue Sicherheitsliicken die mit bestehender Sicherheitsinfrastruktur nicht oder
nur sehr aufwandig ermittelt werden konnen, da sie innerhalb des Hypervisors stattfinden
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Schwachstellen in Virtualisierungsplattformen

Analyse von 80 bekannten Schwachstellen

Virtualization System Components Distribution of Virtualization System Vulnerabilities

Indeterminate: 6.25% Hypervisor: 1.25%.
Mgmt Server: 6.25% _\ /_ Hypervisor escape: 37.5%

Guast VM: 5%

Admin VM: 17.5%

Figure &5: Distribution of Virfusization Syzfam Wuinsrabiitiss
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IBM ISS Virtualization Solutions: Three solutions

Protect the Virtual Systems using our HIPS portfolio

The Virtual Proventia NIPS gives you the flexibility to protect traffic inside the virtual environment

Hypervisor HIPS brings perimeter protection to the virtual environment A e

Virtual Environment Virtual Environment

ﬁe‘m
e ‘3

L S
i

Enterprise Network Enterprise Network Enterprise Network

Virtual Environment Ready Virtual Appliances Virtual Infrastructure Protection
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Losungsansatz:
Die Sicherheitslésung klinkt sich in die Virtualisierungsplattform

IBM Virtual Server
y i Security for VM
» Unterdriickung der Malware-Verbreitung courty for Yiware

innerhalb virtueller Server SVM N
Web Server Host Desktop Web Application
» Dynamische Erkennung und ~ Pollcy
Absicherung von neuen virtuellen - Applications Applications Applications
Ressourcen Engir
— Auch mobiler VMs (VMotion) roranion

41110100100

= Eine umfassende Sicherheitslésung fur e

VMWare beinhaltet
—Firewall, Intrusion Prevention
mit Virtuellem Patch

Management
—Rootkit Detection
—Inter-VM Traffic Analysis @‘ ’_@
—Virtual Network Segment Hypervisor
Protection S
— Virtual Network-Level * SEBEs ——— —
oreaton
—Virtual Infrastructure Auditing =gy 7

(Privileged User)
—Virtual Network Access

CAntrnl N - S




Response

IBM Deutschland GmbH igé___%
Schutz einer Dynamischen, verteilten Installation
SIEM SiteProtector
Reporting Eesicvea .
=
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Nutzen flir unsere Kunden

= Optimale Absicherung - Ahead of the Threat

» Kosteneinsparung durch Unterstltzung im Patchmanagement

= Geringe Betriebskosten durch ausgereifte Technik

» Erfahrung aus eigenem Betrieb im GroBkonzern in Produkt eingeflossen
= Stabiler und verlasslicher Partner

» Reduzierung des Unternehmerischen Risikos

= Einhaltung der Sicherheitsrichtlinien

= Transparenz und Unterstttzung der Compliancerichtlinie

= Erh6hung der Verfagbarkeit

» Kundenzufriedenheit

» Erweiterte Ausnutzung des Einsparpotential von Virtualisierierung

= Vermeidung negativer Presse

© 2011 IBM Corporation
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Evolutionsschritt in Vorbereitung

Security

@ __ Systems =
ﬂ\‘ | Administrator @\‘ Administrator
Vo ‘6\,1 .

Asset

Tivoli Endemt < S!"‘:hromzatnqn

Management SlteProtector
l\

E’\ Agent Manager(s)
TEM Relay(s) Eg Update Server(s)
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