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Aktuelle Sicherheitslage




» Die Anzahl der aufgedeckten Schwachstellen in 2011 bewegt sich auf dem Niveau von
2006.

Der Anteil der Schwachstellen in Web Applikationen ist in 2011 von 49% auf 37% stark
zurickgegangen.

Das traditionelle E-Mail Phishing ist weiter auf dem Rickzug. Nur noch 0.01% aller Spams
sind E-Mail Phishings.

Mobile Endgerate (Smartphones) werden zunehmend Ziel von Malware. Der in 2010
erkennbare Trend setzt sich ungebremst fort.
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Anzahl neu entdeckter Schwachstellen

Vulnerability Disclosures Growth by Year
1996-2011 (2011 Half-year Projection)
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Wo befinden sich die Schwachstellen?

Mumber of Disclosures
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Schwachstellen in Web-Applikationen

o o Web Application Vulnerabilities by Attack Technique
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The drive-by-download process

Browse The Internet

! Downloader

installed

Malware
installed and activated

Web server with Malicious iframe
embedded iframe host

Exploit material
Served

Web browser
targeted

© 2011 IBM Deutschland



= Um Zeus hat sich eine komplette Schattenwirtschaft gebildet:
— Angepasste Versionen des Toolkits mit spezial plugins

— Konfigurations Dienstleistungen
— Hosting und kompletter managed Service
— Hart umkampfter Markt (Zeus <-> SpyEye)

[$20] Feus 1.2.7.19 BINS [Builded Bot] (7112 3)
b1shOp

5100 - Feus 1.2.9.3 with FF & Opera Module [Only 3 sales!!] (711 2)
Bankjob

Schwarze Sonne BAT 0.2 Beta (7112 32)
zlayersls

Selling Zeus 1.2.7.19 with FireFox module enabled + Free BP hosting
DarkMet

Zeus 1.2.7.19 - FF module Enabled = 303 :d (7112 3)
Zeusfisho

T

22
) i ¥ setupservice @, ru

N =
Sﬂw BL:146 TL:0

Setup Public Zeus - free

Setup Private Zeus - Details in icgymsn
(Opera 10.10 & FF 3.5.5)

Private Exploit System - Details in icgimsn
I will help to rent hosting for 2eus - cheap and quickly
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P h | S h | n g Phishing Volume Over Time

April 2008 to June 2011
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Geographical Distribution of Phishing Senders
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Fgure 24: Geographical Distribution of Phishing Sanaers — 2011 HT
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USA

41.6% India 3.0%

United Kingdom 6.8% France 2.9%
Brazil 3.5% Taiwan 2.7%
Bulgaria 3.2% Germany 2.7%
Romania 3.2% Russia 2.6%

11 © 2011 IBM Deutschland



Ausbreitung von Mobilgeraten erzeugt neue Risiken

Total Mobile Operating System Vulnerabilities
2006-2011 (Projected)
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» Signifikanter Anstieg sowohl der Anzahl
entdeckter Sicherheitsllicken als auch die
Anzahl der Exploits

» Hauptsachlich gemeinsame Komponenten
(far Desktop und Mobile) betroffen
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For More IBM X-Force Security Leadership

X-Force

The IBM X-Force Trend & Risk Repo
aspects of threats that affect |
http://www-935.ibm.com/se

X-Force Security

Only IBM X-Force can deliver pree
commitment to research and develop
Find out more at

X-Force Bl
For a real-time update of Alert
subscribe to the X-Force RSS f

alerts and advisories feed at ' .
at http://bl
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Kassel Lab




Products, Sevices, internal Applications, Technologies, ...

= Key Products , .
N for Lotus Domino

— Lotus Protector for Mail Security
+ ICSA Certified
+ available as virtual and software appliance (HW independent)
+  Worldwide IBM rollout planned for 2011

* Integrated in Lotus Live
— SDKs (Software Development Kits) '@ ‘ Iabs

*  Spam Filter ®

«  URL Filter ) cerireD SR
*  Web Application Control (WAC)
* |P Reputation (IPR)

» X-Force Research for Spam detection, Web classification, WAC and IPR
= X-Force data center operations to provide content streams for our Products

= X-Force Trend and Risk Report

0 Download at No Cost
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Key Customers / IBM Product Integrations

= |IBM Product Integrations: ~H 1l fvee
Lotus Live Sl
— MIOP - Web filter enabled cache for Mobile Broadband Provider (at UMTS access pomts)
— NG Firewall (ISS)
— ISS Proventia Multifunctional Appliance
— Tivoli Appscan
— Tivoli WebSeal
— |IBM Developerworks

— Lotus Foundation a
- Key OEM Customers:
Aladdin AVIRA

— Art_sAndTV
_ é\yl/larlﬁ Networks , Symantec. %-ladd]-n

— Barracuda
— Finjan
— Symantec

— T-Online SEURR
— TimeForKids @ CYAN:

R L
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IBM X-Force web intelligence lifecycle

New protection New Content
guidance X-Force® X-Force® Updates

Research Development
» Deep Crawl of Known

Malicious Websites

= Develop Protection

= Deliver Updates
= Analyze New
Exploit Techniques

= Provide New
Protection Guidance

Web and

New malicious SPAM Filter o

» Classify MSS Links

= Find Related Websites
(Deep Crawl)

= Apply Updates
= Monitor Browsing of:

- Million of End-users

= Search for Malware - Thousands of Customers

* Find New Malicious Websites - Hundreds of Countries

= Block All Malicious Domains « Block Malicious Links

= Send Links to X-Force
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World's largest URL filter list

B Aktualitat

- Crawler sammeln an 365 Tagen, 24 Stunden pro Tag Inhalte |
aus dem Internet -> 200 Million Inhalte pro Monat r

- Kunden erhalten taglich mehrmals taglich Updates ->
150,000 einzelne Anderungen

B Qualitat

- GroBte URL-Datenbasis erflillt fast jedes Filterkriteri
durch indexierte URL’s -> 68 Kategorien

B Quantitat

- Weltweit groBte URL-Filterliste enthalt 170 Millionen URL’s

- Weltweit gréBte Datenbank mit mehr als 15 Milliarden
ausgewerteter Internet-Inhalte

filter database
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Core technologies

19

Text recognition
(OCR)

Text classification

Comparison of
similarity and identity

Object recognition

Face recognition

Pornography & nudity
detection

Digital fingerprint
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T

Crawling

Bt

Global Data Center

[
»

Cache

Databases E ﬁ

Analysis

Online Services

Crawling

»  Crawler robots search
the web in parallel.

* They download the
websites and images, and
place them in the cache.
The information is stored in
the database.
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v

Filter Database Server

Analysis

Server cluster analyze the
data acquired by the
crawlers.

The analyzed results are
stored in the database.
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Spam Database — No spam, no overblocking

o Aktualitat

- Weltweit verteilte Spam Kollektoren sammeln
an 365 Tagen, 24 Stunden pro Tag Spam ->
bis zu 1,6 Mio. Unterschiedliche Spam’s
pro Tag

- Kunden erhalten alle 5 Minuten Updates

« Qualitat

- Ca. 45 Mio. unterschiedliche relevante
Spams in der Datenbank

- > 99.7+ % Spam-Erkennung
- <0.01 % Overblocking

« Quantitat

- Weitere Verfahren zu effizienten Spam-

Erkennung (Bayes Filter, URL Checker, Meta
Heuristics, FlowControl, Structure Analysis,
Phishing detection, ...)
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Spam processing

Technology

Internet

Reputatlon

E
_

Feedback

Statistics

EE ®
_ _

Content Updates

J
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Web Application Control as a Service

= Get your personal WAC instance deployed and ready to use within minutes, hosted and
managed in the IBM Cloud.

= Personal: Your data is isolated from other customers.

= Seamlessly integrates into the customer‘s infrastructure - completely without any additional
devices or end point agents.

= The Web Application Control Policy can be customized via a Web UI.

= Get more insights about Web usage behaviour through comprehensive reports that are also
accesible through the Web UI.

WAC detects categories,
Web applications and even
actions that are performed

B - J

4 allow,

Customer IBM Cloud %) b'Otha”d/Or Web
&) repor
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Rundgang
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= |BM X-Force Page on IBM.com:

= |IBM X-Force Sales Kit on Software Group Sellers Workplace:

=  IBM Security Solutions Main Page on IBM.com:

= IBM Security Sellers Blog:

= If you need help with an issue that is impacting a security sale, contact the cross-brand IBM security war room at
secwarrm@us.ibm.com
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#F Engineering tManager
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Taom Cross
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Jamie Licitra

*F Product Manager
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Scoft Moare
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Wangui Mokebsaey
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