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FUr ein smartes Rechnungswesen und Controlling.

13. Méarz 2012 im Kurhaus Wiesbaden

Dr. Karsten Oehler und Dr. Jan-Philipp Menke
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Agenda

Integriertes Risikomanagement fur den Finanzbereich
Financial Controls Management als Compliance Lifecycle
OpenPages Demo
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Integrated Risk Management Solves These Challenges
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Financial Controls Management

Financial risk & control management
— CFO, SOX PMO
— Control Owners, Process Owners, Testers

Automated compliance lifecycle

— Design and documentation through test, review,
approval and certification

Central repository

— Document compliance policies and procedures,
capturing full audit trails and approvals

Issues management
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— Automate SOX control issues notification and remediation

— Report against critical issues from dashboard

302 and 404 certification
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Ao
FCM Dashboard

— Reduce costs and streamline efforts with OpenPages inteliClose ™ enabling progressive closing
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FCM Object model

[ Risk /Self Assessment  J-==>
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Files and Issues can be
associated with any object g
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SOX Compliance Lifecycle

Risk
Assessment
and
Scoping
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Control Form

= @S01-CAD1-01

Business Entity Hierarchy: & Global Financisl Services = & Corporate = & Sales Primary Parent Hisrarchy: €3 501 = &5 S01-01 = & S01-CO-01-01 = A& S01-RSK-01-01

Control Details ds

Fialds General

‘ : B - h Fd
AT Joks Hame:  S01-CA01-01 -

on:  Prior to booking a contract, a mermber of Sales Accounting (or
local equivalent) reviews the contract package to ensure that all
appropriate approvals and required documentation have heen
obtained in accordance with the documented policy (business
Locks approval rmatrix)

Change History

Related Information ?| Self Assessment  Yes 2l Folder:  Controls # Global Financial Services # Corporate / Sales
____________________________ Required:

PR eeeoooe Control Detai [%

£ Risks (1)

?| Classification: ey Control Activity 2| Frequency: Fonthly

£% Risk Assessments (0)

“# Reguirements
_______ C{ __________I‘:D_)________ Control Owners

2| Control Type: Preventive 7| Control Method: Fanual

——————————————————————————— ?l Conmtrol Dwner:  Control Owner [controlowner] ?| Control Tester:
Ci Tests {0}
2| Control Reviewer: ?| Does the Control  Yes
Issues ({0} Owner Perform the
A Control 7z
2 Signatures (0)

Control Rating

?| pesign  Effactive ?| operating  Effective
Effectiveness:

Effectiveness:

B Files {0 7| Effectiveness Rating:  Effective 2! Control Evaluation:
[Z1 Cenificatian (0}

?| Control Status: V

Control Self Assessment Details

?| Self Assessment  Aug 3, 2010 ?| Self Assessment  Aug 4, 2010
Start Date: End Date:
Z?| Testing Complete: X

Z| Test Review
Complete:

?| Agree with Testing 2| Control Issue
Results: Required:

Control Self Assessment Questions

7/ 1am the Appropriate il

711 have updated
Control Owner: control descri

believe the control
accurately described:

FUr ein smartes Rechnungswesen und Controlling.
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Test Input Form

OpenPages 5.5 - Contr rosoft Internet Explorer

===
| @Back ~ &3 -~ = 2] am| = |J File Edit Wiew Favorites Tools  Help |J Address [#] http:fsales-sandboxn4 . openpages. com: 7009 openpages Filker list action . do?currsntioden ame=S0%Controlfst art=rompliance. ohisctFolder View. SORCantral 7 | Go | F-od
|Links 2 atlas &) Plone &) oa &) SFOC 2] Google & Support Portal ] SBO7 - BPM 2] NCDA &) webEx 2] Incident Submit (& OPGP 550 £ 550 0P £ 550 CRM (2] SE04 FMR
2 OPENPAGES Currently logged in as Compliance Director [compliancedirector] | Logout Reporting Pericd: ICL""’E""t 'I s

gl R rting

Controls: & S01-CA-01-01

= @S01-CAD101

Business Entity Hisrarchy: & Global Financisl Ssrvices = & Morth America = & Sales

Primary Parent Hierarchy: £ S01 = &3 S01-01 = & S01-CO-01-01 = A S01-RSK-01-01

Control Details

Results 1-1F | Actions | = |

Fields Hame Description Due Date Testing Complete
A TPS-CA-01-01 “erify that a member of Sales Accounting Jul 31, 2008 False
Autormation Jobs
reviews the contract to ensure appropriate
Change History approvals. updated
Locks

Related Information

Parents

S
24 Risk Assessments (00 General

“ Reguirements (07 Zlgame:  TPS-CAO1-01

?l pescription:  “erify that a member of Sales Accounting reviews the contract
to ensure appropriate approvals. updated

i Tests (1) ?| Folder:  Tests / Global Financial Services / Morth America £ Sales Z| pue Date:  Jul 31, 2008

5 Tests

Issues (2) 2| status: ?| Business Owner:

[= Signatures (5) Test Plan

A KRN (1) ?| Test Performer:  Control Tester [controltester] 7| Test Reviewer:  Control Owner [controlowner]
Ll Contral Links (0} 2l Test Frequency:  Unknown ?| Test Frequency 30

Offset (1 to 365 days):
£ Loss Events (0]

S Test Details

ol

- ?| sample Size: 30

?| Test Type(s): Inguiry, Examination
& Links (0
X ?| Testing Steps: 1. Obtain sample size at random 2. “erify that a member of ?] Gui Sarmples should be selected exclusively by tester. Mo direction
[21 Files (0} Sales Accounting reviews the contract to ensure appropriate should be taken from members of the Sales Accounting
3 Certification (D) approvals 3. Ensure that sample record is fully complete department.
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Control Testing Assessments

3 self Assessment Worksheet - Microsoft Internet Explorer

|J File: Edit Wiew Favorites Toals Help
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PO1: Purchasing and Payables
LCE ARG LG T controltester

Control
Ohjective

Frequency
o Evaluation
Type

a.q Control
Eoniel SEbiy Method Control
Activity
PO1-CA0302: The Manual Examination
receipt of goods
and services is
evidenced by the
invoice approval.
FPacking slip
(Goods Receive
Mote) is verified
against PO. This
task is performed
by the QC clerk.

P0O1-.CO0301:
All goods and
subcontractors
ordered are
complete, valid
and accurate in
accordance to
the purchase
orders or prime
contract

Draily

Process S01: Sales
Process Owner [ il ER-da Ty
LA EL BN controltester

Self Assessment Worksheet
Run by: controltester
t ing Period

Self Assessment
Comments
and Documentation

Due
Date

1. Select random
sample of invoices
(paid ar in process to
be paid) 2. Confirm
that QC has confirmed
and attached receipt

Sep TRP-CAO0302: Test
30, Fesult for TPR-CA-03-
2007 02

blar 30, 2006

Pass

of all goods on invaice
and on purchase order
3. Werfy invoice
approval signature 4.
confirm prices match
on purchase order and
on invoice 5. if prices
do no match, ensure
they fall within
acceptable variable
area

Pass

FUr ein smartes Rechnungswesen und Controlling.
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Escalate Findings, Enforce Remediation

& Remediation Overdue MNotice - Unicode (UTF-8)

i - |
J Fil=  Edit Wiew Tools  Message Help |#’
g @& o8 | = X | ©Q O | w
Reply Reply &l Faorward Print Delete Prewvious It Addresses
From: CpenPages Administrator
Date: Monday, August 27, 2007 11:52 AM
To: contralowner@localhost com
Subject: Remedistion Overdus MNatice
=
MmO
" OPENPAGES Governance Platform
ou have recelrved this notification because the following remediation items are overdue and recuire your attention.
@ TRE-FTWW-FSC-CAD1 @ ALTRE-FTW-FSC-CA-O1 @ AlA-TRK-FTWW-FS5C-CA-01
@ AlA-TRE-FTYW-FSC-CAO7
&) TRE-FTWW-FSC-CAD7 B ALTRE-FTW-FSC-CAO7 @ AlA-TRK-FTYW-FSC-CA-03
[
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Management Certifications
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Self Assessment and Certification

Please enter a name and description for this survey

Name: ||
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Description

Certification Questionnaire

Process: Tax01

| have completed/r

effectiveness of risk management around this pro
mechanism put in place to support management:
answers to the following questions to timely notify

Assertion Counts

Assertion Count
Existence u]
Occurrence u]

d this Self-A nent Completeness 0
process. To the best of my knowledge, this asses] “Yaluation or Allocation [}
reporting as ofthe assessment date. In addition, | . . f
that are accurate, complete and up to date. | furthe nghts am.:l Obllgalu‘jns 0
Ensure thatthe agreed-upon process/control issu) Presentation and Disclosure [}

Section 1

Printer Friendly “iew

Summary

Questions

1. Have there been any major changes since the |
impact the disclosures process and related contr

Edit |

Select Yes or No

1. Do the financial statements submitted for consolidation into AEl financial statements for the & ves
referenced guarter contain any untrue facts or do they omit any facts? Mo
. . = Yes

Do you attest to the above process with the stated asserions? £ Mo
. . . . i Yes

Are you aware of any deficiencies that could result in a material weakness? £ No
& ves

I= there a remediation plan for the above process? ~ Mo

Signatures

Name

Date

Preparer:

fullaccess

Apr1s, 2005




Signatures and Locking

=2 @ Sales
=L 8 sm
& & rRem-acC
=63 @ so01-01
= @) =01-co01-m
A =01 -RSH-01 -0
= {8) so1-co.n1-02
A% =01 _RsKo01 02
= 3 & so1-02
= {8) s01-co-nz-o
A =01 _REK_02-01

= &3 @ oS00z
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Locking — Single Object or Cascade

Sales
Revenue

Contract Booking-Direct Sales

only contracts that have been approved are recorded as bookir
Unapproved Contracts are booked in an accounting period

Al executed contracts are accurately and completely entered ir
Executed contracts are entered into the system inaccurastely an
Fevenue Accounting - Direct Sales

Revenue for US GALP purposes is accurately, completely, and
Revenue is calculated inacourately, incompletely and not on time

Billing-Direct Sales

IBM Finance Forum 2012
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Object Resets and Reporting Periods

Reporting Periods

Hame

Q4

Q3

Q2

a1

Current Reporting Period

EREEERE

State Create Date Last Modified Finalize«d Date

Finalized Jun 2, 2008 12:07:02 PM EDT Jun 2, 2008 :07:02 PM EDT Jun 2, 2005 12:07:09 PM EDT
Finalized Jun 2, 2008 11:45:52 AM EDT Jun 2 P08 11:45:52 AM EDT Jun 2, 2008 11:45:57 A EDT
Finalized Jun 2, 2008 11:17:39 AM EDT J , 2008 11:17:39 AM EDTy Jun 2, 2008 11:17:45 AM EDT
Finalized Jun 2, 2008 10:56:34 AM EDT On 2, 2008 10:56:34 AM ED) Jun 2, 2008 10:56:43 A EDT
Current May 14, 2008 11:04:41 AM EDT May 14, 2008 11:04:41 AMEDT May 14, 2008 11:04:41 AM EDT
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Snapshots, Resets, and Reporting

AcdFinsized... | add active.. || Deice || Retresh I

Object Resets
Hame
2005 Q4 Reset - Agency Services

Description Start Date
2005 Q04 Reset - Agency Services Jan 23, 2009 3:10:52 PM EST
Operating Effectiveness

Start Mew Resst... l Refresh I

End Date Status
Jan 23, 2009 3:11:01 P ST Completed

Exposure {{housands)

1,400

1,200

=]
Q
=]

21 az 23 @4

Loss Event Trend

TEOPENPAGES CommandCen:

@ E = EBE e e E e
Loss

w0y uer sso
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Process Self Assessment
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Iy Jobs = Job Tywpes = Process Self Assessment

Edit Tasks:

R Ll el rlal ol eolole o m=|i s

(Action-

processouner

Frocess Self

Assessment

Updates Required

Foxmanager

Aszessment
Fiewi ey

by

Name Default Assignee Description

Process Self Assessment processowner

Process Assessment Review soxmanager

Flease conduct a self assessment for the associated process. Once complete, please submit for review and approval by PRO.

Flease review the self assessment for the associated Process. If further updates are reguired, please return to Process Owner. Otherwise please approve.

e IBM Finance Forum 2012
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Process Objective Assessment
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ry Jobs = Job Types » Process Objective Assessment

Edit Tasks:

It L]elslalvolelole alm=ld: s

|Begin Objective Assessment

somMmanager

Frocess Objective
HAssessment

——'Submitfor Reviaum  —————f—|

compliancedirect
ar

Review Objective
Assessment

IApproved /’.

Updates Required

Name Default Assignee Description

Process Objective Assessment soxmanager

Review Objective Assessment compliancedirector Please review the follow Process Objective Assessment. If further updates are required, please return to the PMO. Otherwise please signoff and approve.

Flease conduct an objective assessment on the following process. Once complete please submit for review and approval.

| IBM Finance Forum 2012
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Control Self Assessment Workflow

My Jobs = Job Types = Control Self Assessment

Edit Tasks:

T Ll ol 2lal~lolole| el m=[s

Start C5A Frocess

controlovwner

Control Self
Sczescment

“ISubmitfol Testing  —fi|
2 Perform Control

Updates Required

Approved

controltester

axecutive controlowner soxmanager

- —|Com lete I —' i i -
Revisw Control F Complete CS5A Submit for Revizw Assessment

Testing and Certification Review

"ISubmil for Revienw  j

Testing

Updates Required

Name

Control Self Assessment
Perform Control Testing
Review Control Testing

Complete C54 and
Certification

Control Self Assessment
Rewview

Default
Assignee

controlowner
controltester

testreviewer

controlowner

sSoXmanager

Description

FPlease begin Control Self Assessment process for associated control. Please ensure accurate contral ownership and infarmation. Assign Control Testers
and Reviewers and submit for testing.

Please cgnduct testing on the associated control. Once complete please submit for review.

Flease review the test results for the associated control. If complete, please submit for Certification. If incomplete, please return to Test Performer for further
updates.

Flease complete the Contral Self Assessment and Certification process and submit for review by the FRC PO

Please review the control self assessment and determine if control is effective. If ineffective, please determine if 5 control issue is required. Otherwise
docurment observations.




"HOPENPAGES TE=1f

an IBM*® Company

Control Objective Assessment

My Jobs = Job Types » Control Assessment

Edit Tasks:

Y Llel=lalvolelolelalm|=|4] sl

N ESE

|Begin objective assessment

ISignoff
IRelnlork
controltester
controlawner soxmanager
Control Testing _—|Submlt for Review gy . Submit to Fhi0 —— )
and Assessment SME Rewiew FhO approwval

IRewolk

Tasks
Eclit.
Default Al
Name Assignee Description
Control Testing and Flease review the attached controls and assess them for effectiveness. Attach your evidence and submit them for SME approval. (Task will be automatically
controltester .
Assessment assigned to the Control Owner)
; Flease review the attached controls, and if they do not pass your judgement send them back to the contraol tester. If they do pass your standards, then
SME Review controlowner
forward them to the PRMO for approval.
PO approval soxmanager Please review the attached controls and signoff. If there are areas of concern, then send it back to the SME.

"J’.- _
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Issue Management

R Lle|nlalweoloee o=

Azl
* %,
k-4

&l

iSubmit |zsue

OFAdministrator

lssue Review

Feject

v

——Ilssue Exists ——ji|

OPAdministratar

Dewelop
Remediation Plan
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—ISuhmit for Review  —ji

OFAdministrator

Rewizu
Remediation Flan
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Managing Issues and Action Items

3 http:f /sandbox2.openpages.com - - Issues and Action Ttems - Microsoft Internet Explorer =12 ll

J Eile Edit Wew Fawvorites Tools Help

| Qoack - @ - [¢] [B] 70| PO seweh Fipravonies €| L2 12

= J

orm

Issue Name

I55-501-CA-03-02

I55-501-REK-01-02
I55-501

15-5A-001

iy Reports & Report Studio

S OPENPAGES CommandCenter"” -Issuesand Action Items

a8 = e B H HE

B &

Issues and Action Items
Reporting Period: Current Reporting Period
Entity: /Freddie Mac/Operations and Technology/Single Family Operations/Cash Management Operations

D . Issue Issue Action ITtem Acti D . e Expected Percent
EErE L L Status Impact Name D I & a Completion Date Complete
Billing supervisor is not identified in some locations Open Significant AI-CA-03-02 Update billing supervisor log for all controlowner2 Apr 23, 2007 50%
locations
Missing mitigating control on contracts Open Significant AL-0002 Assess regulatory exposure gcm Mov 15, 2006 25%
Mot all Process steps are captured in the flow document Open Mot AI-0001 Motify Affected Customers gcm Mowv 15, 2006 50%
and corresponding narrative Determined
Review security assessment. Open Significant AFISS-101-03 Ensure AP Supervisors review and sign controlowner2 Apr 23, 2007 0%

all JE at month end

Residual Risk Levels = Residual Risk Levels Too High Open Critical Design Additional Design Additional Controls businessassessor May 31, 2007 25%
Too High Controls
a Done |4 nternet

—— IBM Finance Forum 2012
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Business benefits

« Secure and centralized management
of all financial compliance data

» Provides executive management with assurance
into the state of compliance

* Ensures quick issue remediation

« Enables consistent future integration
of additional modules (e.g. ORM)
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Agenda

Integriertes Risikomanagement des Finanzbereichs

Financial Controls Management als Compliance Lifecycle
OpenPages Demo
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Demonstration Scenario
«  SOX Champion

— Review Overall Status of Risk Management activities
— Signoff and Certification for Process/Entity

* Process Owner
— Status of Process based on risk and control assessments
— Conduct a Process Self Assessment
— Signoff and Locking at Process Level

« Control Owner
— Respond to CSA questions section on the Control
— Review Control Testing
— Complete Control Certification

 (Control Tester

— Execute Control/Test Plan/Test Result Data
— Key Reporting for Test & Test Result Status
— Record Test Results

4 WS

IBM Finance Forum 2012

FUr ein smartes Rechnungswesen und Controlling.




[Jon]|
!!:u
g
A

Danke fur Ihre Aufmerksamkeit!
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