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This article explains how to make changes to the Madisons store to capture CVV2
input just before placing an order.

Introduction

CVV2 stands for Card Verification Value. It is a 3 or 4 digit number used for secure
online credit card transactions. In the Madisons out-of-the-box store, CVV2 input is
asked for on the Shipping & Billing Method page. The masked out CVV2 value will
be displayed on the Order Summary page before submitting the order. This article
explains an alternative flow where CVV2 is asked for on the Order Summary page.

Step 1

Remove the code snippet related to CVV2 from the following files. This removes the
CVV2 field in the Shipping & Billing Method page.

Refer to St andar dVi sa. j sp in the code_snippets.zip file that is provided in the
Download section of the article.

Path
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/ <st or edi r >/ Sni ppet s/ EDP/ Paynment Met hods/ St andar dVi sa. j sp

/ <st or edi r >/ Sni ppet s/ EDP/ Paynment Met hods/ St andar dMast er Car d. j sp
/ <st or edi r >/ Sni ppet s/ EDP/ Paynment Met hods/ St andar dAnex. j sp

/ <st or edi r >/ Sni ppet s/ EDP/ Paynment Met hods/ St andar dDi scover. j sp

<st or edi r > is the name of the directory where store-specific assets are located.
For example, Madi sons, Madi sonsSt or ef ront Asset St or e.

Step 2
Add CVV2 as an input field in the Order Summary page.

Refer to Checkout Paynment AndBi | | i ngAddr essSummary. j spf in the
code_snippets.zip file that is provided with this article.

Path

/ <st or edi r >/ Shoppi ngAr ea/ Checkout Sect i on/ Checkout Paynent AndBi | | i ngAddr essSummary. j spf

Step 3

Add a new WebSphere Commerce Ajax Service declaration in
ServicesDeclaration.js as shown in Listing 1.

Path
/ <storedir>/javascript/ Servi cesDecl aration.js

Listing 1. Service declaration

/**
* Declares an AJAX service that updates paynment instruction in the

current order.
* @onstructor
*/

we. servi ce. decl ar e( {
id: "Aj axUpdat ePayment | nstructi onl nSunmary",
actionld: "A axUpdat ePaynent | nstructionl nSummary",
url: "Aj axOr der ChangeSer vi cePl Updat e",
formd: ""

/**

* On success, calls updateCvW2AndCheckout Order () function.
* (@aram (obj ect) servi ceResponse The servi ce response object,
which is the JSON
* object returned by the service invocation.
*
/

, successHandl er: function(servi ceResponse)
Checkout Hel per JS. updat eCvVW2AndCheckout Or der () ;
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}
/**

* Displays the error nmessage returned with the service
response.
* @aram (object) serviceResponse The service response object,
which is the JSON
* obj /ect returned by the service invocation.
*
,failureHandl er: function(servi ceResponse) ({
) [/ Failure handl er code goes here

1.

This service is used to incorporate CVV2 to a Payment method in the Order
Summary page. Multiple payment methods are also supported.

com i bm conmer ce. edp. conmands. Pl Edi t Cd is the command invoked for
updating a Payment Instruction (PI). The default command implementation of

Pl Edi t Cnd requires you to pass in all protocol data (except pi Anmount ) when
editing a payment instruction.

However, to update only CVV2, you can change the implementation class from the
default of com i bm commrer ce. edp. conmands. Pl Edi t Cndl npl to

com i bm comer ce. edp. commands. Pl Edi t Wt hMer gi ngPr ot ocol Dat aCndI npl
in the database table CMDREG. This is another implementation class provided by
WebSphere Commerce, which does not require you to pass in all protocol data. Only
the parameters passed to the Pl Edi t Cd command will be treated as changed.
Parameters that are not passed remain unchanged in the payment instruction.

Step 4

Add a new function in CheckoutHelper.js to invoke the above service as shown in
Listing 2.

Path
/ <storedir>/javascript/ Checkout Ar ea/ Checkout Hel per.j s

Listing 2. Service invocation

/**
* This function checks for Pls that need to be updated with CVW2 and
i nvokes the
*/ "Aj axUpdat ePaynent | nstructi onl nSunmary" servi ce,
*
updat eCVW2AndCheckout Or der: functi on() {
i f(this.paynmentsToUpdate <= this.nunber Of Payment Met hods) {
var i = this.paymentsToUpdat e;
thi s. paynent sToUpdat e = t hi s. paynent sToUpdate + 1;
i f (docunent. get El ement Byl d("cc_cvec_" + i)!= null){
var paranms = [];
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par ans[ " payMet hodl d"] = docunent. get El enent Byl d(" paynment Met hodl d_" +
i).val ue;

parans[ "pi 1d"] = docunent. get El ement Byl d( " paynent | nstance_ " +
i).val ue;

par ans[ "aut hToken"] = docunent. get El enent Byl d( " aut hToken") . val ue;

parans["cc_cvc"] = docunent. get El enentByld("cc_cvc_" + i).val ue;

we. servi ce. i nvoke(' Aj axUpdat ePaynent | nst ructi onl nSunmary' , par ans) ;
el sef
t hi s. updat eCVWW2AndCheckout Or der () ;

el se{
thi s. checkout Order(this.orderld,this.userType,this.addressListForMil Notification,
this.isQuote);

}
h

Step 5

Modify the Single Shipment Summary page and the Multiple Shipment Summary
page to use the new function updat eCvW2AndCheckout Or der ().

Refer to Si ngl eShi pment Surmary. j sp and Mul ti pl eShi pnment Surmary. j sp
in the code_snippets.zip file that is provided with the article.

Path

/ <st or edi r >/ Shoppi ngAr ea/ Checkout Sect i on/ Si ngl eShi pnent / Si ngl eShi pment Sunmary. j sp
/ <st or edi r >/ Shoppi ngAr ea/ Checkout Secti on/ Mul ti pl eShi pment/ Ml ti pl eShi pment Sunmary. j sp

Following are the prerequisites for invoking
updat eCvW2AndCheckout Order () functi on:

1. Setthe parameters or der | d, user Type,
addr essLi st For Mai | Noti fication,i sQuot e and
nunber O Paynent Met hods for the Chekout Hel per JS class. These
parameters are required for the checkout Or der () function, which is
invoked after updating CVV2.

2. Validate that the mandatory CVV2 value is numeric.
Testing your changes

1. Inthe Madisons store, add items to the shopping cart and click
Checkout. You will be redirected to the Shipping & Billing Method page.
As shown in Figure 1, select two Payment Methods: VISA® Credit Card
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and Master® Card Credit Card. Click Next to proceed to the Order

Summary page.

developerWorks®

Figure 1. Billing Information section in the Shipping & Billing Method

page

Billing Information

Select the number of payment methods: | 2 Payment method(s) [»|

PAYMENT 1 BILLING ADDRESS: BILLING METHOD:
wesadmin [2e] VISA Credit Card [
wrsadmin *Card number:
Mo 123, M G Road 4111111311 13131313
Bangalore Karnatzka
India 560001 Manth: ‘Year:
mail@mail.com 11 [ae] 2012 V_i
& Edit &ddress = Amount:
% Creats Address 101.82
PAYMENT 2 BILLING METHOD:

BILLING ADDRESS:

wesadmin |

Master Card Credit Card

wesadmin =Card number:

Mo 123, M G Road 5500000000000004
Bangzlore Karnataka

India 560001 Month: Year:

mail@mail.com

& Edit Address

02 (s |2013 [a]

*Amount:

% Create Addrass &0

| Back | W Proceed to your Order Summary.
BRI

2.  Enter the CVV2 value for each of the Payment methods and click Order
to proceed to the Order Confirmation page as shown in Figure 2.
Figure 2. Billing Information section in the Order summary page
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Billing Information

PAYMENT 1

PAYMENT 2

Back Orde

BILLING ADDRESS
wcsadmin wesadmin
Mo 123, M G Road
Bangalore Karnataka
India 360001
mail@mail.com

BILLING ADDRESS
wesadmin wesadmin
MNo 123, M G Road
Bangalore Karnataka
India 360001
mail@mail.com

ibm.com/developerWorks

BILLING METHOD
VISA Credit Card

=CWVW2 Number:

123 What is CWW27?

Month:

i1

Account number:
:ﬂ:i**t:*txi‘lllll
Year:

2012

Amount:

3101.82

BILLING METHOD
Master Card Credit Card

= CWV2 Number:
456 What is CWW273

Month:

oz

Account number:
=ﬂ'.5.'*$=:$=:2|:”:”:”:|4
Year:

2013

Amount:

360.00

3.  Figure 3 shows that the CVV2 value is now part of the Payment method.
The actual value is not displayed for security reasons.
Figure 3. Billing Information section in the Order confirmation page
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Billing Information

PAYMENT 1 BILLING ADDRESS BILLING METHOD
wesadmin wosadmin VISA Credit Card
No 123, M G Road
Bangalore Karnataka Manth:
India 560001 13
mail@mail.com Account number:
CWW2 number:
Year:
2012
Amount:
2101.82
PAYMENT 2 BILLING ADDRESS BILLING METHOD

We recommend you print this page

Conclusion

wesadmin wesadmin
Mo 123; M G Road
Bangalore Karnataka
India 560001
mail@mail.com

Master Card Credit Card

Month:
oz

Account number:
FEEEEFFFEFFQOO0S

CWVZ2 number:

Year:
2013
Amount:
$80.00
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In this article, you learned how to make some simple changes to the Madisons store

to capture CVV2 input just before placing an order.
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Downloads

Description Name Size Download
method

Code sample code_snippets.zip 19KB HTTP

Information about download methods
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Resources

» WebSphere Commerce V7.0 Information Center

« WebSphere Commerce discussion forum
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