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OpenShift Container Platform in a Nutshell

Development

Operation Deployment

OPENSHIFT

Management

... of cloud applications & infrastructure (automatically)
3
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OpenShift Container Platform in a Nutshell

Best IT ops experience

CaaS ¢— PaaS| FaaS

Best developer experience

Cluster services
Monitoring,
showback,

registry, logging

Application services
Middleware, functions, ISV

Service mesh

Developer services
Dev tools,

automated builds,
Cl/CD, IDE

Automated operations

kubernetes

&, RedHat
Enterprise Linux
CoreOS

|

certified

kubernetes

Any infrastructure

Physical Virtual Private Public
Introduction Benchmark OpenShift SDN OpenFlow rules

Manage
- resources, .e.g. public/private cloud
- infrastructure, e.g. network
- operating system, e.g. Linux
performance settings
Development
- of applications using CI/CD pipeline
- ... in different programming
languages
- ... and code repositories
Deployment
- of applications in containers
- ... to be scaled
- ... and made reliable
Operation
- Monitoring, logging
- Middleware, operators
- Network topology

Optimization Summary 4
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Why considering OCP Networking Performance?

- Business perspective

- Networking performance, i.e. latency, throughput business critical quality attribute

- Network Performance critical in microservice architectures through interdependencies
- Technical perspective

- OCP networking architecture complex system

- Several new technologies

- Not much documentation publicly available

- Limited experience with intertwinement of technologies

Container technology more difficult to analyse compared to LPAR
- More layers, e.g. software-defined network (SDN)
- Limited insights and monitoring capabilities (“grey box®)

f? What's the influence of the OCP architecture such as SDN on networking performance?
®

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary
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How to Benchmark the Network: uperf & workloads

Uperf: A network (micro) benchmark
- Two sets of workloads

- Request Response (latency)

- Streaming (throughput)
Several numbers of simultaneous connections (1-50-250)
Different request sizes (1x1-200x1000-200x30000 B)
Typically used in distro regressions
(Distro results used as OCP baseline to be compared to)

System A, e.g. LPAR System B, e.g. LPAR

Results:
UI_PerI . Uperf - Latency in us/ms
clien Network ST - Throughput in MiB/s

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary
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OpenShift (on z) Container Platform: System Architecture

eal0

Master Node 1-3

OSAG#1 172.*

eal0 -
OSA6#1 172.*

CoreOS Worker Node 1 Worker Node 2 uperf target
VM Guests 1-3 CoreOS CoreOS LPAR
z uests 1- ZVM Guest 4 zVM Guest 5
HAProxy
B t
i
zVM VSWITCH Bastion
RHEL 8.1
LPAR
€100 zVM 6300 €200
OSA5#2 10.* LPAR OSA6#3 10.* OSA6#4 10.[
¥ cluster 4
z15
Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary
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wh =

How to Benchmark the OCP Network: scenarios

Worker 2 Worker performance
Pod 2 Pod performance

Pod to external service
performance

Focus on pod 2 pod and pod 2 external configuration!

Introduction Benchmark

OCP cluster
Worker Worker
S 7
)
Pod Pod
\§ J
)
Pod
\— \ A
Network
OpenShift SDN OpenFlow rules

Worker
)

Optimization

External System

Uperf

server

Summary 8
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Complexity

LAST YEAR WE
RECOGNIZED OUR
APPLICATIONS WERE

geek & poke

FAR TOO COMPLEX

SO WE PUT THEM
INTO THE CLOUD

LET THE CLOUDS MAKE YOUR LIFE EASIER

http://geek-and-poke.com/
9
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Scenario results: Pod to pod performance (1)

OCP 4.5.13 vs. Podman, uperf pod2pod (z15)
Axel Busch .
1 1.54x higher
\ latency
2 ! OS
..qc.’. . OCP pod2pod
© . Podman pod2pod
1.22x higher
r16-200x1000-1  1r1c-200x1000-50 1r1c-200x1000-250 rr1c-200x30k—1  1r1c-200x30k-50 1r1c-200x30k-250
lower=better

rric—1x1-50 rr1c—1x1-250
10
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Scenario results: Pod to pod performance (2)

OCP 4.5.13 vs. Podman, uperf pod2pod (z15)
Axel Busch

1.2x better
1.05
1 throughput
almost same
5 0S
z
=  OCP pod2pod
£ 1.8x lower _ Podman pod2pod
_ throughput
1.8 1.64
str—readx30k—1 str—readx30k—50 str—readx30k—250 Str—writex30K—1 Str—writex30k—50 Str—writex30k—250

*higher=better

1
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Scenario results: Pod to external performance (1)

RHEL 8.2 vs. OCP 4.5.13, uperf LPAR (server) to OCP guest (client), z15 z/VM vswitch

Axel Busch

latency

1.28

2.79
10
1
w1c—1§1—250

rre—1x1-1 rrc—1x1-50

2.75x higher
latency

almost equal

1.1 1

2.75 572
1

9.85
1

rr1c-200x1000-1  rr1c—200x1000-50 rr1c—200x1000-250  rr1c—200x30k—1

OS
OCP 4.5.13
RHEL 8.2

rr1c—200x30k—250

n1c—2odx30k—50
*lower=better



RedHat OpenShift on Z Networking Performance

Scenario results: Pod to external performance (2)

RHEL 8.2 vs. OCP 4.5.13, uperf LPAR (server) to OCP guest (client), z15 z/VM vswitch

Axel Busch 1.15x lower
114 oo throughput
J / ;
r 0.87
3 0S
2.
2 .~ OCP45.13
_g | RHEL82
str—readx30k—1 str—readx30k-50 str—readx30k-250 str—writex30k—1 str—writex30k—50 str-writex30k-250
*higher=better
2/L-L69GX30K~4 - Almost same throughput for most workloads!

13
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Scenario results: Discussion

Pod 2 Pod performance
- 1.09 - 1.5x higher latency

- From 1.2x higher - 1.8x lower throughput compared to podman2podman

Pod to external service performance

- For typical workloads only from 10% to 2.75x higher latency, but can be up

to 10x higher latency

- Almost same throughput, up to 1.15x lower throughput compared to

RHELS8.2 in z/VM
High automation...

Scalability...
Availability...
Flexibility... further
Introduction Benchmark OpenShift SDN OpenFlow rules Optimization

... does not come for free...

Summary

Bad news?

A

... but has improved significantly
and we are working to improve it

14
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Scenario results: Comparison to competitors

Pod 2 Pod performance on Intel cascade lake cluster up
to 1.7x higher latency compared to podman2podman

OCP 4.5.13 IBM z15 vs. Intel Cascade Lake, pod2pod
- Up to 2.49x better response

Axel Busch
times on IBM z15
- Up to 2.00x better throughput on
3 20 oS IBM z15
b 1 OCPon z15
E - OCP on Intel Cascade Lake

1
2.03

2.49
1
*lower=better

rr1c—200x1000-50 rr1c—200x1000-250 rr1c—200x30k—50  rr1c-200x30k-250
Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary
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Possible reasons

Software & hardware architecture highly influences quality attributes such as performance!

OCP “ system" stack

OCP architecture Application

Cri-o

OpenFlow Open vSwitch
Hardware Software

CoreOS

HAProxy z/VM / VSWITCH

Load OCP z/NM
balancer Architecture VSWTICH

OS: CoreOS

NIC

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 16
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OCP Architecture: Software defined network (SDN)

Used for (automated) dynamically configurable network in changing environments
- Physical resources change according to load
- Pods come and go dynamically
- (Allowed) Routes change during runtime

- Pods (sometimes) need connection to outside world

- Reliability, Security, Scalability QoS guarantees supported by dynamic networks

- OCP 3.x - 4.6 mainly use open vSwitch, OpenFlow and openshift-node-agent

- OCP (on z) 4.7 uses Open Virtual Network (OVN)

‘ Open vSwitch and OpenFlow main components of OpenShift SDN

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary
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OPEN VSWITCH

Open vSwitch (OVS)
An Open Virtual Switch
eth2
(physical
- Needed when many virtual machines (or interface
containers) run on one physical node Ohnogtlf

- Virtualizes network layer

- Virtual ports

- Virtual bridges

- Used for connecting several virtual machines
- Connects virtual machines to physical network

connection to
on the h

phys-br-ex2 eth2
(virtual interface)

paich

Virtual bridge with
its corresponding
ports. Each port
has a

corresponding _
int-br-eth 1 int-br-ex2 name and number Int-pr-ex2

see https://superuser.openstack.org/articles/openvswitch-openstack-sdn/

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 18
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OpenShift software defined network

OpenShift Node

Flow
Pod Pod

ethO ethO
vethx vethx
10.0.0.100 10.0.0.101

Open vSwitch bridge

tuno vxlan
10.0.0.1

a
\ l—f ESnDt;rn I

ethO
physical

OpenShift Node vethx: virtual interfaces

vxlan: forwards traffic to
Pod Pod internal (overlay) network

ethO ethO

tunO0: forwards traffic to
external network

A y

vethx vethx

10.0.1.100 10.0.1.101

Open vSwitch bridge

Internal overlay

network node to node

vxlan tunO
10.0.1.1
Internal \ﬁ
SDN /
ethO
physical

Physical network 10.14.0.0/24 or z/VM VSWITCH 19
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Open vSwitch and OpenFlow

How to define which pod can access other pods and/or external network?

v OpenFlow rules control communication between ports on virtual bridges
®

- OpenFlow separates control of packet flow from packet forwarding
- Integrates functions directly in the network (e.g. firewall)
- Channel controllers configure and manage the switch

Controller Controller
fOpenFIow protocol/ OpenFlow Switch
1 1
! | OpenFlow OpenFlow | ctrl |
! Channel Channel | channel !
Port A\ - =-=-=-=-=-========"=------=-====- 1 Port
1 1
Port y Flow Table | Flow Table — Flow Table Port
Pipeline
Introduction Benchmark OpenShift SDN OpenFlow rules Optimization

Summary

20
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Hang on...

ayod g 3eab

‘ Transformation

WE GAVE UP
FINDING PROPER
NAMES FOR THE

LAYERS LONG AGO.
SINCE THEN WE JUST
NAME THEM AFTER
THEIR ARCHITECTS

Business Rules

Business Processes

‘ Business Logic l
' Persistence ‘

22

(..

A GOOD ARCHITECT LEAVES A FOOTPRINT

http://geek-and-poke.com/

21
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OpenFlow rules architecture

table=0, .nw_src=10.0.0.200,nw_dst=10.0.0.101,ct_state=-trk,action=ct(table=1)
l /| )

status action

- Connection tracking (contrac or ct) keeps track of connection states of individual TCP sessions
- ct allows to control packet flows by using ACLs
- Can be used to implement (stateful) firewall
- Selectively commits some traffic
- Matches ct states to allow established connections but deny new connections
- Works with tables that realizes pipeline

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 22
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OVS & OpenFlow architecture OpenShift

OCP Worker

/ 10.131.0.4 \

Uperf
client

|

Open vSwitch

Pipeline

Uperf
server

\ 10.131.0.5 /

Table=0

1. priority=300, ct_state=-trk, ip, actions=ct(table=0)
2. priority=100, ip, actions=goto_table:20

Table=20

1.  priority=100,ip,in_port=5,nw_src=10.131.0.4 actions=load:0->NXM_NX_REGO[],goto_table:21
2. priority=100,ip,in_port=6,nw_src=10.131.0.5 actions=load:0->NXM_NX_REGO[],goto_table:21

Table=21

priority=200,ip,nw_dst=10.128.0.0/14 actions=ct(commit,table=30)

Table=30

1.  priority=300,ct_state=+rpl,ip,nw_dst=10.131.0.0/23 actions=ct(table=70,nat)
2. priority=200,ip,nw_dst=10.131.0.0/23 actions=goto_table:70

Table=70

priority=100,ip,nw_dst=10.131.0.4 actions=load:0->NXM_NX_REG1[],load:0x5-
>NXM_NX_REG2[],goto_table:80

Table=80

1. priority=200,ct_state=+rpl,ip actions=output:NXM_NX_ REG2]]
2. priority=50,reg1=0 actions=output:NXM_ NX REG2[]
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OpenFlow rules performance: uperf request response & streaming

priority=300, ct_state=-trk, ip, actions=ct(table=0)

Table=0

......

-] o B
] o B
] oo
- | (D (R ..
N ] oo W
rr1¢c-200x30k-50
Baseline OCP - rr1c—200x30k-250

rr1¢c—-200x1000-50
rr1¢c-200x1000-250

latency

Baseline OCP

»,

Path

Baseline OCP -

tr'1roughpt:|t

. str-writex30k-50
. str-writex30k-250
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OpenFlow rules performance: uperf request response & streaming
Baseline OCP Shortest Path

1. priority=500,ip, actions=NORMAL

Table=0
...... »
w20 | (N D .

e | (D O
1 - B
e | (D) N
oo | D ORI |

rr1c—-200x30k-50
rr1c—-200x30k-250
rr1c-200x1000-50
rr1c-200x1000-250

Path

v

203"

0.37 * . str-writex30k—50

. str-writex30k-250

Shortest Path - Shortest Path -

Iatelncy I I ' I tr'1roughpt:|t
* relative to Baseline OCP
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OpenFlow rules performance: uperf request response & streaming

Table=0

Table=20

Table=21

Table=30

Table=70

Table=80

Shortcut #1 -

priority=300, ct_state=-trk, ip, actions=ct(table=20)

......

......

......

......

......

......

rr1c—-200x30k-50
rr1c—-200x30k-250
rr1c-200x1000-50
rr1c-200x1000-250

0.78 *

0.59 *

latency

* relative to Baseline OCP

Baseline OCP Shortest Path Shortcut #1

»,

Path

G e ——————

1.42*
Shortcut #1 -
13*

throughpdt

. str-writex30k-50
. str-writex30k-250
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OpenFlow rules performance: uperf request response & streaming
Baseline OCP Shortest Path Shortcut #1 Shortcut #2

1. priority=300, ct_state=-trk, ip, actions=ct(table=21)

...... »
_—1 B

e | (D (D

Table=0

G e ——————

<
)
Table=30 rule #1 rule #2 rule #n T
Table=70 rule #1 rule #2 rule #n
Table=80 rule #1 rule#2 . rule #n
v v v
. rr1c—200x30k-50 1.46*
Shorteut #2 - Gl I rr1c-200x30k-250 Shortcut #2 - ' I str-writex30k-50
I 1r1c-200x1000-50 Gzt | str-writex30k-250
061 | 1r1c-200x1000-250
Iatelncy I I I ' throughpdt

* relative to Baseline OCP
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OpenFlow rules performance: uperf request response & streaming
Baseline OCP Shortest Path Shortcut #1 Shortcut #2 Shortcut #3

1. priority=300, ct_state=-trk, ip, actions=ct(table=70)

...... »
e | (D OTERD
e | (D O
1 - B
e | (D) N
...... |

Table=0

Path

Table=80

v

. rr1c—-200x30k-50
Shortcut #3 - oy B r1c-20030k-250 Shortcut #3 - I str-writex30k-50
I 1r1c-200x1000-50 | str-writex30k-250
49
e | 1r1c-200x1000-250
latency throughput

* relative to Baseline OCP
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OpenFlow rules performance: Summary

OCP Baseline
Shortcut #1
Shortcut #2
Shortcut #3
Shortest Path

latency

Podman

0.61 0.63 0.5

032 gos

1 1 1
rr1c-200x1000-50 rr1c-200x1000-250 rr1c—200x30k-50 rre C—200>I(30k—250 OCP 4.2.29

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 29
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Performance Optimizations

Load
balancer

Introduction

Hardware

Benchmark

OCP architecture

OpenShift SDN

Software

OpenFlow rules

z/VNM
VSWTICH

OS: CoreOS

Optimization Summary

30
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CoreOS/OCP optimizations: Receive Packet Steering (RPS)

Prevents hardware queue of network card beeing bottleneck
Directs packets to specific CPUs
Implemented on software level (kernel) process/0

RX queue

process/1

a1

process/2

"1 ;

Latency can be improved significantly with RPS setting on (depending on workload).

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary

31
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CoreOS/OCP optimization results: Using infrastructure nodes How to setup infra nodes:
OCP cluster OCP cluster
Worker Worker Worker nodes Infra nodes
( A\ 4 N O \\ 0 N
APDJ ] App} ] | Router |
> | App

Prom \ Prom \

A )
A ) \\ //

o
Router\ y Router\ » .| | Prom \
(&

l

- NMoresahidesstsuchies sanniitesitgisdiasivnst(segn Prlemtaheeay wodkerstéorappicalokevorslisslpaxdbfaively
- Cendomeonsspeartasnesineersigndieaisttywy down applications

https://www.linkedin.com/pulse/boosting-performance-using-infrastructure-nodes-your-cluster-miranda/

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 32
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CoreOS/OCP optimization results: update on OCP 4.5.13 and use of infra nodes

OCP 4.2.19 vs. OCP 4.4.9 vs. OCP 4.5.13 + infrastructure nodes, uperf pod2pod

Axel Busch
up to 4x
> 1 better latency °°
Q . OCP 4.2.19 pod2pod
g T . OCP 4.4.9 pod2pod
| 0ocP45.13 d2pod

1 0.86

0.27

rr1c—200x30k—250

rr1c—200x1000-250 r16—200x30k-50

r116=200x1000-50

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary 33
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Further optimizations

Updates on

- Recgive Packet Steering (RPS) Red Hat OpenShift on IBM Z -
- Static routes Performance Experiences,

- Infrastructure nodes Hints and Tips

Marc Beyerle (

Senior Java Performance Engineer, IBM Mainframe Specialist

Document version: 1.1
Document date: 2020-10-20

http://public.dhe.ibm.com/software/dw/linux390/perf/OpenShift on IBM Z - Performance Experiences V11.pdf
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Summary

connechon@\\ = pO oma. ystem {ormance

N (\\‘Zlvm Vs\a/ rkredhatchannel

‘.?f, f for tr %bt%e s

%, ot VC\;?J u el fC Ouehift
Port p dhaproxy |

Pe f/OV\éﬁx\‘l(gg hard are

streaming ontroller

scenarios

Introduction Benchmark OpenShift SDN OpenFlow rules Optimization Summary

35



RedHat OpenShift on Z Networking Performance

Dr.-Ing. Axel Busch

Th a n k yO u I Linux & OCP Performance Analyst

axel.busch@ibm.com
Linux on IBM z Performance

iIbm.biz/perfradar — the
Performance Radar Blog

36


https://ibm.biz/perfradar

