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IBM Cloud Private

1. IBM Cloud Private (ICP) &




- IBMCloudPrivate
IBM Cloud Private (ICP)

m IBM Cloud Private (ICP) (& O>5F—AbesNicr7 T Vo —>3> %2 A>T = ARG CHRED
ESNBIEHDTSY hIA—ALTY,

B D TFTOLSBHEENIRE SN TULET,
~ A>T F—RIBIBRIE, TS5AR—bK A A== LT X MU — -- Docker
—~ A>T F—DA—T A ML —23 288 -- Kubernetes (k8s)
—E=ZHYI>T - TJL—/T—7 -- Prometheus/Grafana
-OF>7 - JL—ADJ—7 -- Elastic Stack
- B>V —)L (ICP Management Console)
—IxE
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IBM Cloud Private (ICP) dDi&a% (1)

IBM Cloud Private
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IBM Cloud Private (ICP) Diga% (2)

B ICP Cluster
« LIFD_) — RTHERK =11, Master Node (CL> TEEEINZET,

B Node

— Master Node
« ISRI—HEBITD ) —RTY, 80D Master Node (3E/=(I5)=HBEI D & CauAMEEERERTEEY,
— Proxy Node
« ISAT> NI SO )M AT LAMNSDANDOERSD ) —RTY, 5D Proxy Node ZECE I D E T AMZHEETCEET,
« Ingress Controller A& L. U/\—X - TJOF> — DO ZIRHELUE T,
— Worker Node
« PTUT =3I RIVID T 7ZBTIHSEDHD ) — RTY, WAS Liberty (D) —RTHEEUET .
« 823 Worker Node ZECE I D2 ET. EIAMZEHEERL. IR HZIENCT ZENBJEET T,
— ZDMD ) — |~
- Management Node (FEZ=HU>IOBKXOOFTRHDI L —LAD—DO%ZFE#=ED /) — R TY,
« VA Node (& Vulnerability Advisor OgEN B E#N T D) — RTEEIA T3> TY,
- etcd Node (& Master Node 05 etcd DT—200— REATO— RIJEHICRESNDIATS 3> D) —RTT,
« Boot Node (IS RI—D1A A =)L, J—Rigl, USRI —DEFHRETHERETND /) —RTT,

— e
« Proxy Node & Management Node (& Master Node &R IC ENTJEET T,
® Pod
cETEUYV—-X Ry D=0, AL —72HEII3RELREGRZERF IO 7 —DJ)L—T T, Kubernetes OEIREI RN FE T,

« WAS Liberty (& Pod D> F—THEE#ULET,
« %) — RTHE TS ICP (k8s) DHEED Pod EUTERSNTLVBREDNHDFEITN, RITEZDERICIITRESNTULEE A

m > 57—
« Docker ®A>FF - S>2514 L (A2RAF>2R) T,
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B ICP OBEIRFEE. UTDA2F—-T1—RXZNMTUTEITUEXT

— ICP Management Console
- ICP Z BRI D728HD GUI BEHEZIRMHE L. Web TS -—HW570RALFET,

— Kubernetes API Server
« F(C kubectl ONY> RZERUT. ICP OEIBERE(IBRER/ER/BERE) T DEHIFRAUET,

— Helm (Tiller)
e Chart (CEEIRESNIEERICED T, 7TV —2 3> 0= RILI T 7 ZA A M—)L/EH/EIBR T DI2HCFERALUET.

— #H/E Helm [£k8s D/ Vwir—= v E—2+—T, Chart(s) /& Helm A& FT &/ Voor—=2T4—V R TT, k8s IS Z— I T E) T S ii—F > M Tiler LEFIZAET,
- helm Y > R, ZF/z(&. ICP Management Console WS1#/ELE T,

— Docker Registry

« Docker DA A -7 ER(EF/HEED/HIPR) I DIEHFERLET,
« Tx(push)(E docker N> RIRET., A A—20HEER/HIBR(E ICP Management Console 517U\ E 95,
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ICP OEIE{E : i

B ICP Management Console N\D 77Ut X753EX°, FOAN > FOFAEFECEALUTE, ICP D
Knowledge Center Z&BBR L T IZE0)\,

— ICP Management Console N\D 7701t X

« ICP Knowledge Center: Accessing your IBM Cloud Private cluster by using the management console
— https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/manage_cluster/cfc_gui.html

— kubectl O~ > ROOFA
« ICP Knowledge Center: Accessing your IBM Cloud Private cluster by using the kubectl CLI

— https://iwww.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/manage_cluster/cfc_cli.html

—helm ¥ > RDOFIA
« ICP Knowledge Center: Setting up the Helm CLI

— https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/app_center/create_helm_cli.html

« ICP Knowledge Center: Adding the internal Helm repository to Helm CLI

— https://mwww.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/app_center/add_int_helm repo_to_cli.html

— A A—=DIRE. docker N> ROFIA
« ICP Knowledge Center: Pushing and pulling images

— https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/manage_images/using_docker_cli.html

« ICP Knowledge Center: Managing images

—  https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/manage_images/managing_images.html
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HIEEXNR - Workload BiiE&E

B Workload ZE&EID_ET. 7IUT—>3 >0 R)LDT77%Z ICP USRI —THESEE
9o AHA RICEHET D Workload ZBA T (CEEE LE T,

— ReplicaSet
« 72T L— MNMIED TR—H8/D Pod ZHEEERIICESUEELET,
« Pod D&FIE. SAH LR T4 v IORMIG SN —RNRBRIEIRDFET,

— Deployment
« ReplicaSet ZAERCTEAL TLE T,
« ReplicaSet DEFEEIEYXO—-U>T - Vv I5— MNREDHEEZIREUET,

— StatefulSet
 Deployment/ReplicaSet &ERDEEREZIREL . =52, Pod DIRREEZRIT I DHBEZITEE T
« Pod M&FIE. 1 >7 W IR Tipl SN BDKGEH/RGRI EIRDET,
- Pod B (CERADK#EE(Persistent Volume)ZE|DH TR ENTEFET,
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BHiE%E : Service & Endpoint

N Se;v{ij(ie (?I%ReplicaSet 1o StatefulSet 7@ EHMERL U TimIER /R Pod DEEX D ZiSRIL T DHkEE
ZHREMUET,
A4 RICEET D Service DA T2 TFICEEH LET,

—type: ClusterIP
« ICP U5 RAI—ANTHOIHEZNR IP 7 RL X (ClusterIP) Z{HERALULTH—EXEZ 2 HUET
s H—EXNDFTITCATHEETRD Cluster IP (. Service &2%={EFRA LT DNS KDHETEET

—type: NodePort
« ClusterIP D#gEZIRHELUFE T
« &5(C. & Node D IP 77 RL AT, 8IS 70tz AB]EEIR/R— S (NodePort) ZERAL THO—EXRZHUET

— Headless Service
e clusterIP (C None HhMEFE SN TLVSB Service T. Cluster IP HEINDHTSNELB A (type: ClusterlP OYFAAZEETI)
» Service &%{FF L T DNS % lookup 95 &, Service Z1gitd 3 Pod @ IP 77 RLANWNRENET
* Service Z#8E I D Pod D IP 77 RL AWM EBIMZGEIREDL D (. FFalidAE THRASNET

B Endpoint (3. BhEFFITSMNTZ Service ZifHRIEE/R. Pod D IP 77 RLXDUYXAKTY,
) X ROAZEIL Liveness/Readiness Probe (RR—SBB)DFERICEDWVWTCEHISNET,
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EHIE5, : Probe

B Probe (&, Pod N2 FF—DOBEINRZZF TV O U, AT FT— (T DINILAF T W IHEE
IR UEI ., System Probe ZLAFICEE&HULET,

— Liveness Probe
e A>T F—DEFIREEZTF T W I I DI=DD Probe TY,
« ZD Probe h'&kBy9 &, O>FF—FF)LSN. Pod DU — b - IRUS —(CHE> TUIBEINZE T,

— Readiness Probe
« 11> —® Ready RigZ=F T w9 DI=$HD Probe T,
« 2D Probe BRI DE, UIT X MIZED Pod AEIDIRSNIR<IADFET,
(B%HD Pod @ IP 77 RL XM Endpoint WSrESNET, )

@2018 IBM Corporation



- [BMCloudPriate
BHEEX05E : ConfigMap & Secret

O Co;ﬂggMap & Secret (&, RIB(CIKF I DERTEIFRDEREDBEWEHIS EZRIG I Dikse =izt
L

B REEINTUVWDERGE. TIEZEH. J71)L. £zEF O R -S> 5|18%Z8 U T, Pod (TE
FCENTEBDT, ROAUY SO DFET

_ BS(CIKF S B1BIRE Docker 1 A—S(CEHBUENR<BBDT, BEBCAA—SEEILRTBBENRL
BROET (A A—ZOBFAN - REIEE0EY)

— HEMEDF VIEERZ Docker M X—Z(CEHBDMENRLSIRADET
B ConfigMap

— key-value X TIBHRZRIF L. value EUTXFIINC T 7 AILAMERTEE 9
—ICP v2.1.0.3 (Kubernetes v1.10.0) 5\ FU— - TJ7AILEYR— SN TWVET

B Secret
— ConfigMap &EISDOAEZIRELF TN, ConfigMap KD BHEEMHEOFWERZRF I DIeHITERINET
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HEEX05E : Storage B9iE

B Pod HYER Y Bkicnatg(Persistent Volume)ld 2 DO ETERmTEE I,

— Static Provisioning
« TOER[INTUVDMEIE%. PersistentVolume EUTCEEUTCH LK HETT,
« Pod @ PersistentVolumeClaims (C<XwF 9 3 PersistentVolume H' Pod (CEIDHTSNET,

— Dynamic Provisioning
- StorageClass TEZER 11 TL\SB provisioner WSENH(CHElgE #EiF9 D55 T,
 Pod @ PersistentVolumeClaims T18E=H/z StorageClass NSEM (CRRIEH EfmSi. Pod (CEIDHTSNET,

B SKicnElE(Persistent Volume)dDN D> hAEICIILTFDEDHHDET,

« ReadWriteOnce: BB—® Pod h'5MDd+ read-write BJ&E
- ReadOnlyMany: #8%%®d Pod H'5 read (DA+BIEE
- ReadWriteMany: #8284 Pod H'5 read-write BJ&E
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ICP IBIETM WAS Liberty a1 & HLERE

B WAS Liberty (& Worker Node £t Pod A I>FFH—TH&EILET

m WAS Liberty MuJA% - L3R4 (& ICP Di&ge THEERLET
— WAS Liberty ® Network Deployment hRHME#t9 D Collective FDHERE(IER LUE A

B DU T O#EEE ICP DHEECTEIRLE T
— ERHIE - FEiED

« Readiness Probe ([CKD TANILAF TV IOMNTOI. BENSDHSFENRD S(Endpoint) N ShrESNET
* Liveness Probe Zi&E I D ET. BEEN G IGESIEHE CHIEEEISEBCENTIEETT

— WAS Liberty =5 RXFU> 2
« 72T — MIHED T Pod ZHEEHERMR T D ET. BED Pod ZHEISHE., OSXHYUTUET
- B1E9Ed ClusterIP/NodePort/Ingress (&> TITHNE T (#4ik)

- FA—bc-R5—-U>D
- HorizontalPodAutoscaler #E& 3 D& C. CPUEARXREFERUIEA—~ - RA—-UIOMMTRET
«{BU. Liberty % Deployment/ReplicaSet & LT > A M—=)LUEHRE (OJ%&KGALL TULVRVES) DHTT
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IBM Cloud Private

ICP RIS THEN I D WAS Liberty ANOF7 I X : BIE

B X ICP S RY—ANTHEET D 218D WAS Liberty D Pod NDFV7 I RZRUIZEDTY
« =73 ICP IS RI—IMBNSTIEREND Pod T\ #175(3 ICP IS RI—RENSDH T IZRE1NS Pod TY

(ICP Cluster (Kubernetes Cluster)

Worker Node

( » 94283 F Service H'#k&19 B Liberty « NEPE A Service H'#&19 B Liberty
L » ReplicaSet/StatefulSet TE# » ReplicaSet/StatefulSet TE#

Cluster
IP

Proxy Node

90IAIDS j

Ingress
) Controller
D347~
(5095 -%) I
Default
Backend
=27 I

[ ETEEPF LS Worker Node Z4FTNETH.
L 2 7B WAS Liberty o Pod (Z. FL Worker Node [CEREENT3ZE6HNET.
J
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ICP RIS THREN I D WAS Liberty ADOF7 I X : HBBHSDT7 IR

B ICP USRI oDT7IXICIE2 DDHREMNRDDFRT,

B Ingress Controller Z#2H U770t X

— Ingress Controller (Proxy Node ET#H&IUU/\—X - TOFS—D&BEZBS)ZZEHU T, HTTP(S) T WAS
Liberty @ Pod (C7OTCATEEXT

—NIUVAFTvO EEEDENIT ICP OEEIC K> TITIhNET
—~HTTP w2 3>D7 I+« 7+ —ZHF CEEXFT (Active Cookie 5I)
— B DR D FEHENZE(SE Default Backend (CEIDIRSNET
—Ingress Controller & Default Backend (& nginx ZX—X&E LU TWET

B Node Port Z{ER U701 X

— Service (type: NodePort) ZEH 9 D&, Node Port ZIEEL CFIOTZATEET
« REBNS D71 X (E. Proxy @ VIP & Node Port (CEIDHTSNIE/R— MESTITULET
« fE=D Worker Node 7R ED IP 7V RLATE 7V IJTATEEIN. OJAEFOHANSFEHUEEA
« HTTP(S) LIS DiE({EER]ge T 9
e Cluster IP BEIDHTESNDDT. U5 ASY—AEFCl& Cluster IP ZER U T/ OTATEET
—NIAFT VO EERDENE ICP DERE(C K> TITHONE T
—HTTP Ly 3>V J+4 57« —(FHIFCTCSTFEBA
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ICP IRIETEE) 9 D WAS Liberty A7t X : BEHSDF7 IR

B ICP USRI —ANDF7 ORI Cluster IP R UZET

B Cluster IP ZfERA U7 01X
— Service (type: ClusterIP) ZE# 9 ©&. Cluster IP ZIEE UL T/ IOTATEET
« HTTP(S) DSt OD@{EE0]gE T
— PO XITHERR Cluster IP (. Service &2%{FH LT DNS KDEUETEET
—NILAFT VO EEBRIDEIL ICP OEEE(CK > TITHhNET
—HTTP w2 3>D7 I« 7+« —(3MHFCESE A
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12X M=ILDiiEN (1)

B WAS Liberty @1 > X b—)LDiiNae FTRISTRUE T,

4 )
ICP Cluster (Kubernetes Cluster)

' (1) Docker A XA—%EJLRT S
' (2) BEJLRUTzDocker A A== T S5ANX— b« LA KU—I(C Push 93

Master Node

docker OV¥ > K J Docker Registry ]

@ Docker 'l
AR—=

y

Helm Chart Z{ER9 35%

helm <Y > R Helm (Tiller)

[Zﬁﬁ/f RTE(CEHIAT BTE ]7

ICP Management

______________________________________________________ 2‘_?'2?:________________________ o ________C_Gﬂ.sel.e________ E ____]
ICP DUY - X %=ZBEIEEEITDHLE - -
~ Lo Kubernetes API
kubectl <> R S
\_ J

@2018 IBM Corporation



12X BM=ILDiEN (2)

(1) Docker 1 XA—>ZEJLRT S

—~UTDOUY —X%ZHAHAATE. WAS Liberty @ Docker 1 A—>%ZE)LRUET
« WAS Liberty Dt&R% T 7 1)L
s 7TV —2 32D war J7 )L ear TJ7A)LidE
. 72')7-)3 > WAS Liberty DTN B EIRDEDMD T 7()L : IDBC RSA/)\—, UVY—-RX - PHTH—, HBESA
JZSU—HDjar J7AILIRE
— EJL REFDOEE R (I = SR

(2) EJLRUTZ Docker 1 XA—2%TSAR—bK -« L2XKMJ—(C Push 93
—ICP TS A ~R— k Docker L=X kU—A push UET
« B¥A/EICBALTIE, [1.1IBM Cloud Private (ICP) #1Z] @ [ICP OEIRIEE : el (TRUTIBERZZSR

(A2 A—=I)LFSB(ICP UY—-RXRZTEEI D)

— Helm Chart Z{#H9 3754
« IBM 182D Chart. TNZZEE U TIERR UTE Chart, BYED Chart REZFRLUTA A M—=ILUET
o A M—=)URFEE. helm O > RTIT5H. ICP Management Console M51TUL\E T

—ICP DUV —RZEREEIT DA
« ICP UY—X(ReplicaSet ¥ Service IR E)DEEIBHRZ yaml £/l json e TEeh Uiz T 7 1)L7Z2ER LT, kubectl apply

AN R TCTAAM=ILUET

« ICP UV —XXDEZEE#HRZ ICP Management Console DEIH CANTDBCETA A M=ILITBZELBRIETT

- ARFA BT IBM 2D Chart ZFIFAUTC. helm ONV> R TA A M=)V HEZEECHAL TOWEET
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WAS Liberty @ Docker 1 X— DR %

B Docker 1 A—DERR AL 2 DD DEXRT

— IBM 122D Docker 1 XA—\SER 9 B 5%
« IBHENTULVD Docker 1 X—= (2. LT OREN SN TULET

(. WAS Liberty Z /opt/ibm/wlp (C1> X b—)L(FER) )
« H—)\— defaultServer Z{ERk
- OU - T4 LU KJU—% /logs (CEE (REZ#M LOG_DIR)
- BH7F7« LU KU—% Jopt/ibm/wlp/output (CEE (GRIEZEX WLP_OUTPUT_DIR)
« T4 L2 KU— /logs Z{ERk
« BHFTA LT RI—ADYU> Joutput ZVERE
. BT LI R)—ADY> /config EVERK
+ server run defaultServer I~ > RT. WAS Liberty ZiCH)
- J

« ZDA A== WAS Liberty D8R T 7 M)A T VT —2 3 2R EZMAHAD T ET, AA—ZZEILRUET

—JMBE® Docker 1 XA—>%1Epk I D%
« IBM 1##2dD Helm Chart (&, IBM 1#Hd Docker ¥ A—= E#AAENETHRAIT D C EZRIIRE U TERN SN TULET
« IBM &2 Helm Chart EfEHAEDE TEAT di5a(d. LUTDIETE%Z Dockerfile (CHAAFADMENSH D FET

ENV LOG_DIR /logs
ENV WLP_OUTPUT_DIR /opt/ibm/wlp/output
RUN mkdir /logs ¥
&& 1n -s $WLP_OUTPUT_DIR/defaultServer /output ¥
&& 1ln -s /opt/ibm/wlp/usr/servers/defaultServer /config
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IBM 1#f2D Docker A X—>&#NR—XEURZEILR

B LI TDOR5wv T% Dockerfile (CEEIRUET
— WAS Liberty MRk T 7 1 JL(server.xml IREVDRTZT UG -2 32 %A XA—2D /config (COE—
—~ TV —2 3> DOBH B ERDEDMD I 7 I)ILZEA A= (COE—
« IDBC RSA/)\—, UVY—=X - 7HTH— HESATSYU—HRD jar T7AILIxEZ
— WAS Liberty 7« —F v —DEIMN (WEINMGZE
— WAS Liberty DS 1> ZDMHEHAH
— &% : Docker Hub: websphere-liberty

— https://hub.docker.com/r/_/websphere-liberty/

v
2

! Dockerfile d—45l

[ iam 12 )

FROM websphere-liberty:webProfile7 IBM et A —=

« websphere-liberty
COPY target/liberty/wlp/usr/servers/defaultServer /config/ JEETES tag

. . + kernel

COPY /IBM/DB2Driver /IBM/DB2Driver o el

« webProfile7
# Install required features if not present + javaee? (latest)
RUN installUtility install --acceptlLicense defaultServer . E/IicroProfiIe

+ beta
# Upgrade to production license - ~
COPY wlp-???-license.jar /tmp/
RUN java -jar /tmp/wlp-???-license.jar --acceptlLicense /opt/ibm ¥

& & rm /tmp/wlp-???-license.jar
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https://hub.docker.com/r/_/websphere-liberty/

IBM {##tdD Helm Chart Z{ER UL > A M=) (1)
B helm OY> RTERT D Chart (FWK DO DAETIEECEET,
« SFHREBRD [#2E : helm OV > ROETHE] =518
B CCCld, IBM #2HD Helm Chart ZER L. 205« LI MNJ—ZIEELTA2AM=ILTD
b rin- vt AVESE)
(1) IBM 122D Helm Chart #250>0O0— RUBRKUET
— GitHub @ IBM Cloud Charts Helm Repository @ repo/stable 5/\w o —=> &N Chart 77 )L(ibm-
websphere-liberty-?.?2.?2.tgz)=5 D> 00— RKUET
« GitHub: IBM/charts (IBM Cloud Charts Helm Repository) @ URL : https://github.com/IBM/charts
-S> O—-RUuicIJr7AIVZEHALET

# tar xvf ibm-websphere-liberty-1.4.0.tgz

(2) Chart (CEESNTT/I\SA—F—DEZIEET DI 71IL(LLTF. valueFile)Z/ERk LE T
« CCTl&. Chart A®D values.yaml J71)LZ2z1E—U. HEREIDZZEELUEXT

# cp ./ibm-websphere-liberty/values.yaml ./hogehoge.yaml

# vi ./hogehoge.yaml
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https://github.com/IBM/charts

IBM 1E#D Helm Chart ZFER U1 > A M=) (2)

(3) valueFile ZiREL. MEIR)ISGA—-F—-—DIEZZELET,
« 5HH(SE TIBM 122D Helm Chart /NS A—45— : EKNRED] =08

(4) helminstall Y>> RZEITUA A M—=ILUET
« E1TEF(IC, UV —X%&. valueFile, Chart ZEHEUIET A L O KNJ—ZIBEULET
« ICP Diz&(E. --tls ZBEUL T TLS (SSL) TEEITDINENSHDET

« helm Y~ Rdtzy 7w JIZCRAL T, T1.IBM Cloud Private (ICP) HiZE| D [ICP OEIBERE : Rl (TRUZIBHRZ
LT ETWN

# helm install --name hogehoge -f ./hogehoge.yaml ./ibm-websphere-liberty --tls

B WAS Liberty (& Deployment(ReplicaSet) 7z (& StatefulSet EUTCTA A M=)Lanxd

« OJDKEALEIETE U o T2iBE (& ReplicaSet (Deployment) & U T, OJ Dk bEIEE UTziHa (& StatefulSet &L TA
SABR=ILENET

- SFHl(E [4. OV kb Linx] DE=ZSER
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E : helm OV > ROETHE
B helm O REERAUEA>AN=IL/77Y T — RIZBETIE. {EFHID Chart ZLATDSE
CTIEETCEEI

— 24 :Helm Docs: helm install  (https://docs.helm.sh/helm/#helm-install)

- Chart &g (*) . helm install stable/mariadb

« )\ —=> &Nz Chart J7JL:  helminstall ./nginx-1.2.3.tgz

- BRaN/z Chart D7« L kU —: helm install ./nginx

e Chart @ URL : helm install https://example.com/charts/nginx-1.2.3.tgz
« Chart I8 & /R KJ—D URL : helm install -repo https://example.com/charts/ nginx

— (*) Chart £48/Z helm IV R EFEFTL /=1 — 1 —FRIEIZEERI#1 TLS Chart ;79 ED T, ICP D Helm Chart Catalog /=& #8371 TL V& Chart ST E3ED TIEHYF A

B Chart BREFALTAIA R—ILTBEEE. UTOEBIHETT

— ICP @ Internal Helm Repository AM Chart ZFIE9 Din5(d.  [ICP OEEEE : fid] (ORUIBEHRZZSR
(CLTT. ICP @ Internal Helm Repository Z1—H —IRIE(CIEBIMUET

- 2D INT b — (IBM/charts 7&2&) D Chart ZHIAT 25 &(E. UTOLDRONY RTURS hJ—
21— —RIB(GENMUET

# helm repo add ibm-charts https://raw.githubusercontent.com/IBM/charts/master/repo/stable/

0]

[ IBM/charts @ URS MU —&IENNT B4
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https://docs.helm.sh/helm/#helm-install

iR : ICP Management Console T Helm Chart Z{EHR9 3158

B ICP Management Console T Helm Chart Z#>7z8(C(E. ICP ¢ Helm Chart Catalog (C
Chart ZiENNS dENH DX,

B ¥TULY Chart Y&#1/\—-=3 20 Chart = ICP\Mana\g%ement Console TERI HmaE. IF
FlET ICP @ Helm Chart Catalog (CERDIADMHENH D FE T,

- UE—FDURD MU —(CEFR=NTLVD Chart ZEN - &b I DEE

 ICP Knowledge Center: Managing Helm repositories
— https://www.ibm.com/support/knowledgecenter/SSBS6K 2.1.0.3/app center/manage helm repo.html

— 1Bk U7z Chart Z{EH9 di55

« ICP Knowledge Center: Adding custom applications
— https://www.ibm.com/support/knowledgecenter/SSBS6K 2.1.0.3/app center/add package.htm/

— Rt dD Chart &4 J 51 2IRIED ICP THIAT 355

« ICP Knowledge Center: Adding featured applications to clusters without internet connectivity
— https://www.ibm.com/support/knowledgecenter/SSBS6K 2.1.0.3/app center/add package offiine.html
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https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.3/app_center/add_package_offline.html

IBM 1D Helm Chart DI\SA—4H— : EAXRNRED (1)

B IBM £t @ Liberty A Helm Chart /XS A—=5—D>55. ERNREDZUTFITRUET,

Docker 1 X—D&p1IZIEELEF I,

C CTHEE LTz Docker A A== Pod IO FF—THENIT D E(CIRADET, PTUREZEMBMHAFH. EILR
repository U7z Docker 1 A—ZBEULEXR I,

BE. [<OSRF—%&>:<Docker LR h—DiR— hES>/<R—LRAR—X>/<&HI>] OERICRDET,

fll : mycluster.icp:8500/default/my-app

image tag Docker ¥ X—%#BI D5 I ZBELET,

Docker 1 X—==ZURS KU —m5 pull $3/RUS—ZIBELUE T,
fEH9 D Docker 1 XA—(FTSANR— b - LI M= (CERBEHR2OT, BEE(L.  [IfNotPresent] ZI8EULZET.

WAS Liberty D51 XZFB L TCUL\BI5E(E. Taccept] ZIBEULET.
BELRW\WE, ARSI ATOFEAEERDET,

service D type ZIBELFE T,
type ICP TIRTEIETE CZ B DI, ClusterIP E/z(& NodePort T,
SEM(E. TICP IRIBETHENT D WAS Liberty ADT7 IR ] #SBLTLIEZE0N,

v
2

pullPolicy

license

service name service M port ZZIBELET,
port WAS Liberty O/R— hESZIBEULE T, T IAJLRDIFE. 9080 (HTTP) F/z(% 9443 (HTTPS) &ixDFET,
R Pod 7' WAS Liberty 0)71'§—D NERBIY STEHCERT DR — l:%%%‘ﬂﬁiﬂbi@“o_ .
Cluster IP & ZDR— hESZFERAL T, ICP USR-S TITLATEDLDCRDET,
enabled service & U TR UTE/R— NT. SSL (HTTPS) WERNC/IR> TV ENZIBELE T,
ssl useClusterSSLConfiguration DS RS — SSL {ERDERBEEZIEELER T, FAULRVNEGS( false ZIEELF T . (FFHll(d&R)

createClusterSSLConfiguration DS RAF— SSL HEBRRZERR T DL DICIERUE T, BER(L false ZI8ELE T, (FHll(F4&mM)
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IBM 1D Helm Chart DI\SA—4— : EAERNRED (2)

v

Ingress Controller (Proxy Node L CHE#I I U/\—X - TOF>—)BRHETOF7ICREB=ZIEELE,

SirfelelEe 2. [1CP B CIHREIT S WAS Liberty AT IR ZBRUTL BE,
secureBackends Ingress & WAS Liberty OEID@EZTF 177 (CTINENZIEELE T,

(service EUTABUER— BT, SSL (HTTPS) "EZICiR> TL\BHhEIEIBELET, )

BAIF®D path TEEYT 3/(AD, ESHR KD/ REZEELFT .
WAS Liberty ADUOITRX MME, CCTEEUZ/ (RICESWMI SN TEESND ZE(CRDFET,

path Ingress Controller (&. ZD/CREETFAD 7T A%Z WAS Liberty (CERXUZE T,

ingress

rewriteTarget

. . true Z1BEI D E. WAS Liberty D> 7F—(C3x§ 3 D Readiness Probe M/XZAHY / 5 /health (CEDDET,

IERPIEE  f neEietiEizldEe E(C. MicroProfile Health (S35 LTz <+ Z0H— E X% WAS Liberty THEISEBIBA(C true Zi8ELET,

Pod DL YU BEZEIBELUE T, CCTI/EUED Pod MEIRFICHRENT DL DICIRDET,

replicaCount Pod OAJAMZEHR T DIHEE. RETE2UEREEIDIZE(CRADET, =5(C, BARFUIIA NI (O—0
P O—R) [TECT, LTUABEENLET.

8. autoscaling ZBXCUEHEIR. CTTEELREL YU DEIEEEINET,

persistence ---- ESun
logs ---- ESun
autoscaling ---- ZESuiy
resources === %
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Helm Chart HBMERL U=V Y — XA DHER

B ERSNEUY —RADO—E& ENRRIE. helm status I~ RTHER CEEI

helm status O~ > R 751

# helm status hogehoge --tls [

LAST DEPLOYED: Thu Jun 28 ©2:51:39 2018
NAMESPACE: default
STATUS: DEPLOYED

RESOURCES:

==> vl/Service

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE . A o
. —EX®D . Cluster IP, 7h—

hogehoge-ibm-websphere-1 ClusterIP 10.0.0.85 <none> 9080/TCP 1m — | B ADEH] uster =

==> vlbetal/Deployment
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE Deployment M&#T &R
hogehoge-ibm-websphere-1 2 2 2 1 Im .

==> vlbetal/Ingress
NAME HOSTS ADDRESS PORTS AGE
hogehoge-ibm-websphere-1 * 10.132.2.237 80 Im _—~——*~*"'ﬂﬂﬂd——#~#—_—-~

==> v1/Pod(related)

NAME READY STATUS RESTARTS AGE ’/////,,/”’

Ingress D&aTEME

Pod D& &R

hogehoge-ibm-websphere-1-fd76767f8-cdztg 0/1 Running © im
hogehoge-ibm-websphere-1-fd76767f8-hmdc4 1/1 Running © im
NOTES:

1. Get the application URL by running these commands:
export INGRESS_IP=$(kubectl get ing --namespace default hogehoge-ibm-websphere-1 -o
jsonpath="{.status.loadBalancer.ingress[@].ip}")
export APP_PATH=/infra-test-ingress
echo https://$INGRESS_IP$APP_PATH
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Helm Chart Z{EH UoEREE

B helm OVY> RZ{ERLUT Pod OEFERAMNTEET

- UIFOBITEEBRERRI 20T --set THEIEELTWETH, ZENEERTLENHBHE(E. valueFile DEZEHLT
=179 B EPEHLET.

— LU HEOIE R

# helm upgrade hogehoge -f ./hogehoge.yaml --set replicaCount=3 ./ibm-websphere-liberty --tls

[0)

AE(CIEHIRN D DET

H helm upgrade TEETE3

— % Pod OfFLE (LTYUHEZ 0 (TFETE)

# helm upgrade hogehoge -f ./hogehoge.yaml --set replicaCount=0 ./ibm-websphere-liberty --tls

— Docker ¥ XA—=DE5h

# helm upgrade hogehoge -f ./hogehoge.yaml --set image.tag=v200 ./ibm-websphere-liberty --tls

0 (A—DEENIIHELEET B, strategy/updateStrategy (CHED T, spec: ReplicaSet StatefulSet
Pod WEFESNE T (strategy/updateStrategy DEE(CBEALT(F &) | .
e RollingUpdate: O—U>% - 7w F5— MYTONESICA A—SHEHENET strategy: wpec
® OnDelete:  Pod HBIBRENBETHEL A A—SDEEBSHITET rollingUpdate: updatestrategy:

maxSurge: 1
maxUnavailable: 1
type: RollingUpdate

type: OnDelete
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— ) —=XETNTL\BAS/valuedDER<

# helm get hogehoge --tls # helm get values hogehoge --tls

— SEFfIEREDMERR

# helm history hogehoge --tls

- BFEROUEZ 3 >Z1ET

BV ESI>OES(ELDOHITEF2)ZIEEL TEITID

# helm rollback hogehoge 2 --tls — |

-V AA M=)
- [BIREZ%R LU CUL\BIHEE(E. helm rollback ONY> RTIETTEET
[ BENE D TULWDE, AUV —-XREBZIBELTA X h=J)L(helm instal ) TEE A

# helm delete hogehoge --tls # helm delete hogehoge --purge --tls
R E%RIIBa BREEEHTE(CHIRT D55
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WAS Liberty b’ h9500&5>T

B WAS Liberty "B H92300E5 > THUTFIRUET
— AIFD URL DiEEREERELTL 7'—“8_‘%\
- developerWorks: WAS V9 LibertyE2255%5t 0= —88 — 8. )\T A - > X /RIEHIF! |

— https:/Mmww.ibm.com/developerworks/jp/websphere/library/wasl/liberty v9 infradesign/

(*) IBM 12D Docker 1 A—ZFRAL. HHFxZEHRAINA XU TUVVRMEEDH LT .

=554, bDiRg: ()

OV —))LEAREZAFZFNBOTITY, IBM 2D Docker ¥ XA—>Tld server run IY > RTH—/){—%

GOEDIEE BEHLTNBDT. I7OILCERASNELA, A=l
WAS Liberty i"5DOJ AN GEERENE T,
TEEERgEs. jog P TUTg—23 27 System.out XU System.err (CHD UTEARABSHBEEZREINET. JlegE/missszgEs o
trace.log MO IRIBELEESIC AL —ANEFREINET, /logs/trace*.log
FFDC O FFDC O T9 . WAS Liberty REBDS X7 A - TS —I1BHRZFHMICEEFRLUET, /logs/ffdc/*.log
TIRA—ARyZ - LU 3> (Verbose GC)ZBMCT D EENEINET . TIAIL B TREDSNEEA. (A>V—L) T2
GC OJ -Xverbosegclog Z15E LIk E D> Y —)L(console.log)\HHENET, (/ou/t ut/verbos?a C.*.txt)
-Xverbosegclog THAET 71 ILZIBE LIRL\E. Joutput/verbosegc. *.txt ANHEHDENET, P gc.”
WAS Liberty @ HTTP hS5>XR— b7 O - OJTY. T IAILNTEEASNEERA.
LERR HAHFEZIBELRE. Joutput/logs/http_access*.log (CEEERESNET VeI lisgs) it HEeeEsT0g)
Eg‘\/ YOZ3Z YA RS HHISY (2T1—X - OSw k, 2PC) OEBAOOITY, Joutput/tranlog/*/log*
527 731, boting (1
Java Dump Java Core EEM(ENET, RIBEHBIAEIC IVM OAREPESHRNATFX MR THAOETNET, /output/javacore. *.txt
Heap Dump E—THhDATZ o hfEE. 11X, 7 RULASRERREDBHRN/ AU - THhENET, /output/heapdump.*.phd
System Dump SRAF /- F>TF(core) TI ., 5L OS SHEICMIFLET . n/a
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- [BMCloudPriate
O &5 2T DOXGIEDBEICIRD T —R

mBXA NS>oHO23> (271 —X:-J=wv kN, 2PC) ZEAHULTCWDSE
.« (T NRBED RSO3 REHET B(CE. RSO I - OJBNBAICRDES

B [EEFREFCOTESY S THEEEITKRUTCTEBEEVNES
e« Pod D> FF—RICHEADESNZO04S5 > T d. Pod MEIET B EHEZ TUFEL. BEERGZ (MR TSRV OEEENRSDDET
« MEE(CHEUTHELITIEIKEIENEBEEIRNDFET

B (TA -V RER(CHEROVZIEREFB UFATERUZWES
- PERDSER LTS/ (T A =AY —)L EEMFERIB LSS, (EBREFACHERTEL THLBLBDET.,

B RN SOBENER TOOTREENNAEDISS
c POTR - O0RRE. BEOHER TOORENELH LD TR EBEESINET
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OD &5 > Dkt

B O0U &Y Tkt S 2EE U T ITRUE T,
B OJDXKGHUE

— Helm Chart D/\SA—F—RE CTKAFHtTE 200 (OTDENEZET T AL BNSZEE UIRVETIHE)
« /logs RICHHEN30% : messages.log, trace.log, FFDC O
- /Joutput/tranlog R(CHEHE=NZ0OT : ~S>Ho>3> - 0O

— 5% /logs RICIEET D& TKAHbTEd0O00
« http_access.log
- GC OV

B 5> T DK

— OJ Dk&eL DR (/logs) =i C & TkEb 9 D 5%
« Helm Chart ®/\S A -4 —&E CcOJZKEALSE. /logs (CH>TZ=HE I DEKSIC WAS Liberty Z18r UE T
« F2TICLKDT. OJEPBEENEBEESNDEIEEENSDDET

— SRHOKGUCHOMEIEZR T DA
« Helm Chart ZZE£ U, BRAOMEIEZEITD A ENEZISNEY
AT CLKBOVEHEBOEBEINETEEFT
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IBM Cloud Private

O kit : Kimsaisk(Persistent Volume)D#E{iE

B (170 DOk bIC BNk enEiE(Persistent Volume)(d, ATORINHDDAETHEMRUET,

— Dynamic Provisioning Z{EfH 9 3155
« ICP S RAF—(CEESNNTLVD StorageClass Z#HEE2LET . GHM(E ICP USR5 —DEIRE (CHEER

— Static Provisioning Z{#9 di5a (&, EIRED PersistentVolume (PV) ZEZELEXT

« ICP Management Console TEZ 9 % =(d. [Menu > Platform > Storage] &£3EIR L C[Storage]EE (CiEEF+. [Create
PersistentVolume]/RS > Z#H T U TER UE T, (EEARSE yaml T 7 1JLDAIZESER)

« kubectl apply OV > RTERKR I DiHE(E. LTFDLDSIE yaml TJ7 AL {ERHLUET

— kubectl IVLFRDE VTV IIZEIL TIE, 1. 1BM Cloud Private ICP)#Z/D/\CP D EHELE(E: #5/E /IR L= IEREFSEL TS/ES0)

apiVersion: vi e PV DEHITY. EHEID PV BICEXFT.
kind: PersistentVolume
metadata: / 1 >R N—JLES(C label BIEESNIBAE. PVC EDTYFERHED 1 DERDET,
name: hogehoge-pv-1 —
labels: / PV @ StorageClassName Z#EELZE T,
type: hogehoge-pv . —| A>RABb—JLEIC StorageClassName AMEESNTHES(E. PVC EDVYFRAD 1 DERDET,
spec: /
storageClassName: was-logs | storage Y XEARCIEL THELET. PVC EOXYFEHED 1 DT,
capacity: /
storage: 1Gi N N i ,H
e ’ ,/ O kEUERD PV (&1 DD Pod i"EHISDT. ReadWriteOnce ZIEELET .
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain _| PersistentVolumeClaim HAHIBRENz &= DEMEEIBELE T,
o NFS %z PV & UTEATY 35S, BIREEE Retain DH T,
path: /nfs/hogehoge-pv-1
e TR S [ NFSOFALIRU—% PV ELTEETBBADHITT, .
path (CHEELRET« LD U —(EFDIEMR L TEBENSHDFT ., path (& PV BICERXFT,
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O Dkt : NS> 033> - OV DKL
B WAS Liberty ® b= >H502 3> - OJ %KL BDIGESEUTOEENNETY

—server.xml (CATDIEEZENMUET .
« WAS Liberty OICENF(IC1 >0 MOEEENRIESN. BT IDEX T TUMNBEISNRA<KRADET,

<transaction recoverOnStartup="true" waitForRecovery="true" />

— IBM &£ Helm Chart (&, I A#)L bOOJBREZBREL TWLET,
transactionLogDirectory (IZEE TC=FX A

T IAIBDRSHOET 3> - OJDEE . ${server.output.dir}/tranlog/

—WAS Liberty O bS50 3 D BEEDRE(CEALTIE. BUTFD URL DIFHRESER L TLIZE0),
- developerWorks: WAS V9 LibertyBE8& 555tz =7—8%R — (6. S\ EhEEE] D [ bS5 023> ] O8D

— https:/mww.ibm.com/developerworks/jp/websphere/library/was/liberty v9 infradesign/
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IBM Cloud Private

O Dkt : 1 > XA M—=JLEER

B IBM 2f£dD Helm Chart D/\S A -5 —( RTE T DIE
—~AIFDEEZITVET
» persistence.* TOJRBDKGBIBDIERZIBELET
« logs.persistLogs 3K logs.persistTransactionLogs Tkt I 200 Z8ELET
EHREIRAR—=0D [IBM 12D Helm Chart /NS X—45— : OJE] &L T<EEL)

B> A=)l - EH
—O0%KkEALURWVMEES ERIERTI N, UTOEENSDEFT
« Pod (& StatefulSet &ELUTA > X b—JLEH. Pod D&RIFIA > T W IR THEBISNBDKGENXEETIERDET

# kubectl get pod
NAME

READY STATUS RESTARTS  AGE
hogehoge-ibm-websphere-1-0 1/1 Running © im
hogehoge-ibm-websphere-1-1 1/1 Running © im

« Pod (F17 >V ORBICIBRESENET (5TA4J)L bD podManagementPolicy 7' OrderedReady dizs)
 Headless Service BN TYER=MNZFE I (Headless Service ' StatefulSet Z{EHA I DIHFEDRIIRDIZH)

# kubectl get service o]
NAME TYPE CLUSTER-IP  EXTERNAL-IP  PORT(S) AGE HI414w IR -np iMI< AR
hogehoge-ibm-websphere-1 ClusterIP  None <none> 9080/ TCP im Pod 7O AHTY
hogehoge-ibm-websphere-1-np  ClusterIP 10.0.0.204 <none> 9080/TCP im
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IBM it Helm Chart ®J)\SA—45— : OV EE

B OO0 DXGACLICEHET D)5 A—5—
Cqualiier | paramerer R
name Persistence Volume Claim (PVC) M&InDiFIREE U TERESNE T,
useDynamicProvisioning Dynamic Provisioning Z#H 9 155 (& true %Z. Static Provisioning Z#H 9 3155 (4 false ZIEELUE T

{89 3 StorageClass ZiEEL X,
storageClassName (Dynamic Provisioning D& (&, £ 9 D StorageClass D&pIZIEELE T, )
(Static Provisioning Miz& (. AT D PV [CEHZRSHMNTLVD StorageClassName DIEZIEELE T, )

Static Provisioning MiZ&(C. AT D PV ZEIRTDEHD. SANILDEZRIZIEELE T,
(AT 3 PV [CERSNTVDISNILDEGRTIZIEELET . )

Static Provisioning MiF&(C. AT D PV Z&EIRTDHD. SNILDEZIBELET .
({EFAT 3 PV [CEESNTULD SN L(selector.label TIEEULIESANIL)DEZIEELE T, )

size KRR A X &EIBELE I, (BEAMEETE : 100nEE, P, T, G, M, K &F/z(& 2DnE Ei, Pi, Ti, Gi, Mi, Ki)

WAS Liberty (O A tflgizE Kk FeaBiE E (CEID H TRIHE( true ZIBRUFE T,
true ZIETE I D&, Docker 4 A—=D /logs (CKHFLREHKAD logs 7 LI hU—Y DT> hEaNFET,

WAS Liberty @ bS5 > 503> - OJ DM E KFTHER L (CED HTIIHE(E true Z&#IRUE T,
true ZI8TE I B E. Docker 1 X—=0 /output/tranlog (CKHLREIEAID tranlog =« LT KU —HY D> hEnZxEd,

B> YV—)L - O HICEETBI(SGA—-~F—
WAS Liberty @3>V —)L - OJDIA— vV hEIEELET,
json FZx(Helm Chart 7 J AL ). FzlE. {EENSDHIFEER TH D basic EFRNIBETETET .

WAS Liberty @3>V —)L - OJDEALNIILEEELET,
info (Helm Chart @7 J#JL &), audit, warning, error E/z(Z off DEINNZIBELE T .

WAS Liberty 1>V —)L - OJ(CH 79 BRNE% message, trace, accessLog, ffdc DEAENE TIBELE I,
consoleSource Helm Chart @5 J#JL (&, message,trace,accessLog,ffdc T9, consoleFormat 7' json DS (CDHFEMNTY .
POER 007> Y—)L - OJELUTHATBICE. WAS Liberty RIDOEBREHEICIRDET .

v
2

persistence
selector.label

selector.value

persistLogs
logs
persistTransactionLogs

consoleFormat

consoleLoglLevel
logs
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IBM Cloud Private

O Dki{L : KikmiEDEE (1)

B Pod D'EEE 9 B85 (C PersistentVolumeClaim (PVC) hMERk =M. Claim (CXwYF T D
PersistentVolume (PV) EBEESIFSNET,

— kubectl get pv V> RT PV DI REZ. kubectl get pvc I > KT PVC DIRREEZHEER TS XTI

AD PVC [CEAEM TSN TNDIRRE PVC ([CEBEMITONTH ST, D HTOIREIRIREE
# kubectl get pv
NAME CAPACITY  ACCESS MODES  RECLAIM POLIEY  STATUS CLAIM
hogehoge-pv-1 1Gi RWO Retain Available
hogehoge-pv-2 1Gi RWO Retain Bound default/hogehoge-pvc-hogehoge-ibm-websphere-1-1
hogehoge-pv-3 1Gi RWO Retain Bound default/hogehoge-pvc-hogehoge-ibm-websphere-1-0
# kubectl get pvc
NAME STATUS VOLUME CAPACITY  ACCESS MODES
hogehoge-pvc-hogehoge-ibm-websphere-1-0 Bound hogehoge-pv-3 1Gi RWO
hogehoge-pvc-hogehoge-ibm-websphere-1-1 Bound hogehoge-pv-2 1Gi RWO

HELD PV (CRIEFTBSNTULDIREE

— ICP Management Console MiZ&(d, [Menu > Platform > Storage] &R U C[Storage]|BiE (CEH. %=D%
JZBEIRT B ET. PV & PVC DIRReZ MR CTEET,
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IBM Cloud Private

O Dki{L : KikmRigDEER (2)

O J&;@%ﬁggfj CTE. FFESNIZ PVC (F5XRD. PV COBERMITHERDFTT (Pod DIRREZ fRET

—Pod DL TU 1ERDHEIR
—7>14 > X =)L (helm delete --purge)

B RE(CIRD/Z PVC Yo, PV EDBEEMIFIEFETHIBR T DENSHDFT
— PVC ODHIFR(Z kubect! delete pvc N> BT, PV EDEERF(E kubectl edit pv N> RTITLWET

# kubectl delete pvc hogehoge-pvc-hogehoge-ibm-websphere-L-6
persistentvolumeclaim "hogehoge-pvc-hogehoge-ibm-websphere-1-0" deleted

persistentvolume "hogehoge-pv-2" edited |

[5)

U delete/edit MRZBEZRVNELDIC, +FELTLEEW

— ICP Management Console D& (&, BIARDEH C{TULVERT
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IBM Cloud Private

O Dixix : ICP OOV #xixkie

B Pod ATTH#NT D127 -0V —)LEA(E. Management Node TH#E)19 S Logstash (CH
B (CEmX =41, Elasticsearch (CBRESNFE T,

(ICP Cluster (Kubernetes Cluster) )

Worker Node Management Node

atd 3
Pod Pod

/var/log/containers/

B WAS Liberty 1>V —)LHEAE. BERIC Elasticsearch (CRESNET

Elasticsearch

|
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O DERX : I7X 9 D0 DEETE

B [BM 12D Helm Chart /S A -5 —( 3%TET DE
~BUTFDINGA—SF—THRAETEZTEI., 7 IAILNT. SXARERE TCOOTMERR SN BEE(CIRD TLET,
* logs.consoleFormat
* logs.consoleLoglevel
* logs.consoleSource

— SFHR(EBIRD TIBM 24D Helm Chart D/\SX—45— : OJEE] #SBB LT EE0)

O gbgz O %=X 9 B(C(E. WAS Liberty O&EC7OTX - OJEHEBRICT DEND
i o

<httpAccessLogging id="accesslLogging" filePath="${env.X_LOG_DIR}/http_access.log"/>
<httpEndpoint id="defaultHttpEndpoint" accesslLoggingRef="accessLogging"/>

==
B Z=Z(|5%
« WAS Liberty Knowledge Center: HTTP 77ZtXopO+>7)
— https://www.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/rwlp_http _accesslogs.html

« WAS Liberty Knowledge Center: O+ > 208 KU ~L—X

— https:/Mmww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/rwlp_logging.html
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OY Dz : mxENicO0P DFR~R

B Elasticsearch NEmXE=MN/zO7(% kibana CTHEEE CTEET

k b 29 hits New Save Open Share <€ @ Last15minutes
| liberty_message Uses lucene query syntax n
Discover liberty_message
Visualize logstash-* July 11th 2018, 16:17:00.950 - July 11th 2018, 18:32:00.952 —  Ayuto E|
Dashboard . 235
Selected Fields
20
Timelion
? _source € 15
3
Dev Tools Y10
Available Fields o -
Management ’_|
@ @timestamp ]
16:18:00 16:19:00 16:20:00 16:21:00 16:22:00 16:23:00 16:24:00 16:25:00 16:26:00 16:27:00 16:28:00 16:29:00 16:30:00 16:31:00
R e=rsion @timestamp per 30 seconds
t id Time _source
t _index i
»  July 1ith 2018, 16:29:13.028 log: {" type"'”_",”hast":"resour‘ce—ea‘ter—'ihm—websp—bg?cd-fb‘F?—Sr'qu","'ibm_user[)‘i r " Sopth/1b
# _score mhywlph Susry,/™, "ibm_serverName" : "defaultServer"”, "message” : "FFDC1015I: An FFDC Incident has been created: '\
t _type "javax.servlet.ServletException: Java heap space com.ibm.ws.webcontainer.f11ter.WebAppFilterManager. invoke

Filters 1064%" at ffdc_18.07.11_07.29.12.1.7o0g","ibm_threadId"”:"000001d3", "ibm_datetime"”:"2018-07-11T07:29
t beathostname

:13.026+0000", "ibm_messageld” :"FFDC10151", "module” :"com. ibm.ws. logging. internal.impl.IncidentImpl”,"Toglev
t beat.name

»  July 1ith 2018, 16:29:12.999 log: {" type"'”_",”hust":"resaur‘ce—ea‘ter—'ihm—websp—bg?c4fb‘F7—5rqu" "ibm_userDir™:™\ /opt\/ib

mhwlph Suse /™ "ibm_serverName” : "defauvltServer”, "message™ : "SRVEQ777E: Exception thrown by application clas

t beat.version

? host = "javax.Taces.webapp.FacesServiet.service:230"\njavax.servlet. Serv]etException: Java heap space‘\n‘tat jav

?  ibm_datetime ax.taces.webapp. FacesServlet. service(FacesServiet. java:230)\nYtat com.ibm.ws.webcontainer.servlet. Serv]etW

rapper.service(ServletWrapper.java:1255)%n\tat com.ibm.ws._.webcontainer.servlet. ServletwWrapper. hand]leReques
?  ibm_messageld

7 ibm_sequense v July 11th 2018, 16:29:12.996  q44. {type"'”_",”hnst":"resour‘ce—ea‘ter—'ihm—websp—bg?c4fb'F7—5r'\.rqs"."'ibm_user[)‘ir'“:"\/opt\/"lb
mh S wlph Susry/", "ibm_serverName” : "defaultServer"”, "message™ : "FFDC10151: An FFDC Incident has been created: %,
"javax.management. RuntimeErrorException: java. lang.OutOfMemoryError: Java heap space com.ibm.ws.kernel.ser

EETE vice.util.Cpulnfo getSystemCPU\" at ffdc_18.07.11_07.29.12.0.7og","ibm_threadId":"00000022","ibm_datetime"
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OO Dixix : B>22J) - §v S 1R— ROFIA

mH>TJ) - v aR—R%Z Kibana (C1>R— k9B &, Liberty DO EZ a2 7)LICKRTE
BDEDICIEDFET

~-H>TJIIL - v aR—R
« GitHub: WASdev/sample.dashboards/IBMCloudPrivate_2.1.0.2/Kibana_5.x/

—  https://github.com/WASdev/sample.dashboards/tree/master/IBMCloudPrivate_2.1.0.2/Kibana_5.x
—~UTFTD2D0DF v ami— R ENTWET (RR—ZDFRR[ZESER)

- Liberty Problems Dashboard Xwtz—=. L —X. FFDC DIEHZE177)UET DY v a1R— K
- Liberty Traffic Dashboard 7OtCR - O0%EZ21T7IUETBDY v aR—R

B e
— Liberty @O M Elasticsearch (CA&IESNTUVRVMARETH > T)L - v aR—RZEA2IR— 8T E. 1> 7R— REFIC
ITS5— AvT—IhRRENET
« 721X - O Elasticsearch (CIXSMNTLVRVNSE. Liberty Traffic Dashboard OFERE(CH U TIS—HMRRSNEI N, Liberty
Problems Dashboard (FIEUKFRCTEEXT

~H>2T)L - VS aR— RS ERLIRRTERVMEE(E, kibana T TDEFEZITO T IZEL)
1. Liberty OOOMNKRRTCE D E =R T D
2. 127V IOR - )\ F—>%ZHIBR L. BEKRT D (Time Filter 7« —JL R&EUT ibm_timestamp ZI8E I DINENSH D ET)
3. YT aMR— REEZBAMR—KI3
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IBM Cloud Pri

O Dixi% : Liberty Problems Dashboard MOF 54l

. Dashboard / Liberty-Problems-K5-20180628 Share Clone Edit <€ @ July 18th 2018, 10:32:31.524 to July 18th 2018, 10:33:18.108
{BELE! . » |
type:liberty_message OR type:liberty_trace OR type:liberty_ffdc Uses lucene query syntax
@ Discover Add a filter +
Visualize Liberty Problems Dashboard -
Eeelfanrl Dashboard visualizes message, trace and FFDC information. Click on namespace, pod or container name to filter the content shown on the dashboard.
Timelion
Namespace ~ Pod «"  Container s
Dev Tools - - -
kubernetes.namespace.keyword: Descending Count kubernetes.pod.keyword: Descending Count kubernetes.container_name.keyword: Descending Count H
Management
& default 346 resource-eater-ibm-websp-5c5d7848bf-pgx2j 179
ibm-websphere-libe 346
resource-eater-ibm-websp-5c5d7848bf-gtmwj 167 P =
Liberty Top Message IDs e
¢ ® CWWKEDOD1! -
} ® CWWKGDO093A
- @ CWWKEQ002!
. @ TRAS3001
@ CWWKFDOO7I |
€3 ® CWWKO02191 i
] ® CWWKZ0058
2 ) ) ® CWWKZ0018!
@ CWWKFDO08I
1 — @ CWWKFDO11I I
il i SEminEminE miim S
0 ) ) B : o ) T —T T ® CWWHKF0013I
0:32:35 10:32:40 10:32:45 10:32:50 03255 10:33:00 103305 10:33:10 0:33:15 @ CWWKTO0161
ibm_datetime per 30 minutes @ SRVES103! i
Liberty Message " Liberty Trace «" Liberty FFDC e
@ AUDIT ! ® Count
100 ® INFO 08
¥ @ ERROR 2 06
=] =]
8 5 @ 9 o4
0.2
0 -1 - No results found 0
10:32:45 10:33:00 10:32:45 10:33:00

ibm_datetime per 30 minutes ibm_datetime per 30 minutes




O Digi% : Liberty Traffic Dashboard OFRH

IBM Cloud Pri

®

kibana

Discover
Visualize
Dashboard
Timelion
Dev Tools

Management

Collapse

Liberty Traffic Dashboard

Dashboard visualizes access logging information. Duration numbers are in microseconds. Configure accessLogging in your Liberty server.xml file to use the accessLog source. Click on namespace, pod or
container name to filter the content shown on the dashboard.

MNamespace < Pod
kubernetes.namespace.keyword: Descending Count kubernetes.pod.keyword: Descending Count
default 133 resource-eater-ibm-websp-5c5d7848bf-pgx2j 105
resource-eater-ibm-websp-5c5d7848bf-gtmwj 28
Liberty Top URLs «" * Liberty Slowest URLs
Table - =
. ibm_uriPath.keyword:
) ) Average ) Min ) Max ) Descending
ibm_uriPath.keyword: Count ibm_elapsedTime ibm_elapsedTime ibm_elapsedTime
Descending /ResourceEater/faces
/HeapEater.xhtml
I 124 1,2725 962 2,470
/ResourceEater/faces 4 37,832.75 28,138 60,041 /Resourcetater/faces
/HeapEater.xhtml /CpuEater.xhtml
/ResourceEater/faces 3 15,289 12,545 16,211 = /ResourceEater/faces
/CpuEater.xhtmil fjavax.faces.resource
[ResourceEaterffaces 2 45555 4,500 4611 foamsubmitjs
fjavax.faces.resource —

Liberty Access Log Response Code
12 1 ® 200

@304

Count
[=)]

110500 111000 11:15:00

ibm_datetime per 30 seconds

Liberty Access Logs Search

Liberty Access Log Average Elapsed Time

15,000

10,000

Count

5,000

11:05:00 1110000

11:15:00

ibm_datetime per 30 minutes

«" Container
-

H kubernetes.container_name.keyword: Descending

ibm-websphere-liberty

Average Min Max

Count ibm_elapsedTime ibm_elapsedTime

4 37.932.75 28,138 60,041
3 15,389 13,545 16,811
2 4,555.5 4,500 4,611
124 1.272.5 962 2,470

«" Liberty Access Log Elapsed Time
- )

Count
(=11

11:05:00 11:10:00 11:15:00

ibm_datetime per minute

Count

133

ibm_elapsedTime

@ 0 o 250,000

@ 250,000 to 500,000
@ 500,000 to 1,000,000
@ 1,000,000 to 2,000,000
@ 2,000,000 to +=
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DSAS— SSL @&l

B 525 — SSLEREFAT D&, ICP IS5 —ANTHEIT S WAS Liberty H', HED SSL
BB ZFERATEDILDICIRANDET

B USRS — SSLERk(E. LUFDOERTEMESNE T

Secret ¥/z(& ConfigMap @ .

HANT Secret mb-keystore key.jks WAS Liberty 1' SSL @{ETHEAT IMHIEMENTND I 7ML T,

MINTD A RDI)I\AT— KT,

;\07\,7_ K Secret mb-keystore-password password WAS Liberty ‘#2923 securityUtility encode <> RZFEHAL T xor AE
TI>OA—RUIZEBDZIEMNTDELDICLET,
=45 STRR=E(SFRR= s (— STAR=E\ Y

I\EX I\ o A I\T Secret mb_truststore trust.jks 'fn?ﬁt%%\\%%%nmﬁﬂE(DIEEHE@%%@E(L{Eﬁﬁéﬂ%ﬂEﬁﬁE)b\*g%Wén_Cb\5
J71ILTY,

|\51|\ . Xl\TO) I\EXI\ ‘XI\TQ}(ZU— Hﬁg—o

SR — I Secret mb-truststore-password  password WAS Liberty h'12ft9 3 securityUtility encode X > RZERHAL T xor AEF
TI>OA—RUZEBDZIENTDIELDICLET,

WAS Liberty @ : : . AR ERSA S - ARTDIBRNERSNTLS, WAS Liberty DRk D 7

R T 7 1)L ConfigMap liberty-config keystore.xml LT

« &% : WAS Liberty Knowledge Center: SSL :@{EDERARIEEL

— https://www.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp_sec_ssl.html

« &% : WAS Liberty Knowledge Center: SSL #&rDiE 4

— https://www.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/rwlp_ssl.html
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DS RS — SSL H#BpkEBZMELTI= WAS Liberty @1 > X h—)L & 48R

B Chart ®/\5 X —4— ssl.useClusterSSLConfiguration (C true ZIEELTA > A —=ILT D &,
WAS Liberty (CFECOBRANENNSAL. TSRS — SSL ASpMERMESNE S
(ZBRHIIC. U5 RS — SSL #BZE/ERR U CHE KBNS DF T, ERkGEF R, )

— DS RS — SSLIBRRD T 7 A )UIE. LLFD/(R(CERESNFT

« HER /etc/wlp/config/keystore/key.jks
« S XK XK /Jetc/wlp/config/truststore/trust.jks
« KBk 7 1)L : /config/configDropins/defaults/keystore.xml
[0
[ 18 2 7 1)L keystore.xm|l ODRE
<?xml version="1.0" encoding="UTF-8"?>
<server>
<ssl id="defaultSSLConfig" keyStoreRef="defaultKeyStore" trustStoreRef="defaultTrustStore"/>
<keyStore id="defaultKeyStore" location="/etc/wlp/config/keystore/key.jks" password="${env.MB_KEYSTORE_PASSWORD}" />
<keyStore id="defaultTrustStore" location="/etc/wlp/config/truststore/trust.jks" password="${env.MB_TRUSTSTORE_ PASSWORD}" />
</server>

- USRS — SSLABRD/ AT — RE. LT ORRRIRICGERESNE T
B RTD)T— R MB_KEYSTORE_PASSWORD
« SR« ARFD/)CRDT— K : MB_TRUSTSTORE_PASSWORD
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DS RAHF— SSL 2Bt I dIESDEFR=

m US55 — SSLERAEEMET 3G, UTFORCIENBETT

— IS5 XA — SSL #pkFAdD ConfigMap /' /config/configDropins (CXD > haNdiz&. Docker 1 A—=D
/config/configDropins B2 T (CAEFNSNTEABR D 7 1) UISMEDNIR< RN E T

IBM 12#t®d Helm Chart Tl&.
SRS — SSL #8A®D ConfigMap MMC CICEEY IS haNEd

[ / [
/config / /conf‘ gDroplnS/L defaults /
/config/configDropins (C

server.xml \j """ Xml| \j T BEYUSRTBOT,
CDFEHEANETANENDDET

— IS RS — SSL 18R AHDIBR T 7 -1 )L keystore.xml (&, /config/configDropins/defaults ([CACESMNSDT.
server.xml RICEEB UEEENFEITDEHEHRSNTUEL. USRS — SSL EBRMNBIMEESNEEA

—#iR@dD [Helm Chart DERkERE] & [ConfigMap & Secret FAE] ESBB LT IEE0)
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DS A — SSL DR (1)

B USRS — SSLAERIE. UFDWIT NN DITHE TR CEE T ‘
Bl COFE TR SN SAEE. BRHARD 1 FRIOBCHARERDT, ERNMVETYT

— Chart @/ X —%4— ssl.createClusterSSLConfiguration (C true ZIEE U T > A —=)LZI1TD
— Microservice Builder 77 JUwO% A > XA h—=)LF3

« HHE  LVINDIHZEDB. 1 XA—= ibmcom/mb-tools "3 T EUTEITSINT, IS5 RS — SSL BN ERSNET

B USR5 — SSL iBRa BRI di5a (. BIfFdD Secret. ConfigMap. SXU k> 3T &L
TN RTHIFRU T SITLEXRT
« &% : WAS Liberty Knowledge Center: IBM Cloud Private FH® Liberty T® SSL D{EHBIEE{E

— https://mww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp icp_ssl_helm.html

# kubectl delete secrets mb-keystore mb-keystore-password mb-truststore mb-truststore-password
# kubectl delete configmap liberty-config

# kubectl delete job liberty-secret-generator-deploy
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https://www.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp_icp_ssl_helm.html

DS RS — SSL 18D ER (2)

O §37b‘$ﬁ£bfﬁi@1§ﬁﬁb“‘ WG E(E, AR ENSA S - ANZERLU., FEEOOY
RTOS RS — SSL 8k Secret %ﬁ‘éiﬁ’azi@'

£% . WAS Liberty Knowledge Center: B— K - J\—5+ —5EBREZFEA LT SSL DfFERATIEEL

— https://mww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp icp_auto_ss|3.html

« &% . WAS Liberty Knowledge Center: securityUtility 1< > K

— https://mww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/rwlp _command_securityutil.ntml

# kubectl delete secrets mb-keystore mb-keystore-password mb-truststore mb-truststore-password

# kubectl create secret generic mb-keystore --from-file=key.jks=./key. jks
# kubectl create secret generic mb-truststore --from-file=trust.jks=./trust.jks

# kubectl create secret generic mb-keystore-password --from-literal=password="...... "
# kubectl create secret generic mb-truststore-password --from-literal=password="..... "

JARXDJ— R(Z. securityUtility encode ON¥> RTI>d—RU
EEDZEEELERT
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A—bMR5—=U>D
B IBM {&H®D Helm Chart Tl&. Horizontal Pod Auto-Scaler (HPA) Z{EBUeA— b X —U > DFE

R PN
ENOJEECT
enabled A= RRT—UDO%ZEBMCITINENZEIBELET,
Fd— RO —U 20BN UIEBE. replicaCount (CIBEULRLTURDEISERINDILDICRDET,
minReplicas _
autoscaling : LT U D OsIMEE RAEZIEELET .
maxReplicas

CPU [FAROBRE(*)Z/\—t> hTHEELET.

targetCPUUtIlzationPercentage  (uy cpy pEREICHT BEIET. LPodDFIETT.,

B FE AT F—MMERITDIVY-RDOEKRE L FRZIEETCTETEHT

constraints.enabled DY —XH 2B CTINENZEIEELET .
requests.cpu CPU EXEU—DEKREZIBELET .

HEsnllnEs requests.memory BELURWEAR limits TIEEUZME. £d. BEOT AL MENMERASNET.
limits.cpu

i e CPU EXEYU—DERZEELET.

B (5, FEEDSBEDERMDBEICDIHF. A— b RT—VU > TOEENERTETE U
- DY —-X##¥%=BZME (constraints.enabled=true) U.
— Deployment/ReplicaSet & LT > A M=JLUTEHEES (OJ%ZKkEL L TULRWES
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A—=bR—=U>DODENER (1)
B HPA OFEIRTORIE (S kubectl get (HAP%)

-W CEZAH—TEFE9T

# kubectl get hpa

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp <unknown> / 50% 1 3 (4] 25s
# kubectl get hpa resource-eater-ibm-websp-hpa -w

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp <unknown>|(/ 50% 1 3 1 35s
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 16%|/ 50% 1 3 1 im
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 1%|/ 50% 1 3 1 2m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 0%|/ 50% 1 3 1 15m =ik AR el r=Y D )|
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 63%|/ 50% 1 3 1 17m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 63%|/ 50% 1 3 2 18m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 100%|/ 50% 1 3 2 18m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 100% |/ 50% 1 3 2 19m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 50%(/ 50% 1 3 2 21m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 50%(/ 50% 1 3 2 21m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 95%|/ 50% 1 3 3 23m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 100%|/ 50% 1 3 3 23m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 100%|/ 50% 1 3 3 24m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 60%|/ 50% 1 3 3 24m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 60%|/ 50% 1 3 3 25m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 33%|/ 50% 1 3 3 25m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 33%|/ 50% 1 3 3 26m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 0%/ 50% 1 3 3 26m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 0%/ 50% 1 3 3 27m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 0%/ 50% 1 3 3 27m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 0%/ 50% 1 3 1 28m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 97%|/ 50% 1 3 1 28m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 99%|/ 50% 1 3 2 32m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 99%|/ 50% 1 3 2 32m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 51%(/ 50% 1 3 2 33m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 50%|/ 50% 1 3 2 36m
resource-eater-ibm-websp-hpa Deployment/resource-eater-ibm-websp 50%|/ 50% 1 3 2 36m HHBEASLZEDETERELTWET
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A—BRRT—=UDODEEH (2)

B HPA ODYRRE(S kubect| describe (HAP®) THEER CTE=EX T
— Conditions: HPA DIRTEDIRRET I
— Events: HPA DA NOERET S 9
B A SRS B ICREERRLIZE TS

# kubectl describe hpa resource-eater-ibm-websp-hpa L
Name: resource-eater-ibm-websp-hpa
Namespace: default
Labels: app=resource-eater-ibm-websp
chart=ibm-websphere-liberty-1.4.0
heritage=Tiller
release=resource-eater
Annotations: <none>
CreationTimestamp: Fri, 13 Jul 2018 15:21:39 +0900
Reference: Deployment/resource-eater-ibm-websp
Metrics: ( current / target )
resource cpu on pods (as a percentage of request): 50% (251m) / 50%
Min replicas: 1
Max replicas: 3
Conditions:
Type Status Reason Message
AbleToScale True ReadyForNewScale the last scale time was sufficiently old as to warrant a new scale
ScalingActive True ValidMetricFound the HPA was able to successfully calculate a replica count from cpu resource utilization (percentage of request)
ScalinglLimited False DesiredWithinRange the desired count is within the acceptable range
Events:
Type Reason Age From Message
Warning FailedGetResourceMetric 38m (x2 over 38m) horizontal-pod-autoscaler unable to get metrics for resource cpu: no metrics returned from resource metrics API
Warning FailedComputeMetricsReplicas 38m (x2 over 38m) horizontal-pod-autoscaler failed to get cpu utilization: unable to get metrics for resource cpu: no metrics
Normal SuccessfulRescale 16m horizontal-pod-autoscaler New size: 3; reason: cpu resource utilization (percentage of request) above target
Normal SuccessfulRescale 11im horizontal-pod-autoscaler New size: 1; reason: All metrics below target
Normal SuccessfulRescale 7m (x2 over 21m) horizontal-pod-autoscaler New size: 2; reason: cpu resource utilization (percentage of request) above target
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Helm Chart O{ER%

B IBM BHD Helm Chart "EA4ICEDRVWGE(E. IBMESTTUS Chart Z7t(CUTHID Chart %=
VERK 9 Dh\. iz ITHBE® Chart ZERR I D E(CIADFET

— ZOABIC, Chart Z{ERAEI(C. BEVY —XZTEHEIDHEREEHDFIN. A1 RTEHRWVLETA
B CCCld. IBM EZHD Helm Chart ZclC UTRIMD Chart =1k 9 5= &k LE I

(1) £9. IBM 2t Helm Chart #5>>0O—RU. BEULET (FHRSER)

(2) RIC. BEESNET« L O M) —D&e17ZZEE L. Chart.yaml ZiREU T Chart &RREZZELFET
e value OF T A)L MEY AT —S%ZEE T DiFgEIL. values.yaml H XU values-metadata.yaml ZEFUET

(3) Chart (CHEBREEZIELUEI (templates T« LI NJ—AHADT7AILZiRELET)

# tar xvf ibm-websphere-liberty-1.4.0.tgz

| Z&E UJz Chart.yaml d—4l

# mv ibm-websphere-liberty custom-liberty apiVersion: vl |

# vi ./custom-liberty/Chart.yaml name: custom-liberty

# vi ./custom-liberty/values.yaml tillerVersion: '>=2.4.0' RIEREAEZEET D
# vi ./custom-liberty/values-metadata.yaml version: 1.0.0 |

# vi ./custom-liberty/templates/deployment.yaml
# vi ./custom-liberty/templates/xxxxx.yaml

—Epk U7z Chart 7 ICP O Internal Helm Repository (CE#%9 2753A(CE L TIE, Btk (ke : ICP
Management Console T Helm Chart 2R3 35a] 2B L T<EE)
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Readiness Probe OB

B Readiness Probe MiXERNE

readinessProbe:

— IBM ##H#dD Helm Chart Tl&. ARKID Readiness Probe H'iEE =41 failureThreshold: 3
FIN, UTOMBERMNSDET WS e i
« microprofile.health.enabled Z true (CEE UMD /ZiZSE. Readiness E?,rt; <Se,«\,“ice.tae,«agetpo,«t@;gﬂ—@
Probe (& http(s)://<host>/ A\D GET EK(C/ADFET, COERCHHL scheme: HTTP ZFE/z(E HTTPS
C. WAS Liberty (FBBDYIEAMEMNTT T 95& 200 OK ZR L TUFEWLE periodSeconds: 10
9, CDfesd. T UDIEEINE T 9 BDAEIIC Readiness Probe HMEET T UL successThreshold: 1
TUFEL, ZTUREST TRICERDEIDIRDAFHIESNTUEWNET, timeoutSeconds: 1

. BXFOEMY & Chart TIEELU TLWBEBDTIERRL.,
B Readiness Probe Ot E - L MED RIS CNBES

—Chart @ deployment.yam| M readinessProbe @ path Z=. 777
UDNILAF T IHaEEIR) (R ICEEULEXRT

. —_ _ o~ readinessProbe:
— TDAD readinessProbe M7 A#4)L MEICBEALTEH. BEENETR httpGet
IBEHZSTEI DLDIC, Chart ZzZ2EEULFEX T {{ if .values.microprofile.health.enabled }}
path: /health
- 248 : kubernetes - Tasks - Configure Liveness and Readiness Probes el S
— https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/ e { {pZE d'}gapp/ LR
port: {{ .Values.service.targetPort }}
{{ if .Values.ssl.enabled}}
readinessProbe @ path ZZ 5 Uzl scheme: HTTPS
{{ end }}
initialDelaySeconds: 15
readinessProbe Mi&EZET T A)L MHSEE LIZHl timeoutSeconds: 9

r[ Chart @ deployment.yaml| DZEEH]
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/

Liveness Probe MiEhl

B Liveness Probe MBS

— IBM 12D Helm Chart Tl Liveness Probe WSS TESNFEEA
%O)Qﬁ@%eéqépﬁss Probe HVa<BR L. EH%FEEJ(;FDiIJ DIRDMHRD S N EETE. BECHES SN

— livenessProbe ZBIN9I 3 ET. Pod RO FTF—HBEI CBEFSNAILIDICIBECEET,

—{BU. BEEICELD, I>7F—RICHHSNEOTREFERUET . BEHRIZFOBN THIEEE Uz </RUVE
&3, Liveness Probe (il_bﬂbfckb\_cﬂ' =L\,

« 288 . Kubernetes - Tasks — Configure Liveness and Readiness Probes
— https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/

livenessProbe:
httpGet:

{{ if .Values.microprofile.health.enabled }} @

path: /health ¢

{{ else }}
path: /app/healthcheck Readiness Probe EREERDF T vV IZITIN
{{ end }} failureThreshold MfE%Z Readiness Probe KN AE<FTBZET.
port: {{ .Values.service.targetPort }} REISEIOHE LRWSEICEB THIEEEI I DL S ICEE LA
{{ if .Values.ssl.enabled}}
scheme: HTTPS
{{ end }}
initialDelaySeconds: 15
failureThreshold: 30
readinessProbe:

Chart @ depolyment.yaml (C Liveness Probe ZiEH0L /=4 :
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StatefulSet DF J A )L FEEDZEE

B Liberty /' StatefulSet & UTA > X b—JLanN3digE&(O07%
73<%,b4|:©17;i% ). qu)WEb\M\E(J&%;tb\@Div

B podManagementPolicy MDIETE
— LU D 2 1 BEDIEENBIEET T

* OrderedReady: Pod Z|IE/REcE/NEXREIELERT
(EE#FA TV IANNEVIE, [FLEFKREVVIE)

« Parallel: Pod LA E)/5HS1EUET
—~ZBE U7\ & OrderedReady &7, NIBRES)/NBXELLETY

« 7 J#)L bHY OrderedReady T. Chart TIEE L TLVRLDT OrderedReady
(J&Di?

B updateStrategy (DIETE
— BT D2 iEADIEENEIEET T
- RollingUpdate: B#M(CO—-I>T - 7vIF— h2{TWET
« OnDelete: Pod MFENCHIFRESNDE TEHNEEA
—ZEBELIRL\E OnDelete (72D, BEM(CEEFFIESNEEA

« deployment.yam| AT apiVersion &L T a %ps/vlbetal MEESNTULDI
&. LTI AJ)L MED OnDelete HMERAE

« apps/vl M7 J A )L b& RollingUpdate T9

« 83 : Kubernetes — Concepts - StatefulSets

— https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

apiVersion MIFEN HLN
(ibm-websphere-liberty v1.4.0 DBE)

{{ if $stateful }} é//
apiVersion: apps/vlbetal

kind: StatefulSet

{{ else }}

apiVersion: extensions/vlbetal
kind: Deployment

{{ end }}

metadata:
spec:
{{ if $stateful }}
serviceName: {{ template "fullname" . }}
podManagementPolicy: Parallel
updateStrategy:
type: RollingUpdate
rollingUpdate:
partition: ©

{{ end }}

o)

@
L Chart @ deployment.yaml| DZEH
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Deployment @7 J # JL MSEDZEE

m Liberty /' Deployment(ReplicaSet) & UTA > A h—)L
N3Ha (002Kt UIdWEE) (S, BUFORENME(C
IRBDCERDDET

B strategy @ rollingUpdate ODiF%EE
— Chart TIEENE\ZH., BRDFT T A)L MERMERESNET

» deployment.yaml AT apiVersion &L C extensions/vlbetal HMEESHT
WBes,. LTI A)L MERMERESNET

« apps/vl DF T A )L bME maxSurge=25% B KU maxUnavailable=25% T
¥

— maxSurge FHHFIZ, IEESNI=L T HHEE L TERET EEHTES Pod DEH(EIS)
— maxUnavailable — Z#AF/Z, &7 A iKEEIZTES Pod DR X#(E1E)

- WECISUT, ARBLUET
B strategy D type OEE

— [E#RIC. EFiAEZRollingUpdate H'5 Recreate (CEE I B EHH]
AECT
« ZH88 . Kubernetes — Concepts - Deployments
— https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

maxSurge & maxUnavailable ZZ & U7/l

apiVersion MIEFEMNHL
(ibm-websphere-liberty v1.4.0 DIFE)

apiVersion: extensions/vlbetal
kind: Deployment

strategy:
rollingUpdate:
maxSurge: 1
maxUnavailable: 1
type: RollingUpdate

BXFDED(E Chart TIREL TN EDTF R,
F I A MED RERENTUL\DERS

spec:
{{ if $stateful }}
serviceName: {{ template "fullname" . }}

{{ else }}
strategy:

rollingUpdate:
maxSurge: 50%
maxUnavailable: 0%
type: RollingUpdate
{{ end }}

--------- Chart @ deployment.yaml| MDZEEH|



https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

DS A — SSL {8 HDIER T 7 1 U keystore.xml DECEFIEDZEE

B keystore.xml DECEREZEE I DE. P T A — SSLERZBIMMEULROT AU Y N
TEFEI (BR: [R5 — SSL MR ZEME T DIGZEDFEA] )

— A AX—=0 /config/configDropins EC F DR D 7 1 ILIMBINICIRDFR I (RN FT)

- I%%s%o%gxml DBCEScZ /config/configDropins/overrides (CEE D ET. U5 RS — SSL 1EpkDER %2 58

— fthd ConfigMap Y Secret DRk T 77 -1 )L7%Z /config/configDropins B2 FICACE CE A LDICIRADET

mBL, COREREEFERUCHZEE. U5 X5 — SSL EMAD ConfigMap (CX1 9 22BN EIRY
(CRBRESNIRLSTEDET

0]

{9
L Chart @ deployment.yaml DZEH] (1/2)

- name: ssl-config
configMap:
name: liberty-config

A
i

Items:
" - - key: keystore.xml
HIIBR .

Chart @ deployment.yaml DZEEH (2/2)

[ c—

- name: ssl-config

mountPath: /config/configDropins/defaults/keystore.xml

///%: subPath: keystore.xml

{{ end }}

ER% I BI5E(E defaults Zoverrides (CEE
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Ingress MZEE : [EIN—AD{RER FOFIA

(1)

IBM Cloud Private

B ICP @ Ingress Controller (381X — X DRIE

IRX B (Name-based Virtual Host) (Xt L T
AESC)

KRR PRICEDNT, BIL/ (REFDEHOY— LRI
NB#EORSC EHATEE TS

0)

Chart @ values.yaml @l

—ingress.yaml @ spec.rules (C host ZIEANT D &
T. BHINR—XDRIERA M FIABIEEC/IRDEF T
—{BL. HTTPS (SSL) i@ TEHIN— RDIFIIRR 2%

FIATBRCIE. RR—ZDBEFENETT

g : kubernetes — Concepts - Ingress
— https://kubernetes.io/docs/concepts/services-networking/ingress/

’
ICP Cluster (Kubernetes Cluster)

Ingress
Controller

http://hogehogel/app/

http://hogehoge2/app/

ingress:
enabled: true
Chart @ ingress.yam| DZEH| secur.‘eBackends: e
rewriteTarget: "/"
......... host: ""
spec: path: "/liberty"
rules
- host: {{ .vValues.ingress.host }}
http:
paths:
- path: {{ .Values.ingress.path }}
backend:
serviceName: {{ template "fullname" . }}
servicePort: {{ .Values.service.port }}
N
6)
valueFile TDEESH
ingress:
enabled: true
secureBackends: true
rewriteTarget: "/"
host: "hogehogel™
path: "/liberty"
J
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https://kubernetes.io/docs/concepts/services-networking/ingress/

IBM Cloud Private

Ingress OZEE : {RIN—ADRIERA FDFIA (2)

B HTTPS (TLS) #BETRRN—ADFE/RA hFIATDHZE(E. B, ROEEMNMNETY

—H—)\—3ERRE & §2% TLS Secret LU TCEERUE T
« NGINX Ingress Controller MX#R(CHHOBE T, FEBAZE &##(E [PEM-encoded X.509, RSA (2048) secret] &L TCEERULET

— £Z:NGINX Ingress Controller - TLS/HTTPS
— https://kubernetes.github.io/ingress-nginx/user-guide/tls/

« TLS Secret (IUATOXD/ROANY> KT PEM J7AI)ILH BERCEET

# kubectl create secret tls hogehogel-tls-secret --key hogehogel.key.clear.pem --cert hogehogel-chain.cert.pem

— TLS Secret EIRR hEZEX Y T T BD/28HD Ingress Z1/Epk L ET
 LITDOKDIR yaml T+ )LzZzfER L. kubectl apply -f TEZULET

apiVersion: extensions/vlbetal
kind: Ingress

- host: hogehogel

metadata:
: hogehogel-tls-i _
cpac: | DoTOSTITRTATETERS ICP v2.1.0.3 TI&, 750 Ingress ZEHT B &
t1a: Ingress Controller 5> 9 JIKRHAERSNE LT,
C hosts: EZEUJE Ingress ZHIBRI D EEHELET,
- hogehogel
secretName: hogehogel-tls-secret
rules:
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A>TV ERDS HE

B FEEDHGENSDDERT

B WAS Liberty @ File Serving ¥48E(5 A )L b TEX) ZFEHI D5
(a) war E>21—IJUICESHDEE
s 7TU—2 3> @ war B2 —)LAIICERN OIS TV ERSHBCET, BEICHIETEED,
BRIV ERIEIE T BIC(E. war E2a2—J)LE Docker 1 A—2%BEJLRU. Pod BMEAT 3 A —ZESRX DHEN
HDFERI, £le, FNI T YNSLVREWNGETELUEE A
(b) O>FF— - A A=(THEAL. BN ZIENEIL— hEUTIEET DA

Docker 4 A—Z(CEEN >V DT« LD KU —Z/ED . ZDOR(CEFFII> TV & ED. File Serving HEEDILERXE)L— b
EUCHEREIDZETHIRUET,

« B> T VEIEIE T DIC(E. Docker 1 X—ZBEJLRU. Pod MEART 3 A A—HESZMIDINENSDFEI, F/e.
BT YNESVREVNESTELUERE A
(c) ZKEEmBlR(CEE. EDN I MMzt XE/IL— hEUTIEET D54
o FKEEEIELICEREN O > T W AEBIE L C Pod (TN D> MU, File Serving #8EDIEEEIL— M E U TIEEI DS ETHIBULET .
. ﬁ%ﬂgi %_F)“J@%IE(J\ KEGEPBIHAD A>T NV DEFITITAE I, F/o. NI T YNLS LV REWGEICEBEUEREE
H o

B WAS Liberty 1O D I(C. IBM HTTP Server 72D Web 5 —/\—ZFIHIT DL
—BRRIC. RD 2 DDFHFEMNMEESNFEIH, AUw k- FAUw NI WAS Liberty D& ERR T,
(b) O>FF— - A1 AXA=2ICEDDIE
(c) KiErBiEk(CE < 57K
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File Serving #geZfEA9 d75% : IR EBI— MDIEESE

B 1R EIL— MME BUIFOANDDGETIEE CEET

- z%}i_ﬂ ﬁ? e gﬁé‘é@le Serving BEEDH R X Z/L—F) L \WAS HREFHSFEEHL TLEH6E T, WAS Liberty @ Knowledge Center £ TODFEE D HEZ TETHYFEAL, IEEEFNIHEEEL T B

—war =1 —JLd WEB-INF/ibm-web-ext.xml| T}87E

<?xml version="1.0" encoding="UTF-8"?>
<web-ext
xmlns="http://websphere.ibm.com/xml/ns/javaee”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://websphere.ibm.com/xml/ns/javaee http://websphere.ibm.com/xml/ns/javaee/ibm-web-ext 1 0.xsd"
version="1.0">
<fileServingEnabled="true">
<file-serving-attribute name="extendedDocumentRoot" value="/htdocs" />
</web-ext>

— Liberty @ servre.xml D <web-ext> TIEE

<webApplication name="infra-test" location="${app.location}">
<web-ext enable-file-serving="true">
<file-serving-attribute name="extendedDocumentRoot" value="/htdocs"/>
</web-ext>
</webApplication>

« &% . WAS traditional Knowledge Center: J7 )L - H—EX

— https://www.ibm.com/support/knowledgecenter/ja/SSAW57_9.0.0/com.ibm.websphere.nd.multiplatform.doc/ae/cweb_flserv.html
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Y > 7 W HOKERIEOFIAG (1)

B 53091 > 5 > \YHODKEEE(Persistent Volume)ZEZK L, WAS Liberty @ File Serving #iE
DGR EIL— M E U TRINR—2TEF U /htdocs (TN T2 b BHlERmUET

m 9. FENI>FT>WHAD PersistentVolume (PV) & PersistentVolumeClaim (PVC) ZEZ U

X9,
« HlDKXS7E yaml T 71 ILZVER L. kubectl apply O~¥> RTERKRULET

— ICP Management Console TZZ 7844 /%, [Menu > Platform > Storage] &Z#7L T[Storage] EE/=# A4, PV HLUIPVC DEZITNSIERLET,

- HIT(L. label (key$: "type") ZXYWFIEMED 1 DEUTIEELUTWET
« Pod (32N> 5 Y EEFHITDINENRLD T, accessMode (& ReadOnlyMany Z18FEL CUL\ET

PV DEEH

[ c—

apiVersion: vl
kind: PersistentVolume

persistentVolumeReclaimPolicy: Retain
nfs:
path: /nfs/hogehoge-pv-htdocs
server: 10.20.30.40

kind: PersistentVolumeClaim
apiVersion: vl

metadata: metadata:
name: hogehoge-pv-htdocs name: hogehoge-pv-htdocs-pvc
labels: spec:
type: hogehoge-pv-htdocs storageClassName: ""
spec: selector:
accessModes: matchExpressions:
- ReadOnlyMany - key: type
capacity: operator: In
storage: 2Gi values:

- hogehoge-pv-htdocs
accessModes: ["ReadOnlyMany"]
resources:

requests:
storage: "2Gi"

PVC DEZHI
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R > 7 > B DK ineRisDFIBE (2)

B R(C, KEEmEiEsE <Y D> M9 BIEEZ Chart @ deployment.yaml (SEIILE T,

« IBM £t Helm Chart Z7c(CUTERULY Chart Z4EBk L. deployment.xml (CTFEEDEEZNNA XY
— IBM #8440 Chart T/, £REHEMEE T XTHBIL TOEF S, SEDLTEEBEHTEI-12. | XOEFBHEHSHEL HYET .

— BITIZ, BT FEHI T2 I JE DA RELE LY TS, PVC DEFIEEEIS72 TET DT, HEF S DA EFFATFEL Chart [CHYET, BH5/HE TRFT S Chat ELTEE T SHEIL. v70
NFHEPVC B, VO LEE/NTA—E—IEE TESLIIZHR T BB HYET S

template:
metadata:
labels:

app: {{ template "fullname" . }}
spec:

///// volumes:

- name: htdocs

$§§b:7 persistentVolumeClaim:
claimName: hogehoge-pv-htdocs-pvc
\\\ﬁhs {{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration }}

- name: keystores
secret:

secretName: mb-keystore

{{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }}
9 volumeMounts: N
- mountPath: /htdocs
name: htdocs
readOnly: true

{{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }}<k]
{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration -}}
- name: keystores

mountPath: /etc/wlp/config/keystore

readOnly: true

Chart @ deployment.yaml DZEH (1/2)

Chart @ deployment.yaml DZEEH (2/2)

((—
15)
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s > 7 > B DK inaRisDFIBE (3)

B ZHE U/ Helm Chart ZfERHUTCA > A M=)LUET
o JKGToEIE (CERCE SN2 0> 5> WY WAS Liberty @ File Serving #488(C K> CEUESN D LD ICRDET

(ICP Cluster (Kubernetes Cluster) i .

http://host/path/index.htm
/htdocs

A>T WY

Ingress
>[ Controller
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9. IBM HTTP Server (IHS) OFH




IBM HTTP Server (IHS) (CEAYT B1RER

B IHS & Docker IRIZETHIAIT B HDIBEHRZLLFICRUEXET

—IHS @ Docker 1 A—>(CEHT BIEH
« LI'F®D URL TIBIRHA NN TE D, WAS Plug-in 25 Docker 1 XA—H AN TLET
« &% : Docker Hub: ibmcom/ibm-http-server

— https://hub.docker.com/r/ibmcom/ibm-http-server/
« &8 : GitHub: Dockerfiles for IBM HTTP Server
— https://github.com/WASdev/ci.docker.ibm-http-server
& : GitHub: Building an IBM HTTP Server v8.5.5 production image from binaries

— https://github.com/WASdev/ci.docker.ibm-http-server/tree/master/production

—IHS D7 —HATH5DA > X b—)LICET B1EHR
c P—=RAT - TrAIVEFERITDE (FEFRRIDIETT IHS & WAS Plug—in D1 > XA R—ILAET UEY

« £% : [HS Knowledge Center: Installing IBM HTTP Server from an archive
—  https://www.ibm.com/support/knowledgecenter/en/SSEQTJ_9.0.0/com.ibm.websphere.ihs.doc/ihs/tihs_archive _intall.html

— IHS (CEET DD Bk
« £% : [HS Knowledge Center: Configuring IBM HTTP Server for Liberty

— https://www.ibm.com/support/knowledgecenter/en/SSEQTJ_9.0.0/com.ibm.websphere.ihs.doc/ihs/tihs _install _config_liberty.html

« &% : P177874: PLUGIN OFFLOAD/ONLOAD FOR SSL

— http://mww-01.ibm.com/support/docview.wss?uid=swglP177874

B CNSDEHRESE(CL. 7=HAITNSA2AN=ILFDITET, HMBD IHS M Docker-f X —
SEVERR T D EE ARF(CEEER LEFET
+ ICP BT D IHS OFIREHEIHT ZEDO TR, BFRENSOBITEC L3 —HHLFIBEEELT. SRALTVET
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http://www-01.ibm.com/support/docview.wss?uid=swg1PI77874

IBM Cloud Private

IHS @ Docker f X—SD{ERY

B [HS DA AXA—>7%1ERk 9 D Dockerfile
DO RUE I, D Dockerfile T
(F. AFOOEEFZIT O CLERT

— 0S DOFEFHTE unzip D1 > A =)L

— P —=RATHS5®D IHS D1 X =)L
(WAS @ Plug-in 253)

-4 LU MJ—D%R ‘
( WAS Liberty &[EI#RDIERK)

- /htdocs A7 YH
- /logs O7JH
« /config SRS
— BT ~OENN
—EEIY> RDIETE

m LR, MBS TEINT i
BNBDET

— DRI A X UJE httpd.conf %& /config (C
COPY 935

-5 1> 7> Y7% /htdocs (CACET D
(A7 YA A= (CRICEHDHE)

Dockerfile a5l

[ c—

FROM ubuntu:16.04

# Update and Install unzip
RUN apt-get update && apt-get install -y unzip wget

# Install IHS (unzip IHS zip-file)

ARG ihs_zip file=9.0.0-WS-IHS-ARCHIVE-1linux-x86_64-FP@@7.zip

COPY ${ihs_zip_file} /tmp/

RUN mkdir /opt/ibm ¥
&& cd /opt/ibm ¥
&& unzip /tmp/${ihs_zip_ file} ¥
&& rm /tmp/${ihs_zip file} ¥
&8& ./IHS/postinstall.sh

FHFI>O—RULTHULE,
IHS D77 —HhAT - T7AILD&H]

—_

IHS & Plug-in 1> X
~—JL & postinstall.sh
- DEIT

# Setup Directories =
RUN rm -r /opt/ibm/IHS/htdocs ¥

&& mkdir /htdocs ¥

&& 1n -s /htdocs /opt/ibm/IHS/htdocs ¥

& & rm -r /opt/ibm/IHS/logs ¥ -

T+ LK) —D%dE
(&R Liberty EDBETHERT DT«
Lo K —DERBXFED)ZSD)

&& mkdir /logs ¥
& 1ln -s /logs /opt/ibm/IHS/logs ¥

&& mkdir /output/logs/state -p ¥
& 1n -s /opt/ibm/IHS/conf /config

&R Liberty &MiEER
(Liberty &&I(C http TBETBDLDIC.
SetEnv % httpd.conf (ZiENN)

# Append SetEnv to httpd.conf

RUN echo SetEnv ssl-map-mode offload >> /config/httpd.conf«/’////

# Add shell

COPY ihsstart.sh /work/

ENV PATH /opt/ibm/IHS/bin:$PATH
CMD ["/work/ihsstart.sh"]

\

AIRDY 1 RTARENTLYS ihsstart.sh

HEHRIIAX(*)LTER

* /1>AM=IL-FTaLOR)—%
/opt/IBM/HTTPServer/ 5
/opt/ibm/IHS/ (CEE
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IHS AA® Helm Chart O{ER%

B [HS D Helm Chart (dREENTLEEAD, ‘
WAS Liberty FH®D Helm Chart Z&&Z(C(BEE I D ET)BHBIAERRTEERT

B ER T BFRDINA > MILLTFOEBEDTY

— BIR—Z(TRUTE THS DA A—2(F WAS Liberty EERRDT« LI MU —BEELTWLBDT. ITDIEEL
WAS Liberty @ Chart AU TY
« /logs (CHEHEN 300 %Kk 9D
s BRI > Y AHDKSEEEZE /htdocs (CN D> hT D

— I FOOEE(E IHS TIEFARETT
« A2V —=)IN\DOT N ZRET DIRIEEE
- NSHYOT 3> - OTDKEHE
« SRS — SSL &Rk

—BIR—2(TRUTE THS DA A—=TIE http BIEDHHEIGET T

m WAS Liberty FA®D Helm Chart ZfERHUT IHS Z1> A =)L 9D EEREETT
—/R— &S 80 T. http iIBIEDHNMEJEER Liberty ERIITTAAM=ILTBEERDET,
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IHS % WAS Liberty ORIESICERE T SiSH;

O E;‘Cslﬁllﬂj)ggi“%g D I1>7F—<& WAS Liberty @127 —Z#FESE. Plug-in T:EE=EDHE
—IHS & WAS Liberty (&, Pod RICEAUTZ. 133 118k ETRNDET
—IHS AFGFN > 7> WEUIR L., WAS Liberty &8> 7V ZAIBT B, EREBED Web S AT AERDET

* Plug-in 185k 7 7 1 )LIE. Pod AT emptyDir (FEKifknBisk) ZHBIT D ET. WAS Liberty 125 —M5 IHS D125
FT—NEELUEXT

* Plug-in Z#2H9 3D T. ServerlOTimeout /& ED Plug-in DB/ \SA—F—HNFIBTEDXIDICIADET
- Oz kb2 D55 (E. /logs ADK#FemEigZ Pod NTHBE CEXT

r ~\ OJ%z kG UIsBs
ICP Cluster (Kubernetes Cluster) SOTTTTTTTI T /logs
; : Plug-in 8% 7 7 1 JLOsE%
! ' emptyDir

/htdocs
ERN> TN

http://host/path/index.htm

Ingress
>[ Controller
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IHS 2 WAS Liberty Daik(CHESET BB : IHS DA A—SDEE

B WAS Liberty V&R LT Plug-in W% D 77 1 )LAY THS IOFTEDAE (CHERF I E—2Nd K DI,
IHS @ Docker f X—=(C58 3B ihsstart.sh ZUUTORBICEUEZXET

while I -e "/output/logs/state/plugin-cfg.xml"

do [ 2 2 P 3 ] Plug-in 1&8% 7 7 1 )LD Z1F D
#! /bin/bash e . Py

echo "Waiting for plugin-cfg.xml generation
S y sleep 5 Plug-in #J 71 )L7ZZ JE—
startServer() one
{ . . . . .
" . " cp -a /output/logs/state/plugin-cfg.xml /opt/ibm/IHS/plugin/config/webserverl/plugin-cfg.xml
BEiD TSERIrE M AT SEEEE chmod o+r /opt/ibm/IHS/plugin/config/webserverl/plugin-cfg.xml

# Starting IBM HTTPServer

Jopt/ibm/THS/bin/apachect] start echo "plugin-cfg.xml was generated and copied"

0ldFulltime="1s --full-time /output/logs/state/plugin-cfg.xml"

iF[$2=0]
then farts
echo "IBM HTTP Server started successfully" startserver — IHS #C&h. trap F&iE. sleep (ZFEHI&EEHK)
else t "stopS " SIGTERM
echo "Failed to start IBM HTTP Server" rap ~stop-erver
, i sleep 10 O0%&D>Y—)LA tail Hi7
PRP————————— e e LR Sl VAL ST
stopServer() tail -f /logs/http_plugin.log & Plug-in #8pkJ 7 1)L EFTcN/Z5IE—
{ (FPTVor—>a>ofEL. RBEFT T#IC Plug-in 82 71U
. £ on s qn \ \ A
echo "Stopping IBM HTTP Server \gSlle [ -f "/logs/httpd.pid" ] PNEFENDZENMRVNBEEE. BFRELTEXESDFERA. )
# Stopping IBM HTTPServer == L . e 8 < _
Jopt/ibm/IHS/bin/apachectl graceful-stop L ; newFulltime="1s --full-time /output/logs/state/plugin-cfg.xml

if [[ $newFulltime != $oldFulltime ]]

if [ $?2 =0 ]
then then
" D cp -a /output/logs/state/plugin-cfg.xml /opt/ibm/IHS/plugin/config/webserverl/plugin-cfg.xml
h IBM HTTP full
£i echo Server stopped successfully chmod o+r /opt/ibm/IHS/plugin/config/webserverl/plugin-cfg.xml

echo "plugin-cfg.xml was updated and copied"

} oldFulltime=$newFulltime

o fi

H+HAHAHHHAHAHAHHH R HHHHHH A A H A H A A HRH
N sleep 10 —
N__” done
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IHS 2 WAS Liberty DniEz(CHCIE I S4EHK : WAS Liberty IDEE

B WAS Liberty @ server.xml T pluginConfiguration %z IHS Bl ICENTE TIEEULET
— pluginInstallRoot

* Plug-in D1 > X b—)L5k

« IHS Z77—HA4T - 41> X =)LUTEIHZED Plug-in M- > X b—JL5 /opt/ibm/IHS/plugin Z:&7E
— webserverName

cIHS &7 —HAT « /1> A =ILUIEBE(ICT I AIL N TYERR NS Web Y —/{—%& webserverl &:%7E
— logFileName

« IHS OO HHAT« Lo kU — /logs RICIERKR T DR DICERE (Bl : /logs/http_plugin.log)

<pluginConfiguration pluginInstallRoot="/opt/ibm/IHS/plugin”
webserverName="webserverl"
logFileName="/logs/http_plugin.log" /> r

pluginConfiguration DIEEZSOHEK T 7 1 I)LZ
ConfigMap Zff L T /config/configDropins Bt FICECE T D & T,
L COBHEEN - FEFTITLETHETT

- cDMDEFEIRERCEA L TE. BUTF®D URL 2288
« WAS Liberty Knowledge Center: pluginConfiguration - Web Server Plugin (pluginConfiguration)

— https:/Mmww.ibm.com/support/knowledgecenter/SSAW57 _liberty/com.ibm.websphere.liberty.autogen.nd.doc/ae/rwlp _config_pluginConfiguration.html
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IHS Z WAS Liberty OBIEE(CELE I S4EA% : Helm Chart DZE®E

B IBM D Helm Chart ZtiCc UTH UL Chart Z/ERk UET . U TOEIMNMEIEBEVE(CIRDET,
« IHS B> FH—DFESE
* Plug-in #8p% T 7 1 )L 728 T D TzsHD vqume # (TEE6IT name H' state D emptyDir)
« Fi2 volume OO FF—ADYIT> NE (leerty A& IHS AOmATY O M)

Chart @ deployment.yaml| DZEH|

template:
metadata:
labels:
app: {{ template

IHS B>+ —DEE

"fullname" . }}

volumes:
- name: htdocs
persistentVolumeClaim:
claimName: hogehoge-pv-htdocs-pvc
- name: state
o Lums "Memory” Plug-in 485k 07 -1 JLOsEE1E
sizelimit: "1Mi" S
{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfig
- name: keystores
secret:

Bz@;

spec: N_J

20

SEIOEEZBERATD(CE. if XOUBEZBEBEDIHNENHDFET.

H IBM Rt Chart Tld. RSN DAEZ if XTHIEIL TVEIH

containers:

— - name: ihs

image: "{{ .Values.ihs.image.repository }}:{{ .Values.ihs.image.tag }}"
imagePullPolicy: {{ .Values.ihs.image.pullPolicy }}
volumeMounts:
- mountPath: /htdocs
name: htdocs
readOnly: true
- mountPath: /output/logs/state
name: state
{{ if .Values.logs.persistLogs }}
- mountPath: /logs
name: {{ .Values.persistence.name | trunc 63 | lower | trimSuffix "-" | quote }}
subPath: logs

{{end }}

- name: liberty
livenessProbe:

[ Liberty RO T F—REEERE (4T3

volumeMounts:
- mountPath: /output/logs/state
name: state

—— {{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }}

{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration -}}
- name: keystores
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IHS Z WAS Liberty OBIEE(CELE T 4@ : 1A M=)

B Pod & UTARMY DY —EX(E IHS D/R— RES 80 5ED http BELRZDT. > X h—)LE
([CFEED/I\SA—ESF—DIEECEFENVE T,
* service.port
» ssl.enabled
* ingress.secureBackends
* ingress.rewriteTarget

B HjRX—=0 Chart ZBIDGE, Chart @ values.yaml / values-metadata.yaml $3 KU
valueFile (Z. IHS DA X—BED/ S A —F —EXRDENNMHE(CIRD XTI,

« ihs.image.repository o
. ihslimage_tag : 1 valueFile T@:‘EDUTE:E@E‘J
) . . ihs: L (Chart @ value.yaml (CETEE)
« ihs.image.pullPolicy hraner
repository: mycluster.icp:8500/default/ihs
tag: v100

pullPolicy: IfNotPresent

B BIR—>(CRUTE Chart OZEHICIFLLTFOHEIF IS D ET
« BITE. IHS D> 5FF—(Cxd9 D Liveness Probe & Readiness Probe OEHRZ&IEL TULVET,

« Liberty H>5-3—® Liveness Probe & Readiness Probe (& IHS #2H®M path TIEEI D ELICTRDFT, (Liberty (CELE
L7RLY path Z18E 9D &, IHS B> 5 F—DHN Probe WHRERDET, )

« Chart TOA > XA M—)UEFICIEETETDYUY—XHIR(E, Liberty HO>FF—(CDIHEBRENE T,
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e : Plug-in I 71 ILDOFP I AICEAUT

B Plug-in (&, AITFDAA =22 T Plug-in B 71 ILICTZOECRAUET
— IHS #CENES : IHS &8 1 —HY —(root) T read UEXTY
- ZD% . httpd.conf TIEE =N/l —H —(nobody) CEEZMHERL. read UET

B WAS Liberty 492 J 7 1)LICIE. other NDIERMTS /R0 esh, 1—5 — nobody
Tl Plug-in #8pk 7 71 )L%Z read T=EEA
— WAS Liberty (&. TIAJL KT, ET71—HY—0D umask TIEE M/ other DIERZETEMMEULET

— F171—Y —®D umask TIEE M/ other DIEREEA T D(C(E, IRIFZEE WLP_SKIP_UMASK (C true Z38%E
GDINENDODEXT
- WAS Liberty Knowledge Center: 5—/\— - OXY> R - ATJ>3> : WLP_SKIP_UMASK RIFZ%

— https://www.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/rwlp_command_server.html

B [BM HMEMH T D WAS Liberty @ Docker ¥ X—=TId /opt/ibm/wlp/output (CRAT 1 wF— -
Evw NMT)WERESINTCL\D . 11— — nobody Tl Plug-in #pk J 7 1 )L DOEFHE B Z MR
TEFCA (D7AMNIIVERFITVITIS—HREELEY)

B FEEDRZHEFRR. A1 RTHIRUTE ihsstart.sh Tl&. Epk=MN/z Plug-in #&kJ 7 1 )LZFh
EDT+«LOIKI)—(COE—-U. #ERZEEITDILDCLTNET,
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ConfigMap & Secret ORE

B ConfigMap & Secret (&, B (. U TFDOXDSRIBEHRZHRFITDCHICHATETET

— ConfigMap : IRIEB(CERDIBR
PN ZIBEIER (75— ADEEIER) D5, HEENMELVBEREENT S
« KERIBTOMMERNVEICIRD., Ty 3> - )-SR ADERKIGIRZISINT D

— Secret : HEMEDE VAR - IRIRB(ICER DB
« T—INR—RIEHRADFELEHR (/AT —R1RE) Z18iNg 5
- SSL BEADHER h77 & TD) (XD~ RZIEHT D

B ConfigMap & Secret [CRIFSNCUL\DIEIRIG. IRIBEZNCT 7 1)L7Z2@E U T, Pod NCTHET
D WAS Liberty 07 TUT—2 32 (SBFTENTEFXT

B =g gk [EEEREL : ConfigMap & Secret |
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ConfigMap & Secret DY > b~ - IRA > MMCET 3 ERR

m LI FDT+ LU KU—(C ConfigMap ¥° Secret ZEEY I > h3 D&, WAS Liberty ditcEh (TR L
x99 (2018%F7HHKFs. Liberty 18.0.0.1, 18.0.0.2 d1X7)

— /config/configDropins/defaults
— /config/configDropins/overrides

B TORETCHILTDIRENSDET
— /config/configDropins (CN¥2 > b9 3
« COFEEEFERTDE. /config/configDropins Bic FDBIFDER T 7 1 IS TER SR IRDET
— volumeMount % T subPath Zi8EUL. J7MJVEMCLET A LI KNI —(CBEET D
s COREZFERITDE. ConfigMap T Secret (CXI T DEENE(CRIRENIRASIRADET
« BIRDBITE., COREZFERAUTVNET

\

m S KRERMEFOOTH ik

5]

messeges.log
[6/20/18 3:48:16:450 UTC] 0©000001le com.ibm.ws.logging.internal.impl.IncidentImpl I FFDC1015I: An FFDC Incident has been created:
"com.ibm.wsspi.kernel.service.location.MalformedLocationException: Can not reference ".." when creating a descendant (path=..data/) com.ibm.ws.config.xml.internal.WSConfigXMLActivator 120"

at ffdc_18.06.20_03.48.16.0.1og
[6/20/18 3:48:16:461 UTC] ©000001le com.ibm.ws.config.xml.internal.WSConfigXMLActivator

A CWWKGOO10I: The server defaultServer is shutting down because of a previous initialization error.

(5]

FFDC O4 r

—————— Start of DE processing------ = [6/20/18 3:48:16:206 UTC]

Exception = com.ibm.wsspi.kernel.service.location.MalformedLocationException

Source = com.ibm.ws.config.xml.internal.WSConfigXMLActivator

probeid = 120

Stack Dump = com.ibm.wsspi.kernel.service.location.MalformedLocationException: Can not reference ".." when creating a descendant (path=..data/)
at com.ibm.wsspi.kernel.service.utils.PathUtils.normalizeDescendentPath(PathUtils.java:193)
at com.ibm.ws.kernel.service.location.internal.ResourceUtils.getChildResource(ResourceUtils.java:68)
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WAS Liberty D&k IREROESTIRLL

B WAS Liberty OERIBEHRODEBTINEALIIATDLD(CIRADET
- KU MBSEIBA CIEE Lo BRBRE. SUIBMOBRISRT FE2SasnEd

« &% . WAS Liberty Knowledge Center: #pk ROw -1 > (dropins) J A4 )5 —Z=ER UTcH— /) \—48DIETE

— https://mww.ibm.com/support/knowledgecenter/ja/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp setup_dropins.html
« Z&%& . WAS Liberty Knowledge Center: server.xml 2771 JLTDINEB XML T 7 A )LINS DIERKIBERDIAFHHAF

— https:/mww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/cwlp _config_include.html

= /config/configDropins/overrides R®MD xml 2771 JL CDIETE \
4 N

1, server.xml| CTODIETE
(BA7RBY(C include U Ttk DR &R 55 (E onConflict B C{ERI (CIEE B] 88

\ J
. /config/configDropins/defaults AMD xml| J 7 1)L TDIEE \
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RIBZZDEEIR{AL

B ConfigMap ° Secret O value ZIRIEZZZ18 U C WAS Liberty (CEIIHE. UFOEFEIAALIC
B9 DWENDDXT
« ARLMBSRIBEAI TIEE UIZEIL. SVBIOIET LEEETEINET

4 N\

=. Docker £ X—=AD server.env CD:NTE

- J

p
EFI - ’I’ \/X I\_) LH§®§§E ——— Chart T ConfigMap 1> Secret @ value Z&&E UICHERE
\\

. Docker o A—TODHRE

— A A—AD server.eny CIEESNTCULBEIL. BEETCEFEA
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ConfigMap & Secret DOfEAM (1)

m =

— ConfigMap M) xml 777 -1)L% /config/configDropins/overrides (CIBIT 2 &ET. T —9Y—AEHEE
FT—AHEA=)I\—SA RITBHZRUET

—xml J7-A)Ll&. subPath ZiEE LTI 7)LEMICTEIMUET
—Ffz. U5 XS — SSL #@AHD ConfigMap H subPath Z1E8FEL CI 7 MI)LEMA CREIBDLDICEEUET

B COFITE, BEXR(IC id iMIS=NIz. TR server.xml ZHifEE U TWLWET

b
G

‘\IE

=101
anli

<server>

<dataSource id="SampleDS" jndiName="jdbc/sample" containerAuthDataRef="SampleAD" jdbcDriverRef="SamplelD">
<properties URL="jdbc:mysql://localhost/sample"/>
</dataSource>

<jdbcDriver id="SamplelD">
<library>
<fileset dir="/mysql-connector" includes="mysql-connector-java-5.1.45-bin.jar"/>
</library>
</jdbcDriver>

</server>
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B —YV—REFEET—FZA—) =1 RITBEHIC. FTRIDKDIE xml T7-1IL
(sampledb.xmDZ{ER LET

- COHIT(E, DB #Eii1—Y — &/ \RXD— RZERIBEHENSEEIT DL DICLTVET

<?xml version="1.0" encoding="UTF-8"?>
<server>

<authData id="SampleAD" user="¢${env.DB_USER}" password="¢${env.DB_PSWD}"/>
<dataSource id="SampleDS" jndiName="jdbc/sample" containerAuthDataRef="SampleAD" jdbcDriverRef="SampleJD">
<properties URL="jdbc:mysql://sampledb-mariadb:3306/my_database"/>

</dataSource>

</server>
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B Rk LT8R D 7 -1 )L(sampledb.xml) & DBE#: 11— —DIF#H%& ConfigMap & U CERRLZE T

# kubectl create configmap sampledb-liberty-config ¥
--from-file=sampledb.xml=./sampledb.xml ¥
--from-1literal=DB_USER=root

B DBt 11— —D/\XTJ— K%Z Secret EUTERRLET
—)\XTJ— R(F WAS Liberty @ securityUtility encode A< > R TCI>O—RUIEEDZIEELUET

# kubectl create secret generic sampledb-password --from-literal=DB_PSWD="..... "

@2018 IBM Corporation



ConfigMap & Secret DEAM (4)

IBM Cloud Private

B Helm Chart Z{Epk UE 9

— IBM 2t Helm Chart Z7c(Cc U CFrULY Chart Z4FBk L. ConfigMap FH® volume EEZIEN L. ConfigMap

& Secret NS DIRIBZEEDETEZIBINULET

~E(Z, USRS — SSL #pkAE®D ConfigMap @ volume E&EZIEIE(—SPHIBR) LET

— IBM fE#D Chart T, £ESNSABE it X THITIL TWF TS, SEIDEEZEFT SICIL. if XDILEEZBEEESLELHYET,

— AIT/4, ConfigMap & Secret DB FIHBELEIZ%> TWVET D T, HEHE TOAEFaTFEL Chart [Z4YET,

8

te.r.r;;i.ate: [ Chart @ deployment.yaml DZEH) (1/3)

metadata:

labels:

app: {{ template "fullname" . }}
spec:

///// volumes:

- name: sampledb-config
i%éb:] configMap:

\ name: sampledb-liberty-config
{{ if

- name: keystores
secret:
secretName: mb-keystore
- name: ssl-config
configMap:
name: liberty-config

itemst
= ——key+—keystorexml
KRR :

{{ end }}

and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration }}

Chart @ deployment.yaml DZEH| (2/3)

imagePullPolicy: {{ .Values.image.pullPolicy }}
env:
- name: DB_USER
valueFrom:
configMapKeyRef:
name: sampledb-liberty-config
key: DB_USER
- name: DB_PSWD
valueFrom:
secretKeyRef:
name: sampledb-password
key: DB_PSWD
- name: LICENSE
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ConfigMap & Secret DEAA (5)

B Helm Chart Z/ERxLET (i E)
—SEENM LT ConfigMap FA®D volumeMount EEZEBIMUET
—B(C. BFDOS RS — SSL #pkFd ConfigMap @ volumeMount ZZEUEY

Chart @ deployment.yaml DZEEH) (3/3)

G

volumeMounts:

- name: sampledb-config
mountPath: /config/configDropins/overrides/sampledb.xml EZ )
subPath: sampledb.xml

{{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }} <&

{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration -}}
- name: keystores
mountPath: /etc/wlp/config/keystore
readOnly: true
- name: truststores
mountPath: /etc/wlp/config/truststore
readOnly: true
- name: ssl-config

mountPath: /config/configDropins/defaults/keystore.xml
Pyl subPath: keystore.xml

{{ end }}
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ConfigMap & Secret DOfEAA (6)

B ZELU/Z Helm Chart T X M=JLUFET

c EUBRIET AV —AERETRLT —INMERASNDILSCIRADET
- IBRKIBHROVIBILT (L /logs/messages.log THESR CEET

A CWWKE@OO1I: The server defaultServer has been launched.
CWWKGOO93A: Processing configuration drop-ins resource: /opt/ibm/wlp/usr/servers/defaultServer/configDropins/defaults/keystore.xml
CWWKGOB93A: Processing configuration drop-ins resource: /opt/ibm/wlp/usr/servers/defaultServer/configDropins/overrides/sampledb.xml

> >

W CWWKGOO11W: The configuration validation did not succeed. Found conflicting settings for SampleAD instance of authData configuration.
Property password has conflicting values:
Secure value is set in file:/opt/ibm/wlp/usr/servers/defaultServer/server.xml.
Secure value is set in file:/opt/ibm/wlp/usr/servers/defaultServer/configDropins/overrides/sampledb.xml.
Property password will be set to the value defined in file:/opt/ibm/wlp/usr/servers/defaultServer/configDropins/overrides/sampledb.xml.
Property user has conflicting values:
Value root is set in file:/opt/ibm/wlp/usr/servers/defaultServer/server.xml.
Value ${env.DB_USER} is set in file:/opt/ibm/wlp/usr/servers/defaultServer/configDropins/overrides/sampledb.xml.
Property user will be set to ${env.DB_USER}.

A CWWKFOO11I: The server defaultServer is ready to run a smarter planet.
messeges.log kA%
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WAS Liberty DY 3> - I\—3 5 > X iEE

mtzv>3> - )\ X5 XHEE

— WAS Liberty WMR¥FID HTTP w32 - AT NEINEMRE T DHEETT

— WAS Liberty OFEZERF(C, Bl WAS Liberty B HTTP tw 3> - AT 10 h&E5IEHhE, HTTP v 3>
ZHkEE I DT ENAJER(CIRDET

~-BIZ(E. UTFOXDREHZmzIeHIC, v 3> - -SRI RZFIHUET
- HTTP v > 3> OEuAEZEERLUIZWVLGS
« HTTP v 3> D7 J 4 Z5« —Hh 1+ CIIER TETRNRIZE THE S INENHDIHEES
« BEILETO-EXRZTRMIT DN, EERTIRE TEDIRMEIEN D EIRIGS

— WAS Liberty WM/R— b9 23tzvE 3> - JII—S XI5 EE. UTFTOEDTY
« FT—HIR—-2X
« WebSphere eXtreme Scale (WXS)
« JCache (Liberty 18.0.0.2 BUB&ETXIIL)

-ttwv 3> I\ RHRAEFBITBICE. 7TVT—2 3 AITORISERE(CIRDET
« HTTP w2 3 > (CRE I D5 —4 (& Serializable RAT 10 FTHBIRENHDET
c NTA N ANDHEZRSTzHIC, HTTP Ty 3> - T—HERETHIVENHDET

B> —A9IXR—-X (v 3>DB) OFIFE
~ICP IRIETH. IERBRIRERFRDBRERZITDZET. T —IR—RA=ZFERALIEEYE T3 - I XFIN
KR TEFET
« WAS Liberty Knowledge Center: Liberty Dtzw= 3> - J\—>X 5> XD

— https://mww.ibm.com/support/knowledgecenter/ja/SSAW57 _liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp _admin_session_persistence.html
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ConfigMap & Secret ZERUZtY S>3 >DBDIERKAI (1)

Btzy>3> - =X ZAMERRSITTULRLY WAS Liberty DA X—=(CXF UL

ConfigMap & Secret Z{EA L CzY >3 > DBOBRERZENML. Tyv> 3> - J){—-2 X5
S ARZEERT DHEEEEHLUEKT
—{BU. J« —F v — [sessionDatabase-1.0] (& WAS Liberty D1 X—Z(CEFENTVDIENRNSGDET

http://host/path/index.html

r
ICP Cluster (Kubernetes Cluster)

>[ Ingress

Controller
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ConfigMap & Secret ZERUZEY S 3> DBDIERKHI (2)

B9, TS 3>DBZEENT BDIEHIC. FTRIDOKSIE xml T7AI)ILZERkUET
- sessiondb-config.xml  Zw>3>DB&IEM T DI2HD T 7 1)L (ConfigMap & U TH&HN)
« sessiondb-secret.xml J\RXTJ—RREDOTF1T7REHRZESO T 71)L (Secret & U THEHN)

0]

[ sessiondb-config.xml
<?xml version="1.0" encoding="UTF-8"?>
<server>
<featureManager>
<feature>sessionDatabase-1.0</feature>
</featureManager>
(0]
<dataSource id="SessionDS" jdbcDriverRef="Session]D"> sessiondb-secret.xml
<properties URL="${env.SESSION DB URL}" L '
user="${SESSION_DB_USER}" <?xml version="1.0" encoding="UTF-8"?>
password="${SESSION_DB_PSWD}" /> <server>
</dataSource>
<jdbcDriver id="SessionID"> <variable name="SESSION DB_USER" value="root"/>
<library> <variable name="SESSION DB_PSWD" value="... "/>
<fileset dir="/SessionJD/" includes="*.jar"/>
</library> </server>
</jdbcDriver>

<httpSessionDatabase id="SessionDB"

Si;ii?:ggﬁzi;j?;;?;i:ED WRITE" JSXR D — R(& WAS Liberty @ securityUtility encode <> RT
" - - I>O—-RUEEDZEELET

writeInterval="10s"/>
<httpSession storageRef="SessionDB"/>

</server>
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ConfigMap & Secret ZERUZtY S 3> DBDIERKSI (3)

B sessiondb-config.xml & DB#EHFAURLDIE#ERZ ConfigMap & U THERRLE T

# kubectl create configmap sessiondb-liberty-config ¥
--from-file=sessiondb-config.xml=./sessiondb-config.xml ¥
--from-1iteral=SESSION_DB_URL=jdbc:mysql://sessiondb-mariadb:3306/my_database

B sessiondb-secret.xml %z Secret & U C/ERLUFE T

# kubectl create secret generic sessiondb-liberty-secret --from-file=sessiondb-secret.xml=./sessiondb-secret.xml

B EJIT. IDBC RZ1/)\—% Secret & U TEIRUFET

» Kubernetes v1.10.0 BT ConfigMap (C/\AFU— - D7 ()L &RF CESDLDICESNF LA =NLEIL, /AT
U— -« J7A)LODIEHIC Secret MERSNCWE U, TTTRITTAR. HULWITEERDET,

« F2. HlELTIDBC RSAN—ZARA—DEX T FUTWEITH FHAA—DRHICANTE < HFH—HRE EBONET,

# kubectl create secret generic sessiondb-jdbc-driver --from-file=./SessionlD/

T+ L2 hU— ./Session]D/ AIC IDBC RS- /\—®D jar &SN TULET

@2018 IBM Corporation



ConfigMap & Secret ZERUZtEY S 3 >DBDIERKSI (4)

B Helm Chart Z{/Epk LE T
— IBM 14t Helm Chart Z7t(C U CFr UL Chart Z/ERk L. ConfigMap & Secret FH®M volume EEHZIENM L.
ConfigMap M5 DRIEZHDEEZEINUET
~E(Z, USRS — SSL #pkAE®D ConfigMap @ volume E&EZIEIE(—SPHIBR) LET

— IBM fE#D Chart TlE, £HIHEABTZE if X THIBIL TWOET D, SEIDEEZEFTT BICIE. it XD EFBEHIEILENHYFET,
— AIT/4, ConfigMap & Secret DB FIHBELEIZ%> TWVET D T, HEHE TOAEFaTFEL Chart [Z4YET,

(0]
template: [ Chart @ deployment.yaml DZEH (1/3)
spec:
volumes:
- name: sessiondb-config
configMap:
name: sessiondb-liberty-config
- name: sessiondb-secret R
g@jj secret: c o
secretName: sessiondb-liberty-secret L Chart @ deployment.yaml DZEH (2/3) }‘
- name: sessiondb-driver
Secr\et: .: ....... . . .
secretName: sessiondb-jdbc-driver imagePullPolicy: {{ .Values.image.pullPolicy }}
{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration }} env:
- name: keystores - name: SESSION_DB_URL
valueFrom:
- name: ssl-config configMapKeyRef:
configMap: name: sessiondb-liberty-config
name: liberty-config key: SESSION_DB_URL
items. - name: LICENSE
key: keystereoml L e
HIBR —path—defaults/keystorexmd
{{ end }}
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ConfigMap & Secret ZERUZtEY S 3> DBDIERKSI (5)

B Helm Chart ZERxLE T (#cS)
—SEEN LTz ConfigMap & Secret FA®D volumeMounts ZEBHITUET
—B(C. BFDOS RS — SSL #pkFd ConfigMap @ volumeMount ZZEUEY

r Chart @ deployment.yaml DZEEH] (3/3)

volumeMounts: \\\\\
- name: sessiondb-config
mountPath: /config/configDropins/overrides/sessiondb-config.xml
subPath: sessiondb-config.xml
- name: sessiondb-secret
mountPath: /config/configDropins/overrides/sessiondb-secret.xml
subPath: sessiondb-secret.xml
- name: sessiondb-driver
mountPath: /SessionlD
readOnly: true
{{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }} 4
{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration -}}
- name: keystores
mountPath: /etc/wlp/config/keystore
readOnly: true
- name: truststores
mountPath: /etc/wlp/config/truststore
readOnly: true
- name: ssl-config
///,{: mountPath: /config/configDropins/defaults/keystore.xml
subPath: keystore.xml
{{ end }}
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ConfigMap & Secret ZERUZtEY S 3> DBDIERKSI (6)

mZEL/z Helm Chart T/ X M=)LUET

B3> )\ XA ADEEMA R ZEELUE T
—EFITDE. v a>DBRNICzyIaY - J\— XY ZEHDT—T)L sessions BMERR SNET
— 7TV — 3> W HTTP Ly a>az 9 dE. HTTP w3 « T—ANF—TJILIIRESNFE T

0]

L w2 3> DBOMEZRHGI %

mysql> use my_database
Database changed

mysql> select id, propid, appname, listenercnt, lastaccess, creationtime, maxinactivetime, username, length(small), length(medium), length(large) from sessions;

oo oo Hommmmmmm oo Ao mmm e Hommmmmm e Hommmmmm e T Ao mm e o m e 4o mm e Hmmmmmmm e +
| id | propid | appname | listenercnt | lastaccess | creationtime | maxinactivetime | username | length(small) | length(medium) | length(large) |
oo oo Ao mmm e Hommmmmm e Ao mmm e Hommmmmm e R T TR Hommmmmm - o mm e Hmmmm e Hmmmmmmm e +
| default_host/ | default_host/ | default_host/ | NULL | 1529630466096 | NULL | -1 | NULL | NULL | NULL | NULL |
| r4-dxq4qLV9pKjvAf_mdsDL | r4-dxq4qLVOpKjvAf mdsDL | default_host/ | 1 | 1529630159538 | 1529629822617 | 1800 | anonymous | 169 | NULL | NULL
oo oo o R e o mm e T T Hmmmm e A mm e oo Hmmmm e +
2 rows in set (0.27 sec)set (0.01 sec)

mysql>

—HTTP tw >3 > h\#F1E£ 9 d WAS Liberty @ Pod Z. kubectl delete pod IY> RETIEIE=ETH. 5l Pod
ANTHENd D WAS Liberty (C HTTP Zw =3 > W5|ShHHINET
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12. JCache Z{EHUIzEZYS3>Y - J\—3RAFR

104 @2018 IBM Corporation



JCache Z#ERAUIEEYS3Y - I\—3RHRX

m WAS Liberty 18.0.0.2 (2018F6HAKUU—X) M5, JCache ZfEALIZEY > 32 - /(=2
AR 2 AR MR SN TLE T

« Liberty Knowledge Center: Configuring Liberty session persistence with JCache
— https://www.ibm.com/support/knowledgecenter/SSAW57_liberty/com.ibm.websphere.wlp.nd.multiplatform.doc/ae/twlp _admin_session_persistence_jcache.html

« Liberty Knowledge Center: JCache Session Persistence
— https://www.ibm.com/support/knowledgecenter/SSAW57_liberty/com.ibm.websphere.liberty.autogen.nd.doc/ae/rwlp_feature sessionCache-1.0.html

« Open Liberty Blog: Adding distributed in-memory session caching to your Java apps
— https://openliberty.io/blog/2018/03/22/distributed-in-memory-session-caching.html

B T3 JCache EREULTA—T>Y—XIRD Hazelcast ZfEAL T, BEL TV —>3>
51 (Peer-to-Peertgpk ) Dtz 3> « )N\ XTI ADOERKBIZFBITUET
 Hazelcast (&_E52 URL THRITSHITCULVD JCache EED 1 DTT

i ICP Cluster (Kubernetes Cluster) b
http://host/path/index.html Ingress HTTP Twv=>3>%
> —aRy
Controller HE(CERT D
\_ J
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IBM Cloud Private

Kubernetes IR1ETD Hazelcast OF I
B Hazelcast &= Kubernetes IRIE CTHIB I D I=HDIEHN. Fi2dD URL THBITSNTLNET

» GitHub: hazelcast/hazelcast-kubernetes

— https://github.com/hazelcast/hazelcast-kubernetes

B Hazelcast (& Hazelcast 75X —ANDA ) \—BTF—F%= LTIV —>3>UF9,
B Kubernetes IRIEDIHE. UTORETCTA )\ —ZRBUET,

— REST API Request
Kubernetes Service Discovery REST API ZFERUTA>/\—ZRRBUET

« COFEZEMERITDCET—EANMRECIRDFT
« WAS Liberty & IBM #t® Helm Chart T > X b—J)L T L. H—EANER=NDIDT. TNZHATEET

— DNS Lookup
Ay RLX - —EX%Z Kubernetes DNS T lookup 93 ETA N —EFHKEBUFET

. L_O)?'j‘/ﬁ%ﬁﬂﬂ@‘%i BlE ANV RLX - B—EXNMEB(ICIRDET
WAS Liberty H' StatefulSet & UT1> A h—=)L(*)F D&, StatefulSet DailTRE UTAY RL X - B—EZANEEREINDID

T. TNZHHTEEXT

— logs.persistLogs F7-/# logs.persistTransactionLogs /= true ##5E 754, StatefulSet L THXA—/LEhFT

B Hazelcast & Kubernetes IRIET9 B(C(d. hazelcast-kubernetes &FDMKEFES 1 —)LHAE
(CIRDET

« Maven Repository: com.hazelcast » hazelcast-kubernetes
— https://mvnrepository.com/artifact/com.hazelcast/hazelcast-kubernetes
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WAS Liberty O#EH

IBM Cloud Private

B JCache ZERHUIEZYEI 3> - I\—2 X RZFERTBIC(E. LTOERRESEZ WAS Liberty

CEMT W ENHDEXT

<?xml version="1.0" encoding="UTF-8"?>

SEEmEre sessionCache-1.0 DT+ —F ¥ — =B
<featureManager> ur//////////
<feature>sessionCache-1.0</feature>
</featureManager>
<!-- point to the Hazelcast configuration file with the 'uri' attribute -->

<library id="3JCachelLib">

</library>

<httpSessionCache libraryRef="JCachelLib" uri="file:${server.config.dir}/hazelcast-config.xml"/>

<file name="/usr/lib/hazelcast-kubernetes-0.0.1-SNAPSHOT-jar-with-dependencies.jar"/>

Hazelcast D#&R T 7 1 )LD URI Z18TE

</server>

hazelcast-kubernetes @ jar EZDKFES 1 —)LD jar ' E

ZOfFllE. hazelcast-kubernetes L2 TOIKFEES 1 —ILESD
jar &7 maven TEIL R\ -2 O U TER ULIEIBEDED
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Hazelcast D&Y%

W Hazelcast DFRHIELLUFD \5(:730&3“0 A )I\—DFEREHICKD T, discovery-strategy
@D property (CIEEITDARASHNENDET

<hazelcast xmlns="http://www.hazelcast.com/schema/config"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" — | XML R—LDAR—AEDIEEZAR T D&
xsi:schemalocation="http://www.hazelcast.com/schema/config EULERENRWCENDDET

http://www.hazelcast.com/schema/config/hazelcast-config-3.11.xsd">

<properties>
<!-- only necessary prior Hazelcast 3.8 -->
<property name="hazelcast.discovery.enabled">true</property>
</properties>
<network>
<join>
<!-- deactivate normal discovery -->
<multicast enabled="false"/>
<tcp-ip enabled="false" /> 8
<!-- activate the Kubernetes plugin --> REST API Request TRR T 35S
<discovery-strategies> |
<discovery-strategy
enabled="true"
class="com.hazelcast.kubernetes.HazelcastKubernetesDiscoveryStrategy">
<properties>
<!-- configure discovery service API lookup -->

<property name="service-name">hogehoge-custom-liberty</property>
<property name="namespace">default</property>

DNS Lookup TRR I IHE
</properties>

</discovery-strategy> ‘

<property name="service-dns">hogehoge-custom-liberty</property>

</discovery-strategies>
<property name="service-dns-timeout">5</property>

</join>
</network>
</hazelcast>
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JCache & Hazelcast ZERUEEYS3> - IN\—3XS > ADMERG (1)

0 Eg@%ﬂt(i LA FOrI#ET. JCache & Hazelcast Z{ERHULIzZwvYE 3> « JI\—S X5 > X ZHER

— ConfigMap MfERk(E Helm Chart TITULW\E T
« WAS Liberty Z-1 > X b—)L 9 B ERER ConfigMap h\ERR ST, 77> > X h—)L 9B & ConfigMap GHIBRESNET

— Hazelcast OFERHGH(E. 2 DDHEARDBEENZTANITDEHIC. RODKDICERDAERELTNET
« REST API Request 53 :  WAS Liberty 1 Deployment/ReplicaSet & UT1 > A h=)LEeNdi5a

« DNS Lookup/A= : WAS Liberty h' StatefulSet & UTA > X b=)LENBDHEE
- Q)aczl:edcj:%st@:kubernetes ETDIRFES 1 —ILZSD jar T71)UIE. F& Docker 1 XA—ZA(CECENTULNDE

— WAS Liberty @7« —3F+— [sessionCache-1.0] (&. F& Docker 1 A= (CEFNTVNDREDELFT
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JCache & Hazelcast Z#ERUEEYS3> - IN\—3X5 > ADMERG (2)

B Helm Chart Z/ERx UE T
— IBM 12#t®D Helm Chart Z7olC U TH UL Chart ZERALE T
—templates >« L kU —RIC. ConfigMap FAMD7 > L — b session-cache-by-hazelcast.yaml Z{EpkLE 9

{{- $stateful := or .Values.logs.persistTransactionLogs .Values.logs.persistkogs -} |
apiVersion: vi ZE stateful DFETE

kind: ConfigMap templates >« L U —RDAdD T 77 -1 )L(deployment.yaml| 2 E)HNS5IE—
metadata:
name: {{ template "fullname" . }}
labels:
:gzﬁt{{ EimﬁZizt-‘ﬁiTiniiéﬁ{. -;?ar‘t.Ver‘slon }/ templates >« L7 bU—RDAD T 7 1 )L(deployment.yam| 2 E)MSIE—

release: "{{ .Release.Name }}"
heritage: "{{ .Release.Service }}"
data:
session-cache.xml: |
<?xml version="1.0" encoding="UTF-8"?>

<server>
<featureManager> WAS Liberty MOERkEER
<feature>sessionCache-1.0</feature> ///// (session-cache.xml) DEE
</featureManager> L]
<!-- point to the Hazelcast configuration file with the 'uri' attribute -->

<httpSessionCache libraryRef="JCachelLib" uri="file:${server.config.dir}/hazelcast-config.xml"/>
<library id="3JCachelLib">
<file name="/usr/lib/hazelcast-kubernetes-0.0.1-SNAPSHOT-jar-with-dependencies.jar"/>
</library>
</server> —

// RAR— (TS ... //
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JCache & Hazelcast ZERUIEEYS3> - IN\—3X5 > ADMERG (3)

/ BIR—SH S0 /

hazelcast-config.xml: |
<hazelcast xmlns="http://www.hazelcast.com/schema/config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.hazelcast.com/schema/config
http://www.hazelcast.com/schema/config/hazelcast-config-3.11.xsd">

<properties>
<!-- only necessary prior Hazelcast 3.8 -->
<property name="hazelcast.discovery.enabled">true</property>
</properties>
<network>
<join>
<!-- deactivate normal discovery -->

<multicast enabled="false"/>

<tcp-ip enabled="false" />

<!-- activate the Kubernetes plugin --> Hazelcast DRk IEBH

<discovery-strategies> (hazelcast-config.xml) DEFE
<discovery-strategy ,////

enabled="true"
class="com.hazelcast.kubernetes.HazelcastKubernetesDiscoveryStrategy">

<properties>
<!-- configure discovery service API lookup -->
{{ if $stateful }}
<property name="service-dns">{{ template "fullname" . }}</property>
<property name="service-dns-timeout">5</property>
{{ else }}
<property name="service-name">{{ template "fullname" . }}</property>
<property name="namespace">{{ .Release.Namespace }}</property>
{{ end }}
</properties>

</discovery-strategy>
</discovery-strategies>
</join>
</network>
</hazelcast> =
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JCache & Hazelcast ZERUIEEYS3> - IN\—3XG > ADIERG (4)

B Helm Chart @ deployment.yaml (CEEZINXFE I
— ConfigMap FH® volume E&EZEIMUEY
~EB(C. USRS — SSL #pkAE®D ConfigMap @ volume E&EZIEIE(—SPHIBR) LET

— IBM fE#D Chart T, £HESNSABE it X THITIL T FE TS, SEIDEEZEFT SICIL. if XDILEEZBEEESLELHYET,

0]

Chart @ deployment.yam|l DZEEH (1/2)

5

///// volumes:

- name: session-cache-by-hazelcast
%zéjjj configMap:
name: {{ template "fullname" . }}
\ {{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration }}
- name: keystores

- name: ssl-config
configMap:
name: liberty-config

items+
o —key+—keystorexml
HIBR :

{{ end }}
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JCache & Hazelcast Z#ERUIEEYS3> - IN\—3 X5 ADMERG (5)

B Helm Chart @ deployment.yam| (CEEZINZET (=)
—SEREN LTz ConfigMap FHM volumeMounts ZBNLET
—B(C. BFDOS RS — SSL #pkFd ConfigMap @ volumeMount ZZEUEY

Chart @ deployment.yaml| DZEEH (2/2)

volumeMounts:
- name: session-cache-by-hazelcast
mountPath: /config/configDropins/overrides/session-cache.xml
subPath: session-cache.xml ZEh
- name: session-cache-by-hazelcast
mountPath: /config/hazelcast-config.xml
subPath: hazelcast-config.xml
{{ if or $stateful (and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration) }} 4
{{ if and .Values.ssl.enabled .Values.ssl.useClusterSSLConfiguration -}}
- name: keystores
mountPath: /etc/wlp/config/keystore
readOnly: true
- nhame: truststores
mountPath: /etc/wlp/config/truststore
readOnly: true
- name: ssl-config
mountPath: /config/configDropins/defaults/keystore.xml
///’{: subPath: keystore.xml
{{ end }}
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JCache & Hazelcast Z#ERUIEEYS3> - IN\—3X5 > ADIERG (6)

mZEL/z Helm Chart T/ X M=)LUET

Bty 3> - )= AOBEMRRZMHEERLUEXT
— 2819 D&, Hazelcast WA >/ \—ZER5# LU CTLVBDIRRN /logs/messages.log (CHAENET

e e s messages.log DSl
I [10.1.199.101]:5701 [dev] [3.8.2] Kubernetes Discovery activated resolver: ServiceEndpointResolver

I [10.1.199.101]:5701 [dev] [3.8.2] Activating Discovery SPI Joiner

I [10.1.199.101]:5701 [dev] [3.8.2]

Members [1] {
Member [10.1.199.101]:5701 - 9171b855-fc15-4069-9ace-5e0160830e9b this
X

I [10.1.199.101]:5701 [dev] [3.8.2] [10.1.199.101]:5701 is STARTED

I [10.1.199.101]:5701 [dev] [3.8.2] Initializing cluster partition table arrangement...

I [10.1.199.101]:5701 [dev] [3.8.2] Added cache config: CacheConfig{name="'com.ibm.ws.session.meta.default_host%2F', managerPrefix="'/hz/file:/opt/ibm/wlp/usr/servers/defaultServer//hazelcast-
config.xml/', inMemoryFormat=BINARY, backupCount=1, hotRestart=HotRestartConfig{enabled=false, fsync=false}}

I [10.1.199.101]:5701 [dev] [3.8.2]

Members [2] {
Member [10.1.199.101]:5701 - 9171b855-fc15-4069-9ace-5e0160830e9b this
Member [10.1.105.204]:5701 - 15cc4415-6d80-478f-85a7-516773a75328

}

—HTTP tw =3 > h\F1E£ 9 S WAS Liberty ® Pod Z. kubectl delete pod IY> RETIEIE=ETH. 5l Pod
N TH&EN I D WAS Liberty (C HTTP Zw =3 > h5|&hHNET
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- [BMCloudPrivate
Ingress Controller BWMERT 37T I A )L FOFIAZSDEE (1)

B Ingress Controller (& Proxy Node CTH&)9 D DaemonSet & U CERSALCULET
— Ingress Controller M3 —ARXR—X (& kube-system T

B Ingress Controller MiE&N5|28(C [ --default-ssl-certificate=(r—ARXR—X)/(TLS Secret$)]
ZEMITDZET., TIAINDIEAZZEETEET

« % : NGINX Ingress Controller - Command line arguments
— https://kubernetes.qgithub.io/ingress-nginx/user-guide/cli-arguments/

B L FCFIEZESHUFT

— %9, H—/)\—StBHE L% TLS Secret EUTESRUE T
« NGINX Ingress Controller dI#k(CHHOE T, FEBAZE & (L [PEM-encoded X.509, RSA (2048) secret] &L TEERULET

— 22 :NGINX Ingress Controller - TLS/HTTPS
— https://kubernetes.github.io/ingress-nginx/user-quide/tls/

« TLS Secret (FLATFDL DRIV KT PEM J7AILDSEETSEKT
(FEEDBITIE. F—ALRAR—X kube-system RICEE UL TULET)

# kubectl create secret tls proxy-tls-secret --key proxy.key.clear.pem --cert proxy-chain.cert.pem -n kube-system
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Ingress Controller BMERT 37T I A )L FOFIAZSDEE (2)

—RIC. EFBEIEZEIMUET
« EEIS|ZDIENNIE kubect] edit DaemonSet 1< > RTITL\E T

# kubectl edit DaemonSet nginx-ingress-controller -n kube-system ﬁﬁéﬂt}?{?—@ﬁ"@ spec.template.spec.containers
daemonset "nginx-ingress-controller" edited PO args (CSIZBIML. RiFLET
spec
B, template:
- ICP Management Console Miz&(d. [DaemonSets]&im | .. .
b\bﬁbﬂbiﬁ‘ spec:
containers:
- args:

- /nginx-ingress-controller
--default-backend-service=$(POD_NAMESPACE)/default-http-backend
--default-ssl-certificate=kube-system/proxy-tls-secret
--configmap=$(POD_NAMESPACE)/nginx-ingress-controller
--report-node-internal-ip-address=true
--annotations-prefix=ingress.kubernetes.io

- EEZRFIDE. Ingress Controller "EFN(CHBIEESI SN, BEHNRMREINET
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IS5— - R=SDHRAAIARX : TIAIBMDIS— - R—=>
B Ingress Controller (35T A4)L N TIRDIS

 R—ZZ{FERHUEXT
— Default Backend iR UeR—=

« Z|DIRDEH—EINE URL ANDF7ITAT 404 TS—=RIIGE
— Ingress Controller 7 AL bDIS— - R—
- TOMDGE EIDIRD DT —EXRZRMET D Pod "ETEIEL TULRIEERE)

[ Default Backend BhEUEITS— - R—=

default backend - 404

\

FJAJL b Default Backend (&, HTTP XF—4 X - O— R(ZEEMRIRL .,
BEEDIS—  Awvtz—= [default backend - 404] ZRUZET 6

Ingress Controller ®F AL RDIS— - R—=

903 Service Temporarily Unavailable

nginx/1.13.7
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IS5— - R—SDHRAIIALX : custom-http-errors DIBE

m Ingress Controller DT JA)L DTS — - R—TDR0D (. Default Backend hV4ERL LTz T
S— - NRN—2ZEHIDILDICBRTEEXT

— FZ— L ANR—2 kube-system D ConfigMap nginx-ingress-controller (C custom-http-errors MIEEZIENN T
&, IBESNIEHTTP XF—45X - O— PﬁEODIE— - R—= & LT Default Backend DY4ERL LT/ R—HME
FAESNAKLDCIRDFET
e IS5— - R—ZHEHRAINA XTI BI(CIE. Default Backend Z#ZEZUBX B3NENHDET
. 404 REDT T UL — 3 RS RN B D HTTP A7 —4F R - d— REEET D E. 7TUT—Sa>hBULETIS— -

NR—=6 Default Backend &K UTER—TESRIDDET
« 2% : NGINX Ingress Controller - ConfigMap

— https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/

—1BNIGE
« kubectl edit ConfigMap I~ > RTENULET
« ICP Management Console D& (&, [ConfigMaps]EIEMNSEIMUE T
« ZEERFIDE. Ingress Controller "EE&EIRANL. BEINICKRMENET

R =T —EET Z - -
# kubectl edit ConfigMap nginx-ingress-controller -n kube-system fﬁ%gg;uij_égbégt 4% Pl QUearm-iniip-eioms @

configmap "nginx-ingress-controller" edited

apiVersion: vl

data:
custom-http-errors: "500,503"
disable-access-log: "true"
keep-alive-requests: "10000"
upstream-keepalive-connections: "64"

kind: ConfigMap

metadata:
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https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/

IT5— - R—SDHRAIIA X : Default Backend D#E{i

c R—DIH PR AINA XTI DIzHIC. Default Backend & U THEEET D Pod #EfRLE T

—BIF®D URL (CEES =N CWLDIEHRZTTICERR L ET
« £% : NGINX Ingress Controller - Default backend

— https://kubernetes.qgithub.io/ingress-nginx/user-guide/default-backend/

« £% : NGINX Ingress Controller - Custom errors
— https://kubernetes.qgithub.io/ingress-nginx/user-quide/custom-errors/

« R BIDIRD G —EXNEL URL ADTFITATIRENDS 404 TS5— - R—ZDIFE(IE. X-Original-URI DA WS —
Tty benNTWWFERBATUIZ

B WAS Liberty T Default Backend #5359 3 EEHEETT
—J:nﬂg#%’_’/ﬁﬁf 9 war E>1— )|/(3|- S CHFETEEI
«BU. ISP J+a —F v —&"EIMELIT BN\ .jsp 2 .jspx 72 EN ISP T Oty H—TURUREINIRWK D (BRI D ENSH D E T
— IBM 12D Helm Chart E£z(dE&Nz=RX—X(CERL LTz Chart T A =)L TEEXT

- ingress.enabled=false ZIEFEULEXT
« Readiness Probe M/ (R (CIFTEFENWNETY ., Chart ZEE UL T/\RA%Z /healthz (CEE I BH. microprofile FA®D Readiness
Probe Z{#HI dWENSHDET
—Chart T1/> A =)L 9 B&E. Worker Node THEIT D EICIRDET
(AL b Default Backend (& Proxy Node TH#&HL TUL\ET)
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IS5— - R—SDHAXIIAL X : Default Backend D=EUEX

m Ingress Controller M#cEN5|28 [--default-backend-service =(F—LRXAR—X)/(H—EX%)]
wHZEI B ET. Default Backend ZE2UBXET

« % : NGINX Ingress Controller - Command line arguments
— https://kubernetes.qgithub.io/ingress-nginx/user-guide/cli-arguments/

— ZE A
- FE)S|Z29DZEEE (F kubectl edit DaemonSet 1Y > RTITUL\E T

KRSNIZI> 5 —EE T spec.template.spec.containers KM
# kubectl edit DaemonSet nginx-ingress-controller -n kube-system args @ --default-backend-service DIEEEZLEL. REFELET

daemonset "nginx-ingress-controller" edited

spec
« ICP Management Console MDiz& (. [DaemonSets]iEH template: \
hrsemexse T e =541 M : $(POD_NAMESPACE)/default-http-backend
spec:
containers:
- args:

- /nginx-ingress-controller

- --default-backend-service=default/custom-default-backend-i
- --default-ssl-certificate=kube-system/proxy-tls-secret

- --configmap=$(POD_NAMESPACE)/nginx-ingress-controller

- --report-node-internal-ip-address=true

- --annotations-prefix=ingress.kubernetes.io

- EEZRFIDE. Ingress Controller "EFN(CHBIEESI SN, BEHNRMREINET
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