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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/certificates.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/create_cert.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/byok_certs.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/ssh_keys.html
https://www.ibm.com/support/knowledgecenter/SSBS6K_2.1.0.2/installing/ipsec_mesh.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/ipsec_mesh.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/configure_ldap.htm
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/certificates.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/create_cert.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/create_cert.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/byok_certs.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/byok_certs.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/ssh_keys.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/ipsec_mesh.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/ipsec_mesh.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/user_management/configure_ldap.htm
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Mess I (Ress1Er RINAM T —L(F)

m EHmiAdHAHD > 7T FHessEFHIEY —Ib
— RS MEETAm XA T AT SR
« ICPOTSANR—bk - LR NUICEBINTZA A—3
. ICPETETHRDI>TF
— IBM Cloud Container Registry (J\Z'Jw 2 dDIBM Cloud
Container Service CfEFBEN23AMAXA—= - LR KD) &
BIRRDMESS s HftkaE = A > T L S A TEITH]8EE

m EEEH
- 1,3,56MVAEA_ — RIWMWE (3B EZ(I58 THARER)
— ICP Cloud Native/Enterprise Edition/®E (CEARAE])
— J— RDOREINRY T

+ CPU : 8077 L. 2.4GHZEL £
« XEU : 16GBEL £

s TARUBE : 800GBLL E

+ OS : ICP(C#EHL

(£%) Knowledge Center — Hardware Requirements and recommendations

XPowerVMERIE, Linux on IBM Z, LinuxONE DIB&(EEANERD (&EU>
IZER)

Vulnerability Advisor for IBM Cloud Private = Vulnerability Advisor (List Containers)  Vulnerability Advisor (List Images) Manage Policies  Go to Mutation Advisor

Vulnerability Advisor (List Containers)

The Vulnerability Advisor has scanned all of your containers looking for known security vulnerabilities. Click on a row to see the details for that container.

First Previous 2 Next Last
Filter
Vulnerable Container
Name Type Organizational Policies Packages Settings
kube-system/nginx-ingress- o) ateaproxy- kube-system 2019/06/20 22:33:59 Container 3/27
/xt,zn nainx-ingress
4/27
Vulnerable Container
Organizational Policies Packages Settings
4/27
3/27
3/27
4/27
4/27
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https://www.ibm.com/support/knowledgecenter/en/SSBS6K_3.1.2/supported_system_config/hardware_reqs.html
https://www.ibm.com/support/knowledgecenter/en/SSBS6K_3.1.2/supported_system_config/hardware_reqs.html

IBM Cloud Private

pesslExtis (CFa1VUF+ - LIR—bK)

m +a1U5s - LIR—b
(ICP UI) > wW—)L > ie551477 R/)\1H— > (namespace)

- A2FF - A XD DREssE D — &= &R~

Vulnerability Advisor (List Containers)

— AT FFEEFARA—D" D)y O U THFMZEREER

Time Scanned 2019/07/04 22:20:21

Status Violation

jonal Policies  Vulnerable Packages

zation
10of1 3 of 142

kube-system/audit-logging-fluentd-ds-qdkdg/fluentd
/580f9f89a9e12ffbf989846fbbbb88048424ff07aca227923abal468ab46dbe8

Container Settings Security Misconfigurations

Risk Analysis

sconfig
3of27 0of 0 critical

Organizational
Policies

« Manage Policy TEE U AR EIEE DOMesS 14 5%

Vulnerable
Packages

o AT FFREFAA-ZRTERA=NTLD/ (Y
T—>0, BEAID/ESSEICE S DAESS M

Container
Settings

« DA2TFFEEFAA—DHTHESNTND/R
J— RDORTEF., #HEREDOHSS 4

Security

Misconfiguration
S

o IV 32CBIFBRtEF1I T4 —RED
s i

Risk Analysis

o AT FAA=—ZDYRDIDHTHER

B jEssEMRE S NIEIES DG

(Vulnerable Packages)

Organizational Policies Vulnerable Packages Container Settings Security Misconfigurations Risk Analysis

1of1 3 of 142 3of27 0of0 critical

This table displays current vulnerabllities that were identified in the Image. Click the security notice code to view more Information and corrective actions to resolve the vulnerability.

Affected Packages  Security Notice  Description Corrective Action

openss| DSA-4348-1 Several local side channel attacks and a denial of service via large Diffie-Hellman Upgrade 1.1.0f-3+deb9u2 to at least version 1.1.0j-1~debSu1

parameters were discovered In OpenSSL, a Secure Sockets Layer toolkit.

curl DSA-4331-1 Two vulnerabilities were discovered in CURL, an URL transfer library. Upgrade 7.52.1-5+debSus6 to at least version 7.52.1-5+deb%u8

— Bess EHIE NI/ \w o —=dDSecurity NoticeZHEER L. BEs5IEN 7
HENE/I\ =23 >0)\wo—2J(CESHR D, FF/\vo—=0
BSWISNIEOATF - A A—DCEHRITD

— LiR— beniz/\w o —2fesstEnt 77 7 U o —2 3> E UTERS
NIQWC xR T D

(Container Settings)

Organizational Policies  Vulnerable Packages  Container Settings ~ Security Misconfigurations  Risk Analysis

1of1 3of 142 3of 27 0of 0 critical

This table displays a summary of potential vulnerabilities in your container settings and recommendations to increase the security of the image. These resuits do not block deployment of the image.

Status Description Corrective Action
Maximum password age must be set to 90 days PASS_MAX_DAYS must be set o 90 days
Minimum password length must be 8 Minimum password length not specified in /etc/pam.d/common-password

Minimum days that must elapse between user-initiated password changes should PASS_MIN_DAYS must be set to 1
be 1

— "Not Compliant" ERESNIZIEBZSR. FHilL. wEMSFS(E]
ST FERUOAA—ZOREZIBEIET D

(jéﬁ%IBM Cloud Docs - 551477 R7Z7A S —ZFRUEAXA—> -1 UF 0 —

DE
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https://cloud.ibm.com/docs/services/Registry?topic=va-va_index
https://cloud.ibm.com/docs/services/Registry?topic=va-va_index
https://cloud.ibm.com/docs/services/Registry?topic=va-va_index

IBM Cloud Private

MeSS XL (ResS1EY RINAF—D> X7 LIEHK)

B BMEO>R—2R>b
— VA — RLETEMWEIDFERI>R—F> b

Security Analytics Vulnerability Advisor5w = 1 7R—
Service (SAS) R TU'SAS APIZigfit
components
Kafka/minio VABRDDHOT &R, BUA. D3E VAJ—R
VA Annotators WA, I> TS5 TR - ’ " Worker/— K
Frwvo, JIXADT— R, 8D
A, rootkitiRit z 54T \ Dashboard user
VA Usncrawler S4EBMDsecurity noticeZZEXDIAF — eullc‘e‘nu )
Registry crawler O FF - A A—Th S35 E— s
DI=HOEREHE TS Y Live and
SAS maeirics
. ~ - ¥ Crawier
- ZOMD ) — K ETHIESBIR—FR> b —
Live and metrics EITHROa TS REBMETmED fminlo
crawler ODEHRZEZHET S J\ Annv::amm Master./—R
(&%) Knowledge Center - IBM Cloud Private I>R—%> b VA pean Docker
Chy Usncrawier | | Reg Crawler Registy
segurity
n IRSEEDRF v AL roces
- FFROTISFF ;1B (864001, FIAILN) Sy b

c AT F - AA=T L EEUTILIA L (A A—pushi&Eisdm)

@2019 IBM Corporation


https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/getting_started/components.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/getting_started/components.html
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IBM Cloud Private

m VADEA
(ICP1 > X b—)LBF)
— cluster/hosts 7 7-1J)LIC1,3,580Dva/) — R%ZIETET D

— config.yaml @ management_services #20>3>7T
“vulnerability-advisor : enabled” &9 %

- BRVA — RDFEIF. &VA/—RLED
”/var/lib/icp/va/minio"7« LU hJ)—=HBX ML —(CHE
S

(Z2&) Messitr” &) A5 —DEAR]EEE

B VABARBODOHRAIIARX (EREEE)
(ICP UI) > [#8Rk] > ConfigMaps

vulnerability-advisor- | « E{THI>5FDcrawlergx) -
live-crawler R ZIETE

s crawlDSEEZIETE
(TA)L: 864008 = 1H)

vulnerability-advisor- o 257 « A/ AXA—ZDcrawlerg

reg-crawler 2 - B ZIEE
s BREUEBED. BAFv %=
RIE
Ziv > T — S DRFFHEIR EMMDFRTE (CDWTIE. T > o
=R

(&) Messitr” ) A5 —

B VADManage Policies

SFLr==

axxiE

(ICP UI) > wW—JL > Hs5%77 R)\1H— > (namespace) > Manage Policies
— RX—=LANR—ABIC, crawlerFT v oO I RIEEZKTE

Manage Policies

Default Policy

Vulnerability Advisor for IBM Cloud Private

Rule Description ON/OFF

verdict:package_vulnerability_found Image has installed packages with © ON " OFF
known vulnerabilities.

Linux.1-1-a Each UID must be used only once. ON O OFF

Linux.2-1-b Maximum password age must be set ON © OFF

10 90 days.

Linux.2-1-c Minimum password length must be 8. ON © OFF

Vulnerability Advisor (List Containers)

GEIEEHO &)

verdict:package_vulnerability_fo
und

« 277 - A X=2(CEARIDesEN S &

naneFrTvo (IAJ)Lk: ON)

Linux.2-1-b o J\AJ— RREXEIEMNIOH ChS &%=
FTwl (TIAJ)L: OFF)

Linux.2-1-c o J\ADJ—RDEEMEXFLULTHDICE
ZFITWD (FTAJL: OFF)

Linux.9-0-a o ssh—/T—R1> XA =L CL\DH

ZFTWO (TIA)L N OFF)

verdict:ssh_installed

« 277 - A X=2(CsshB—/\—D 12>

Abh=llencTtndhzEFTwvo (FI4
JL: OFF)
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/va_setup.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/vuln_advisor.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/va_setup.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/vuln_advisor.html

Mess1ExtiE: (Manage Policy®IEH—E) (€0D1)

IBM Cloud Private

Manage Policies

Default Policy

Rule

verdict:package_vulnerability_found

Linux.1-1-a

Linux.2-1-b

Linux.2-1-c

Linux.2-1-d
Linux.5-1-a
Linux.5-1-b

Linux.5-1-d

Linux.5-1-e

Vulnerability Advisor for IBM Cloud Private

Vulnerability

Description

Image has installed packages with known
vulnerabilities.

Each UID must be used only once.

Maximum password age must be set to 90
days.

Minimum password length must be 8.

Minimum days that must elapse between
user-initiated password changes should be
1.

Read/write access of ~root/.rhosts only by
root

Read/write access of ~root/.netrc only by
root

Permission of /usr must be r-x or more
restrictive.

Permission of /etc must be r-x or more
restrictive.

Vulnerability Adv

ON/OFF

© ON

ON

ON

ON

ON

ON

ON

ON

ON

OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

sor (List Images)

Manage Policies Go to Mutation Advisor

Summary of Policy Status (Latest 10 scans)

Policy
Name Status

kube-system/nginx-ingress-controller-isolatedproxy-
7xb2n/nginx-ingress
/8af4b3dccbfd8c895efbdbad7fad052be40ae317490c45d3a3c
27a36c6694a81

kube-system/default-backend-isolatedproxy-95995fdd8-2jssj
/default-http-backend

kube-system/nginx-ingress-controller-isolatedproxy-
7xb2n/POD
/c68860e7e9d19fdbb6b4c9e68db6ecfdcdfc0f09bce10612d3023
a24e7be81108c

kube-system/k8s-master-10.192.27.4/controller-manager
/d69e48519bdeae0fdd968548e244491ecfb3fc48076891ea609
dd32fd48d755f

kube-system/k8s-master-10.192.27.4/scheduler
/edd8f9c9eff2953ba4513f9a1d6fc21381d87b81a29dd505ac4f

kube-system/k8s-master-10.192.27.4/apiserver

@2019 IBM Corporation
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Mess1Extit: (Manage Policy®IEEH—E) (€02)

Vulnerability Advisor for IBM Cloud Private

Linux.5-1-e

Linux.5-1-f

Linux.5-1-j

Linux.5-1-k

Linux.5-1-I

Linux.5-1-m

Linux.5-1-n

Linux.5-1-s

Linux.6-1-d

Linux.6-1-e

Linux.6-1-f

Linux.8-0-0

Linux.9-0-a

Linux.9-0-b

Linux.9-0-c

Linux.9-0-d

Vulnerability Advisor (List Containers,

Permission of /etc must be r-x or more
restrictive.

The file /etc/security/opasswd must exist
and the permission must be rw=------ or
more restrictive.

Permission settings of /var for other must be
r-X or more restrictive.

Permission of /var/tmp must be rwxrwxrwt.

Permission setting of /var/log for other must
be r-x or more restrictive.

Permission check of /var/log/faillog

Permission check of /var/log/tallylog

Permission check of snmpd.conf

wtmp file checking

faillog file checking

tallylog file checking

no_hosts_equiv must be present

checking if ssh server is installed

checking if telnet server is installed

checking if rsh server is installed

checking if ftp server is installed

Vulnerability Ady

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

sor (List Images)

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

© OFF

Go to Mutation Adv

Manage Policies

7c5716773d3a

34b6adfe071a193

kube-system/tiller-deploy-64458f7ff4-n9fc9/tiller
/90b0be937f3e4c26bbfe92dcc25f3d17fd5112d489b%ee956ed
881777523921d

kube-system/tiller-deploy-64458f7ff4-n9fc9/POD
/61db1844862b4eb95c6ccbb89fc3adaf66e54f5de18619fc108
00fd6eOeb65cdS

kube-system/monitoring-prometheus-nodeexporter-
b5ksf/router
/452212d0fe573793a3eaeb08840b16226faf0c2ca45d6a89de6
511619ba80eb4

9swr/metering-reader

3175

w
o
Q
)
S
Q
]
(%)
]
=
(o)
o
o
5]
oy
@
o
(9]
[3e]
(¢}
N
]
o
=
Q
w
o)
©
w
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Mess1Extit: (Manage Policy®IEEH—E) (€0D3)

Vulnerability Advisor for IBM Cloud Private Vulnerability Advisor (List Containers) Vulnerability Advisor (List Images) Manage Policies Go to Mutation Adv

511619ba80eb4

Linux.5-1-n Permission check of /var/log/tallylog ON ©O OFF
kube-system/metering-reader-19swr/metering-reader
/89344321f22953cc0afdaSef8cO0aa5ebc9c12ac770d73693175

Linux.5-1-s Permission check of snmpd.conf ON © OFF ﬂ.?;l...,.d]]cfzf e EAC I o
3948196192141

Linux.6-1-d wtmp file checking ON © OFF

Linux.6-1-e faillog file checking ON © OFF

Linux.6-1-f tallylog file checking ON © OFF

Linux.8-0-0 no_hosts_equiv must be present ON © OFF

Linux.9-0-a checking if ssh server is installed ON © OFF

Linux.9-0-b checking if telnet server is installed ON © OFF

Linux.9-0-c checking if rsh server is installed ON © OFF

Linux.9-0-d checking if ftp server is installed ON © OFF

Linux.20-0-a checking if ssh server is disabled ON © OFF

Linux.20-0-b SSHD password enabled check ON © OFF

Linux.20-0-c Weak password check ON © OFF

verdict:ssh_installed Image has remote logins enabled. ON © OFF

verdict:ssh_installed_with_weak_password Image has remote logins enabled and some ON © OFF

users have easily guessed passwords.
Cancel Submit Policy

@2019 IBM Corporation
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/remove_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/remove_node.html

IBM Cloud Private
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/remove_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_node.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/remove_node.html
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J—RiEN - HIEg (J—RiEN - HIBRDFIR) (€D2)

B/ — REN - HIBROFINEE LT, 280D DA MEE=NTLND
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_remove_cluster.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/installing/add_remove_cluster.html
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J—RiEh - HIER (J— &M - BIFRDFIR) (kubectl CLI)
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You're using Prometheus, an
open-source systems monitoring and
alerting toolkit originally built at
SoundCloud. For more information,
check out the Grafana and Prometheus
projects.

Samples Ingested

This graph displays the count of
samples ingested by the Prometheus
server, as measured over the last 5
minutes, per time series in the range
vector. When troubleshooting an issue
on IRC or Github, this is often the first
stat requested by the Prometheus
team.

Scrapes

Prometheus scrapes metrics from
instrumented jobs, either directly or via
an intermediary push gateway for
short-lived jobs. Target scrapes will
show how frequently targets are
scraped, as measured over the last 5
minutes, per time series in the range
vector. Scrape Duration will show how
long the scrapes are taking, with

@2019 IBM Corporation


https://grafana.com/docs/
https://grafana.com/docs/

HNEBE=HVY I I AT LEDEEF] (ICP — Netcool/OMNIbusiE#)
B Netcool/OMNIbusEERDHelmZ Fl FE
—ICP_EICICP:&E#FHMDOMNIbus®Probe(Agent)z & A

—BUFDICPOANR—FR S AV TE—ZFFEND .. (ICPAMERD )Netcool/OMNIbus Object
Server(Netcool Server)(C-1 /> Nz i@

* logshtash
- Prometheus Alertmanager

S et
e T e T T

== =

/ AN
logstash A ) A\

Probe for

monitoring
= Kubernetes

Alertmanager

Netcool/OMNIbus
ObjectServer

v

HH: ibmcom/netcool-probe-messagebus
I

BM Tivoli Netcool/OMNIbus Integration - Probe for monitoring Kubernete

@2019 IBM Corporation


https://hub.docker.com/r/ibmcom/netcool-probe-messagebus/
https://github.com/IBM/charts/tree/master/stable/ibm-netcool-probe
https://hub.docker.com/r/ibmcom/netcool-probe-messagebus/
https://github.com/IBM/charts/tree/master/stable/ibm-netcool-probe

IBM Cloud Private

<BE>SAN> NE - FREESHROI7 &G — Netcool/OMNIbus

BRQIARIEN S DIEHRINEZ IRE(C T D ST AERIBEHRINE - #DK/FUI >

ObjectServer
o XFRRERDOATEEE
BIRUNEL R KU 2>
o UV )ILIALEZEHRUI E E—
SIEREANR MUET > > S T )
ARY b - v aR— REA

Dashboard l m e - —

Probes
o RARIRBNSIBHRZEUS T DICHIC. ¥RLIRIEFEDTE
> a1 —)lziE, :
BECINET BHOBRBES1—IL °,?;{,oovijre°tserve
TET7AILLAILICEBA RS MRS
o ¥XFUFEHEDI AT AEDEETI(I.
RTEDMMIENLSEARE SN,

IBM&Eam

Network Manager
APM
Impact

TR A BARA 22 4245 etc--
3|
Gateways S
o BEDT—4~FYV-AEHEEZ 1)L
o WHMB TT—~FZIXEL.
BELVDEHT—FZ2HE1{L \\ Netcool/Probes
Dashboard Application Services Hub | Brobes [ brobes Sees
R e e L5 1 /<5 5088 <5 <5 5884 <5 <5 a) 5%
A ([CRIb Nz iBika 26t Ubr—39>
o BHIXT 1 )LV IVERHMRE M*:I:%%E:‘: IBM&Em ;‘.,“ ) MI—2

———__ ‘—/ —

@2019 IBM Corporation




IBM Cloud Private

<BE>SAN> NE - FREESHROI7 &G — Netcool/OMNIbus

Object Server — Probe 77— F v —

ObjectServer MkEE
— XFEUEBRRDT—-IR—X
- AR NFT—HDEE. FH. HIFR. BERUE
— HBE#770> 3> (Automation)DELT
o IX > RDEIT (A=)L. IS RXFLANDIER])

Object
Server

rove ) (proe ) Probe oDfAE
- IR ADEBI AT AN, 5D 7S— MEEE. INENER
B (CUNE L. ObjectServer (CTF—AZEIRERETD1—)L

— BRRIARY RO—DOIL A b EIEY—)LICHIE

Log Z7AILRAAUN 151)
EHERT LR Ping SNMP syslog probe — UNIX/Linux syslog EztR
Trap Ping Probe — PingU X b®DIPJ” RL- AAPing&:#H

SNMP Probe — SNMP TrapD3{=
- =L o7y ITF=TIVaERUT,
AR MIBERZEER. DTIS5AX. BICEML EIEE

)

@2019 IBM Corporation



€=V > DkeDREICHITT

B E_SYUTMEEOERECEITTREERD., &5 - %ETIEBRICDVWTCEHITD
— XA MO ZUNEIT SR & FIEDIRET
TRA BN, k8O FTFHICDWTIET I AIL FTHA MU O RUNESSRTE BH
c TG —=2 32 (ZRILDTT)DA RI I RX(C DUV TPrometheusMYREIT SR E T BH ?
INET BIHE. FEEEDSTBIN? (B ICPOAHAFZOT(CEERSNTULS [ ibm-icpmonitoring] OFIE)
RETHE
—GrafanaldE (FRE/CEE ) DIRET
« T I AL NTA 2 IR— hENTL\BDashboard TRRESN DN, FTTESHRLGE. Grafana LabTietE
NTNBEDZEFERATERVN. REHDWE, BIFOF LY >EEHRATERVNGSE. —HhSORFENNE
ETRD
— 75— NREEFRMGFORET
Al 7S5 — METBDDH. TDEACDVWTHREITHE
- 77> — BRI - FEDIRET
cFAEUETS— hEEBIGEELUIEVMGE. EOFEMW: A—)V)ZERT IR HINE

@2019 IBM Corporation



IBM Cloud Private

%’4§ %10'E"ﬁ:
O+>9

59 @2019 IBM Corporation



- [BMCloudPrivate
ICPICHITHO0F >0 &E?2 (1)

mOJIRE - e g &

~OY%Z—@EPR(CESD. INTOOTVZFRED TIRRETETDLDICTSD
c J—/)\—T7 TV -2 32 OBBZEIFET DE. IRTOOVZ—REFI CTHRERI DT EhalEE
RFEDHE DOV Z B (CEEM T, BHOY—/)\—(CEXKNDEBZIFET D EE0JhE

4F(C. Dockerd>7FCld. A>T FTRDI 7 AILE AT AICESAFNIZT —HF(E D> T FDHIBREF(C
—HE([CIEEND, TDZH. REFELZWVWST—HZ2FTFHCHEAL. REFETDIUEN DD

@2019 IBM Corporation




IBM Cloud Private

ICPICHITdOF>0&L1E?(2)

B O3>0 DO
—EERH/EET S — % Container Engine(Docker)®logging driveril’ J 7 1J)L& U THA
—logging agent(#§ll: Filebeat)h'backend(f5l: logstash)(CO2 = &rix

Backend

(logstash) -

&=L

@2019 IBM Corporation



IBM Cloud Private

Elastic Stack& (E? (1)

mO+> 05 —5%ZINE&E - B - ARt Y —IL
—FEHEE

« OJUNEE - DIL - BmiX

« F—A5eXtEZR (ElasticsearchfH#F)

- AJf{t (Elasticsearch, Kibanaf#Fg)

—flf%ﬁfl
—@L\E
« OJ DT - FRARDIE. GUI(Web UDIC7otEX e S K ) o

_BOLR—3> NORBADRAR— SR 0 ==
Tips : f€3&. ELK (Elasticsearch. Logstash. Kibana) &U\DEEFRT o T =] ™ |
I TLZEDICBeatszZ IR, /(T [Elastic Stack] & U THBER. N | et =
ICPD RF1 X> hT(E. ELK StackDMFRHMER TN TULDN,
CDERITI(LElastic Stack DMFVE{FERAT D, " . .
elastic - Elastic Stack #: Deploying and Scaling Logstash
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https://www.elastic.co/jp/products
https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html
https://www.elastic.co/jp/products
https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html
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Elastic Stack&(E? (2)
B Elastic Stack(CEMR T DEERO > R—FK> b
EX i L

Beats F—AUNEY —)LEID#HFR, F/dBeat&E U T, O I 71I)L%ZUNEL. Logstash(CERX 9 3
FilebeatT>CPUY> X E U7X EMfict B ZIX(E I DMetricbeath'dr D
Logstash BeatsHh SUNE Uz0 DEHZ &Elasticsearch\DF—F %9 3
LogstashCEOJUNETEZN. XAEYU—ZnET Bcs,. BE/dBeatsZAE T D EN—HRH
Elasticsearch LogstashS5ix5NeT—FZRE T D. UVILIFIALDRER - PRI 2>
Kibana Elasticsearch(CfREEN/z00 - 7 —FZ&RR. D, A {E9dD . Web X—XADGUI
BK kibana |
l @ oiscower Add a fiter + o
Il visuaiize logstash-* March 13th 2018, 18:22:27.817 - March 13th 2018, 18:37:27.817 — |  auto E|
e .. -
INEE =R AT a]fR1E M -
Lo |
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Elastic Stack&(3? (3)
m 1E Rk

F—AUNEE F—HEER
. Beats W Llogstash ‘ Kibana SF—4a gt
Instances (X)
a Filebeat ; \
' - | Elasticsearch T —I IR
Winlogbeat
-
Metricbeat Master Nodes (3)
-
Packetbeat
SLHIWes Nodes (X) Data Nodes — Hot (X)
-
: *Persistent Queues
Edge Data Collection Enabled Data Notes — Warm (X)

HH#i: Deploying and Scaling Logstash
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https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html
https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html
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ICP k8si=1s - Elastic Stackad>R—=x%> b

B ICP k8sIRIE(CH | FDElastic Stack 1> ih—2R > MEEXIELLT &E7rD
—ICPE A%
s B R—RD NEARENH
c B R— > NGBS (GH 3igit)

Filebeat

Filebeat

. ¢

-0 OFEHHL - Erix

- 07 DIRZR - 7340
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7IUr—>3> - 0090+ >9(1)

O 777r)I/ NCE8 A SNBElastic Stackld, S XF A -OJooOF>2JRAELTHE
FAcnsd

B IBM RedbookTl&. 77U —>3> - OJdoOx>27J(CDULWTlE. ArO00m0
51BN CElastic Stackz> O 93 EMHERINTLS

—HFOT(CEESNTLVDchart
* ibm-icplogging

_BEER
- IBM Knowledge Center - IBM Cloud Private %> - H—EX
- IBM Redbooks - IBM Cloud Private System Administrator's Guide
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/featured_applications/logging_service.html
http://www.redbooks.ibm.com/redpieces/abstracts/sg248440.html?Open&pdfbookmark
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/featured_applications/logging_service.html
http://www.redbooks.ibm.com/redpieces/abstracts/sg248440.html?Open&pdfbookmark
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IUr—>3> - 009350+ >9(2)

B 7TV 3> MERIICOOENTDBE. EZEDTINERTIT D

-7V —>3> - A5 F EBEUPodAICOJWNERDY A RAO— - D> 52BN
s 7TV —23>2%F7 JOC4MIBRIC. YA RO— - OA2FFZ—HE(CTTOA I DL DT

¢ -1 &

v

g \ B
77C,ng_,j\/a/logging agent
(Filebeat)
logging agent Backend

(Filebeat) (logstash)
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PS5—MNEHICDWNT
B [CPCE A 2N BElastic StacklEOF > TkeExiRH I DN, 75— MNBEIHEE (S
AL TLVRLY,

B 7o — NBRIDESH(ICIE. BIEI>R—F> B AU, Elasticsearch(CUNES
NEO057—2 (I UERGERTELU)T— MBI B3 ENEZSND
—£1) X-PackD#F A

« X-PackldElastic StackDisREEEE CICP CIEEA SN TLIBANERIMEESNTULND, {ERDIESICE. o171z
> ABREGRLEBE)HIME

—Z2) ElastAlertd>#|H
- YelpttH R L1Z0SSY —)L

—SZ\5H
- IBM Knowledge Center — Updating Elastic X-Pack licenses
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/update_elastic_lic.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/update_elastic_lic.html

IBM Cloud Private

OF > D BkeEDEER(CmITT

B O+ UHEEOER(CAEITCHEEIRD. 185 - 3RETIEEIC DV TR T D
—INEIZROOT DIETE & FEDIRET
« dockerd> 57 @OJ(CDWTIET T A)L hTUNESRTERH
« 7T —=2 3 (ZRILDT77)OOTICDVWTEIREMNRET IDH
IRET BIHE. YA RH— - O>FF&EER L. dockerd> >3O0 SNERIEEDTIH. EETHmE
—Kibanaigim (R E /LIS mE ) DR 5T
- Visualizel@E. Dashboard@E. TimelionBEEICHUNT. EDL\DTcNBER RSB IOMNEETHIE
« Xz, BECDWTIE—MDSEKRT D E(CTRD. (BHCHDIT TN, 1> k— hET]EE
07 - 7—5ET14—ILRDY Y E> D (logstash)Di&sdt
« KibanaTOJZRDIAATIED ., S TIERRITBBRIC T« —ILREFRATD, T IAI DT —)LREE
EC. BTESNDIMMRSITHNE
—F—4 « X>5F > X (Elasticsearch)Di&sd

cF—5 - ASFFIRCDNT, EHEIAZ2Y - HRT—4 - DT T4 )L N TRESNZ RS
PLE
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IBM Cloud Private

ICPZIFIFI DIcHDCLIY —I

BICP (C(E. WDHDIOAN R -SA4> - 42— T —ADMAESNTLD

—cloudctl, kubectl, helm, istioctl (FICPEAREF(C~ XS

BRAERImR(C > A b—JLA]EE
— FRICCLIOIESE - AR - &8 Y2 J%R9

» J— RICEASTNDIN. BEICIHUT

(cloudctl)

S—DEE, Helm Fv— hSKUVT—D
O—RDAZAM=IVIREZITD

CLIFER! Ri& s8EU>D
IBM Cloud Private CLI ISR —ICHAT BIEHRODFRR. TSR IBM Knowledge Center — IBM Cloud Private CLI

(cloudctl) ZFERULZDSRY —DEE

Kubernetes CLI

Kubernetes 75 X5 —DEBZITD

IBM Knowledge Center - Kubernetes CLI

(WRAY— - =R D—H—-J—K,
JOF+>— - J—RICA>RA =)L)

(kubectl) (kubectl) D1 > X =)L

Kubernetes.io - Overview of kubectl
Helm CLI Helm¥F+v — BB O, UU—X | IBM Knowledge Center - Helm CLI(helm)®D-1 > X
(helm) DOEBZITD b—JL

Code - helm/docs/ - GitHub
Istio CLI ISR —ANDOH—EX - Xw> 308 | IBM Knowledge Center Istio CLI (istioctl) -1 >
(istioctl) 11D A b—)L(istioctl)

Istio.io istioctl
Calico CLI Calicoxwy hDJ—D,tt+1 VU540 — - /R IBM Knowledge Center - Calico CLI(calicoct)®dD-1
(calicoctl) U —DEBZITD A=)
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/icp_cli.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_kubectl.html
https://kubernetes.io/docs/reference/kubectl/overview/
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/app_center/create_helm_cli.html
https://github.com/helm/helm/tree/master/docs
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_istioctl.html
https://istio.io/docs/reference/commands/istioctl/
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_network/calicoctl.html?pos=2
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/icp_cli.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_kubectl.html
https://kubernetes.io/docs/reference/kubectl/overview/
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/app_center/create_helm_cli.html
https://github.com/helm/helm/tree/master/docs
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_istioctl.html
https://istio.io/docs/reference/commands/istioctl/
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_network/calicoctl.html?pos=2

IBM Cloud Private CLI (cloudct)dtwy 7PV’

m IBM Cloud Private CLI (cloudctl) v k77w T DA (macOS)

—IBM Cloud PrivateEI28>V =)L, [ XZa1—]1 > AN KR-514> -wW—)L] > [IBM
Cloud Private CLIJ] Z20Uw 2oL, Z%HE9D0SAD curl ON> RZEIE—T93
e curl -kLo <> X b—=J)L)\wHo—=%8> https://<master-node-ip>:8443/api/cli/cloudctl-darwin-amd64

_A—=FH)L=EE. JE—Ulcurl N> RTONR - SA4> - W—)LEA DT> O— RT3
—AO>O—-RUEI7AILDIN—=w 3> zZEL., @RTa LI KN —A\BEITSD

e chmod 755 <> X b—=)L)\wHi—=4>

e sudo mv <1 > X k—=)L)\wH—=%> /usr/local/bin/cloudctl

—IBM Cloud Private CLIN' > A R—)LESNTWBZ =R IT D
e cloudctl —help

—#5L\TKubernetes CLI Ztzw 7w T 93D (RR—SHEE)

2154k : IBM Cloud Private CLI D1 > X ~—JL
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_cli.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_cli.html

IBM Cloud Private

Kubernetes CLI (kubectl) Dtzv 7wV (1/2)

m Kubernetes (kubectl) 7w k77w T DI (macOS)
~IBM Cloud PrivateBIEI>V—ILS, [XZa—1 > [OXR-S4> - wW—)L] > [
Kubernetes CLI] Z2UwoU., ZHID0SHD curl ON¥> RZEIE—93

e curl -kLo <> X b—J)L)\wEH—=4> https://<master-node-ip>:8443/api/cli/kubectl-darwin-
amdeé4

_A—=F)L&EFEE. JE—Ufzcurd N> RTONR - SA4> - WYW—)LEZASF DT> O— RIS
_ A2 O—RUEID7Z7AILDI\—=w2 3> H%ZEL, @RTaA LK) —ABENTSD

e chmod 755 <> X b—=)U)\wo—=2>

e sudo mv <> X b—=)L)\wH—=4%> /usr/local/bin/kubectl

(RAR—AFE <)

SZ153R : Kubernetes CLI (kubect) 1> =)L
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_kubectl.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/install_kubectl.html
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Kubernetes CLI (kubectl) Dtw 7wV (2/2)

B Kubernetes (kubectl) 7w k77w T DfHI (macOS)

—%Bg_ Cloud PrivateB¥ 1>V —)LDI1—Y— - PAO2ZERL. [DOS5A47>2 bOWERK] 720w
&)

— IBM Cloud Private 1)y —ZDIER hyoy =

IBM Cloud Private CLI ) zcmin

v

L7l

D547~ DR

s o~ PR ¢ Al Ay L o AL o e — - PR R - o e —_——d ———

—UTDLDIBRITS A —EHRFFHNTRSNDIDT, JE—UTHY—ZFI)IAEDATD

CLIZHRTIICIE. BRENIBRIAV VR EREVIA VY RIICEBOFFITREFULET,

kubectl config set-cluster mycluster --server=https://128.168.83.249:8001 --insecure-: L’EI
kubectl config set-context mycluster-context --cluster=mycluster

kubectl config set-credentials admin --token=eyJ0eXAiOiJKV1QIiLCIhbGciOiJSUzI1NiIJI9
kubectl config set-context mycluster-context --user=admin --namespace=accountsyste
kubectl config use-context mycluster-context

— CODWERL(S 1 2B CTRRIEABRA NS f2sb. 128FEC S (COT 1 > U TBIEBRMNINE 18D

— COFIBREZEE UEVSE(E. TEEOFIEICHE D CCLIZHERA T D (ServiceAccountZz{ERk U CHERRE =
5L, €OREE =02 (B3EARRL) ZCLIICERE I D)

- &Z|F3k : Configuring the Kubernetes CLI by using service account tokens
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https://www.ibm.com/developerworks/community/blogs/fe25b4ef-ea6a-4d86-a629-6f87ccf4649e/entry/Configuring_the_Kubernetes_CLI_by_using_service_account_tokens1?lang=en
https://www.ibm.com/developerworks/community/blogs/fe25b4ef-ea6a-4d86-a629-6f87ccf4649e/entry/Configuring_the_Kubernetes_CLI_by_using_service_account_tokens1?lang=en

cloudctl, kubectl D{EMA(1/3)

B CLIZtwv 7Y T UEimkR M SICPANOT 1> 935
— [cloudctl login -a https://<< X% — + J— RDIPT RL X >:8443 --skip-ssl-validation| &%E{T

macbook-air:~ USERO1$ cloudctl login -a https://<MasterNode IP>:8443 --skip-ssl-validation

J—H—%> admin <= ICPOI—H—(FFIR—ZOS ALY —EBGEHTEY henNfe1—5 -2 A1 T3,
XD —R> <= FEEI1—Y5—D)\XRDT—REAHNTD

REELTWLWET ...

OK

H—5v hDF7 DT> b mycluster Account (id-mycluster-account)

ZEIZEREERL T IEE:

. accountsystem

bookingsystem

. cert-manager

. db2

default

. ibmcom

. isolatednamespace

istio-system

9. kube-public

10. kube-system

11. marketingsystem

12. platform

13. services

14. was

BIEZANDULTLTZELYS 6 <= BRIZEHEIERDESZANT D, (kubectlIN> R TEEULWERIZRZEIRT D, CZTEAIELT 6l ZAS, )

A —45w NARIZER ibmcom
(Eg)

Helm ODIERKT: /Users/USERO1/.helm

OK

macbook-air:~ USERO1$

=

coOoNOUV A~ WN

@2019 IBM Corporation
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cloudctl, kubectl D{EA(2/3)

B [cloudctl login] TICPICOZJ A > h'EkINT D&, kubectlDiEfEIFHR (
~/.kube/config) HEEEZMN. kubectl <> RTICP(CI#ES:: LU CIRIECED LS
(CI8D,

— [kubectl version --short] Z=%£179 3,
- Client, Server®MIL> b —MFRRESNDC EZHERT D,

macbook-air:~ USERO1$ kubectl version --short
Client Version: v1.12.4

Server Version: v1.12.4+icp-ee

macbook-air:~ USERO1%

— [kubectl get nodes] =179 %,

macbook-air:~ USERO1$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
10.192.27.17 Ready va 6d22h  v1.12.4+icp-ee
10.192.27.18 Ready management 7d vl.12.4+icp-ee
10.192.27.4 Ready etcd,master,proxy 7d1h vl.12.4+icp-ee
10.192.27.46  Ready worker 7d vl.12.4+icp-ee
10.192.27.58 Ready isolatedworker 6d16h  v1.12.4+icp-ee
10.192.27.60 Ready isolatedproxy 6dl6h  v1.12.4+icp-ee
macbook-air:~ USERO1%

@2019 IBM Corporation
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cloudctl, kubectl D{EMA(3/3)
— [cloudctl logout] ZZE1TUL. ICPHSOT 7D T B,

macpook-air:~ USERO1$ cloudctl logout
OJ07JhULTVWET ...
OK

kubectl #BEZEHIBRL TLET ...

Property "clusters.mycluster" unset.
Property "users.mycluster-user"” unset.
Property "contexts.mycluster-context" unset.
OK

Helm SEBAZEZHIBRL CULVE T : /Users/USERQ!/.helm
OK
macbook-air:~ USERO1%

@2019 IBM Corporation
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NSNS a1—b (RIvOEBRZERBUREN SIS 21—N)
B [CP KubernetesiRiEmD XA w Ik za2#mUic SIS 12— MhImELE NS

KB7IUs—>3> - ADTTE ICPEERI> 578

S — o 7 7T\ N/
Dockerd> 57 & @ @ (
IBM Cloud Private

DockerI> > /@ & Jocker 29 DDBBLA T —TEUARAEEL
ICP KubernetesiRIRD2FICER L TLIK
(NSTILS1— McdTes TRERIEL

BT EHBEEENSD)

OSf& ubuntu® ‘ redhat ICPEIEY 37=H M0 > FFHEGS.
29V IDTFEBLA Y —CikET BHICER

Hypervisorfg vmware n or FERD/\A ) \—) A F—

openstack

A>E1—F1 )88
7 : 2w NO—2EE KL—>HE

< Intel) Power -7

Systems

MR EE
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NS a1—b (MBS 21— MRIEDZERE)

B ~NSD)LORERE (T

X CBgIDCENEFUVERFIEE TRICRT

FSIIWSa1—MFIRDI R

SIS 21— MFIROME

FlIaR{®ICHIZD> TDSEHHR

v S a1R— ROiEER

ICPEBENMRHEI DY VS 1/R—RET
KubernetesiRiEDBRENA R ZHEER T D

IBM Knowledge Center - S XFT LB LIV IYV—XDE
—SU>0

IBM Knowledge Center - IBM Cloud Private 75X
H— - EZHIUH

IBM Knowledge Center - 7Rw RIFIRODETR

IBM Knowledge Center — IBM Cloud Private O+ >4

KB7IV—>3>a>7F

A>FFo>o)uicodaC> Uie LT FEDZ

Get a Shell to a Running Container — Kubernetes

AARRINR T TOI> T T
E DR SRR

#a ("kubectl get”, kubectl describe”, "kubectl
logs”, ---etc.). HXUKubernetesEiEDOJHE
ZiT Do

cloudct! logini’ A~ a]gEfriZ & (EMaster ./ — R T
kubectl-configJ 7 1 ILZ{FERA T D,

EFTOEEDEZEMOVROE | MOV RESEN - J 7 1) UEnX & ET Copying Container Files - Kubernetes
7 - J71)ERix ("kubectl exec”, “kubectl cp”)
AW A R— RADTIEZAMN | Kubernetes CLIA >4 —J 1T —XIHWSDIARE | IBM Knowledge Center — Kubernetes CLI(kubectDh'5

DS A= \DF TR

Troubleshoot Applications — Kubernetes
Troubleshoot Clusters — Kubernetes

kubectl Cheat Sheet — Kubernetes

IBM Cloud Private troubleshooting — Troubleshooting
a typical workload

KubernetesiRiE COEHEH
REDARAI BRI T TO >
FFHEEDOIR R

%/ — RdDocker CLI«A > —J 1T —ANSD
KRR EITD ("docker ps”, “docker logs”,
“docker top”)

docker ps | Docker Documentation
docker logs | Docker Documentation
docker top | Docker Documentation

OSIE&L D FIETDIRRERERS

(PEREDY — )\ —BELFEARODEZ S (CREDE.

NS a— bFIEZRET D)
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https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/metrics.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/monitoring_service.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/application_metrics.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/logging_elk.html
https://kubernetes.io/docs/tasks/debug-application-cluster/get-shell-running-container/
https://kubectl.docs.kubernetes.io/pages/container_debugging/copying_container_files.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/cfc_cli.html
https://kubernetes.io/docs/tasks/debug-application-cluster/debug-application/
https://kubernetes.io/docs/tasks/debug-application-cluster/debug-cluster/
https://kubernetes.io/docs/reference/kubectl/cheatsheet/
https://www.ibm.com/cloud/garage/content/course/ibm-cloud-private-troubleshooting/3
https://docs.docker.com/engine/reference/commandline/ps/
https://docs.docker.com/engine/reference/commandline/logs/
https://docs.docker.com/engine/reference/commandline/top/
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/metrics.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/monitoring_service.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/monitoring_service.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/application_metrics.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_metrics/logging_elk.html
https://kubectl.docs.kubernetes.io/pages/container_debugging/copying_container_files.html
https://www.ibm.com/support/knowledgecenter/ja/SSBS6K_3.1.2/manage_cluster/cfc_cli.html
https://kubernetes.io/docs/tasks/debug-application-cluster/debug-application/
https://kubernetes.io/docs/tasks/debug-application-cluster/debug-cluster/
https://kubernetes.io/docs/reference/kubectl/cheatsheet/
https://www.ibm.com/cloud/garage/content/course/ibm-cloud-private-troubleshooting/3
https://www.ibm.com/cloud/garage/content/course/ibm-cloud-private-troubleshooting/3
https://docs.docker.com/engine/reference/commandline/logs/
https://docs.docker.com/engine/reference/commandline/top/

KubernetesiRISEDIRNIEE (“"kubectl”aY > RODEHHI)

B “kubectl" Y > ROEABIZLITFICRI

$ kubectl get pods --> Pod —&E%hER2
NAME READY STATUS RESTARTS AGE
nginx-deployment-1006230814-6winp 1/1 Running O 11s
nginx-deployment-1006230814-fmgu3 1/1 Running O 11s
$ kubectl describe pod nginx-deployment-1006230814-6winp > Pod DIRBZHIS TS
Status: Running
Containers:
nginx:
State: Running
Started: Thu, 24 Mar 2016 01:39:51 +0000
Ready: True
Restart Count: 0
Conditions:
Type Status
Initialized True
Ready True
PodScheduled True
Events:
FirstSeen LastSeen Count From SubobjectPath Type Reason Message
54s 54s 1 {kubelet kubernetes-node-wul5} spec.containers{nginx} Normal Pulling pulling image "nginx”

@2019 IBM Corporation
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KubernetesiRIRDIRRIER ("kubectl” > RO{ERH)
B “kubectl”"I~> ROAERAMZLLTICRT (HE)

$ kubectl exec nginx-deployment-1006230814-6winp Is > IDTFINERL ERDIVY REEITIS
bin
boot
config
dev

etc
home
- (HHBR)
mnt
opt
output

proc
root

run

sbin

srv

Sys

tmp

usr

var

Satoko-no-MacBook-Air:~ AA283135%
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IBM Cloud Private

NS 21—k (MBS 21— MDIZODIEEHRIR)
B ICP KubernetesiRiE O = TJ)L> 01— hDIZHDIEHEE TRICEEHD

VIMIDIT7Em SIS 21— baEGISHRIE BIsNDliEE 5k
IBM Cloud IBM Knowledge Center - /X2 k& [O4 (CLI) IBM Knowledge Center — BEFIDEIRES KUHIIE
Private IBM Knowledge Center - ARX> B LUOYT (OS5 X IBM Knowledge Center - S JIIL>a—F4 >0 &Y
4 — management console) AR—b
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