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Al
APIC V2018.4.1 DAVA M= EFUSHBICHRED. U FOBIELFHRELTVES .
1. IBM API Connect /\—<3> 2018 OE?

B )\ (= (T—F, BEREHAZHEET VMware ESXi 6.0 Fzl£ 6.5 #{EMH
B APIC &R MY —N—(F. RIS/ NEG4EEEI/\—RI1 7)Y -2 %EH

b ek S Jotyy— AEY— TARIAR—R
By —/)\- 4 vCPU 16 GB 250 GB
DY —)\— 2 vCPU 16 GB 200 GB
R=B)H—)(—** 4 vCPU 8 GB 150 GB
=I5 —-)N\- 4 vCPU 8 GB 32 GB

KR R—F)NH—I—DUY—-R (L, F—TvIETEHA MIIEU TEEBIUNETY, £, IBM Knowledge
Center [VMware BIETORREER—IINOTTOC]? 2SR,

BUF (& APIC )N—23> 2018 DA VANV BELURERREFNSAZEE TR B BN AT ATY .
B APIC AYZAR=IWUZRT PyTTL—REFTO126D Install Assist BAIF17>
B EX—JLBXORHD SMTP H—/(—
B IORRAONEBLIRANEZEARRT D DNS H—/{—
B JSRI-BFLIREEADIZHD NTP Y —/(—

2. FLERE
APIC ZI2IR—F> MCEATS SSL Y —/N\—SEBAER. FFCRARMISGREZLRVSSE HEDT T
A ROSERAEMERAENE T,
FTIAWNDIEBAZEG. APIC TSR L (BIBYTS T A P ITSRT A R=FIWBTSRT Ve
89, g BRERFT - MITMHITI T LR ) D1 AP=IVEF(C Install Assist Y=L TH
APICUP 4> ZAR=5—DIX > ML TEENEMEINE T .
AA4RTE BROTIANNDIIAZEZEALFT . CEETIHAZZAEL GERT 31551,
IBM Knowledge Center [SEBAZEDIRIE* #TSBBIEE,
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3. BIRIRA> NEERRZEDEAE

APIC DAY A R=)VBFIC, YIS 25 LB APIC #8RKICIHER 1 DLAEDOIY RiRA > NMeERLL
T, SERREF2E TLS B EEBEZAEB T B EICRDET, (K1)

™ IYRKRAL>b: consumer-api
R—b: 80, 443
EEBAE: consumer-api M

=8
YISZT L
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™ IYRRA>B: platform-api

ErUMERC A= 80, 443 N
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> IYRRL>B: portal-admin
K—N: 80, 443
TLS HAEBE

LU I RRAYM: portal-www
by  R—b: 80,443
FEBAE: portal-www-ingress

R=FIUIFIFRE

BRBUIFIAE YR —>v—UIRIAE -

AR—Bb: 80,443

IYRRAL>b: analytics-client /
TLS #AE&E

IYRRAL>B: apic-gw-service
R—b: 3000 &zl 443*

™ IYRRA>B: api-gateway

SEBAE: api_gateway_ingress
K—b: 9443 F1z( 443*

IYRARA>b: analytics-ingestion
R—b: 80, 443
TLS #HEBE

(=

APIIFUHL

* REREARE

1. API Connect BJ3RFLADIYRRA> N, SERFE, TLS AHEE{E

APIC HJSZAFADE I RRA > M3 APICUP A Y AN—35—(C Lo THEBRZ1TU\. APIC YT AT LE
D ISO J7AIUNTRTELET . Iz, #%H:D API Connect OB FIED MROS -8R (CHNT. F—b

DI(HEDLIY IR NREZLET,

HIIRF A IVRRA> b iy
BEYII2T A cloud-admin-ui BB —){—0 Cloud YR—3v—UI IV RRA> -

api-manager-ui

EIEY—){—0 API Y-Sy —UI IV RRA> b

consumer-api

BIEY—/(-01>>1—Y—API BHEIT> RRA > b

platform-api EEY—)\—0OEE- JSO/\15—API BEI> RRA > b
R=IWHYTIZF A portal-admin EEY—\-LOBERIRMRA M
portal-www R—=4I) Web B~ URL DI RR1A> b

PHITSZT analytics-client

BIEY— /(= R=AING—/-HEOSBIY R b
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F—NITAH8TIAT A apic-gw-service
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4. I7ATIA=VELC
B APICOEIVR—-RIMNEEE(&, &'~ hIT Y —/)\—&. R=F)IHA NI A(CHERR S 3N —
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DOECBRSCITAT7IA—INDOKREFERL TEDEEA.
B BYHIIATLATRERR-N—B(L [J71 704 INEH | OSCRBEFY> )5 SRS,

5. VMware ADA > A M= LERBRR DIz DB
VMware AF )01 93D EH

ISO Z/ER I BTN I1—FT1UT1—%HR— N33 OS ZAHRBLFI . APICUP 1> b—F—(F, LIFOD
1—F4)FT1—ZERLET . AP RTIE, Linux (LA ZAb=ILLET

oS d-74Y74—

Linux mkisofs

macOS hdiutil

Windows mkisofs NMEFARJAERY—)L (CDRTools 13&)
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IBM API Connect (&, T&RO/\WI—IhoiERENEY .
AHARTIE TP—LD17)\->3> v2018.4.1.5 Z{ERALET,
B Install Assist (. 612 AM=)LTD APIC \vo—>DT7—AD17EE—DN->3>% 8
LEI.
B APIC(E - NITA Y -EX %R I 3/IC IBM® DataPower® Gateway ZEHALET
m IBM DataPower Gateway OJ7—AD17-/)\—=23>6, APIC E—EI 20BN HDET,

Nwo—= IBM API Connect HJ>ZFLT71)L
IBM API Connect® Management for VMware management_lts_2018.4.1.5.ova
IBM API Connect Analytics for VMware analytics_Its_2018.4.1.5.ova

IBM API Connect Developer Portal for VMware portal_lts_2018.4.1.5.ova

IBM API Connect Install Assist apicup-linux_lIts_v2018.4.1.5
IBM DataPower Gateway Non-production for idg2018410.lts.nonprod.ova
VMware** idg2018415.Its.scrypt4

** KK 4 R(E Non-production ZERUEY . AEFIFHDIHEF/\WI—2% production (SFREHEX TEEL,

© 2019 IBM Corporation



YIS 27 MBI, BRRICBERRY N - EBREZERLET.
AHARTE &Y ——% 2 DD(1>45-TJ1—X (eth0, ethl) ZEALT. VEDDEZTFELTISR
H—A-I5R9—EhEEE. APL/UI DBEZDIFTERRLE T,

BE. DY TIZATAFIORRA MY 1 DO —T1—AUNMFER V8, T TEISRY—A-Y
S2A—RHBEICHFAL T -TJI—2R (eth0) ZEHIBLIHBRRLTVET,

BYIIRT LADISRA-AN- I35 —[EBIEA (traffic-iface) (C eth0 ZEALEY, (X 2)

) IYRKRA>b: portal-admin
"| K—b: 80,443
TLS #HEBE

> RRA>b: consumer-api
—b: 80, 443

. b: portal-www
BAE: consumer-api

443
prtal-www-ingress

>~ RiRA>b: platform-api
—h: 80, 443
SEBAE: platform-api

R=FIUIFIFE

IN-UILUPE-PNOJD 4 iy
In-Jabeuew-ide :~|<;g'g,_|

traffic-iface (eth0)

EIRUIFIAE vR—Sr—UIFIAED

K—b: 80, 443 K—b: 3000 Ffz(d 443*

IYRRSL>b: analytics-client IYRRAL>B: apic-gw-service
TLS #HEBE EEBAE: api_gateway_ingress

1> N: api-gateway
9443 Ffz(d 443*

IYRRA>b: analytics-ingestion
K—b: 80, 443
TLS #8E&(=

* REXEA]RE

APIIFUHL

2. EYITIRT LIS —EBEDA>H—T1—R
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EYTIZF LD AP ULEBER (public-iface) (C ethl #fEFALEY, (K 3)

IYRRA>b: portal-admin
HK—h: 80, 443
TLS #HE&E(E

™y IYRIRAL>b: consumer-api
R—b: 80, 443
SEBAE: consumer-api

IYRRAL>b: portal-www
R—b: 80, 443
SEBAE: portal-www-ingress

U U
IYRRA>B: platform-api
H
E%v Ei“\" H—P: 80, 443
k4 Z B7E EEBE: platform-api
o 89| (g8 ]
SE k4 v a T m
goo| |38s o
s- 4 5 T R=FWUIFIRE
2 9 Qo 3
AN
€ 3 s &
3 :
c. < public-iface (eth1)
1 t
BIBUIFIAE Y —Jv-UIFAE
IYRARA>b: analytics-client IYRARA>B: apic-gw-service
=Rls0, 443 R—B: 3000 #fz(d 443*
TLS 5 &= SEBAE: api_gateway_ingress IYRRA>b: api-gateway
R—b: 9443 F1z(3 443*

" IYRRA > b analytics-ingestion
R=h: 80, 443
TLS 5 &=

* EXERIEE D

APIUHL

3. &YJI2F L APL/UL BEDA>4H—TJ1—R
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Y- N—B(IRYNI - EBREER LTI .
B RANRER FI5RI-R- ISR —EhBEZHIRS eth0 125 —J1—RAICHIEIBLIICERERL
F9.
B RANZEFQDN (& N\XFTANTIHENGDDFYS .
B IEETIRANGICE DAL RA—RRIBERIIRA NGB ETT . CNICLD, B4 DI R
A MMESE(GESEL TEMEFI BLICB0ET . (Bl * RA(>4)

B ethl /25-J1—-A(FHIRRBZERLCVET,

HFIU- FQDN IP 7RLZ (CIDR)
RANE RX1>% eth0 1>5-J1—2Z ethl 1>5-J1—2Z
BIEY IS AT mgmt01 apic.com 9.68.85.87/24 9.68.84.194/24
mgmt02 apic.com 9.68.85.88/24 9.68.84.195/24
mgmt03 apic.com 9.68.85.89/24 9.68.84.196/24
DRHTSAT A analyt0l | apic.com | 9.68.85.90/24 N/A
analyt02 apic.com 9.68.85.91/24 N/A
analyt03 apic.com 9.68.85.92/24 N/A
R=ANWBTSZT ptl0o1 apic.com 9.68.85.93/24 9.68.83.14/24
ptl02 apic.com 9.68.85.94/24 9.68.83.15/24
ptio3 apic.com 9.68.85.95/24 9.68.83.16/24
F—RIT(HTS AT gwy01 apic.com | 9.68.85.96/24 9.68.85.99/24
gwy02 apic.com | 9.68.85.97/24 9.68.85.100/24
gwy03 apic.com 9.68.85.98/24 9.68.85.101/24
h73VU- IP 7RLR
DNS 9.68.85.106
FIANN T —bI1A 9.68.85.1
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VMware OB EHS
APIC (3 NFS E(CEFT 01/ TEF B A

APIC V2018 @ OVA (%, Kubernetes ([C& o TIRIBAMEREIN TVE T,
B Kubernetes RyR& Kubernetes B—EX-xyhJ—JA(C, IP 7RLAL > ZHFHIZNTUL
9,
B F APIC HISRFLDKRANIP 7RLRFINS IP PRLADL > ZHTHIBENGHDET
B RANIP 7RUANSRE T 2IHE (& FIHIBRRKHCINS IP 7RUADL S EEIHIENT

EFY,

Kubernetes MY RELUH—ER -2y I—IF49 IP PRLAL>S
172.16.0.0/16 &Y 172.17.0.0/16

APIC Y3 ZFAlC(F. dev E—R¢ standard E—RAT>a>h'HDFE Y,
B devE—RE IJIEBRRORF - TAMNEOT TOAAD MAT3DTY . IR —HERRITHR—

MUEB A
m  standard E—R(&. 7529—-8HROTOYI2 3> BOT TOMA MNAT3> T,

KA1 REISRI—HERKTI DT, standard E—RAT>3>TFIO/LFE T, BARBISERELRVEG
B YI3ZAFLAOT IAN ME—RIF dev E—RICRDFT,
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6. O—RNS>H—1EmKS
APIC 7529 -1 TE. - NIT(Z2EHEHYTIAT L 3 - RUEDIZAF—-£0- RN HY—T
WBRRZEBIRICENMHERENTVET,
B J35259-EUT 3 /- RUENRERIBRE, APIC YIS 27 A0 High Availability (HA) #
BRICEWVT quorum R—2DFitaERAL TV I8 TY,
B O-RASS Y28 T IR, RIS LB THOIY MM NI I 338155, J5
AA—ATIRDDFBEICT BT, & APIC IS ZFAORIERICO- RN\ Y —%2ELiET S
MENDBHTT,

BIVRRAYNE O-RNS2H -0 IP 7RUATHRR I BLD DNS BE#RUES

APIC YIS X7 AM®D TLS #HEBEEYR— T2, O— NS Y —(E SSL IKAZRIN—H"D L4
O—-RN\SYSYITHERUETS . (FELL(E. SCRIEEE 8 DS EEESR)

B KA4/RTE O-RNS>Y—(E HAProxy ZfERL THERLTVET,

[ 1 TERRUIEIARTOIY FRA > MBI 3L3(C, O- RN %R LET. (K 4)

B KA RTHERKRUR HAProxy ORE(E. AAFRISTIL TOWEITDTISEZE,

public-iface (eth1) ‘ traffic-iface (eth0)

BEEYTIATA
LB

mgmt01.apic.com
. 443 IZRRAOB: 443 g P ]
——» api-manager-ui
‘n_l cloud-admin-ui

consumer-api mgmt03.apic.com |
BIRUIFIAE  platform-api |
— i —| |
XR—r-UIFIAE 443 i3
BT SATA 443

I analytO1.apic.com LB
| analyto2.apic.com P—} IR b

mgmt02.apic.com I

1T

.

analytics-client

| analyt03.apic.com analytics-ingestion

443 443
R=INYTSRTA 443
tl01.apic.com I~—
LB — P LB
. 4;43’ > RINAZ 443 |_ { t102.apic.com | —| 443 S RN
@ IRV L L pti0Z.apic. J _I IVRRA>b:
portal-www _'l ptl03.apic.com I__ portal-admin
R—-FIUIFIRE
S=NITL(YTSATA 3000
9443 -
LB 0443 |——~I| gwyO01.apic.com !o——l 3000 LB
T IVRRAOh I_ L__9gwy02.apic.com | J T RAAS s
—_— -t - A
APTSHL api-gateway _.{ gwy03.apic.com ]__ apic-gw-service

4. O—-RNS>Y—RIEAERN
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A2 M=)VEGR°

1. IBM API Connect /(v —>040>0-R
B Passport Advantage®®BLU IBM Fix Central ih5. A OS (C&3 IBM API Connect
Install Assist /\wor—>¢, &#id IBM API Connect /\wo—>%47>0-RUET,
m  [EY4 5. IBM DataPower Gateway M OVA J71)LE Fix Pack #49>0—-RUEFY

2. Install Assist D1>A =)L
A7>0—RUJE Install Assist /\wsr—>0J74 )Ll apicup-linux_Its_v2018.4.1.5 D& HI%
lapicup] (EITHER) (CUR—LU. FEBDT(LIN— (BIZ(L, /usr/local/bin) (CEEELT

Path Z£HLET,

$ Is -1 /home/admin/

total 38420

-rw-r--r-- 1 admin admin 39339008 5 H 29 14:02 apicup-linux_lts_v2018.4.1.5
$

$ mv /home/admin/apicup-linux_Its_v2018.4.1.5 /usr/local/bin/apicup

$

$ Is -l /usr/local/bin

$ total 38420

$ -rw-r--r-- 1 admin admin 39339008 5 H 29 14:02 apicup

$
$ tail .profile

PATH="$HOME/bin:$HOME/.local/bin:$PATH"
PATH=$PATH:/usr/local/bin

N—2v23 % ZBEUTERITIEREZSSUEFT .
$ chmod +x apicup

$ total 38420
$ -rwxr-xr-x 1 admin admin 39339008 5 A 29 14:04 apicup

PUFOINY RTN =232 % 8L E T . PIEIEITRFE S T RAAGEZITVET
$ apicup version
Please review the license for API Connect by running "apic licenses" command or accessing
https://ibm.biz/apictoolkitlic.
Accept the license for API Connect [Y/N] Y
APIConnect 2018.4.1.5-ifix1.0
Installer 5.0.0
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3. JOZ1Ib-T4LIN)—DFFRK
Install Assist Z14>AM=)LUIIFA 7> NCERDT (LI N —ZERL. B LZHIRVET, CC

Tl&. T0> 1 M&%apic4151ELTVETD,

$ mkdir apic415

$
$ apicup init apic415/
Creating project in apic415/ directory

EE

APICUP 07021/ MNIE—0TOS 1 b-T4LJ N —%ERL. ERL TV, B OTOZ 1 MNIHE D3I
EFIOT7IRYFESIESELEFT,

APIC O#ERA > A =L TYERLIZ APICUP OO 14 ME, APIC OF —AN—ZDURRZELU 7Y TIL—RIC
BEALET.

TOZIIN-FALI NI IFR—(CRIT 2R EHIRIEIRNIZEN TVS, COTOZTIb- T/ N R
UICRUZARPOPYT I — RIEITTEE R A

WO TECOTOZ 1T TALI N —ZBUS TERIBARIC/ W Py TUTHE L2 HERLFT

M EEHRSE. [apiconnect-up.yml TP IATOS 1IN FALI N —CERESNE T,
$ cd apic415/
$
$ s -l
total 4
-rw-rw---- 1 admin admin 174 5 H 29 14:14 apiconnect-up.yml

BE

apiconnect-up.yml J71)lit. L2 TKGENRMGURETIHENHDET . COTPAIUIE. TFEAMNERT
NBIEN 3/ (20— RBERS LURDMDIBIRIASTVET . TOS 1IN TALIN-DHEETHBEEHERL T
AN

ISO BRI —T1YT 41— mkisofs IOEITI7/LIC Path Z@LF T

SSH O0J 1> F® SSH BES#Z4ERUEY .

$ ssh-keygen -t rsa
/home/admin/.ssh/id_rsa
/home/admin/.ssh/id_rsa.pub
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4. DNS &%
I RRA> bDIBRE LB R
I RRAYNE ITFOIA—YYRT FQDN, INTUNIFTIEELET
endpointname.domain
EFYITSZTADIY RRA Y M5 —AOH —)—(CEIDIRSN B L3, $ATO-RNS>H—0 IP
PRLZA%ZIEELT DNS EFRUF T, (K 4 Z2HR)

I RRA> b I RRA> R =]

cloud-admin-ui cloud-admin-ui.apic.com mgmt*.apic.com ([)L—F1>4J 33 LB VIP
api-manager-ui api-manager-ui.apic.com mgmt*.apic.com ([)L—F1>4J 33 LB VIP
consumer-api consumer-api.apic.com mgmt*.apic.com ([)L—F1>4J 33 LB VIP
platform-api platform-api.apic.com mgmt*.apic.com ([)L—F1>4J 33 LB VIP
portal-admin portal-admin.apic.com ptl*.apic.com [C)L—F1>4 9% LB VIP
portal-www portal-www.apic.com ptl*.apic.com [C)L—F1>4 9% LB VIP
analytics-client analytics-client.apic.com analyt*.apic.com (JJL—F74>%93 LB VIP
analytics-ingestion analytics-ingestion.apic.com analyt*.apic.com (JJL—F74>%93 LB VIP
apic-gw-service apic-gw-service.apic.com gwy*.apic.com (JL—F1>9 33 LB VIP
api-gateway api-gateway.apic.com gwy*.apic.com ([JL—74>%93 LB VIP
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RARGEF LLTFOIA—YY T FQDN, INTNXFT DNS EFRUF T

1289—-J1—R(F. ethO 1>5I1—RZHEELTVET,

hostname.domain

BISAF L RANE U]

BIBEY IS AT mgmt01.apic.com 9.68.85.87
mgmt02.apic.com 9.68.85.88
mgmt03.apic.com 9.68.85.89

DRHTSAT A analyt01.apic.com 9.68.85.90
analyt02.apic.com 9.68.85.91
analyt03.apic.com 9.68.85.92

R=ANWBTSZT ptl01.apic.com 9.68.85.93
ptl02.apic.com 9.68.85.94
ptl03.apic.com 9.68.85.95

F—RIT(HTS AT gwyO01.apic.com 9.68.85.96
gwy02.apic.com 9.68.85.97
gwy03.apic.com 9.68.85.98
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API Connect D1>AM=)b

1. VMware BIETOEBEYII2FAOFT SO/

VEEHR

&

H—N-1DIP 7RLR (eth0)
B-N-2DIP 7RLR (eth0)
-3 DIP 7RLR (eth0)

9.68.85.87/24
9.68.85.88/24
9.68.85.89/24

H—){—1 ORANE
H—)-2 ORANE
H—)-3 ORANE

mgmt01.apic.com
mgmt02.apic.com
mgmt03.apic.com

H—){—-RA(>%

apic.com

B-N-1DIP7RLR (ethl)
B-—N-2DIP 7RLR (ethl)
B-—N-3DIP 7RLR (ethl)

9.68.84.194/24
9.68.84.195/24
9.68.84.196/24

DNS H—/{— 9.68.85.106
FIA NS —Ro1A 9.68.85.1
=YY~ A2H-TJ1-R%& ethO, eth1

Platform API I>RRA> b~

platform-api.apic.com
consumer-api.apic.com
cloud-admin-ui.apic.com
api-manager-ui.apic.com

Consumer API I>RiRA1>h
Cloud Admin UI I>RRA> b
API Manager Ul I RR/ >k

1.1. ISO J71 VD4R

1. APICUP E4TIRIE T, JOZ1UM-TALIN—(TBEILET .
$ cd apic415

2. BIEYIIRT N\eERLET
$ apicup create subsys mgmt management
B mgmt [ ERIIEIEYTIZTAID TS AR-RZEFRVI\XFOREF THINENHDHT .

B management (& BIEY TS ATLAERER T 2L 2RUET .

CNIZED, TOZ1Ih-FT4LI N -OFEME TR Ul apiconnect-up.ymIII71/IUC. &HTSR
FLDADAR=)L - NGA=F—MNBEEEN TLKCELRDET,
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3. apiconnect-up.yml J71 ) 218 LUE Y,

BFOIRRT, BIBYTS T LAORITEZHER I ZENTEET,
$ apicup subsys get mgmt

FEHTI T L EBREIL TVRWNEEF. OOV RO TIS—MRENFT . £, BEEFLTLR
WS&E(E. ERTERT AL MENSZHE. TIAINMENIZANNE T, LTOHIOLSCRNFET,

$ apicup subsys get mgmt
Appliance settings

Name

additional-cloud-init-file

data-device

default-password

dns-servers
extra-values-file

k8s-pod-network
k8s-service-network

mode
public-iface
search-domain
ssh-keyfiles
traffic-iface

(]

172.16.0.0/16
172.17.0.0/16
dev

ethO

(]

(]
eth0

Description

(Optional) Path to additional cloud-init yml file

VM disk device (usually “sdb™ for SCSI or “vdb" for VirtIO)
(Optional) Console login password for "“apicadm” user

List of DNS servers

(Optional) Path to additional configuration yml file
(Optional) CIDR for pods within the appliance

(Optional) CIDR for services within the appliance

Device for API/UI traffic (Eg: ethO)
List for DNS search domains

List of SSH public keys files

Device for cluster traffic (Eg: eth0)
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Subsystem settings

Name

az-name
cassandra-backup-auth-pass
cassandra-backup-auth-user
cassandra-backup-host
cassandra-backup-path
cassandra-backup-port
cassandra-backup-protocol
cassandra-backup-schedule
cassandra-max-memory-gb

default-az

/backups
22

sftp

0 0 X k%
4

cassandra-postmortems-auth-pass
cassandra-postmortems-auth-user

cassandra-postmortems-host
cassandra-postmortems-path
cassandra-postmortems-port

/postmortems
22

cassandra-postmortems-schedule

Cross-az-peers
migration-admin-auth-pass
migration-admin-auth-user
migration-backup-auth-pass
migration-backup-auth-user
migration-backup-host
migration-backup-input-path
migration-backup-logs-path
migration-backup-path
migration-backup-port
migration-enabled
migration-realm

Endpoints

Name
api-manager-ui
cloud-admin-ui
consumer-api
platform-api

OO***
(]

22
false

Description

Availability Zone name

(Optional) Server password for DB backups
(Optional) Server username for DB backups
(Optional) FQDN for DB backups server
(Optional) path for DB backups server
(Optional) Server port for DB backups

(Optional) Protocol for DB backups (sftp/ftp/objstore)

(Optional) Cron schedule for DB backups

Memory limit for DB

(Optional) Server Password for DB metrics
(Optional) Server username for DB metrics server
(Optional) FQDN for DB metrics server

(Optional) path for DB metrics server

(Optional) Server port for DB metrics

(Optional) Cron schedule for DB metrics
(Optional) IP addresses of nodes in other AZs
(Optional) Cloud admin password

(Optional) Cloud admin username
(Optional) Server password for V5 data
(Optional) Server username for V5 data
(Optional) Server FQDN for V5 data
(Optional) Server path for V5 input mapping
(Optional) Server path for migration logs
(Optional) Server path for V5 backup data
(Optional) Server port for V5 data
(Optional) Enable/Authorize migration jobs
(Optional) Cloud admin user login realm

Description

FQDN of API manager UI endpoint
FQDN of Cloud admin endpoint
FQDN of consumer API endpoint
FQDN of platform API endpoint

Error: Subsystem validation failure. Run with --validate to see details

$
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a. BIEY-N\-1C0J1> 930D/ W1 )N2AT—REVERRLE T . mkpasswd ZERALET,
$ mkpasswd --method=sha-512 --rounds=4096 PasswOrd!

J\WENE HENZOTIE-LET,

$6$rounds=4096$t0OYaF7YcI$KsXRqYkzH59nnif1DgrXYkKTjN1w7UY/EEjidXcysy6AgmdLthObx7
QuNpXvVLFttg29.h6Z/dPKhvvbTIW/RM.

b. )\w21-NZAT—-RZHRELET
JA—=~Xwh: apicup subsys set mgmt default-password="'hashed_password'

$ apicup subsys set mgmt default-
password="'$6$rounds=4096$t0YaF7Ycl$KsXRqYkzH59nnif1DgrXYkTjN1w7UY/EEjidXcysy6A
gmdLth9bx7QuNpXvvLFttg29.h6Z/dPKhvvbTIW/RM.'

c. DNS B—N\-%ZZELET,
$ apicup subsys set mgmt dns-servers=9.68.85.106

d. E=RATS%"ELET,
$ apicup subsys set mgmt mode=standard

e. Y=FRALVZRTELET

$ apicup subsys set mgmt search-domain=apic.com

f. SSH NBESEI7AIINDNA%ZHTELET .
$ apicup subsys set mgmt ssh-keyfiles=/home/admin/.ssh/id_rsa.pub

[AT2a>] J\WIPYTHRBREEF. AT S 1- BRIy TeERLFT . 1
$ apicup subsys set mgmt cassandra-backup-path=/home/sftp-user/sftp/backups

$ apicup subsys set mgmt cassandra-backup-host=apic520.apic.com
$ apicup subsys set mgmt cassandra-backup-auth-user=sftp-user

$ apicup subsys set mgmt cassandra-backup-auth-pass=sftp-user

E>b

o ARAMTFHF4RELT. Y—EXAROEIHIZ RS B0l BIEYIIXTAER—FIGTIZTLAO@S%
BB/ w7y TUTRZ W,

o T a—)UE O-hb-HAL-V-"%FIZ(E IST (CZELTH UTC BB TIHREILFT IO T EEEE,
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[AF23>] syslog (C&BOTURENNERISE(. syslog DIEREHIRITEN TEFT, 12

g. platform API I>RRA>MNesSTELET
$ apicup subsys set mgmt platform-api=platform-api.apic.com

h. consumer API I>RRA> M EERELET,
$ apicup subsys set mgmt consumer-api=consumer-api.apic.com

i. cloud admin UI I>2RRA>MERELETS
$ apicup subsys set mgmt cloud-admin-ui=cloud-admin-ui.apic.com

j. API Manager Ul I>RR/>MEEEELET,
$ apicup subsys set mgmt api-manager-ui=api-manager-ui.apic.com

4. RANZEIILEFET .
JA—<wh: apicup hosts create mgmt hostname.domainname hd_password
hd_password (4. Linux Unified Key Setup (L& TEEBY-EADAN —S%ES{LI3e{FERS
N3/\AT-RTT, ZONRT—REHRERFC) w2 18NnFT,

By —)(-1
$ apicup hosts create mgmt mgmt01.apic.com PasswOrd!

By —)(-2
$ apicup hosts create mgmt mgmt02.apic.com PasswOrd!

BEY—/)(-3
$ apicup hosts create mgmt mgmt03.apic.com PasswO0rd!
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5. 1289-J1—-R%&ERkLET
JA—=Xwh: apicup iface create mgmt hostname.domainname physical_network_id
host_ip_address/subnet_mask gateway _ip_address
TA—=YPDEE E BINUA>H—TI—RICET TAI ST~ NITAZRTE S DEITRBIh. BOFIATE:
R ELE T,
BiEy—-/)-1
$ apicup iface create mgmt mgmt01.apic.com eth0 9.68.85.87/255.255.255.0 9.68.85.1

$ apicup iface create mgmt mgmt01.apic.com ethl 9.68.84.194/255.255.255.0 9.68.84.1

By —)(-2
$ apicup iface create mgmt mgmt02.apic.com eth0 9.68.85.88/255.255.255.0 9.68.85.1

$ apicup iface create mgmt mgmt02.apic.com eth1l 9.68.84.195/255.255.255.0 9.68.84.1

BEY—/)(-3
$ apicup iface create mgmt mgmt03.apic.com eth0 9.68.85.89/255.255.255.0 9.68.85.1

$ apicup iface create mgmt mgmt03.apic.com eth1l 9.68.84.196/255.255.255.0 9.68.84.1

6. public-iface & traffic-iface Zs%ELE T,

$ apicup subsys set mgmt public-iface=eth1
$ apicup subsys set mgmt traffic-iface=eth0

7. SREURANZHERRLEF T

$ apicup hosts list mgmt

mgmt01.apic.com
Device IP/Mask Gateway
eth0 9.68.85.87/255.255.255.0 9.68.85.1
ethl 9.68.84.194/255.255.255.0 9.68.84.1

mgmt02.apic.com
Device IP/Mask Gateway
ethO 9.68.85.88/255.255.255.0 9.68.85.1
ethl 9.68.84.195/255.255.255.0 9.68.84.1

mgmt03.apic.com
Device IP/Mask Gateway
eth0 9.68.85.89/255.255.255.0 9.68.85.1
ethl 9.68.84.196/255.255.255.0 9.68.84.1
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8. BIUfA 29— J1-RICEHIR IR ELET ., 12
$ touch mgmt-cloud-init.yml

$
$ vi mgmt-cloud-init.yml
$
$ cat mgmt-cloud-init.yml
bootcmd:
- ip route add 0.0.0.0/0 via 9.68.84.1 dev eth1l
$

$ apicup subsys set mgmt additional-cloud-init-file mgmt-cloud-init.yml

9. MEUBHEIRIELET . INTOREMICFIVIN—IMMFN TS L2 HEERLE T .

$ apicup subsys get mgmt --validate
Appliance settings

Name Value
additional-cloud-init-file mgmt-cloud-init.yml v
data-device sdb v

default-password
$6$rounds=4096$t0OYaF7YcI$KsXRqYkzH59nnif1DgrXYkTjN1w7UY/EEjidXcysy6Ag

mdLth9bx7QuNpXvVLFttg29.h6Z/dPKhvvbTIW/RM. v
dns-servers [9.68.85.106] v
extra-values-file v
k8s-pod-network 172.16.0.0/16 v
k8s-service-network 172.17.0.0/16 v
mode standard v
public-iface ethl v
search-domain [apic.com] v
ssh-keyfiles [/home/admin/.ssh/id_rsa.pub] v
traffic-iface eth0 v
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Subsystem settings

Name

az-name
cassandra-backup-auth-pass
cassandra-backup-auth-user
cassandra-backup-host
cassandra-backup-path
cassandra-backup-port
cassandra-backup-protocol
cassandra-backup-schedule
cassandra-max-memory-gb
cassandra-postmortems-auth-pass
cassandra-postmortems-auth-user
cassandra-postmortems-host
cassandra-postmortems-path
cassandra-postmortems-port
cassandra-postmortems-schedule
Cross-az-peers
migration-admin-auth-pass
migration-admin-auth-user
migration-backup-auth-pass
migration-backup-auth-user
migration-backup-host
migration-backup-input-path
migration-backup-logs-path
migration-backup-path
migration-backup-port
migration-enabled
migration-realm

Endpoints

Name
api-manager-ui
cloud-admin-ui
consumer-api
platform-api

default-az
€2Z0cC11c2Vy
sftp-user
apic520.apic.com

/home/sftp-user/sftp/backups

22

sftp
00***
4

/postmortems
22
O O X Xk ok

(]

22
false

api-manager-ui.apic.com
cloud-admin-ui.apic.com
consumer-api.apic.com
platform-api.apic.com

S N R R N N N N S S S NE SR NRY

T NENEEPN
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10. ISO IV &fERLE T --out )\SX—S—TIREUBOT LI N —MEMENET,

JA—=Xwh: apicup subsys install mgmt --out mgmtplan-out
$ apicup subsys install mgmt --out mgmtplan-out

11. YERENIZ ISO TPV e EZRLE T

HEBY-)N\—(IX393 3 DD ISO Jr/IVIMERRENIC L= SR LET .
$ cd mgmtplan-out/

$

$ Is -ltr

total 1328

-rW------- 1 admin admin 162 6 H 22 17:04 meta.yml

-rW------- 1 admin admin 1679 6 A 22 17:04 appliance-client.key
A== 1 admin admin 1151 6 A 22 17:04 appliance-client.crt
=== 1 admin admin 1074 6 H 22 17:04 appliance-client-ca.pem

drwxr-x--- 2 admin admin 4096 6 H 22 17:04 mgmt01.apic.com
-rw-rw-r-- 1 admin admin 440320 6 H 22 17:04 mgmt01.apic.com.iso
drwxr-x--- 2 admin admin 4096 6 H 22 17:04 mgmt02.apic.com
-rw-rw-r-- 1 admin admin 440320 6 H 22 17:04 mgmt02.apic.com.iso
drwxr-x--- 2 admin admin 4096 6 H 22 17:04 mgmt03.apic.com
-rw-rw-r-- 1 admin admin 440320 6 H 22 17:04 mgmt03.apic.com.iso
—FW-=----- 1 admin admin 3791 6 A 22 17:04 instructions.txt

5=

KAME, IV RRAY MBIV Y —TI—ARERTE(L, APIC TSI RFTLADA A= IVEILERZZEELTISO &
BERRL. BidrAdHaU THRTENMNRENF A 55— E. SATLEA VAN UVEITHRENHDEFIT DTS
SFEEEL,
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. OVF 7> 7L —-b07 704
. VMware @ vSphere Web Client (COJ1>U%Y,

. vSphere 7E4'—4—%fERLT, OVA J71 27 04937 1L I N —(CBEILE T

. TALIN-%5E7)vI0. OVF 72TV —bDFIO1ERLET

. OVF 7> 7L — b7 704 - 45— RETTUET,
a. 1>AM=)LVEEBTA D> 0—- RUE management_lts_2018.4.1.5.0ova 7> L — Mi#RUE
9. NEXT 297UvILFT,

OVF > 7L—bhO7704
-

2EZMET ALY OBR UE—KURL RBO—-AIL 770 DATLDS OVF T FL—hERRLET
3aAYEa—-FavIT VY-
URL ZEAHNLTA VI —Ry hH'S OVF Ny 5—I&F I VO—RE LA YA R=ILT 2D\

4 MO N ) o
5 2k L—YOER XfEaAYEa—9hS P RATERBR (O—HIL N\—K K317, 2y hI—U#%,
6 BEORE CD/DVD K4 712 E) 28RULET,

URL

Oo—AlL 771

Browse... management_Its_2018.4.1.5.ova

b. IrO&FIEOT—23>%Z AFILEFT . NEXT 2909 ILFT.

OVF 7 7L—hD770A

v 10VF 7 7L—hOEBR ZEET ALY DEIR
CEEREETEE o:cics—vy b oBFERELET
3AYEa—=F42T V-

4 BEONE g% mgmtOlapic.com

5 Ak L—YOEBR

6 REOHME CORBIYYOBARERRLTLEEW,

[/ G j2pan.ibm.com

[] Rental System

[
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c. 72IL—bOVY-2@ERLES . NEXT 20UvILET .

OVF > 7L—hOF70O4

v 10VF 7Y 7L —DEBR AVEa—F4 27 JY—AOBR

v 2 RZFET ALY DRR ZOREDI—Sy N AVE1—F AT UY—AERRLET
4 Mo v [ sac21
5 ANL—YDBIR v API Connect
6 REORR [ < j2pan.ibm.com

d. F>IL - bOFEHEEELET . NEXT 27Uy IUET,

OVF ¥ 7L—bhF704

v 10VF 7 7L —h DR HHoRs

v 2BFET ALY ORER FTr7L—hOFEERELET,

v 3aAvEa=FavT V-
5 BE RITH AERVEFELEEA
6 AL —YDBR

L) APIConnect
7xYy M7= 0D8R
8FYTL—ROARITAX | To¥A-FY1X 38GB
v REeRE FARILEOYAX FHE (Y 7OEY3ZVY)

200.0GB(¥v¥ 7OEY=3=vY)

e. WBROYA XZEIRLEY . NEXT Z7UyILFY

OVF 7> 7L—bO7F704

v 10VF 7Y 7L —hO#R BE

v 2BHET ALY DRIR T 70 B OFIR
v 3AVEa—-Fa4vIT V-
v 4 BHORESE © Small - 4 CPU, 16GB RAM BiEA

Medium - 8 CPU, 32GB RAM "
6 AML—YDERR usage/environments

7 XY h7—7 D8R Large - 16 CPU, 64GB RAM
877 L—bhDARITAX
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f. AN —TEREZRIRLET . NEXT Z20UyILE Y,

OVF 7> 7L—hD7704A4

v 10VF 72 7L — DR
v 2B ET ALY DER

v 3aAvEa-Fa4vI VY-
v 4 HHORESR

v 5HE

7 XY F 7= D8R
8F7Y7L—hDARITAX
o REORE

A~ L—=YDER
REETARY 77N ERET BT I AN ERRLET

BT« R 72—y hORR:. Vv TOEIz=vT

BEIYY A=Y RYY—:

g. RYND—IZBIRLES . NEXT 20090,
OVF > 7L—hDF70OA

L S N N N SRS

10VF 7 7L — b D#iR

2 BRI E T ALY DER
3AvEa—-Fa4vI VY-
4 FHDER

5 HE

6 A hL—YDRIR
8FY7L—hDHRITAX
o MEDMRE

Al ER Al 7OEYVazZy. ZEER 47
= Iso.Linux 2.957TB 1.96 TB 1,014.28 GB NF
—) 1s0.MSDN 295TB 1.96 TB 1,014.28 GB NF
=) LB-DataSotre 13.38 GB 417 GB 9.22GB NF
:.1 x3500-13_0S 425 GB 973 MB 41,55 GB "%
] x3500-13_VM 185 TB 839.51 GB 171TB NV
Hialt
v B F v 7 ERHLELE.
Xy h7—UDER
BY—ARYRIT=IDI—=5 vk Xy RI—IERRVET,
PR & 3T N Bt Yy Y=Yy bhFYhTI—=9 4
VM Network - v
1items
IP7RLADEID Y THRE
IP7ZRLADEINLT: B -F8
IP 7O ka)L: Pv4
© 2019 IBM Corporation [7L)



h. BEIECTTYIV—MHZRIRAZALES . (T-HFT1ZXIDTA(X)

OVF 7 7L—h0O770A

v 10VF 7> 7L —hO&R FU7L—hDARITALX

v 2 REIET ALY DEBIR ZDOYIRD27 VI a—vzy0F70A4 FAONTF1EHRAIRIALET,

v 3AvEa—=-Fa4 27 IV—.

v 4 HEORE ’ @ INTOTOIT ¢ CENBEN B KT X
v 58E

v 6 ANL—Y DR - Disk settings 1settings

v 7 Xy NT—=U D8R

8FVTIL—hOHAYTLX Size for the data disk The size of the disk, in gigabytes. Min 50GB.

o EDRE 150

i. FEZMESRLT FINISH 27Uy)U. ARIBY> > %27 T01LE Y,

OVF 7Y 7L —hOF7OA
—. HEORE

VIOV FYIL=RORR  psmmy i BT £2UYILET,

v 2 BFET ALY DBR

v 3aAVEa—-Fav T VY-

v sFRORR 7aEya=vs 547 Fy7L—hDSOFFOA

v 5 HE

v 6 AML—YORR Ll mgmtol.apic.com

v 7¥vhI=008R FY7L—hE APIConnect-management

v 872 7L—hDARYYAX

° BEORE gova—K 44X 3.8GB

FARILOYAX PN
408 -
uy-2 @ ;>5:n.iom.com

AbL=YOTVELYS 1

FRTDT1RY T—H A KF:x3500-13_VM, e ¥ FoEYa=vy
FyhI—20OIVEVY 1

VM Network I-LAB BFS
IP7RELAOWD Y THE

P Z7OR3aN IPV4

P PRLAOBD YT B - F8

CANCEL BACK m
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1.3. ISO OF =4 ARNAOT7vIO—-R
1. FEF—5—TAN =I5 BIRLET.

2. T ANTIABEILET .

3. I7ANOFPYIO—- REIRVET .

vm vSphere Client

E] @ x3500-13_VM Fovav~
[ Rental System Pl %) ®E HER 770 KA~ REvY>
[ sac21
3 iso.Linux Q
1so.MSDN X3500-13_VM BFR7ALY D TFALOFy7O—K
LB-DataSotre

[ n2a.600605b00283eci0Ote33262.. —> BEE m] HLWEM X MR
[ sdd.sf 20
[ APIC-mgmto1
[ APIC-mgmt02

) nas.SAC21
T waxX
VIK3_SAC21_optl

 V7K3_SAC21_opt2 [& mgmto1.apic.com.iso

J x3500-13_08 £ APIC-mgmt03 &3 mgmt0t.apic.com.y.

] x3500-13_VM £ mgmtot.apic.com [} mgmtot.apic.comy.
x3500-220S -

. [ mgmto2.apic.com ) mgmtot.apic.com.

3 x3500-22vM

3 mgmt03.apic.com

- &5 mgmt0t.apic.com_1...
CsT2

x3550-04_boot
= x3850-08_0S

4. RTINS, YERRUTE ISO 7/ IIVaERULE S,

5. ISO J7M V&, T TOMUI R EIBY - /-7 -4 - A7y TO-RUET.

\

430KB

5,013,504 KB

0KB

142KB

0KB

2 IANTDFyFO—K

EERH

2019/05/29 18:33:39
2019/05/29 18:18:57
2019/05/29 18:18:48
2019/05/29 18:18:48

2019/05/29 18:18:48

v

517

IS0 A X~
w872
77N
B>

R8T

]

Y #ovyo—F [ ae—%

v

K2 Y
[x3500-13_VM] mgmtO....
[x3500-13_VM] mgmt01
[x3500-13_VM] mgmt01
[x3500-13_VM] mgmtO1...
[x3500-13_VM] mgmto1

5 items.
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. ISO J7 4V ERUIT> T — bR

1. FES-9-TRBISVBLVTIIV—MERLET .

%QE o)ﬁ% mgmtO1l.apic.com

REN—RDz7 RNV ATvay

cPU

XEY
N—=KF12RI1
N—=KF1R7T 2
scslav kO—3 0
Ry RI—=0 FPFTF1

co/ovD F3171 (D

EFA4 H—K
VMCI 781 R
01t

. TIOAUIARIER S V= RO TEIRLEY

. BIWILTPISAVN SEREDIRE. . B IRLF T,

. {FEN\—RIT 757 T. CD/DVD RS54 1 #ERLFY,

4

BTN REEM

16 GB
100 GB
150 GB

VMware ¥{RH1L

I-LAB BFS

FT—FARFPISO 77

...

ARG LREDERE

REYYY QI —vav A9 —T x4 A d 39 R— b ZRHtT
BREIVY PCLINALEDTINA R

EBMN—-ROx7
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5. 1&i...(BRAVRICIER) 2 F TvILET,
ﬂﬁ@ﬁ; mgmtOl.apic.com X
REN-FIz7 REIYYATVaY

CPU 4 @)
XEY 16 GB

N—=K F1271 100 GB

N—=RF12R7 2 150 GB

scsiavhkO—>o0 VMware $¥{R#8{t

Ry hID—=9 PFTH1 I-LAB BFS =R
co/OVD K171+ F—HARFI1SO 77 @ &

6. T—HART ISO I7AWV&ERL T, 7yIO—-RUIZI7A V2 RDOIFT OK Z#IRLET .

7 71 ILDER
F—FANP HNE wE
3 iso.Linux (& mgmtOl.apic.com.iso #H{: mgmtO1.apic.com.iso
— 4 Z: 430 KB
- iso.MSDN 2 HE: 2019/05/29 18:33:39
—] x3500-13_0S BEFER LWWA
—J x3500-13_VM
[ .naa.600605b00283ec101e33262b63e...
[ .sdd.sf

£ APIC-mgmtO1

[ APIC-mgmt02

] APIC-mgmt03

) mgmtO1.apic.com
] mgmt02.apic.com
£ mgmt03.apic.com
CsT2

: LB-DataSotre

[ vmimages

7AW IAL7:[1SO A %= (iso) |

7. 742D - N=THEERIZZIRUT, RIBYS V2 BIELES . AT LAORAESLUFY>0-RO
HE(CLOTE AVARINT T IBFETICHD NN BIENHDET

BIEY—/)(-2, EFY-/)(-3 (OOVWTE 1.2.WBEHROFIE TR LE T,
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1.5. 1A M=)LOIRHESR
1. SSH RSB0\ ZA%IETELRISAT> MY SSH Y-V ERUL TEIEY —/\—(C0J1>ULFT,

yes ZERU T, iz tiTLUES . RAMEHRIMOUZMCBEEIMSENMNENET .
$ ssh 9.68.85.87 -l apicadm
Enter passphrase for key '/home/admin/.ssh/id_rsa':
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-145-generic x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

7 packages can be updated.
0 updates are security updates.

Last login: Thu Jun 6 00:58:34 2019 from 9.68.85.106

apicadm@mgmt01: ~$
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2. apic status N> RZZEITUT, 1AM IDT TURRCE BLUS AT LN ESCHEELTLBIE
ZHESRLE T

E>b
ST AR AMICEDETN, BIEEYTSZT AOYIEIDEANTE T I2F TICHHLE 1 BEFERIEHNDET,

$ sudo apic status
[INFO] Log level: info

Cluster members:
- mgmt01.apic.com (9.68.85.87)
Type: BOOTSTRAP_MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: mgmt01 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-mgmt01 in namespace kube-system has status Running
Addons: calico, dns, helm, kube-proxy, metrics-server, nginx-ingress,
- mgmt02.apic.com (9.68.85.88)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: mgmt02 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-mgmt02 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,
- mgmt03.apic.com (9.68.85.89)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: mgmt03 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-mgmt03 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,

© 2019 IBM Corporation



Etcd cluster state:

- etcd member name: mgmt01.apic.com, member id: 1600303482436774943, cluster id: 16312812273776362902, leader id:
3575094720705846274, revision: 126175, version: 3.2.26

- etcd member name: mgmt02.apic.com, member id: 3575094720705846274, cluster id: 16312812273776362902, leader id:
3575094720705846274, revision: 126175, version: 3.2.26

- etcd member name: mgmt03.apic.com, member id: 2167557956339866796, cluster id: 16312812273776362902, leader id:
3575094720705846274, revision: 126175, version: 3.2.26

Pods Summary:

NODE NAMESPACE NAME READY STATUS REASON
mgmt03  default apiconnect-a7s-proxy-bc767f6b7-89dwx 1/1 Running
mgmt01  default apiconnect-a7s-proxy-bc767f6b7-8gcx7 1/1 Running
mgmt02 default apiconnect-a7s-proxy-bc767f6b7-m2csn 1/1 Running
mgmt01 default apiconnect-apiconnect-cc-66ffv 1/1 Running
mgmt02 default apiconnect-apiconnect-cc-backup-1559779200-29jkr 0/1 Succeeded
mgmt02 default apiconnect-apiconnect-cc-cassandra-stats-1559773800-gl7jn 0/1 Succeeded
mgmt03 default apiconnect-apiconnect-cc-cassandra-stats-1559777400-qgx86 0/1 Succeeded
mgmt03 default apiconnect-apiconnect-cc-cassandra-stats-1559781000-tg28x 0/1 Succeeded
mgmt03 default apiconnect-apiconnect-cc-hm5r2 1/1 Running
mgmt02 default apiconnect-apiconnect-cc-repair-1559782800-t98f9 1/1 Running
mgmt02 default apiconnect-apiconnect-cc-znghr 1/1 Running
mgmt03 default apiconnect-apim-schema-init-job-wdjék 0/1 Succeeded
mgmt03  default apiconnect-apim-v2-5b95f8c75-8n929 1/1 Running
mgmt02  default apiconnect-apim-v2-5b95f8c75-8pzth 1/1 Running
mgmt01  default apiconnect-apim-v2-5b95f8c75-vv4qgk 1/1 Running
mgmt01  default apiconnect-client-dl-srv-69b985b9ff-64ifl 1/1 Running
mgmt03  default apiconnect-client-dl-srv-69b985b9ff-drvwk 1/1 Running
mgmt02  default apiconnect-juhu-cf45bd47-jnpfm 1/1 Running
mgmt03  default apiconnect-juhu-cf45bd47-mtld7 1/1 Running
mgmt01  default apiconnect-juhu-cf45bd47-p2mb8 1/1 Running
mgmt01 default apiconnect-ldap-59bc575849-2qjqs 1/1 Running
mgmt02 default apiconnect-ldap-59bc575849-4bzc2 1/1 Running
mgmt03 default apiconnect-ldap-59bc575849-79k2r 1/1 Running
mgmt02  default apiconnect-lur-v2-886b685f7-6jpn6 1/1 Running
mgmt01  default apiconnect-lur-v2-886b685f7-9fq58 1/1 Running
mgmt03  default apiconnect-lur-v2-886b685f7-wn2vn 1/1 Running
mgmt02  default apiconnect-ui-7755d8fd8b-7qv4g 1/1 Running
mgmt01  default apiconnect-ui-7755d8fd8b-b7dt6 1/1 Running
mgmt02 default cassandra-operator-cassandra-operator-6f5d868f54-m84m9 1/1 Running
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mgmt01
mgmt02
mgmt03
mgmt01
mgmt01
mgmt01
mgmt02
mgmt03
mgmt01
mgmt02
mgmt03
mgmt01
mgmt01
mgmt02
mgmt03
mgmt01
mgmt02
mgmt03
mgmt01
mgmt02
mgmt03
mgmt01
mgmt03
mgmt02
mgmt01
mgmt02
mgmt03
mgmt01
mgmt01

kube-system calico-node-8c45c 2/2 Running
kube-system calico-node-jxs4d 2/2 Running
kube-system calico-node-lh972 2/2 Running
kube-system coredns-688c84959f-5mqll 1/1 Running
kube-system coredns-688c84959f-snr96 1/1 Running
kube-system etcd-mgmt01 1/1 Running
kube-system etcd-mgmt02 1/1 Running
kube-system etcd-mgmt03 1/1 Running
kube-system ingress-nginx-ingress-controller-69IkI 1/1 Running
kube-system ingress-nginx-ingress-controller-mghxt 1/1 Running
kube-system ingress-nginx-ingress-controller-vthrv 1/1 Running
kube-system ingress-nginx-ingress-default-backend-78fc87c466-gfsg9  1/1 Running
kube-system kube-apiserver-mgmt01 1/1 Running
kube-system kube-apiserver-mgmt02 1/1 Running
kube-system kube-apiserver-mgmt03 1/1 Running
kube-system kube-apiserver-proxy-mgmt01 1/1 Running
kube-system kube-apiserver-proxy-mgmt02 1/1 Running
kube-system kube-apiserver-proxy-mgmt03 1/1 Running
kube-system kube-controller-manager-mgmt01 1/1 Running
kube-system kube-controller-manager-mgmt02 1/1 Running
kube-system kube-controller-manager-mgmt03 1/1 Running
kube-system kube-proxy-4h5nr 1/1 Running
kube-system kube-proxy-g8dh5 1/1 Running
kube-system kube-proxy-gbmaqd 1/1 Running
kube-system kube-scheduler-mgmt01 1/1 Running
kube-system kube-scheduler-mgmt02 1/1 Running
kube-system kube-scheduler-mgmt03 1/1 Running
kube-system metrics-server-dd8468b44-dkgxx 1/1 Running
kube-system tiller-deploy-7c8cdfc855-1t75b 1/1 Running

apicadm@mgmt01: ~$

E>k

BY - NIRRT LA T 22U ET .

® Install stage: DONE 54U Upgrade stage: UPGRADE_DONE [C/i2ofzCE

1

® Etcd cluster state:(CV529— @Rk NTWSTE

o RyR® Status A Running &30, 1057 —#ODEBEDFH—EUTWBTE

F(E,

® RyR® Status h' Succeeded F/zld Completed LB>TWATE

KRy ROFFMAEL. IBM Developer (382N TLV3IAPI Connect V2018 Whitepaper 4S80\,
(https://developer.ibm.com/apiconnect/2019/02/08/api-connect-v2018-deployment-

whitepaper-now-available/)
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3. O-DI-H1L-V-2%RELET
$ sudo timedatectl set-timezone Asia/Tokyo

4. NTP Zs&ELE T,
$ sudo sed -i 's/#NTP=/NTP=<NTP_Server_address>/g' /etc/systemd/timesyncd.conf
$

$ sudo systemctl restart systemd-timesyncd.service
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2. VMware BIETOPH IS ZTLAOTTOA 1>

VEEHR

&

H-—N-1DIP 7RLR (eth0)
B-N-2DIP 7RLR (eth0)
HB-—N-3DIP 7RLR (eth0)

9.68.85.90/24
9.68.85.91/24
9.68.85.92/24

H—){—1 ORANE
H—)-2 ORANE
H—)-3 ORANE

analyt01.apic.com
analyt02.apic.com
analyt03.apic.com

H——-RX>% apic.com
DNS H—/{— 9.68.85.106
FIA NS —Ro1A 9.68.85.1
=YY~ A2H-TJ1-R%& eth0

Analytics client T RRA1> b

analytics-client.apic.com

Analytics ingestion I> RRA >k

analytics-ingestion.apic.com

AR CRoak LIt 8D, DITHTS 2T A ethl (FABRIIL TOEE A,

2.1. ISO 71\ DERK

1. APICUP E4TIRIE T, JOZ1Ib-TALIN-(CELET.

$ cd apic415

2. DRBTIRT WAERRLET

$ apicup create subsys analyt analytics

B analyt & fEERIIDITHTIRATAID T, AR-AZZFRWVIN\XFOREF THILENDDH S
B analytics (d. YT RTLEAERKR T BLZRULET .

apiconnect-up.yml J7{ )L i"EFENET
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3. apiconnect-up.yml J71 )28 LUE Y,

BFOIRRT. YIS RT LAORITEZ R I R LN TEET,
$ apicup subsys get analyt

FEHTI T L EBREIL TVRWNEEF. OOV RO TIS—MRENFT . £, BEEFLTLR
WS&E(E. ERTERT AL MENSZHE. TIAINMENIZANNE T, LTOHIOLSCRNFET,

$ apicup subsys get analyt

Appliance settings

Name
additional-cloud-init-file
data-device
default-password
dns-servers
extra-values-file
k8s-pod-network
k8s-service-network
mode

public-iface
search-domain
ssh-keyfiles
traffic-iface

Subsystem settings

Name
enable-message-queue
es-max-memory-gb

Endpoints

Name

analytics-client
analytics-ingestion

(]

172.16.0.0/16
172.17.0.0/16
dev

ethO

(]

(]
eth0

Description

(Optional) Path to additional cloud-init yml file

VM disk device (usually “sdb™ for SCSI or “vdb" for VirtIO)
(Optional) Console login password for “apicadm” user

List of DNS servers

(Optional) Path to additional configuration yml file
(Optional) CIDR for pods within the appliance

(Optional) CIDR for services within the appliance

Device for API/UI traffic (Eg: ethO)
List for DNS search domains

List of SSH public keys files

Device for cluster traffic (Eg: eth0)

Description

(Optional) Enable Analytics Message Queue Service
Memory limit for elastic search

Description

FQDN of Analytics client/UI endpoint
FQDN of Analytics ingestion endpoint

Error: Subsystem validation failure. Run with --validate to see details
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a. PY—N\—(C0J4>331zD)\w3 1+ )N AT — REVERRLE T . mkpasswd ZFERLET,
$ mkpasswd --method=sha-512 --rounds=4096 PasswOrd!

J\WENE HENZOTIE-LET,

$6$rounds=4096$TQTD.Ixs$0xNI4Mg7ei95sn9IOPYOuUTwW.n60pESNgAYX1MCY5UHWH]T7VEof
ZQdFq0.ZXCrUePgLQBY3Mz7jx8ZBxxmvjY/

b. )\w21-NZAT—-RZHRELET
JA—=NXwh: apicup subsys set analyt default-password="'hashed_password'

$ apicup subsys set analyt default-
password="'$6$rounds=4096$TQTD.Ixs$0xNI4Mg7ei95sn9IOPYOuTw.n60pESNngAyX1MCY5U
HwWHjT7VEofZQdFgO.ZXCrUePgLQBY3Mz7jx8ZBxxmvjY/"'

c. DNS B—N\-%ZZELET,
$ apicup subsys set analyt dns-servers=9.68.85.106

d. E=RATS%"ELET,
$ apicup subsys set analyt mode=standard

e. Y=—FRA(DZFELET,
$ apicup subsys set analyt search-domain=apic.com

f. SSH NBESEI7AIIN DN A%ZZELET .
$ apicup subsys set analyt ssh-keyfiles=/home/admin/.ssh/id_rsa.pub

g. analytics client I>RRA> MR ELET
$ apicup subsys set analyt analytics-client=analytics-client.apic.com

h. analytics ingestion I>RR1> MesRELE T,
$ apicup subsys set analyt analytics-ingestion=analytics-ingestion.apic.com

[AT23>] syslog (C&BOTURENBERIBE(E. syslog DIERREHBIRIENTEET,
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4. RANZEIILFET .
JA—=~Xwh: apicup hosts create analyt hostname.domainname hd_password
hd_password (4. Linux Unified Key Setup (C&oTHMH—EADIN —2%EES{0 I3z (FERHE
N3/\AT-RTT, ZONRT—RHRER) W2 18nFT,

DFT-I-1
$ apicup hosts create analyt analytO1.apic.com PasswOrd!

DY —I-2
$ apicup hosts create analyt analyt02.apic.com PasswOrd!

DAY —){-3
$ apicup hosts create analyt analyt03.apic.com PasswOrd!

5. 129-J1—A%=/EpkLET
JA—=Xwh: apicup iface create analyt hostname.domainname physical_network_id
host_ip_address/subnet_mask gateway _ip_address

DFT-I-1
$ apicup iface create analyt analytO1.apic.com eth0 9.68.85.90/255.255.255.0 9.68.85.1

DY —I-2
$ apicup iface create analyt analyt02.apic.com eth0 9.68.85.91/255.255.255.0 9.68.85.1

DAY —/){-3
$ apicup iface create analyt analyt03.apic.com eth0 9.68.85.92/255.255.255.0 9.68.85.1

6. public-iface & traffic-iface Zs%ELE T,
$ apicup subsys set analyt public-iface=eth0
$ apicup subsys set analyt traffic-iface=eth0
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7. SREURANZHERRLEF T
$ apicup hosts list analyt
analytO1.apic.com

Device IP/Mask Gateway

eth0 9.68.85.90/255.255.255.0 9.68.85.1
analyt02.apic.com

Device IP/Mask Gateway

eth0 9.68.85.91/255.255.255.0 9.68.85.1
analyt03.apic.com

Device IP/Mask Gateway

eth0 9.68.85.92/255.255.255.0 9.68.85.1

8. FMEUABRRZAREILET . INTOFREMECFIVIN—IMIVNTVS L ZFEEELET o
$ apicup subsys get analyt --validate
Appliance settings

Name Value

additional-cloud-init-file

data-device sdb

default-password
$6$rounds=4096$MumC.E4Fu7$MRUHEU8wHfmMo/kc7XIb5.m7SpaQCqYOzeinfCo3

v
v

19YdYkVwfE1gQc531a0WLZg3CMEUVNXxiDsJzipUM6HCeRX/ v
dns-servers [9.68.85.106] v
extra-values-file v
k8s-pod-network 172.16.0.0/16 v
k8s-service-network 172.17.0.0/16 v
mode standard v
public-iface ethO v
search-domain [apic.com] v
ssh-keyfiles [/home/admin/.ssh/id_rsa.pub] v
traffic-iface ethO v
Subsystem settings

Name Value

enable-message-queue false v
es-max-memory-gb 16 v
Endpoints

Name Value

analytics-client analytics-client.apic.com v
analytics-ingestion analytics-ingestion.apic.com v
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9. ISO J7ANEAERRLEF T, --out \SA—H—THEUBOT LI N —MEMENET,

JA—=Xwh: apicup subsys install analyt --out analytplan-out
$ apicup subsys install analyt --out analytplan-out

11. YERENIZ ISO TPV e EZRLE T

BY—IN\=(T3393 3 DD ISO TP/ IVIMERR SN L= EFRLET .
$ cd analytplan-out/

$

$ s -lItr

total 1208

-rwW------- 1 admin admin 164 6 H 5 15:11 meta.yml

-rW------- 1 admin admin 1679 6H 5 15:11 appliance-client.key
-rW------- 1 admin admin 1151 6 A 5 15:11 appliance-client.crt
—FW------- 1 admin admin 1070 6 A 5 15:11 appliance-client-ca.pem

drwxr-x---2 admin admin 4096 6H 5 15:11 analytO1.apic.com
-rw-rw-r-- 1 admin admin 401408 6 H 5 15:11 analyt01.apic.com.iso
drwxr-x---2 admin admin 4096 6H 5 15:11 analyt02.apic.com
-rw-rw-r-- 1 admin admin 401408 6 H 5 15:11 analyt02.apic.com.iso
drwxr-x---2 admin admin 4096 6H 5 15:11 analyt03.apic.com
-rw-rw-r-- 1 admin admin 401408 6 H 5 15:11 analyt03.apic.com.iso
-rwW------- 1 admin admin 3522 6 A 5 15:11 instructions.txt

5=

KAME, IV RRAY MBIV Y —TI—ARERTE(L, APIC TSI RFTLADA A= IVEILERZZEELTISO &
BERRL. BidrAdHaU THRTENMNRENF A 55— E. SATLEA VAN UVEITHRENHDEFIT DTS
SFEEEL,
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2.2. OVF 7> JL— b7 704
XIIhBIE, BIEYTI T AERIROFIETT,
1. VMware @ vSphere Web Client (COJ1>U%Y,
2. vSphere 74 —4—%{ERALT. OVA J7(IIV T TO14F 3T/ N - (CBBEILE D,
3. T4LIN—-=BI)vHL. OVF T2 V— MDF 04 &RUET,
4. OVF 7> IL— b7 704 - - REZTUET .
a. 1>AM=ILEEBTA > 0— RUE analytics_Its_2018.4.1.5.ova 7> /L — Mai#IRUET
NEXT #JvIL%T,
b. J71IO&a1E0T—23>%2 AN UET . NEXT 2JUvIULET,
c. 7o —MOUY—-2mEIRLET . NEXT 27U ILET
d. 77— bosElatERLE I . NEXT £20UvILET,
e. BROYA A 2EIRUET . NEXT 20UvIUET,
f. AN =T TETEIRUET . NEXT 27UvIUET,
g. RYRNI—=9ZBIRLET . NEXT 29UvIUFE T,

h. BEIEUTTYIV—MHZAIRAZALES . (T-HFT1ZXIDT1(X)

i. FEZMESRLT FINISH 27Uy)U. ARIBY> > %27 T01LE S,
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2.3. ISO OF7—%-ZANFAOT7YIO—-R
1. FEF—5—TAN =I5 BIRLET.

2. T ANVICREEILET

3. I7AND7YI0—R&&ERUET

4. RyTT7yThvs, VERRUIE ISO J71 IV &IRLES .

5. ISO J7/ V&, T TOALIZ& DY —N\—-0F7 =4 - APy T0-RUE T,

2.4. 1SO Jr1 V& fERULIT> T — bRk
1. FES-9-TRBISVBLVTIIV—MERUET .

2. TIOAURARIBR S > ROTERIRLEY

3. BIWILTPISIAVNSEETEDIRSE. .. 2ERULEF T,

4. {R¥EN—R91745JT. CD/DVD R347 1 zEEALET,

5. Ef...(BRAYVEICER)ZF1vILE T,

6. F=HARF ISO I7AW=&IRLT. 7ySO—RUIZT7AILER DT OK 238RUET .

7. A2 - N—=TBERIEHEIRUT, IRIEEYS U HBLET . S AT LAOF RS SUYT>0- R0
EEICIOTE AVAM DT T IRETICE D IO B ENHNFT,

DITY-N=2, DY —/=3 ([OVTE 1.2.M5EHROFIETHERALET .
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2.5. AA=)LOIRIHESR
1. SSH RSO/ ZAZIETELRISAT> MY SSH Y=L ERL THRY—N\—(CO0J1>LFT,

yes ZIEIRU T, EHEHITUET . RANGIRZAMOUZNCEBMISEMENET .

$ ssh 9.68.85.90 -l apicadm
Enter passphrase for key '/home/admin2019/.ssh/id_rsa':
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-145-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

7 packages can be updated.
0 updates are security updates.
Last login: Thu Jun 6 01:14:10 2019

apicadm@analyt01: ~$

2. apic status N> RZZEITUT 1AM IDT TURRCE BLUS AT LNESCHEELTLBCE
ZHERLET .

E> b

ST ARJRMCEDF I, DD TS 2T AOFIEIOERRNTE T 2F TICHBHLE 50 DRIENMNDET.
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$ sudo apic status
[INFO] Log level: info

Cluster members:
- analytO1l.apic.com (9.68.85.90)
Type: BOOTSTRAP_MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: analytO1 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-analytO1 in namespace kube-system has status Running
Addons: calico, dns, helm, kube-proxy, metrics-server, nginx-ingress,
- analyt02.apic.com (9.68.85.91)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail: Done
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: analyt02 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-analyt02 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,
- analyt03.apic.com (9.68.85.92)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: analyt03 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-analyt03 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,
Etcd cluster state:
- etcd member name: analytO1.apic.com, member id: 14881586479866460943, cluster id: 1801279189310374730, leader id:
5263820929367456097, revision: 12087, version: 3.2.26
- etcd member name: analyt02.apic.com, member id: 5263820929367456097, cluster id: 1801279189310374730, leader id:
5263820929367456097, revision: 12087, version: 3.2.26
- etcd member name: analyt03.apic.com, member id: 7987654815146784218, cluster id: 1801279189310374730, leader id:
5263820929367456097, revision: 12087, version: 3.2.26
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Pods Summary:

NODE

analyt03
analytO1
analyt02
analyt03
analyt02
analyt03
analyt02
analyt03
analyt03
analytO1
analyt02
analyt02
analyt03
analytO1
analytO1
analytO1
analytO1
analyt02
analyt03
analyt03
analyt02
analytO1
analytO1
analytO1
analyt02
analyt03
analytO1
analyt02
analyt03
analytO1
analyt02
analyt03
analytO1
analyt03
analyt02
analytO1
analyt02
analyt03
analytO1
analytO1

NAMESPACE
default

default

default

default

default

default

default

default

default

default

default

kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system

apicadm@analytO1l: ~$

NAME
apic-analytics-analytics-client-69c48df9cc-6h4gt
apic-analytics-analytics-client-69c48df9cc-rbxfv
apic-analytics-analytics-cronjobs-rollover-1559790900-hh77x
apic-analytics-analytics-ingestion-6695d6f5f7-4m7x2
apic-analytics-analytics-ingestion-6695d6f5f7-m2shb
apic-analytics-analytics-mtls-gw-dcf9576dc-jzdéh
apic-analytics-analytics-mtls-gw-dcf9576dc-kqrht
apic-analytics-analytics-operator-64bf5c944c-kvodd
apic-analytics-analytics-storage-basic-gpwlb
apic-analytics-analytics-storage-basic-jagghp
apic-analytics-analytics-storage-basic-tczzm
calico-node-82b2q
calico-node-9j9j5
calico-node-ph5pn
coredns-688c84959f-Ivqgj2
coredns-688c84959f-m4zhq
etcd-analytO1
etcd-analyt02
etcd-analyt03
ingress-nginx-ingress-controller-dwcw5
ingress-nginx-ingress-controller-hf8wv
ingress-nginx-ingress-controller-qfhj4
ingress-nginx-ingress-default-backend-78fc87c466-sv7sk
kube-apiserver-analyt01
kube-apiserver-analyt02
kube-apiserver-analyt03
kube-apiserver-proxy-analytO1
kube-apiserver-proxy-analyt02
kube-apiserver-proxy-analyt03
kube-controller-manager-analyt01
kube-controller-manager-analyt02
kube-controller-manager-analyt03
kube-proxy-fg6w4
kube-proxy-hsw5v
kube-proxy-llzff
kube-scheduler-analyt01
kube-scheduler-analyt02
kube-scheduler-analyt03
metrics-server-dd8468b44-mligxz
tiller-deploy-7c8cdfc855-nc4x2

READY
1/1
1/1
0/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
2/2
2/2
2/2
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

STATUS
Running
Running
Succeeded
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

REASON
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E>h

EY—N—DIRFENS LU T Z2FEERLET .

® Install stage: DONE 54U Upgrade stage: UPGRADE_DONE [C/i2ofzcE
®  Etcd cluster state:[C/5A7—HHERREN TS

o RyR® Status A Running &30, 1257 —#OABEDFH—EUTWBTE
FrlE.
® RyRD Status /' Succeeded F/z(Z Completed £B>TWVBTE

3. O-DI-H1L-V-%RELET,
$ sudo timedatectl set-timezone Asia/Tokyo

4. NTP Z5%ELE T,
$ sudo sed -i 's/#NTP=/NTP=<NTP_Server_address>/g' /etc/systemd/timesyncd.conf
$

$ sudo systemctl restart systemd-timesyncd.service
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3. VMware BIETOR—SIYITIZFLAOTTO1 e

WHEIBIR B

H-N-1 D IP 7RLX (eth0) 9.68.85.93/24
H-N-2 D IP 7RLX (eth0) 9.68.85.94/24
H-N-3 D IP 7RLX (eth0) 9.68.85.95/24
H—-)N—1 ORAE ptl01.apic.com
H—-)-2 ORANE ptl02.apic.com
H-)N\-3 ORAb# ptl03.apic.com

P A e P apic.com
H-N-1DIP7RLX (ethl) 9.68.83.14/24
H-N-2DIP 7RLX (ethl) 9.68.83.15/24
H-N-3DIP 7RLX (ethl) 9.68.83.16/24

DNS H—/{— 9.68.85.106
FTIAIN T —NUTA 9.68.85.1

A —HRYNA>AH-TJ1-A& ethO, ethl

Portal admin I RARA>~ portal-admin.apic.com
Portal web I>RRA >k portal-www.apic.com

Portal admin IYKRKA> M, Portal web I RRAY MIBID DNS R—ATHEBRITIHED
HNF9,

3.1. ISO 71\ DERK

1. APICUP E4TIRIE T, JOZ1UM-TALIN—(TBEILET
$ cd apic415

2. R=AIWBITS 2T W ERRLET .
$ apicup create subsys pt/ portal
B ptl (F AERTDR—IINYTSRTLID TY . AR-ZZEF RN FOREF THINENDDH T

. portal (& R=HNHTSZTLEAFRITBLERULET .

apiconnect-up.yml J7{ )L i"EFENET
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3. apiconnect-up.yml J71 ) 218 LUE Y,

BUFOIRURT. R=IIWBITSRT AOBRTIEZ RS DENTEET,
$ apicup subsys get pt/

FEHTI T L EBREIL TVRWNEEF. OOV RO TIS—MRENFT . £, BEEFLTLR
WS&E(E. ERTERT AL MENSZHE. TIAINMENIZANNE T, LTOHIOLSCRNFET,

$ apicup subsys get ptl
Appliance settings

Name
additional-cloud-init-file
data-device
default-password
dns-servers
extra-values-file
k8s-pod-network
k8s-service-network
mode

public-iface
search-domain
ssh-keyfiles
traffic-iface

Subsystem settings

Name
site-backup-auth-pass
site-backup-auth-user
site-backup-host
site-backup-path
site-backup-port
site-backup-protocol
site-backup-schedule

Endpoints

Name

portal-admin
portal-www

(]

172.16.0.0/16
172.17.0.0/16
dev

ethO

(]

(]
eth0

/site-backups
22

sftp

O 2 Ll

Description

(Optional) Path to additional cloud-init yml file

VM disk device (usually “sdb™ for SCSI or “vdb" for VirtIO)

(Optional) Console login password for “apicadm” user
List of DNS servers

(Optional) Path to additional configuration yml file
(Optional) CIDR for pods within the appliance
(Optional) CIDR for services within the appliance

Device for API/UI traffic (Eg: ethO)
List for DNS search domains

List of SSH public keys files

Device for cluster traffic (Eg: eth0)

Description

(optional) Server password for portal backups

(optional) Server username for portal backups
(optional) FQDN for portal backups server

(optional) Path for portal backups

(optional) port for portal backups server

(Optional) Protocol for portal backups (sftp/ftp/objstore)
(optional) Cron schedule for portal backups

Description

FQDN of Portal admin endpoint
FQDN of Portal web endpoint

Error: Subsystem validation failure. Run with --validate to see details
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a. R=ANY-N—(C0T1>F 32D/ \Ww> 1+ )NAT— REVERRLET . mkpasswd ZERELET .
$ mkpasswd --method=sha-512 --rounds=4096 PasswOrd!

J\WENE HENZOTIE-LET,

$6$rounds=4096$hwY0BkUrvV$4.0X7s.9G8gQ8pHS7Wfy9p8KmDuMBg2L7RenSPVDRIemBnC
oUhmV8QH3KM42yyh83ySjFDIALLFESG2P22Ivg/

b. )\w21-NZAT—-RZHRELET
JA—=Xwh: apicup subsys set ptl default-password="'hashed_password'

$ apicup subsys set mgmt default-
password="'$6$rounds=4096$hwY0BkUrvV$4.0X7s.9G8gQ8pHS7Wfy9p8KmDuMBg2L7RenSP
VDRIemBnCoUhmV8QH3KM42yyh83ySjFDJALLfESG2P22Ivg/'

c. DNS B—N\-%ZZELET,
$ apicup subsys set ptl dns-servers=9.68.85.106

d. E=RAT>%/ELET,
$ apicup subsys set ptl mode=standard

e. Y=—FRA(DZFELET,
$ apicup subsys set ptl search-domain=apic.com

f. SSH NBESEI7AIIN DN A%ZHELEY .
$ apicup subsys set ptl ssh-keyfiles=/home/admin/.ssh/id_rsa.pub

[AT2a>] J\WIPYTHRRBREEF. TS 1-ILiEH) W7y T B LET . 1/
$ apicup subsys set ptl site-backup-host=apic520.apic.com

$ apicup subsys set ptl site-backup-port=22
$ apicup subsys set ptl site-backup-auth-user=sftp-user
$ apicup subsys set ptl site-backup-auth-pass=sftp-user

$ apicup subsys set ptl site-backup-path=/home/sftp-user/sftp/site-backups
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$ apicup subsys set ptl site-backup-protocol=sftp

$ apicup subsys set ptl site-backup-schedule="0 2 * * *"

E>b

o ARAMTIHF4RELT, Y—EXAROEIHIZ RS B0l BIEEYIIXTAER—FIGTIZTLAO@S%
BB/ w7y U TRZ W,

o  Zua1-)UE. O—hib-H4L-Y—2%FIZ(E IST (CEELTH UTC BRI THEILEF IO TTEESITEL,

[AT23>] syslog (CEBOTURENBERIBE(L. syslog DIERREHTRIENTEET,

g. portal admin I RRA>MERELET
$ apicup subsys set ptl portal-admin=portal-admin.apic.com

h. portal web I>RRA>b (R—4JL URL) %ZHELET.
$ apicup subsys set ptl portal-www=portal-www.apic.com

4. RANZEIILEFET .
JA—=~Xwh: apicup hosts create ptl hostname.domainname hd_password
hd_password (. Linux Unified Key Setup (L& TR—FIH—EADAN —S%BEE(L T DIz fER
ENB/\XD—RTY, ZO/NRAT—RIRERFC) w2 12anFd,

R=AIP—=)-1
$ apicup hosts create ptl ptl01.apic.com PasswOrd!

R=AINH—=)-2
$ apicup hosts create ptl ptl02.apic.com PasswOrd!

R=FINH—N-3
$ apicup hosts create ptl ptl03.apic.com PasswOrd!
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5. A29-J1—A%ZAFRLET

JA—=~Xwh: apicup iface create pt! hostname.domainname physical_network_id

host_ip_address/subnet_mask gateway _ip_address

TA=Y MO L GBINUA > —T1-RICET IAIN T — NI ZERTES BIL(RBeth. BDOFIRTER

BRI ZERTELE T,
R=FNT—/){-1

$ apicup iface create ptl ptl01.apic.com eth0 9.68.85.93/255.255.255.0 9.68.85.1

$ apicup iface create ptl ptl01.apic.com ethl 9.68.83.14/255.255.255.0 9.68.83.1

R=FINH—)-2

$ apicup iface create ptl ptl02.apic.com eth0 9.68.85.94/255.255.255.0 9.68.85.1

$ apicup iface create ptl ptl02.apic.com ethl 9.68.83.15/255.255.255.0 9.68.83.1

R=FIH-)N-3

$ apicup iface create ptl ptl03.apic.com eth0 9.68.85.95/255.255.255.0 9.68.85.1

$ apicup iface create ptl ptl03.apic.com ethl 9.68.83.16/255.255.255.0 9.68.83.1

6. public-iface & traffic-iface Zs%ELE T,

$ apicup subsys set ptl public-iface=eth1
$ apicup subsys set ptl traffic-iface=eth0

7. MEURANZHEERLE T,
$ apicup hosts list ptl
ptl01.apic.com
Device IP/Mask
ethO 9.68.85.93/255.255.255.0
ethl 9.68.83.14/255.255.255.0
ptl02.apic.com
Device IP/Mask
ethO 9.68.85.94/255.255.255.0
ethl 9.68.83.15/255.255.255.0
ptl03.apic.com
Device IP/Mask
ethO 9.68.85.95/255.255.255.0
ethl 9.68.83.16/255.255.255.0

Gateway
9.68.85.1
9.68.83.1

Gateway
9.68.85.1
9.68.83.1

Gateway
9.68.85.1
9.68.83.1
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8. BIUEA Y- I1—ACERHIRR IR Z R TELE T .
$ touch ptl-cloud-init.yml

$
$ vi ptl-cloud-init.yml
$
$ cat ptl-cloud-init.yml
bootcmd:
- ip route add 0.0.0.0/0 via 9.68.83.1 dev eth1l
$

$ apicup subsys set ptl additional-cloud-init-file ptl-cloud-init.yml

9. EMEUSABRRZAREILE T . INTOFREMECFIVIN—IMIVNTVD L ZFEEELET o
$ apicup subsys get ptl --validate
Appliance settings

Name Value
additional-cloud-init-file ptl-cloud-init.yml v
data-device sdb v

default-password
$6$rounds=4096$hwY0BkUrvV$4.0X7s.9G8gQ8pHS7Wfy9p8KmDuMBg2L7RenSPV

DRIemBnCoUhmV8QH3KM42yyh83ySjFDIALLFESG2P22Ivg/ v
dns-servers [9.68.85.106] v
extra-values-file v
k8s-pod-network 172.16.0.0/16 v
k8s-service-network 172.17.0.0/16 v
mode standard v
public-iface ethl v
search-domain [apic.com] v
ssh-keyfiles [/home/admin/.ssh/id_rsa.pub] v
traffic-iface eth0 v

© 2019 IBM Corporation



Subsystem settings

Name
site-backup-auth-pass
site-backup-auth-user
site-backup-host
site-backup-path
site-backup-port
site-backup-protocol
site-backup-schedule

Endpoints

Name

portal-admin
portal-www

10. ISO IV &fERLE T s --out /\SXA—S—TIREUBOT LI N —MEMENE T,

€2Z0cC11c2Vy

sftp-user

apic520.apic.com
/home/sftp-user/sftp/site-backups
22

sftp

0 2 L

portal-admin.apic.com
portal-www.apic.com

JA—=~Xwh: apicup subsys install pt/ --out pt/plan-out
$ apicup subsys install ptl --out ptlplan-out

NSNS NEN
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11. YERENIZ ISO TPV e EZRLE T

BIR=ANG—=N=(C39% 3 DO ISO TrIVHWER SN L2 FERLE T

$ cd ptlplan-out/

$

$ Is -ltr

total 1220

-FW------~- 1 admin admin 161
-FW-=-----~- 1 admin admin 1675
-FW-=-----~- 1 admin admin 1147
-FW-=-----~- 1 admin admin 1074

drwxr-x--- 2 admin admin 4096
-rw-rw-r-- 1 admin admin 403456
drwxr-x--- 2 admin admin 4096
-rw-rw-r-- 1 admin admin 403456
drwxr-x--- 2 admin admin 4096
-rw-rw-r-- 1 admin admin 403456
—rW------- 1 admin admin 3774

==

6 H 22 16:21 meta.yml

6 H 22 16:21 appliance-client.key
6 H 22 16:21 appliance-client.crt
6 H 22 16:21 appliance-client-ca.pem
6 H 22 16:21 ptl01.apic.com

6 H 22 16:21 ptl01.apic.com.iso
6 H 22 16:21 ptl02.apic.com

6 H 22 16:21 ptl02.apic.com.iso
6 H 22 16:21 ptl03.apic.com

6 H 22 16:21 ptl03.apic.com.iso
6 H 22 16:21 instructions.txt

KRAMA IV RRAY MEE LU Y —II—RFRFE(F. APIC YT S 2T LADA VAN IVE(LBZZEL T ISO %
BERL. BidAd 2L CHRENRBRENF B A, 63— E. SATLZA VAN IIVETRENGHDEFIOTT

SFEEEEL,
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3.2. OVF 7> JL—-bo7 704
XIIhBIE, BIEYTI T AERIROFIETT,
1. VMware @ vSphere Web Client (COJ1>U%Y,
2. vSphere 74 —4—%{ERALT. OVA J7(IIV T TO14F 3T/ N - (CBBEILE D,
3. T4LIN—-=BI)vHL. OVF T2 V— MDF 04 &RUET,
4. OVF 7> IL— b7 704 - - REZTUET .
a. 1AM ILEEBTAH > 0— KU portal_lts_2018.4.1.5.0ova 7> L — Mai#RLE T,
NEXT #JvIL%T,
b. J71IO&a1E0T—23>%2 AN UET . NEXT 2JUvIULET,
c. 7o —MOUY—-2mEIRLET . NEXT 27U ILET
d. 77— bosElatERLE I . NEXT £20UvILET,
e. BROYA A 2EIRUET . NEXT 20UvIUET,
f. AN =T TETEIRUET . NEXT 27UvIUET,
g. RYRNI—=9ZBIRLET . NEXT 29UvIUFE T,

h. BEIEUTTYIV—MHZAIRAZALES . (T-HFT1ZXIDT1(X)

i. FEZMESRLT FINISH 27Uy)U. ARIBY> > %27 T01LE S,
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3.3. ISO OF7—%-ZANFAOT7YIO—-R
1. FEF—5—TAN =I5 BIRLET.

2. T ANVICREEILET

3. I7AND7YI0—R&&ERUET

4. RyTT7yThvs, VERRUIE ISO J71 IV &IRLES .

5. ISO J71 V&, TTOAULIz& DY —N\—07 =4 - ALy T0O-RUE T

3.4. ISO J71 V& fERULIT> T — bOERL
1. FES-9-TRBISVBLVTIIV—MERUET .

2. TIOAURARIBR S > ROTERIRLEY

3. BIWILTPISIAVNSEETEDIRSE. .. 2ERLF T,

4. {R¥EN—R91745JT. CD/DVD R347 1 zEEALET,

5. Ef...(BRAYVEICER)ZF1vILE T,

6. F=HARF ISO I7AW=&IRLT. 7ySO—RUIZT7AILER DT OK 238RUET .

7. A2 - N—=TBERIEHEIRUT, IRIEEYS U HBLET . S AT LAOF RS SUYT>0- R0
EEICIOTE AVAM DT T IRETICE D IO B ENHNFT,

R=ANY=N=2, R=FINP—==3 (OVWTE 1.2.N5EKOFIETHERKRLET .
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3.5. A2RAM=)LOIRTiESR
1. SSH \BAfRD/AZIEE LRI SAT > "5 SSH Y=L fERL TR—AILE - \—-(C0J /12L&

T, yes ZEIRL T EHZHTUE I . RAMGARAMDUAMIEEISEMENET .

$ ssh 9.68.85.93 -I apicadm
Enter passphrase for key '/home/admin/.ssh/id_rsa':
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-145-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

7 packages can be updated.
0 updates are security updates.
Last login: Wed Jun 5 08:05:43 2019 from 9.68.85.106

apicadm@ptl0l: ~$

2. apic status N> RZZEITUT 1AM IDT TURRCE BLUS AT LNESCHEELTLBCE
ZHERLET .

e

ST ARJRMECEDF I DD TS 2T AOFIEIDERRNTE T 2F TICHBHBLE 30 DRIENMNDET.
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$ sudo apic status
[INFO] Log level: info

Cluster members:
- ptl01.apic.com (9.68.85.93)
Type: BOOTSTRAP_MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail: Done
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: ptl01 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-ptl01 in namespace kube-system has status Running
Addons: calico, dns, helm, kube-proxy, metrics-server, nginx-ingress,
- ptl02.apic.com (9.68.85.94)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail:
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: ptl02 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-ptl02 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,
- ptl03.apic.com (9.68.85.95)
Type: MASTER
Install stage: DONE
Upgrade stage: UPGRADE_DONE
Subsystem detail: Done
Docker status:
Systemd unit: running
Kubernetes status:
Systemd unit: running
Kubelet version: ptl03 (4.4.0-145-generic) [Kubelet v1.13.5, Proxy v1.13.5]
Etcd status: pod etcd-ptl03 in namespace kube-system has status Running
Addons: calico, kube-proxy, nginx-ingress,
Etcd cluster state:
- etcd member name: ptl01.apic.com, member id: 16784920490433818745, cluster id: 12802501948044056823, leader id:
16784920490433818745, revision: 10897, version: 3.2.26
- etcd member name: ptl02.apic.com, member id: 14868614643968380330, cluster id: 12802501948044056823, leader id:
16784920490433818745, revision: 10897, version: 3.2.26
- etcd member name: ptl03.apic.com, member id: 3232128550836151414, cluster id: 12802501948044056823, leader id:
16784920490433818745, revision: 10897, version: 3.2.26
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Pods Summary:

NODE
ptl03
ptl02
ptl01
ptl03
ptl02
ptl01
ptl01
ptl02
ptl03
ptl03
ptl02
ptl01
ptl01
ptl01
ptl01
ptl02
ptl03
ptl01
ptl02
ptl03
ptl01
ptl01
ptl02
ptl03
ptl01
ptl02
ptl03
ptl01
ptl02
ptl03
ptl03
ptl02
ptl01
ptl01
ptl02
ptl03
ptl01
ptl01

NAMESPACE

default

default

default

default

default

default

default

default

default

kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system

apicadm@ptlOl: ~$

NAME
apic-portal-apic-portal-db-9492x
apic-portal-apic-portal-db-gxm7v
apic-portal-apic-portal-db-wxrn9
apic-portal-apic-portal-nginx-7d5f8dd996-56Irb
apic-portal-apic-portal-nginx-7d5f8dd996-b7tsx
apic-portal-apic-portal-nginx-7d5f8dd996-rsckh
apic-portal-apic-portal-www-4q7fx
apic-portal-apic-portal-www-7f7dd
apic-portal-apic-portal-www-c2vr6
calico-node-cs8vc
calico-node-knhc4
calico-node-w5tjx
coredns-688c84959f-2fx6n
coredns-688c84959f-swmgn
etcd-ptl01
etcd-ptl02
etcd-ptl03
ingress-nginx-ingress-controller-6zkt9
ingress-nginx-ingress-controller-fsjrc
ingress-nginx-ingress-controller-wdpbc

READY
2/2
2/2
2/2
1/1
1/1
1/1
2/2
2/2
2/2
2/2
2/2
2/2
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

ingress-nginx-ingress-default-backend-78fc87c466-999wg  1/1

kube-apiserver-proxy-ptl01
kube-apiserver-proxy-ptl02
kube-apiserver-proxy-ptl03
kube-apiserver-ptl01
kube-apiserver-ptl02
kube-apiserver-ptl03
kube-controller-manager-ptl01
kube-controller-manager-ptl02
kube-controller-manager-ptl03
kube-proxy-ph2d6
kube-proxy-pwgfs
kube-proxy-xxk2d
kube-scheduler-ptl01
kube-scheduler-ptl02
kube-scheduler-ptl03
metrics-server-dd8468b44-ltnfs
tiller-deploy-7c8cdfc855-v2d67

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

STATUS
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

REASON
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E>h

EY—N—DIRFENS LU T Z2FEERLET .

® Install stage: DONE 54U Upgrade stage: UPGRADE_DONE [C/i2ofzcE
®  Etcd cluster state:[C/5A7—HHERREN TS

o RyR® Status A Running &30, 1257 —#OABEDFH—EUTWBTE
FrlE.
® RyRD Status /' Succeeded F/z(Z Completed £B>TWVBTE

3. O-H- AL - I-%"ELET
$ sudo timedatectl set-timezone Asia/Tokyo

4. NTP Z5%ELE T,
$ sudo sed -i 's/#NTP=/NTP=<NTP_Server_address>/g' /etc/systemd/timesyncd.conf
$

$ sudo systemctl restart systemd-timesyncd.service

CNT. API Connect DF&RR%Z T 312D APIC YIS XF ADEBH TEEUIZ,
R(C, IBM DataPower Gateway Z{ERUL TS — I/ H—/\—-D1>ZA =)L APL =~z - H—E
ADIHDIERRZBIRNET
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4. API Connect F3® DataPower 4'— NI 11/ D& 8
HItE
B HiRHEOHZ/I\->3>0 IBM DataPower Gateway $&U API Connect ZERLTWA LR
MEERLET .
M API Connect LU DataPower (&, 2 DDA TDT - NI/ #ERREYR— ML TVET,
DataPower Gateway (v5 Hift)(d. API Connect /\—>3> 5.x THIBTCERS —hJ1A -
HiR— bRIUHR— M2iRUE 9. DataPower API Gateway (3. #E5RSNZ/NTA—Y >R
BRAOYT - NITATY, U< API Connect OF —hJ1A1 -4 T#SBUTKIEEN, *°
B AHARTE F—~I141 547U T DataPower API Gateway ##&LE T,

BE
DataPower Gateway (v5 Eif2)(&. /\—3> 2018.4.1.4 MSIEHEB(CR-RETENRRINELE, 2°
S, = NI -914TELT DataPower API Gateway #{EHI3E#HITIHLET,

WHEIEIR B

H—){-1 D IP 7RLZ (eth0) 9.68.85.96/24
H—){-2 D IP 7RLZ (eth0) 9.68.85.97/24
H—)\-3DIP 7RLX (eth0) 9.68.85.98/24
H—\—1 ORANE gwy01.apic.com
H—-2 ORANE gwy02.apic.com
H-)\-3 ORAb# gwy03.apic.com
P A e P apic.com
H—)N-1DIP 7RLZ (ethl) 9.68.85.99/24
-2 D IP 7RLZ (ethl) 9.68.85.100/24
H—N-3DIP 7RLZ (ethl) 9.68.85.101/24

DNS H—/{— 9.68.85.106
FIA NS —Ro1A 9.68.85.1
=YY~ A2H-TJ1-R%& ethO, eth1

J—bI1A-9-EX (F1LI5-) IVRRA>h

apic-gw-service.apic.com

J—=hU14 API IR/ b

api-gateway.apic.com
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. OVF 7> — b7 o4
. VMware @ vSphere Web Client (COJ1>U%Y,

. vSphere TE5'—4—%{£FALT. OVA Jr 27 J0133T 4L N —(CRBEILE T,

. TALIN-%5E7)vI0. OVF 72TV —bDFIO1ERLET

. OVF 7> 7L — b7 704 - 45— RETTUET,

a. 1AM IVERTYY>0—RUE idg2018410.Its.nonprod.ova (BECHHET/\vr—S%
FmAIBATUEEY) 7T —Mo&RUEY . NEXT 27UvI0Ed,

b. I O&EEDT—232%Z ANLES . NEXT 27'0wI0F T,

c. 72IL—bOVY-2@ERLES . NEXT 20UvILET .

d. F>IU - bOFMEHEEELET . NEXT 27Uy ILET

e. fERFFAZMNZBORIBZFA TERICFIVIZANET . NEXT 27)vILEY .,
f. BT A XZIBIRLET . NEXT 270 ILF Y,

g. AN —TEELERLET . NEXT 27Uy ILET

h. RYRD-V%ZERLES . NEXT 270vI0F T,

i. BEIHUTTYIV—MhZRIYAZXLVET

j. BEZHESEL T FINISH 27Uy)L. IREY S >%7T01LET.
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4.2. DataPower Gateway O#JEB{t>
1. VMware ® vSphere Web Client (COJ1>ULFY,

2. 7704 Uf DataPower Z&RU T, Web I Y-V OiEEN =)' )y ILEY

3. JOYJKT. login: admin (O-A)L-1—Y—-7h7U> &), Password: admin (774 k-
JKZAT—=R) EANULET,

US i L7 s mxn

DATAPOUER: Settling udevd

DATAPOUER: Getting partnum

DATAPOUER: Finding flash device

DATAPOUER: HWaiting to find encrypted flash

DATAPOUER: Found encrypted flash

DATAPOUER: Creating ramdisk 1

DATAPOUER: Enabling loopback interface

DATAPOUWER: Enabling LURS-encrypted flash device

DATAPOUWER: Unlocking LURS from upgrade/bootstrap key
DATAPOUER: Unlocked LURS from upgrade/bootstrap key
DATAPOUER: Checking flash filesystems

DATAPOUER: Stopping udev before executing supervisor
DATAPOUER: Executing supervisor process

(unknowun)

Unauthorized access prohibited.

login: admin

Passuord: sessesxs

ATTENTION: Use care when making your selections for operational
modes. If you select an incorrect mode for your environment,
the only way to change an operational mode is to reinitialize
the appliance.

Press any key to continue.
3636 36 36 36363636 36 36 36 36 36 6 363636 36 36 26 2 3636 36 36 36 36 3 33336 36 36 36 36 6 3333 36 36 36 36 6 333 36 36 36 26 3 .. 336 36 36

4. TFa17 - )\WITVTEVERR T BinE(E. 17 ) \wI7yT-E—R: y EAFLETS
5. JE2- 7547 V7EIRE—- R BEENEHDEFEADT n EASLET,

US % ——F L1 7 kDA Ctri + Alt + Delete + DRIz

Enable Secure Backup mode? Yes/No [y/nl:y

Confirm Secure Backup mode? Yes/No [y/nl:y

Common Criteria places the appliance in a mode that

enforces a set of policies that is required to pass Common Criteria

security testing (EAL4)

If you are unsure about whether to enable this mode, you should probably
ansuWer no.

Enable Common Criteria Compatibility mode? Yes/No [y/nl: n
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6. #AR/(XD—RZ AN THEERLET

7. BARI7—LA\DJI7HERK(ECCETTY, Do you want to run the Installation Wizard? 0>
TIERRENZDT. Yy EANDULT AVAN=L- D45 = RERAIALET .

Take note of the new admin password. If you lose or forget the admin password,
security best p ice dictates that you return the appliance to IBM to
reset this password.

After the appliance is returned to you, you must perform an initial
firmware setup as described in the Installation Guide. Therefore,
none of your configuration data is on the appliance.

However, when another user account can log in and has the appropriate access
permission, that user can reset the password for the admin account.

Please enter new password: sexsesxsxex
Please re-enter new p word to confirm: sesesesesesesesns
Do you want to run the Install Wizard? Yes/No [y/nl:y_

E>b
RERBTIOCVTMC n EADUESER ROIXVREANTBIET AV A=) - D45 - REBIIATEE T,

# configure terminal
# startup

8.Step 1 -y EABULT YNNI -A2A—T1—-R%ZHERRLET

Step 1 Do you want to configure network interfaces? [yl:y

To perform these tasks, you will need the following information:
(1) The interfaces that are connected
(2) The IP address, subnet mask and default gateway, or to use

Do you have this information? [yl:y
Do you want to configure the ethB interface? [yl:y
Modify Ethernet Interface configuration

Do you want to emnable DHCP? [yl:n

Enter the IPuv4 addre for the interface in CIDR notation: .85.96-/24
Enter the IPv4 addr for the default gateway [1:

Do you want to configure the ethl interface? [yl:y

Modify Ethernet Interface configuration

Do you want to enable DHCP? [yl:n

Enter the IPv4 address for the interface in CIDR notation: 9.68.85.99/24
Enter the IPv4 address for the default gateway [1:9.68.85.1

Do you want to configure the eth2 interface? [yl:n

Do you want to configure the eth3 interface? [yl:n
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9. Step 2 -y EASULT. DNS Y—ER%=#RELET .

Step 2 Do you want to configure network services? [yl:y
Do you want to configure DNS? [yl:y

This configuration requires the IP address of the DNS serwver.

Do you have this information? [yl:y
Enter the IP address of the DNS server: 9.68.85.186
Modify DNS Settings configuration

10. Step 3 -y EABUT, PTFATA@EATILET,

Step 3 - Do you want to define a unique system identifier for the appliance?
l:y

Enter a unique system identifier: guyBl

Modify System Settings configuration

11. Step 4 - y EABUT, SSH 7IERZBRHRLET .

4 - Do you want to configure remote management access? [yl:y

These configurations require the IP address of the local interface that manages
the appliance.

Do you have this information? [yl:y

Do you want to enable SSH? [yl:y

Enter the local IP address [8

Enter the port number [22]1: 22
Pending

SSH service listener enabled

Do you want to enable WebGUI access [yl:_

12. HWT y EABULT, Web BEEA(>4-TJ1—-RZ48KLFT .

Do you want to enable WebGUI access [yl:y
Enter the local IP address [8 for alll: @
Enter the port number [98981: 9898

Modify Web Management Servi configuration

13. Step 5 - JTRD—R-Uy NAHOT7HI> ME A RTEABRLBLDOT n EANLET.

Attention: If the password for the admin account is lost or forgotten, you will

have to delete the virtual machine. However, if another user account can log in

and if that account has the appropriate access permission, that user can reset t
he password for the admin account.

Note: If you specify an existing user account, you will change the password for
this account.

Step 5 - Do you want to configure a user account that can reset passwords? [yl:
n
Skipping the configuration of a user account that can reset passwords.

Note: Configuration of the RAID array is required to use the RAID array in this
appliance.
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14. Step 6 - y EABUT, RAID 7L AZt8LET . B2B AL —J AN A RTIHMERBLIEAD
Tn LABLET,

Step 6 Do you want to configure the RAID array? [yl:y

This configuration requires the name of the file system to mount. Data in this f
ile system will be available in the local: directory.

Attention: This action destroys all data on the array volume.

Do you want to continue? [yl:y

Enter name for the file system [ondisk]l: ondisk
Modify RAID Array configuration

Do you want to enable B2B storage? [nl: n
File system successfully initialized.
Modify RAID Array configuration

File system successfully mounted.

15. y EABUT. BRUIEABZRIFUET . FeietBakUIic WebGUI ZfERU T, ERZACERE
I3L5T0VThERRENET S

US % —iti— K L1 7 b O Ctri+ Alt + Delete +— D3R

admin-state enabled
read-only off
directory ondisk

# dir local:///ondisk
File Name Last Modified

15949.6 MB available to local:///ondisk

File system is mounted.

Do you want to save the current configuration? [yl:y

Overwrite previously saved configuration? Yes/No [y/nl: y

Configuration saved successfully.

You have completed the Installation Wizard.

You mMust read and agree to the terms of the license agreement using the WebGUI.
If you did not configure the Heb Management Interface, you must do it now with
the following command:

configure terminal;;web-mgmt;admin-state enabled;local-address 8 9898;exit

idg# _

16. FRAZKMHCERULET . Web BIEA(A—-JI1—-R(CFPIERS3I00OT7RUAICIE HTTPS Ok
JLMEREN. 20 https://IP_address:port ([CRDFEY,
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4.3. 0D A1 L-V->2DETE
1. SSH T DataPower (COJ1>UET,

2. LFOIYYRT. O-Ab 94 LI -2%KELET,
idg# top; config; timezone; name JST-9; exit

4.4, NTPY—EXDETE
1. SSH T DataPower (COJ1>UEY,

2. LFOINRT. NTP H—EX&&EELE T,
idg# top; config; ntp-service; remote-server <NTP_Server_address>; admin-state enabled;
exit;

3. NTP H=/\-DSIFAIRIHAN CE e 2R LE T
idg# show ntp-refresh
Last server tried: 9.189.13.75
Last result received: Success!

Time after refresh: Tue Jun 11 16:04:06 2019
Local Time: Tue Jun 11 16:04:15 2019
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5.

. DataPower J7—LAJT70O7vIH L —R*
. DataPower ® Web BIEA( >4 —J1—R(C7HTALT default RXA (0T 1> ULFT,

. BRI/ —)LRIC. system EASDULET,

. IRRIEER NS, System Control #7)vILET,

. Boot Image 733 %R UET,

Upload =/UvIUT. 49>0—-RUIEI7—AD17 -4 X—> idg2018415.Its.scryptd =7y

O— Fbig_o

6.

7.

8.

0.

Firmware File YRS, 7y O—-RUREI7—ADI7 A X—SH&IRUET

I accept the terms of the license agreements (CF1v7Z ANE T,

Boot Image =/ )vILF 9,

TOYVTNRWET, 7vTTL—RAR, Tr—LD017 A X=2%0- KU, B—\-HEiasnz

F o AH1M RO TIEBHBELE 20 DRI TIYIIL—RIETULEY,

10. DataPower ® Web BIEA >4 —J1—R(CF7HTALT, J7—AD17 - N\=>3>h 7w T T —R&
NrecEEERLEY,

IBM DataPower Gateway
IDG.2018.4.1.5

IDG console at gwy01

TF=ho1(89-)=-2, 5=~ I1(85-)=-3 ([2DVTHE. 4. 1. NSREEROFIETIEKRLET .
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4.6. XML BIB1(>45-J1—-A0BRME
1. SSH T DataPower (COJ1>UET,

2. IFOIVYRT XML BIA>4-J1-22BMELE T
idg# top; config; xml-mgmt; admin-state enabled; exit; write mem;

4.7. DataPower O7 )T —>3> - RAL>OVER,
1. SSH T DataPower (COJ1>UET,

2. UTFOIYYRTTIVr—33> - RA(> apiconnect #/ERLE T . ZEIHERTY, default R
X4 >% apiconnect RX4A M5 visible ([CBBEITHERRU. YERRUIET TVT =232 « RAM AN ZAAYF

LFEd,
idg# top; config; domain apiconnect; visible default; exit; write mem;

BARE, BRTEFINTT IV =232 AL THEIRVEY

[#723>] API Connect 4*—hNJ14 -5 —EX-JOCZDENOF T EETE

1. IFOIY>RT apic-gw-service (CEA9 230 %E§3 3ENTEEY,
idg[apiconnect](config)# logging target gwd-log

New Log Target configuration

idg[apiconnect](config logging target gwd-log)# type file
idg[apiconnect](config logging target gwd-log)# format text
idg[apiconnect](config logging target gwd-log)# timestamp syslog
idg[apiconnect](config logging target gwd-log)# size 50000
idg[apiconnect](config logging target gwd-log)# local-file logtemp:///gwd-log
idg[apiconnect](config logging target gwd-log)# event apic-gw-service debug
idg[apiconnect](config logging target gwd-log)# exit;
idg[apiconnect](config)# write mem;

ER: ABRIBTET)\Y - LANSEEELRVEIICLTLZEW,
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4.8. 8BRS —TADESE
1. API Connect '— NJx1A - Y—EXTIL, #8r>—o > A%{ERALT DataPower Z#&8L. API

Connect TEEINTLS API ZEEUEY,

® |ocation profile: local:///
® Configuration execution interval: 3000

idg[apiconnect](config)# config-sequence "apiconnect"
New Configuration Sequence configuration

idg[apiconnect](config config-sequence apiconnect)# location "local:///"
idg[apiconnect](config config-sequence apiconnect)# watch "on"

idg[apiconnect](config config-sequence apiconnect)# run-sequence-interval 3000
idg[apiconnect](config config-sequence apiconnect)# delete-unused "on"
idg[apiconnect](config config-sequence apiconnect)# match "(.*)¥.cfg$"
idg[apiconnect](config config-sequence apiconnect)# summary "Toolkit Reboot configuration"
idg[apiconnect](config config-sequence apiconnect)# exit;

idg[apiconnect](config)# write mem;

4.9. BCEZIAZSOERK
BIEY—/)\-& API 5'—R~I1A - H—EX-TOCAORID NS IvI=RES 2D fERIN2BE 8
HEERRE LR ERKLE T . DataPower %Z{EA35H . OpenSSL REDMDY—)LZERU
T, SRS M E T2 RN TEE T . AN 1 RT(E, DataPower ® WebGUI Z AU TEKLET .

=M -N\=-2, ¥—bI1(8-/)\-3 TEEHROIIAE. IBZERIIHER AFIRFLIN
OB —-N\-T 1 ERFSEIBVET.

1. WebGUI H'5. DataPower @ default RAL>(CO51>UFT,

2. #&%J1—JLRIC Crypto Tools t AU TGEIRLEY
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3. IFTOIEE%ZABIUT. Generate Key z7UvJUL%E 9.

IBM DataPower Gateways | IDG console at gwy01 default admin
» Configuration Help
[ '’ Access Generate Key
» Device
b ETETED LDAP (reverse) Order of RONs ~on@off
» Debug Country Name (C) »
~ Miscellaneous State or Province (ST) Tokyo
Configure Log Categories Locality (L)
Manage Log Targets Organization (0) apic
Crypto Tools Organizational Unit (OU)
) L D Organizational Unit 2 (OU)

L ST Organizational Unit 3 (OU)

Browse UDDI Organizational Unit 4 (OU)
Import from WebSphere Common Name (CN) awd_apic .
Service Level Monitor Key type rea B

RSA key length 2048 bits [*

Hash Algorithm sha2ss [

File Name gwd_apic

Validity Period 3650 days

Password Alias (none) B

Export Private Key ©onoff

Generate Self-Signed Certificate ©on off

Export Self-Signed Certificate @on off

Generate Key and Certificate Objects on@off

Using Existing Key Object

4. Generate an RSA key pair and a CSR DOiERZIUvILET,

5. #%%J1—JLRIC File Management E A JUTGRIRLE Y, temporary:///IA\5(C. ik
UIEEBRE LIS #ENH2DTHIIWILTHU>0-RUET

® gwd_apic-privkey.pem - WZEHET7AIL

® gwd_apic-sscert.pem - BEE&IEAZI71)L

6. cert:///apiconnect J4)LYDH(CHZ Actions... T =I0vIL, 49>0—-RUE 2 T71IL
Z7yIO0-RUET,

@ Administration File Management

Available Space: 10,425 MBytes (encrypted), 2,031 MBytes (temporary)

)

~ Main Manipulate Checked Files: | Delete | | Copy | [Rename | [Move
File Management Name Action size Modified
System Control
=] cert: Actions...
» Configuration
» Access [= apiconnect Actions..
P ~) gwd_apic-privkey.pem 1,708 2019/06/11 11:19:34
» Storage Devices
5 E ~) gwd_apic-sscert.pem 1,338 2019/06/11 11:19:34
» Miscellaneous chkpoints: Actions...
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4.10. BBSATZ1INDES
ZZh5. SSH @ apiconnect RALVICEDFET,

1. 7yJO-RURIPAIDS., BEEIREIESIIBAEAT D1 MAERRLE T,
idg[apiconnect](config)# crypto;

Crypto configuration mode
idg[apiconnect](config-crypto)# key gwd_apic-privkey cert:///gwd_apic-privkey.pem

Creating key 'gwd_apic-privkey'

idg[apiconnect](config-crypto)# certificate gwd_apic-sscert cert:///gwd_apic-sscert.pem
Creating certificate 'gwd_apic-sscert'

idg[apiconnect](config-crypto)# exit;

Exiting Crypto Configuration mode

idg[apiconnect](config)# write mem;

2. ID EIEFHRATS 1V MRTEL . S IESIIIAEZEEMITET,
idg[apiconnect](config)# crypto;

Crypto configuration mode

idg[apiconnect](config-crypto)# idcred apic-gw-service-idcred gwd_apic-privkey gwd_apic-
sscert;

Creating Identification Credentials 'apic-gw-service-idcred'

idg[apiconnect](config-crypto)# exit;

Exiting Crypto Configuration mode
idg[apiconnect](config)# write mem;
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3. FEMIELR ID Bi&IBEHREERLUT. SSLIFAP Y N2 OI7 A W ERRULE TS,
idg[apiconnect](config)# crypto;

Crypto configuration mode
idg[apiconnect](config-crypto)# ssl-client gwd_client;

New SSL Client Profile configuration

idg[apiconnect](config ssl-client gwd_ client)# reset

idg[apiconnect](config ssl-client gwd_ client)# protocols TLSv1d2
idg[apiconnect](config ssl-client gwd_ client)# idcred apic-gw-service-idcred
idg[apiconnect](config ssl-client gwd_client)# no validate-server-cert
idg[apiconnect](config ssl-client gwd_client)# exit;
idg[apiconnect](config-crypto)# exit;

Exiting Crypto Configuration mode

idg[apiconnect](config)# write mem;

4. BUGRELUR ID EIEHRZERALT. SSL Y=N=-2 0771 W2 ERRUE T,
idg[apiconnect](config)# crypto;

Crypto configuration mode
idg[apiconnect](config-crypto)# ssl-server gwd_server;

New SSL Server Profile configuration

idg[apiconnect](config ssl-server gwd_server)# reset

idg[apiconnect](config ssl-server gwd_server)# protocols TLSv1d2
idg[apiconnect](config ssl-server gwd_server)# idcred apic-gw-service-idcred
idg[apiconnect](config ssl-server gwd_server)# validate-client-cert off
idg[apiconnect](config ssl-server gwd_server)# exit;

idg[apiconnect](config-crypto)# exit;
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4.11. F=NI1A - H—ER - IS5 BROIZDDT — NI1A - ET VT HERK
1. —NJ1A - H—EREISRI-ELTHBRR IR 5= )11 - EPUS I =VERRLE T

o N—=3RHYA-O07—33v(t. memory ([FEELET,
&  JSAYU-(CTRH-)\-& ENUSHOY -~ BBDITSAAVT1ZZELET, FHE T DEUBENMENG
E TFAATANBRDET
o  JS5ATVYU—(L peer [IBRELBVTZE, 22U, enable-peer-group (& on (CLET,
® peer (L. J3RF-FEIBERDOT APIC HTIZAFTAICENHET eth0 19 -J1—-ATEELEY,
e
N=3RHVR -0 —23>0EL, Y12 DataPower 7517 A0 E(E RAID (GRELT. &8

DataPower 775472 ZDBEFABY—(CERELET . RAID £0—hIVORE S O E FHBIAEIEOARFEN
FIN ABY—REMRIFENEE A O—DIMIEFITBATZ A TEBVLSERL TZEL,

T4 —H=\— (F—~I11H—/(—1)

config;

gateway-peering gwd_peering;
admin-state enabled
local-address 9.68.85.96
local-port 16380
monitor-port 26380
priority 50
enable-ss| off
enable-peer-group on
persistence memory

exit;

write mem;

hoH— - N—(5 - J115—-)(-2)
config;
gateway-peering gwd_peering;
admin-state enabled
local-address 9.68.85.97
local-port 16380
monitor-port 26380
priority 100
enable-ss| off
enable-peer-group on
peer 9.68.85.96
peer 9.68.85.98
persistence memory
exit;
write mem;
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o) - - N—(F—- )15 —-){-3)
config;
gateway-peering gwd_ peering;
admin-state enabled
local-address 9.68.85.98
local-port 16380
monitor-port 26380
priority 101
enable-ssl off
enable-peer-group on
peer 9.68.85.96
peer 9.68.85.97
persistence memory
exit;
write mem;

2. BIFOINIRT, EPUSY AT D1 M PYI IR UET .
idg[apiconnect]# show gateway-peering-status

Address Configuration name Pending updates Replication offset Link status Primary

9.68.85.96 gwd_ peering 0 302946682 ok yes
9.68.85.97 gwd_ peering 0 302946539 ok no
9.68.85.98 gwd_ peering 0 302946539 ok no
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4.12. APL 57— hI1A - H—EXDIERE (T51X)— 5 —hI1(5-/){-1)
1. API 5 —hJ1A - Y—ERZVERRLET . SSL U547 b, SSL Y—N\-TOI7/ &S~ NI11-EF
U )%BEVES

TEHR

DataPower API Gateway 451 J0i5&(3. v5-compatibility-mode % off ((GXELEY .

config;

apic-gw-service;
admin-state enabled
local-address 9.68.85.96
local-port 3000
api-gw-address 9.68.85.99
api-gw-port 9443
ssl-client gwd_client
ssl-server gwd_server
gateway-peering gwd_peering
v5-compatibility-mode off

exit;

write mem;
® local-address (&, BIEH TS AT AEDIZAI—MIBE(>H—TI—-ATT ., Tl eth0 ZI8ELET

® api-gw-address (3. API 5'—h~J11 - H—-EZXH API MU TUYRASTZ1>9—J1—ATI ., Tl
ethl #i8ELET,

2. Y—EX-TOCANPYI(CRo I ERUE T » CNUSFD USRI DR IZENDDET .
idg[apiconnect]# show apic-gw-service;

apic-gw-service: default [up]
admin-state enabled
local-address 9.68.85.96
local-port 3000
ssl-client gwd_client [up]
ssl-server gwd_server [up]
api-gw-address 9.68.85.99
api-gw-port 9443
gateway-peering gwd_peering [up]
v5-compatibility-mode off
slm-mode autounicast
ip-unicast
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Ehy9V-0#

4.13. API 5 —~J1A - Y—EXDIER (Eh>AY— -5 —ho1/H—)(=2, 3)
1. F=NJ145—/)\—1 THERRUE. 4.12.0ATYTEEDIRULE T,

th - - = (5 - I1/H—){-2)
config;
apic-gw-service;
admin-state enabled
local-address 9.68.85.97
local-port 3000
api-gw-address 9.68.85.100
api-gw-port 9443
ssl-client gwd_client
ssl-server gwd_server
gateway-peering gwd_peering
v5-compatibility-mode off
exit;
write mem;

hoHA— - N—(5 - )15 -/){-3)
config;
apic-gw-service;
admin-state enabled
local-address 9.68.85.98
local-port 3000
api-gw-address 9.68.85.101
api-gw-port 9443
ssl-client gwd_client
ssl-server gwd_server
gateway-peering gwd_peering
v5-compatibility-mode off
exit;
write mem;

CNT. API Connect T/ —h~J1A - Y—ER%ZH8RK I 2IedDT — M-\ -DFEfRHNTEEUR,
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API Connect D&k

1. 739R-22Y=)L- 1Y — A H—-TJ1—- IO TR

1. J39YT https://<Cloud Admin UI ®I>RRA>~ URL>/admin ([CPFEAL. H5UR-]
V= AP —-A25-J1—-R (LU, CMC) NFERENZE=MRLET
KA YANIBTICERUZE LY FRAY NI 27717 2(d FQDN THRIMBTH DD, IZIHT7ITRITEI54 7 NTHER

TEBRLIBHN I DV ENHDET .

1BM API Connect

Cloud Manager

Cloud Manager User Registry 1—
P— LIYAMI—2ERALTYIY

A
E
NRRT—R
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2. 1-Y-%: admin . /{XT—-R: Ziron-hide (77#4)Lk+/SCAT—R)ZASLTHA A RG>
Z799I0, KT - ReZBULET,

IKAT—RDEE

EX—JL JXRAT— Rz 8 XFULETHEEL, AXF. X

. F.BF BB S 4 %BOOS503WE
@EEC)p.ibm.com EERLT. FhENIXFULEEET 208N
BoEY, &, AUXFE 3 ELEHKE TERT

BEFNRT—K BTLRTEEEA.

3. Cloud Manager ALSZEEENFRENNE, OJ1KINTY,

1BM API Connect
Cloud Manager 79
nE
- o 2019%6A4H XiEH 13:1'
Cloud Manager N&k > 2%
) BT i, ATYavERRLTEE N
e
o)
»
s <
@ Cx ~9 S
G 777 ROWR rRAY -0 VY —ZADEE
A== LYZARY=, O=/b, TVFR FPRASEVF4— - V=VBLUY—ER A—4— - LYZXKY=, TLS, OAuth 700
A MGEDREERELET EEBELEY SAF— BEUEX—IL - Y—/—EMR
LET
> e
2 Ay
—— L ®
A0
ERoEE SR b33 7]
APL 7O/ A SR E B EEERE LT ATV TS A ATy TOFREET FFax APIConnect 122 =F(—* 7A—3AT
HELEY YF=yavEFa-rIUTL EMROBEERRLET
O]
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2. BHIDRSHD E X—)L-H—)U-OEp*>

1. R—LEEHISVY—-ADEERZ)UYIL T XZ1——EN S8z )yILET.

1BM API Connect ;
Cloud Manager =
JY—X
i
| = e EX—IL - —/\— E

9 LS O

. OAuth 70/ 5 —

[ =

oEv
& HENRONDEEA

Py
)

2. YER%=E)VYIUT, E A=) - Y= \—ZAERLF T

3. EX=)L-Y=){—DER T, E X=)L-Y—/\—1BRRDS1 ML E X—LOX{S(CfERTS SMTP H—
N=OF7RLZER— AN, [BFIRT>ZIUYILET
XSMTP B —N\—(C1-Y-EREh'%d155aF. 1-F-RE/RT-FEANDLEFET,

IHI EX—IL - —/\—DERK
EX—)L - H—/\—cD

EX—)L - —/\— D WwtT

1Y CRES LB ERET B
HDERX—)L - Y—/—ZWRLET.

BN
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4. BHIY—N—DBRENFLEEFRRENS, EX—IL-—N-DBRRIFT T TI.

1BM API Connect

Cloud Manager BHY——HBRSNELE
Y-
i
| = I=F—LYAR A=)l Y=/
&) LS SR A=+ ==
e OAuth 70/ A5 — Mailserver @ ;. ibm com
i
Go
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3. WAL
WAL E X—L-Y—/{—%, APIC DARY NCBITBEE) E X—)LBAIOY—/(—LLTERUET.

1. AZ2-\=-h'5, B&FE > @HZ7)yILET,

2. REZIWILT FEEBLU E X—IL-B—N\-%Z1ELET . REFZIIWILET.

EEBHLVEA—I - Y—N\—DiFE

®EE

EX—)LDRET 71— NICHEBTBEBMEEX—)L - PRLAEHMALEY

E10]

APIC Administrator

EX=)L
0. bm.com

1ML A=)« Y=t

) MailServer G 221 ibm.com

BROEDNEOMD FHADE A—)L - T —/— DAL

3. BREEBLY E A - B—N-DPEEFHENFIUE. LRTRSNNE, BRIOERKIITT T T,

1BM API Connect

Cloud Manager

RE

«

Q@

233 = N . N
EEEEIPEX—IL - —/—
AYR=F1 2T A—H—CBHEBSVBREERT DLOHICERT 2ERER. PRLA, BIPEX—)L - $—N—EHEHELET m
d—H—- LIZXk
y—
- b
APIC Administrator
O-=-LoF7x)Lk
EX=JL
IVRRIV K @G p.ibm.com
A= gorar b
EX—=)L - H—/\—
REMBRSNTVWSENY —/\—TT,
FA4ML A=)« Y=)(—
MailServer @ j2p:n.ibm.com
BATFYTL—h
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4, MROZ-0EZE?’
4.1. DY —EIDOEFS
1. K—AE@EHNS. MO —DEBREI I ILES,

2. B—EROEF=T)WILET,

1BM API Connect [ ]
Cloud Manager L)

bRAY—
PRASEYF A= V=Y BECY—CRERRLET
9
TIAIRDFRASEY T — - V=Y #n
1) FHRY - CADERE L UHHFOY —CXOWRETVET
G

afo
H—EZBRONDFEA
BT — R oo - Y—EREERUET, TNILD, ZOMOY—EREMATIMCTY KRSV R EFANTEET, Y—ERZERT DL, TTLER
ShEYT, HENE

3. ARETIWILET,

i

e HUHLF—9ERET S
DY —EXEERLET
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4. DIROFMzIRELET .
® 54 NLl: Analytics Service
®  ZHi: analytics-service
DT —EZDER

SFH—ERICDOWT

T DM
MY —ERE, F—hVzA - $—EXD
S5 APIARY hERELET, &S—h
T1A - Y—EREHMIY —EXZRER T
r2aonm BT ENTEEY,

B

Analytics Service

E40)

analytics-service

BN (ATvaY)

5. BEIYRRAY MiRELET,
® T RIRA>I: https://analytics-client.apic.com
® TLSHSAT7>h-TOTI7AI (AF23>) : Analytics client TLS client profile

BEIYRRCIY S

IVRRIV b

https://analytics-client.apic.com

TS I34FYh-7O7741)

Analytics client TLS client profile -

6. REFZIIWILET,

7. DY -EZNE TN L2 HEBLET

CIOUd Manager Analytics service Analytics

Service has been created.
. 2019%686H KEH 18:06
MROY— o
i
E=3 FRAZEYT 14—« V-V DIERL
FRAZEVTA— - Y-V BETY—EREHWRLET
S
TIAIRDFRAZEY T4 — - V=Y ==
© FAY — CADBRE LUHHFOY —EROERETVET
G H—ER 947 BB ST Y —E R BRAM
[ Analytics Service ST —ER
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4.2. R=ANY—-EXDEF°
1. R—LABEEHS. MROS—-0BEEY )vIUET,

2. B—ERDEF=I)WILET,

3. R=BN%=7IvILET,

=5
API VY1 —~N—RBOREE
R—F - H—EXAEERLET
4. R=INDFM=RELET.
® A4Nl: Portal Service
® &R portal-service
R—%I - Y—EXDER
R—=FIL - H—ER DL
R—5 L DR <
R=FJL - Y—E R, 7?‘)0’7’/3‘/55
Portal Service S ERKELET,
BENE
EAT]
EN(ATVaY)
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5. BEIYRRAY MiRELET,
® TIYRMRA>N: https://portal-admin.apic.com
® TLSHSAT7>h-TOI7PAI (A#F23>) : Portal Director TLS client profile

K5l - 4= RO

BEETYRNRAV K

IVRRIV b

https://portal-admin.apic.com

TS I34F7Yh-7A7710

Portal Director TLS client profile v

6. K—4%JL Web Y1 bD URL ZiRELET .
® R—%JL Web Y4~ URL: https://portal-www.apic.com

K—%5IL Web ¥ h® URL

https://portal-www.apic.com

7. REZIWILET,

8. M=AINP-EZNEERENTEZFETRUET

1BM API Connect -
Cloud Manager Portal service Portal Service was

successfully created.
kRO —
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PRAZEVTA— V—VBIUPY—EREHRLET

2019465 6E KA 18:10
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4.3. H—hKI14 - H—E20EFEP
1. R—LABEEHS. MROS—-0BEEY )vIUET,

2. Y—ERADEF= I )vILET,
3. DataPower API Gateway z7UyJU% 9,

DataPower API Gateway

¥ APLORES LRGSO
DataPower API ' — ko A -
il &2 1AV )

4. F—MITL DFMZRELET,
® ~1NLl: Gateway Service
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5. EHIYRRAYMRELE T, API -1 - H—EXTEERLUR—-MATILET,
® TI>RIRA>: https://apic-gw-service.apic.com:3000
® TLSUSATUNTOTPAIN (AF23>) : Default TLS client profile

APIT—hKD A - —EZXDERK
BEITY RKRA Vb

IVRRA¥ b

https://apic-gw-service.apic.com:3000

TSIF47Yh - 707740

F7ANRDTLS 7547k - 7AT 71N -

6. API U HUIY RiR1 > M2 iRELE T API - K1 - H—EXTEERUR— M ASLE
ER
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APLS— R 2 - H—E RO
API IO LI Y RRA >~
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Server Name Indication (SNI)

RARE TS $—/— - 7O77 AL JAF IR
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OAuth EWER (A7~ 3Y)

7. OAuth HEWEHIT IA MBEOFFICLET .

8. BREFZIIWILET,
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183

HAProxy DOi&ak {5l
m  HAProxy /\—=>3>: HA-Proxy version 1.5.18 2016/05/10

m  HAProxy #5%: /etc/haproxy/haproxy.cfg
# This sample HAProxy configuration file configures one HAProxy node to distribute traffic to
# Management, Portal, Analytics, and Gateway clusters. Another option is to configure one
HAproxy
# node per cluster.

global
# log localhost local0
log /dev/log locall notice
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
# stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s
user haproxy
group haproxy
daemon

stats socket /var/lib/haproxy/stats

# Default SSL material locations
ca-base /etc/ssl/certs
crt-base /etc/ssl/private

# Default ciphers to use on SSL-enabled listening sockets.

# For more information, see ciphers(1SSL). This list is from:

# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/

ssl-default-bind-ciphers
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:ECDH+
3DES:DH+3DES:RSA+AESGCM:RSA+AES:RSA+3DES: !aNULL:!MD5:1DSS

ssl-default-bind-options no-sslv3

defaults

log global

mode http

option httplog

option dontlognull

timeout connect 5000

timeout client 50000

timeout server 50000

errorfile 400 /etc/haproxy/errors/400.http
errorfile 403 /etc/haproxy/errors/403.http
errorfile 408 /etc/haproxy/errors/408.http
errorfile 500 /etc/haproxy/errors/500.http
errorfile 502 /etc/haproxy/errors/502.http
errorfile 503 /etc/haproxy/errors/503.http
errorfile 504 /etc/haproxy/errors/504.http

HoH H W R W H
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#H####### frontend CONFIGURATION ########
frontend front
mode tcp
option tcplog
#
# Map to the hostname and TCP port for the Management load balancer.
# In this example, the hostname for the load balancer is 9.68.85.104.
#
bind 9.68.85.104:443
tcp-request inspect-delay 5s
tcp-request content accept if { req_ssl_hello_type 1 }

#
# The value for the Management endpoints as defined in the apiconnect-up.yml
# file using the apicup installer. In this example, the endpoints are api-manager-
ui.apic.test,
# cloud-admin-ui.apic.test, consumer-api-ui.apic.test, and
# platform-api-ui.apic.test. Standard SNI structure specifies
# whether the INCOMING request is for api-manager or cloud-admin or for consumer-
api or platform-api
# then use "be_management".
#
use_backend be_management if { req_ssl_sni -i api-manager-ui.apic.com OR req_ssl_sni
-i cloud-admin-ui.apic.com }
use_backend be_management if { req_ssl_sni -i consumer-api.apic.com OR req_ssl_sni -i
platform-api.apic.com }
use_backend be_portal_traffic if { req_ssl_sni -i portal-admin.apic.com }
use_backend be_portal_public if { req_ssl_sni -i portal-www.apic.com }
use_backend be_analytics if { req_ssl_sni -i analytics-ingestion.apic.com OR req_ssl_sni -
i analytics-client.apic.com }
#
# be_management is defined to point management traffic to the cluster
# containing three management nodes
#
backend be_management
mode tcp
option tcplog
balance roundrobin
# option ssl-hello-chk

#

# One entry per Management node in the cluster.

# Hostname and TCP Port for each Management node.

#

server management0 9.68.84.194:443 check inter 10s rise 2 fall 2
server managementl 9.68.84.195:443 check inter 10s rise 2 fall 2
server management2 9.68.84.196:443 check inter 10s rise 2 fall 2

backend be_portal_traffic
mode tcp
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option tcplog
balance roundrobin
# option ssl-hello-chk

#

# One entry per Portal node.

# Hostname and TCP Port for the Portal node.

#
server portal0 9.68.85.93:443 check inter 10s rise 2 fall 2
server portall 9.68.85.94:443 check inter 10s rise 2 fall 2
server portal2 9.68.85.95:443 check inter 10s rise 2 fall 2

backend be_portal_public
mode tcp
option tcplog
balance roundrobin

# option ssl-hello-chk

#

# One entry per Portal node.

# Hostname and TCP Port for the Portal node.

#

server portal0 9.68.83.14:443 check inter 10s rise 2 fall 2
server portall 9.68.83.15:443 check inter 10s rise 2 fall 2
server portal2 9.68.83.16:443 check inter 10s rise 2 fall 2

backend be_analytics
mode tcp
option tcplog
balance roundrobin
# option ssl-hello-chk
#
# One entry per Analytics node.
# Hostname and TCP Port for the Analytics node.
#
server analytics0 9.68.85.90:443 check inter 10s rise 2 fall 2
server analytics1 9.68.85.91:443 check inter 10s rise 2 fall 2
server analytics2 9.68.85.92:443 check inter 10s rise 2 fall 2

listen hastats 0.0.0.0:8080
mode http
maxconn 64
timeout connect 5000
timeout client 10000
timeout server 10000
stats enable
stats show-legends
stats uri /haproxy?hastats

stats auth user:password
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frontend front3000
mode tcp
option tcplog
#
# Map to the hostname and TCP port for the Management load balancer.
# In this example, the hostname for the load balancer is 9.68.85.104.
#
bind 9.68.85.104:3000
tcp-request inspect-delay 5s
tcp-request content accept if { req_ssl_hello_type 1 }

#

# The value for the Management endpoints as defined in the apiconnect-up.yml

# file using the apicup installer. In this example, the endpoints are api-manager-
ui.apic.test,

# cloud-admin-ui.apic.test, consumer-api-ui.apic.test, and

# platform-api-ui.apic.test. Standard SNI structure specifies

# whether the INCOMING request is for api-manager or cloud-admin or for consumer-
api or platform-api

# then use "be_management".

#

use_backend be_gateway_3000 if { req_ssl_sni -i apic-gw-service.apic.com }

frontend front9443
mode tcp
option tcplog
#
# Map to the hostname and TCP port for the Management load balancer.
# In this example, the hostname for the load balancer is 9.68.85.104.
#
bind 9.68.85.104:9443
tcp-request inspect-delay 5s
tcp-request content accept if { req_ssl_hello_type 1 }

#

# The value for the Management endpoints as defined in the apiconnect-up.yml

# file using the apicup installer. In this example, the endpoints are api-manager-
ui.apic.test,

# cloud-admin-ui.apic.test, consumer-api-ui.apic.test, and

# platform-api-ui.apic.test. Standard SNI structure specifies

# whether the INCOMING request is for api-manager or cloud-admin or for consumer-
api or platform-api

# then use "be_management".

#

use_backend be_gateway 9443 if { req_ssl_sni -i api-gateway.apic.com }

backend be_gateway_ 3000
mode tcp
option tcplog
balance roundrobin
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#

option ssl-hello-chk
#
# One entry per Gateway node.
# Hostname and TCP Port for the Gateway node.
#
server gateway3 9.68.85.96:3000 check inter 10s rise 2 fall 2
server gateway4 9.68.85.97:3000 check inter 10s rise 2 fall 2
server gateway5 9.68.85.98:3000 check inter 10s rise 2 fall 2

backend be_gateway_ 9443

#

mode tcp

option tcplog

balance roundrobin
option ssl-hello-chk

#

# One entry per Gateway node.

# Hostname and TCP Port for the Gateway node.

#

server gateway0 9.68.85.99:9443 check inter 10s rise 2 fall 2
server gatewayl 9.68.85.100:9443 check inter 10s rise 2 fall 2
server gateway?2 9.68.85.101:9443 check inter 10s rise 2 fall 2
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