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CephAA1—Y5 —DO1ER(EH—/{—)

1. CephHI1—Y—%ZEK I D (KHA RTIEI1—Y—%%&ceph_admin&d3)
# adduser ceph_admin

2. YER UTe 11— —TsudohMEZX DL DI(C

= g —]

axX \E
# echo "ceph_admin ALL = (root) NOPASSWD:ALL" | tee /etc/sudoers.d/ceph_admin

3. sudoer.d/ceph_admin®D/\—=wv>3>%ZZEFIT D
# chmod 0440 /etc/sudoers.d/ceph_admin

© 2019 IBM Corporation



32

Z7) 1BM API Connect

||
lmq
ity

M
L1}
I

CephAA1—Y5 —DO1ER(EH—/{—)

4, sudoers(CEERSN TCWNDC =R T D

# su — ceph_admin
S sudo -

AN Y ROt ) CAMRRESNDIHBEG. ANV RRER(CRT UL IR B,

E17451(Master Node)

# su - ceph_admin

$ sudo -1

Matching Defaults entries for ceph_admin on master:
env_reset, mail_badpass,

secure_path=/usr/local/sbin¥:/usr/local/bin¥:/usr/sbin¥:/usr/bin¥:/sbin¥:/bin¥:
/snap/bin

User ceph_admin may run the following commands on master:
(root) NOPASSWD: ALL
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JN AT — RIQFUTSSHIE 2 CE DK DI(C 9 B(Master Node)

1. ceph_admin(CtIDE& X3

# su - ceph_admin

Il
“II
5

2. .ssh>« L2 bUZVERL
S mkdir .ssh

3. .sshiD)\—=wvw> 3> ZZEI S

S chmod 700 .ssh

4. SSHTHIFH I SEREDIHEZ LT D
S ssh-keygen

5. ssh-keygen T&Rk =117zid_rsa.pubDfEZz£Node®
/home/ceph_admin/.ssh/authorized_keys(COE—9%
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6. ceph_adminT(workerl)(Csshixfiz 95
#ssh (worker1)

JN AT — RIQFUTSSHIE 2 CE DK DI(C 9 B(Master Node)

JARAD— RZEBHINDB &L, workerl(Cceph_adminTOJ 1 > H\INUTEHE
ONX > RANER(CET Ul EHIET B,
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k8sFH1—Y —DfEk(ZH—/(—)

1. kBsSHI1—U—%&1Ek T D (AN RTIEI—5—%&%Zk8s_admin& 9 3B)
#useradd -d /home/k8s_admin -m k8s_admin

=g =

2. ER Ul 11— —CTsudoMMEZX DL DI(C

ax \E

#techo "k8s_admin ALL = (root) NOPASSWD:ALL" | tee /etc/sudoers.d/k8s_admin

3. sudoer.d/ceph_admin®/\—=wv>3>%ZEFI D
#chmod 0440 /etc/sudoers.d/k8s_admin
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4, sudoers(CEERSN TCWNDC =R T D

# su — k8s_admin
S sudo -

AN Y RO ) CAMRRESNDIHBEG. ANV RRER(CHRT UL &HIBT B,

E175l(Master Node)

# su - k8s_admin
$ sudo -

Matching Defaults entries for k8s_admin on master:
env_reset, mail_badpass,

/shap/bin

User k8s_admin may run the following commands on master:
(root) NOPASSWD: ALL

secure_path=/usr/local/sbin¥:/usr/local/bin¥:/usr/sbin¥:/usr/bin¥:/sbin¥:/bin¥:
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@Worker NodelCHWT EEEDIRIEZITD,
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dockerd~N> DA > X b—J)L(Master Node)

1. k8sHI1—YH5—(CHIDEXSD

# su — k8s_admin

2. docker.ioz 1> A =)L I B

S sudo apt install docker.io
TSR EDXFINRNGE, OX RNER(CRT U EHIMT B,

3. dockerdO~N> ROMERATE B EZMERT D

S sudo docker version
[client] & [server] MEIC/\—23 VIEHRHARREINDIHGE. INXV RAESECER T UREEHIET B,

X dockerd/\w 4 —=(ddocker.io, docker.ce, docker.engineh'd B H%,

AH A RTIEUbuntuADURE U dDdokcerTdpddocker.ioZ{ERT B,
IBM API Connecth"t7R— k3 B DockerdVersion|&#k ([ Software Product Compatibility Reports] T

R L TH << &L, docker.iolddocker.cedDVersion|Bikxin B XD &

https://www.ibm.com/software/reports/compatibility/clarity/index.html
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£23 1BM API Connect I=iS

dockerd~ > DA > X b—)L(Worker Node)

[dockerO~<> R > X k—J)L(Master Node)] TZEhEUZBEERODEIEZ &
Worker NodelCHB W TEET B,
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£23 1BM API Connect

SHIEE(R3

Q kubernetesA~Y > RD1A > X =)L

> F A0 AL —23> .
I
f({y\\ @ > AT kubernetes
OS5 RITBE
T %TREQdOCker

uf
7 os
7

Worker Node %3

} ;{ @.)—’ kubtes
&docker

|

Master Node

MDMaster NodelCHBWTIONY > RTA > A —2v b 5Skubernetesz1 > XA —JLT B,

@Worker NodelCHWT EEEDIRIEZITD,

42
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7 2) IBM APl Connect

kubernetes 1< > RD-1 > X b—JL(Master Node)

1. kubernetes.listz{Epk L. LI FORBZ LRI D

S sudo vim /etc/apt/sources.list.d/kubernetes.list

YER% UT=kubernetes. listd4l

deb http://apt.kubernetes.io/ kubernetes-xenial main

/etc/apt/sources.list.d/kubernetes.list
2. Google Cloud Platform®d A FH#E% -1 > 7R

— K9SB
S curl https://packages.cloud.google.com/apt/doc/apt-key.gpg | sudo apt-key add -
X > RETHE TOK] HMERENDIE

% _F e DE;RElLapt update’a‘:IE.%L

. IR ROEBITKT U £4IIS 3
ESh
RS NUZEFHITD

ly

cEIEHICHE
S sudo apt update

1>

TR EDSIFFHNHNTRLN

AN RREECKR T Ul EHIlrT D
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"II
b

kubernetes 1< > RD-1 > X b—JL(Master Node)

4. kubeletz 1< > R&EZELITH]

Ssudo swapoff -a

BEICEEBIEHICRIV I ZATICT S

(f8R) LSRR EIBREFH I B ETICROD TUEDSED. KaNCEET BT
[/etc/fstabl MswapBiddD1T&2 A 7 N ITINENSHD

{E1E U T=fstabd

/etc/fstab

# CLOUD_IMG: This file was created/modified by the Cloud Image build process
LABEL=cloudimg-bootfs /boot ext3 defaults,relatime 00

# LABEL=SWAP-xvdbl none swap sw,comment=cloudconfig 0 2
/dev/xvdcl /var ext4 defaults,noatime 0 2

5. kubernetes Y > RIMERATE B E=MERT D

S kubectl version

[client] & [server] O&IC/\—= g VEHRHARRSINDIEZES. ONX> RAEEICERTUREEYHIMT 5.

S kubeadm version

[kubeadm version] DE(C/\—=3 VEHMNFRRSINDIHZE. O RAESITHERT U EHIMT B,
a4
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£23 1BM API Connect I=iS

docker~X > I, kubernetes 1< > D1 > X b—)L(Worker Node)

[dockerO~> RD1 > X b—)L(Master Node)] & [kubernetesd<> R
> A b—JU(Master Node)| TZENE U TZEHRDIEFEZZWorker NodelCHUTE
iEESY

45
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Sa1%E R4
Qheimd~Y> RO A =)L
AXTTA=TAR =232 £A Ohelm%Z -1 >5F—%wv k5
(ﬂy\ =ATA kutgtes A>O—RU. BERUIRRET
T RITRE bindDF -« LI hU—ETIC
> FEITIRIE G"docker 44;%/@“2 T4 L O KJ—HBF
o
M E
/Ig Worker Node x3
=

}\\ C) /U&Vb”\ I

kubernetes

' & docker

Master Node

47
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helmd~Y > RD-1 > X b—JL(Master Node)

T > % BSHelmD)\ A F - 7A)L=~Fo>0— RT3,
https://github.com/helm/helm/releases

1. BRRIB(CT7YVIO—-—RUT, BEIT D

£47/5(Master Node)

$ tar —xvf Helm—vx.xx.x-linux—amd64.tar.gz
linux—amd64/

linux—amd64/LICENSE
linux—amd64/helm
linux—amd64/README.md

2. linux-amd6é4/helm”%usr/binBd T (CEEI =D

$ mv linux—amd64/helm /usr/bin/helm

3. heimd~Y> RIMERATEBR S EZMHERT D

$ helm version

[Client:] PABF(C/\—=3 2 BERHAIFRRSNDIES

48

&, OY2 RAERCRR T Uz &HIRTT S,
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IBM API Connect

SHIZE(RES

Q ceph-deploy N> FD1 > A =)L

A5 F AT AL —23> _@
{({y\ > AT L kutﬁtes
T rRAER

-7 =5 @ docker

uf
AN
I

Worker Node x3

I~ @

kubernetes

G"docker

Master Node

50

QO > RTA>A—RY hMH5
ceph-deploy N> RZE1 X
~N—)L 92D (Master NodedDd)

| Xceph-deployd~ > R(dcephd

BIE. DTRAY—ERICIERT S
N>R
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i

A7} 1BM API Connect

ceph-deploy®d-1 > X k—J)L(Mastesr Node)
1. VU—-XF—ZHUET D

S wget -q -O- 'https://download.ceph.com/keys/release.asc' | sudo apt-key add -

2. CephD/)\wo—=ZURS KNUIENT D

S echo deb https://download.ceph.com/debian-luminous/ $(Isb_release -sc) main | sudo tee
/etc/apt/sources.list.d/ceph.list

3. UIRZ NUZEHRITD

S sudo apt update

4. ceph-deployz1 > A =)L 93D
S sudo apt install ceph-deploy
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IBM API Connect

1

ceph-deploy N> DA > X b—)L(Mastesr Node)

. ceph-deploy N> RHIMERATE D 7 HERT D
S ceph-deploy --version

IN=Z 3 VBIRNARRENDIHE

N> RAERCHE T U &HIET B,
X ceph-deployldCeph & E/xBHBD/\ -3 > &R D,
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@ IBM API Connect
ERIZE(R6

Q apicupd~N> RO A =)L

A>T FA—-TAL—232
{({y\ \\/E;A - /kul:es @ 7& /], 9 ;? |\
—————— apicup-linuxz -1 245 —=xRv
A>T RTRE iy Jocker MEFIZO—RU,
:I/ Jusr/local/bin« L2 kU —@2
ﬁ % | || EEEE
| Worker Node %3 |
= :
N\ /usr/IocaI/bln. apicup |
M) @
kul:es

G"docker

Master Node

54
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#% 1BM API Connect

||
ALK
M
...Ei

IIII:

apicupd~> RdD-1 > X ~—)L(Master Node)

1. FixCentraZIh\ s T m—I> bSO 00— RI 3B,

apicup-linux_lts_v20xx.x.x.x (KB4 RT(Ev2018.4.1.1%=EF)
2. 550> 0O0-RUED7AILZEET D,

Ao>20O—-RUEI7AIVICEITERZMS L. /AROBE 2T« LD MJICEET D,

CDBEANZEFIL T DT Tapicupl IREICT7AILBZEE LU TCHRERERL,
$ chmod +x . /apicup-Ilinux_lts v2018.4.1.1

$ mv . /apicup—Ilinux_lts v2018.4.1.1 /usr/local/bin/apicup

3. apicupdN> RIMERATE S & =R T D

$ apicup version
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w” IBM API Connect

"II
b

APIC v2018 Kuberneteshly B AFIDIRIERE (T —/(—)

API E/I_anagementa“:‘J:UAnalytics‘C‘(1055377r) L BOmmap(AXETU W T )DIE

KDFUME(1048575 b)) (LT DdREN DD, T INEDOHR LREEEDF/EZ
59

1. —DOTOTCRTHERIDIAETINY T LIRZHET

[T\

S cat /proc/sys/vm/max_map_count

2. 1DfEH1048575 K D/NELNEE. MMapDREIEZZE T D

S sudo sysctl -w vm.max_map_count=1048575

(fR) LRI EIBREFH I B ETICROD TUESEH. KiaMCEET DIHE(E
[ /etc/sysctl.conf] DEFEFZIT(Cvm.max_map_countdDiE%=IBEE 9 B.

etc/sysctl.conf
Nq] H]g,\,

#fs.protected_hardlinks=0
#fs.protected_symlinks=0
vm.max_map_count = 1048575
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Cephdtty h7w T

O B
o ceph_deployZzE179 3 —/\—. osdZ/Ek T DT —/—(Ccephd~¥ > RETI—HT—H
ERiENTWBC &

Xo0sd: T« R CT—H =8N T BIRICHH=NBDDaemon Ot X
o cephdY> REITI—H —(CsudoDIERMNH D &

o ceph_deployZzE179 3 —/\—MSo0sdZ{ERk I DT —/\—(Cceph N> RETI—H—
TINRAT— RIQAUSSHIERN BIRE CH D &

o ceph_deployZz=Ei79 Y —/\—(C [ceph_deployl OAX> RAAA> X h=)LEaNTWNBCZ
&

o0 Ceph(CHIBT D71 R U&. T7AILE AT ABMERR SN TUVVRVRRE TH — ) \— (&t
IBE

XH—)\—m5(& [/dev/xvdc] FTERHSINTULDIN, mkfsOY> RTIT7AILE AT LA%ZVER U
TULVRVRRB(ICT D EN DD
o ARERIT(FCeph 12.2.7 (luminous)ZFIFAL TL\D

o KER TlIcephxEi71—HY —& U Tceph_admin1—H—%=FALTLS
B(CESHNRVED, OV > R(dceph_adminTEITLTLSD

o KER TlIceph_deployzxEiT9 dH—/\—=Master Node. CephdDEEY—/)\—%
Workerl Node. osdZz{Epkd D —/\—ZWorker Node3& & UL TL\D

58
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#% 1BM API Connect sos

kubernetes= >4 1 LAIRIEDREZE2

JOwvo
ARL—2 _
Va

+
| 0 O

Worker Node x3

Ty — |
-
|

Master Node

Q cephdtzw 7w

®OMaster NodelCON> RTA A —%v k1 5Cephz1 > XA h—ILT B,
@& Worker NodelCCephZI S RS —Z{ERRT BD.

59 ®O0SDHT 74 R AT Ah50SD(0Object Storage Daemon)ZE|DH T3,
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Cephdtty h7w T

Q CephDEdiE
mgr.node osd.1 osd.2
mon.node
=2 [ ] -
= = =3
Worker Nodel Worker Node2 Worker Node3
4 4 4
ceph_deploy

Master Node

Master Node/mSceph_deploy <> RZEELT
£ Worker NodelCCephZ = X5 —=1ERk
Worker Nodel(C(&. mgr. monZz{ERk
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n
.

Ceph 5 X5 —D{ERk(Master Node)

1. cephOS R —RIICT« LT ~J—Z/ER(EHS RTldceph-cluster&93)

S mkdir ceph-cluster
S cd ceph-cluster

2. VSRS —=ERL

$ ceph-deploy new (CephD EIEH—/\—)
TS—IREDXFINRBRNGEE
3. ceph.confZiRET D

S vim ./ceph.conf

 ONYRAEECRTUZEHIET D

ceph.confl3fERRIZT2DULERY D=0 - /2 —T 1 —RXZHFDHFEI(C.
globalto > 3 > (CARERBE(CFIBUZWPY RLADL > 2Z1E5SET D

public network = (RER@EIZFIALI=LMPT L R)/(bits)

61
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43 IBM API Connect

||
INIH
"

M

Ceph = X5 —DERk(Master Node)

E17/5(Master Node)

$ mkdir my-cluster

$ cd my-cluster

$ pwd

/home/ceph_admin/my—cluster

$ ceph—-deploy new worker1

[ceph_deploy. conf] [DEBUG ] found configuration file at:
/home/ceph_admin/. cephdeploy. conf

[ceph_deploy.cli][INFO ] Invoked (2.0.1): /usr/bin/ceph—deploy new worker1
[ceph_deploy.cli][INFO ] ceph—-deploy options:

—— EI:'EH% —

[ceph_deploy. new] [DEBUG ] Writing monitor keyring to ceph.mon. keyring. ..
[ceph_deploy. new] [DEBUG ] Writing initial config to ceph. conf. ..

$ vim ceph. conf

$ cat ceph. conf

[global]

— EI:H]% —

public network = 10.193. 32.0/24
— IR —
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-

CephZz&Worker NodelZ-1 > X b—JL(Master Node)

1. Cephz&Worker Nodelc1 > A h—)LT D

S ceph-deploy install --release luminous (worker1) (worker2) (worker3)
TS—REDXFHNRVGE, OINX RAEECR T Uz EHIT D
2. monitorz{ > A M—=)L93

S ceph-deploy mon create-initial

TITS—REDXFHNRWNGES, OX RAEECR T U EHIRTS
monitor(ZCephMEE T —/\—E U TIESNIE /) — RICA A =)L &, osdDIERTIREE
EERZ1TD

3.adminz1 > A ~=)L93D

S ceph-deploy admin (workerl) (worker2) (worker3)

TITS—REDXFHNRNGE, ONX RAERICHERT L&D
CDIFRT. ZosdER Y —/\—Tcephd~ > RONFIATIEE LR D

4, managerz-{ > A M—=)L9 3

S ceph-deploy mgr create (workerl)

TITS—RREDXFINRNGE, O RAEECHR T UEEHIRTS
51, Ceph mgr Node TE &S\ B o /eimE. CCTIEEUL/ZNode TERITT D

63
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2.3 1BM API Connect

||
INIH
"

M

Cephz&Worker NodelZ-1 > X k—JL(Master Node)

E17/5(Master Node)

$ ceph-deploy install ——release luminous worker1 worker2 worker3
R I:PH]% ——

[worker3] [INFO ] Running command: sudo ceph ——version

[worker3] [DEBUG ] ceph version 12.2.7 (3ec878d1e53elaeb47a9f619¢c49d9e7c0aa384d5)
luminous (stable)

$ ceph-deploy mon create-initial
R EPH]% ——

[ceph_deploy. gatherkeys] [INFO ] Storing ceph. bootstrap-rgw. keyring
[ceph_deploy. gatherkeys] [INFO ] Destroy temp directory /tmp/tmp3udk6H

$ ceph—-deploy admin worker1 worker2 worker3
—— EI:'EH% —

[worker3] [DEBUG ] detect machine type
[worker3] [DEBUG ] write cluster configuration to /etc/ceph/{cluster}. conf

$ ceph-deploy mgr create worker1
— EF'H]% —

[worker1] [INFO ] Running command: sudo systemctl| start ceph-mgr@worker1
[worker1] [INFO ] Running command: sudo systemct!| enable ceph. target
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i
i

-

£ Worker NodelCOSDZ{ERk(Master Node)

1. &Woker NodelCOSDZ=/ERT D

$ ceph-deploy osd create --data (workerl [Z#E#z &4 TIVBT17 X 2D/ ¥.X) (workerl)
$ ceph-deploy osd create --data (worker2 [Z#E#z &4 TIVBT17 R 2D/ ¥.X) (worker2)
$ ceph-deploy osd create --data (worker3/Z#Z#z &4 TIVBT17 R 2D/ ¥.X) (worker3)

OSD(Object Stoarge Daemon)(&. T+ X I(CT—FZ&HNT DTzsbDDaemon
1DDFT 4 ADCDE, 1DOTOTLIANNEEIRD
BRI TIE3DDNodelC3DDT 4 RIOZEREL. TNENEISAFITUTHRAETS

[Host (Worker Node) is now ready for osd use. |
ERRSNIEZE. N RAERISE T U YT D
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73 1BM API Connect

£ Worker NodelCOSDZ{ERk(Master Node)

E17/5(Master Node)

$ ceph-deploy osd create ——data /dev/xvde worker1
R ':F'EH% ——

[worker1] [INFO ] Running command: sudo /usr/bin/ceph ——cluster=ceph osd stat —
format=json

[ceph_deploy. osd] [DEBUG ] Host worker1 is now ready for osd use.

$ ceph-deploy osd create ——data /dev/xvde worker?2
R EPH]% ——

[worker2] [INFO ] Running command: sudo /usr/bin/ceph ——cluster=ceph osd stat —
format=json

[ceph_deploy. osd] [DEBUG ] Host worker?2 is now ready for osd use.

$ ceph-deploy osd create ——data /dev/xvde worker3
—— EI:'EH% —

[worker3] [INFO ] Running command: sudo /usr/bin/ceph ——cluster=ceph osd stat —
format=json

[ceph_deploy. osd] [DEBUG ] Host worker3 is now ready for osd use.
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67

CephdDixEhtEs2(Master Node)

1. NLVAFTWVD

S ssh (worker1) sudo ceph health

[HEALTH_OK ]
ERRSNITHE. CephDtzy b7y ITHIER(CKRT LIz EHIEIT S
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IBM APl Connect

CephdDixENESZ (Master Node)

$ ssh worker1 sudo ceph health
HEALTH_OK

E17/5(Master Node)
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£23 1BM API Connect

kubernetesd®2 =545 — - tzw K7W
Q 85I
o Master Node. Worker NodeZNZN(Ckubectl A< > REFTI—H—HYERRKESNTWDZ
-

O kubectl Y > RETI—H —(CsudoDigERMNH D &

0 kubeadm <Y > R&EZE1T9 BMaster Nodeh S Worker NodelCkubectl ¥ > RETIL—
H—T)\RXD— RIQAUSSHIZEG W BIgE TH D &

o kubeadm~<> REZFEITI BMaster NodelZ Tkubeadm] OAY> R h—JLENT
Wa2&

o kubeadm~<> REZFEITI BMaster NodelZ Thelm] OV R X h—=J)LENTLD
&

o (NICH' 2Dl kLdpB1%5E)Master Node. Worker Node®NE&NdD [/etc/hosts] (C. BE
dDkubernetes®_/ — REIBETHA I BIPERA REDRIZHEEEH INTULND &

o REW Tldkubernetes 1.12.3%FIFHLTL\D
o AERIT(Fhelm 2.12.0%xFIFHLTWLD

o ARER TlIkubernetesdxryw NDJ—20T 504> & L TCalico 3.3=FHLTLSD
o RER TlIkubectlZE{T1—HY—&UTK8s adminI—HY—%=FIHLTULS
BF(CEEENARVPED,. OY > R(Fk8s adminTHEITLTLSD
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IBM API Connect

kubernetes= >4 1 LAIRIEDREZE2

Q kubernetes®2 = X4

3 AV AV

A>FFA—HTRARL—2 3>

AT L kubernetes

:I\ — /—igi:::

XNICH 2D U EHDHE

& Worker Node®/etc/hosts|Z

(Worker Node®IP)  (Worker NodeD7RRR4)
b9 S

os

Worker Node x3

—

:

kubernetes

g"docker

XNICH 2D LU EHDEE

Master Node®/etc/hosts|Z

(Master Node®IP)  (Master NodeD7RR %)
- (Sp U IS)

Master Node

OMaster NodeTTkubeadm initJ~<> K%

—_/—

£1T

L. SR —2{ErT B,
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D

A
|
“

Master Node®tzw k77w 7' (Master Node)

1. k8sZz1 > AK—=ILTD

$ sudo kubeadm init --apiserver-advertise-address=(Master Node®DIP7 KL X) --pod-
network-cidr=192.168.0.0/16

S mkdir -p SHOME/ .kube

S sudo cp -i /etc/kubernetes/admin.conf SHOME/ .kube/config

S sudo chown $(id -u):S(id -g) SHOME/.kube/config

v ND—0TF 504 > (CCalicoxFIBT DiHE.
--pod-network-cidri& [192.168.0.0/16] ZiEE I D

['Your kubernetes master has initialized successfully! |
ERRSNIEHBE. ON RAEBCETUREHIIT S

[kubeadm init] BNIEEERTETRRENSD [kubeadm join ~1 HSiaFE BXFI(I.
Worker Node®DtzY b7V I THRIIZH. FELTHZE
H—){—(CNICH 2 DU EHB5E. kubeadmION> RIFFTIAIBNTTF IAIL S - =D A
MIEENTULVBNICEZKkubernetesd /) — REHEE(CFIHT 3B
FIAILES - =IO AMMFEESNTURUVLINICZ ) — RETEE(CFHIALUEVLEES(E. &Y —/(—
d [/etc/hosts] ([CFIAAUZVINICICHEESNTUWBIPZ RLAEBBDRA hNEZEEEH T DdINE
72 (DNSZFIAUTWSIZETHERLH)
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il

[
I
"

M

Master Nodedtzw k77w J(Master Node)

E17/5(Master Node)

$ cat /etc/hosts

——— hER —
10.193.32. 164 master. apitechsalesjp. com master

$ sudo kubeadm init ——apiserver—advertise-address=10. 193. 32. 164 ——pod-network-
cidr=192.168.0.0/16

11204 18:05:12. 760065 23067 version. go:236] remote version is much newer:
v1.13.0;falling back to: stable-1.12

[init] using kubernetes version: v1.12.3

—— EIJH% —

Your kubernetes master has initialized successfully!

— EF'H% —

You can now join any number of machines by running the following on each node
as root:

kubeadm join 10.193.32. 164:6443 —token xatvg9. nOffnlkcwdaebpvl ——discovery-
token—-ca—cert-hash

sha256:b954d006a02/6cd3656543db5T981881d635/1419a8379bb669 /¢ 70bc8bc/82¢

MmN ZRELTHZ L
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7} 1BM API Connect

&

Master Node®tzw k77w 7' (Master Node)

$ mkdir —p $HOME/. kube

$ sudo cp -i /etc/kubernetes/admin. conf $HOME/. kube/config
$ sudo chown $(id -u) :$(id —g) $HOME/. kube/config

E17/5(Master Node)
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75

Master NodeD#F@iEs2(Master Node)

1. NodeDHE:R

S kubectl get nodes

Master NodeMER SN TWBC &E=MERT D

COREATIERY ND—0T S0 2 hMERR SN TULVRLZ8D, STATUSIZ [NotReadyl &72o T

LD
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#23 1BM API Connect

Master NodeD#F@iEs2(Master Node)

E17/5(Master Node)
$ kubect!| get nodes
NAME STATUS ROLES AGE VERSION
master NotReady master 2m39s v1.12.3
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£23 1BM API Connect

kubernetes= >4 LAIRIEOREEE3
QXY ND—DOTS5TA4>DA1> A =)L

78

AT A

A>5FFA—HSRARL—2 3>

kubernetes

j N~ — /—igi::z
,/T7'fj_§§§1fr,ﬁijﬁ.‘!!I".(j<)<:l<€er7 ‘

OS

Worker Node %3

xy ND—=0TST4>

4;;% PROJECT

CALICO

kubernetes

& docker

]

Master

Node

@AY RTA>AH—FRY b5
calicoBdi#Eyamlz45 o> 00— R9
50

| QWECIHU TyamIZ{BIET B,

®kubeadm applyI~¥> RT#&
NodeEIDBIETEDLDICT B,
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iy

XY ND—0T504>dDtw hJ7w T (Master Node)

1. Calicoz 1> A h—=)L9d3D

S curl https://docs.projectcalico.org/v3.3/getting-
started/kubernetes/installation/hosted/etcd.yaml -O

S curl https://docs.projectcalico.org/v3.3/getting-started/kubernetes/installation/rbac.yaml -
@)

S curl https://docs.projectcalico.org/v3.3/getting-
started/kubernetes/installation/hosted/calico.yaml| -O

S vim calico.yaml

S kubectl apply -f etcd.yaml

S kubectl apply -f rbac.yaml

S kubectl apply -f calico.yaml

[ ~~~ created|
ERRSNEHZE. OV RAEEICHK T UIREHIMT S
H—){—(CNICH'2DB tHBi5E. CalicoldT IAIISTTIAILL - F— DA
MI5EZ=NTULBNICZCalicod /) — REBBE(CHIFET S
FIAILES « = RO TAHMMFEETNTURUVLNICZ ) — REEE(CFIA LIELEE(E.
[kubectl apply] N> RZZEh9 DaEllCcalico.yamlIZ{ZEIET DENHD D
EIEEFR ZRR—LBURR (e8I D
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Z23 1BM API Connect

2y ND—=0TS504>dDtw k77w T (Master Node)

E17/5(Master Node)

— curlavwy FIX&EK —

$ vim calico. yam|

$ kubect!| apply -f etcd. yaml

daemonset. extensions/cal ico—etcd created

service/cal ico—etcd created

$ kubect!| apply —f rbac. yaml

clusterrole. rbac. authorization. k8s. io/cal ico-kube-control lers created
clusterrolebinding. rbac. authorization. k8s. io/cal ico-kube-control lers created
clusterrole. rbac. authorization. k8s. io/cal ico—node created
clusterrolebinding. rbac. authorization. k8s. io/cal ico—node created

$ kubect!| apply -f calico. yaml

configmap/cal ico—config created

secret/cal ico—etcd-secrets created

daemonset. extensions/cal ico—node created

serviceaccount/cal ico—node created

deployment. extensions/cal ico—kube—control lers created
serviceaccount/cal ico—kube—-control lers created
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Z7) 1BM API Connect

XY ND—0T504>Dtw hJ7w T (Master Node)
{E1F Ufzcalico.yaml(#) yaml I 7 ()L

# Calico Version v3.3.2
# https://docs. projectcalico. org/v3. 3/releases#v3. 3. 2
# This manifest includes the following component versions:

Il
|

"II
b

—- B —

# Auto-detect the BGP IP address.
- name: IP
value: “autodetect”
# Valid IP address on interface ethO, ethl, eth2 etc.
— name: IP_AUTODETECTION_METHOD
value: “interface=eth0”
# Enable IPIP
— name: CALICO_IPV4POOL_IPIP
value: “Always”

— LITBE —

IRFEB D ZIBET
valuegbs3(C/ — FEBETHIFAUZULNICA > A —TJ 1T —RX&GZELH T D
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/3 1BM API Connect

RV NDO—DOT 504 > OBMEEsR(Master Node)

82

1. PodODHESR

S kubectl get pods --all-namespaces

IR TDPodH [Runningl &> TULDIHS

Wrule&sdimg s
2. NodeDHEsR

R ND—=OTFS504> 0ty KW ITHIESIIC

S kubectl get nodes

MIEECRTUZEHIIT D

Master Node®DSTATUSH' [Ready] &> TWLWBIFE. R NDO—0T504>0ty 87w
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£23 1BM API Connect

Y ND—=0T S04 > DOguEESR (Master Node)

E17/5(Master Node)

$ kubect!| get pods ——al |-namespaces

NAMESPACE NAME READY
AGE

kube-system calico—etcd-58n8c 1/1
kube-system calico-kube-controllers—85¢f9¢8b79-5k4h2 1/1
kube-system calico—-node-n7466 2/2
kube-system coredns-576¢cbf4/c/-5swecf 1/1
kube-system coredns-576¢cbf4/c/-nved ] 1/1
kube-system etcd-master 1/1
kube-system kube-apiserver—-master 1/1
kube-system kube-control ler-manager—-master 1/1
kube-system  kube—proxy-4ftd4 1/1
kube-system kube-scheduler—-master 1/1

$ kubect!| get nodes
NAME STATUS  ROLES AGE  VERSION
master Ready master 15m v1.12.3

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS

0 63s
18s
18s
12m
12m
63s
64s
64s
12m
59s

OO OO OO ONMNO
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2 IBM API Connect

kubernetes> >4 1 ARIEDIEEA4

O Worker Nodedhtzw k77w

1
A>FFA—IARL—2 3> XNICH2 DLl L HBIBE
A5/ & Worker Node®/etc/hosts|Z
kubernetes (Worker Node®IP)  (Worker Node D7 ~4)
7 FEITIRIE EEBT S
- docker ,
1
A
/Ig Worker Node %3 I
=% MNICH 2D L LHBIHE
} X -@- Master Node®/etc/hosts[Z
kubernetes (Méagter Node®IP) (Master NodeD =R R4)
~ ke 3
& docker
|
Master Node

AOY> RT&Worker NodeZ SRS —(CEMEE B,
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||
N

I
Il
-l
“II
5

Worker NodedDtzw k77w 7' (Worker Node)

1. DS RA—(CEMTD

$ sudo (ZEH[IZMaster Node Tl kubeadm init ]l A< FZEETLIBIZR RSN O UR)
FEI DI RNTDWorker Node TEITI D
EKEROITY> R(Z
sudo kubeadm join (Master Node®IP” R L X):6443 --token (5 >4 ITdXXF51)
--discovery-token-ca-cert-hash sha256(= >4 A F5))
DEDBFEREIRD

[ This node has joined the cluster: |
ERRSNEHBE. ONRAEBICETURE YT S
H—){—(CNICH' 2D EH Bi5E. kubeadmIX > RIFFTIAILNTT IAILES - HF— DA
MIEENTULBNICEZKkubernetesd ) — REHEE(CFIHET B
FIAIE « = I TAHMFTESTNTULRLVINICEZ ) — REBEE(CFHABLIEVLESE. &Y —/(—
d [/etc/hosts] ([CFIAUZVINICICHEESNTUWBIPZ RLAEBBD/RA hNEZEH T INE
72 (DNSZFIAUTWSIZATHELH)
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43 IBM API Connect

Worker NodedDtzw k77w 7' (Worker Node)

£17151(Worker Node)

$ cat /etc/hosts

R ':F'EH% ——
10.193.32. 169 worker1. apitechsalesjp. com worker1

$ sudo kubeadm join 10.193.32. 164:6443 ——token xatvg9. nOffnlkcwdaebpvl ——discovery-
token—-ca-cert-hash
sha256:b954d006a0276cd3656543db5f981881d63571419a8379bb6697¢70bc8bc782¢

[preflight] running pre—flight checks
S EPH% e

This node has joined the cluster:
* Certificate signing request was sent to apiserver and a response was received.

* The Kubelet was informed of the new secure connection details.

Run "kubect!| get nodes’ on the master to see this node join the cluster.
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A
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TN

&

2%} 1BM API Connect

Worker NodeD#& &t (Master Node)
1. NodeDHE:?.

(5710

S kubectl get nodes

Worker NodehMEBIIESN TR & =R T D
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£23 1BM API Connect

Myl
"Eil"

[
I
"

M

Worker NodeD#& &t (Master Node)

E17/5(Master Node)

$ kubect!| get nodes

NAME STATUS  ROLES
master Ready master
worker1  Ready <none>,
worker2  Ready <none>
worker3  Ready <none>

AGE
20m
14m
13m
12m

VERSION
vl.12.3
vl.12.3
vl.12.3
vl.12.3
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£23 1BM API Connect

kubernetes= >4 LAIRIEDOREEES

Q corednsD{E1E

AT FA-TANL—23>
I o

kubernetes ‘

j ~7 '_._V_iEit -I
T FERITRIR i!!l"'(5()<:F<€9r7 N )

uf
& os
54
I
=

Worker Node x3

7 8
ubernetes
" \
& docker )
.

Master Node

Dcoredns®podZ(EIE L. & — RAIMIBDDNSZESIBEIEE(C T B,

91
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45 1BM API Connect

92

corednsdfE1E (Master Node)

1. corednsDE%TEMHESD

S kubectl get configmap coredns -n kube-system -o yaml > ./coredns.yaml

kubernetesT(INodefDBIEDZFIFFRZ I Dlcsb(Ccoredns&EWVNDHEEEZFIAA L TL\D
corednsTI(ET T 4 JL hTkubernetesh' i@ L CL\BdH—/\—D [/etc/resolv.conf] =SB L

FIFA U TWBHSE(IEIRINEIDNSESB I B LS (IEIET D
2. coredns.yaml|J 7 1 JLDimE&E

S vim ./coredns.yaml

corednsDiSE T 7 1 ILZBIEL. AERTAPI Connectt—/\—(CHIAALTULD RAAL>DIBE

(CHMEBDNSZ SR I DR EZEN T D
3. coredns.yam|J 7 1 )LMDiE. HEER

S kubectl apply -f ./coredns.yaml
S kubectl describe configmap -n kube-system coredns

BEAZBECcorednsDETEZER T DCET, BHSNTULWB S EZHEIRIT D

© 2019 IBM Corporation



93
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Il
“II
5

corednsD{E1E (Master Node)

E17/5(Master Node)

$ kubect!| get configmap coredns —n kube-system -o yaml > ./coredns. yaml
$ vim coredns. yaml

$ kubect!| apply -f . /coredns. yam|
configmap/coredns configured

$ kubect!| describe configmap —n kube-system coredns
—— g —
apitechsalesjp. com:53 {

errors

proxy . 10.193.32. 164

cache 30

| oop

reload
J
—- LITFHE -
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£7%3 1BM API Connect

Myl
"Eil"

[
I
"

M

corednsD{E1E (Master Node)
{&1E U7=coredns.yaml(f)

yam|J 7 1)L

apiVersion: vl
kind: ConfigMap
metadata:

name: coredns

namespace: kube-system
data:

Corefile: |
(API Gonnect THRIAT D KA A )53 |
errors
proxy . (DNSH—/\—®DIP7 KL R)
cache 30
loop
reload

}

.53 |
— LT —-

INFaP 2 IBET

API ConnectTHIFE T3 RXA>MSMDDNSYU TR MR IEZEIC. (DNSH—/\—DIPF7 RL-X)
T UZIPODNSICUAS AL hT D, EVLWDETEICRDTWLD
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£23 1BM API Connect

kubernetes= > 41 LAIRIEDREZEE6
QXL —>0ty PV

A5 FA—GTANL—23> @
{({y\ S AT kuber.netes
4 Vi
ﬁ > # 0> @
7
=

Worker Node x3 I

ISFFA—TAR -2 3>
) S5 ot

I\ kubernetes

A2 FERTIRIR & docker

Master Node

DY > RTCeph%Persistent Volume& U TERKR T 3.

96
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y‘ég} IBM API Connect IEE

AL =2ty 877w T (Master Node)

1. API ConnectFidDnamespaceZz{Epk 9 D

S kubectl create namespace apiconnect

2. rbd-provisionerFADHER Z/ERK I B

S kubectl create clusterrolebinding add-on-cluster-admin --clusterrole=cluster-admin --
serviceaccount=apiconnect:default

3. rbd-provisionerzf > XA =)L 93D
S kubectl apply -n apiconnect -f ./StorageRBAC.yaml|
S kubectl get pods -| app=rbd-provisioner -n apiconnect

kubernetesizii & Ceph X b —2Z BT T D128 (C. rbd-provisionerBMwE (Cid
rbd-provisioner@podMERK SN TLWND Z & ZHERT D
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7% 1BM API Connect

[j]
Il

ll
M
|

LY
I

AL =2ty 877w T (Master Node)

E17/5(Master Node)

$ kubect!| create namespace apiconnect

namespace/apiconnect created

$ kubect!| create clusterrolebinding add-on-cluster-admin ——clusterrole=cluster-
admin —serviceaccount=apiconnect:default
clusterrolebinding. rbac. authorization. k8s. io/add-on-cluster-admin created
$ kubect!| apply -n apiconnect -f ./StorageRBAC. yam|

clusterrole. rbac. authorization. k8s. io/rbd-provisioner created
clusterrolebinding. rbac. authorization. k8s. io/rbd-provisioner created
role. rbac. authorization. k8s. io/rbd-provisioner created

rolebinding. rbac. authorization. k8s. io/rbd-provisioner created
serviceaccount/rbd-provisioner created

deployment. extensions/rbd-provisioner created

$ kubect!| get pods -1 app=rbd-provisioner —n apiconnect

NAME READY  STATUS RESTARTS  AGE
rbd-provisioner-5d6b9c6b89-4c655 1/1 Running O 66s
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IBM APl Connect

AL —=20Dtzw 77w T (Master Node)
YERK U T=StorageRBAC.yamI (1)

yamlJ71JL

kind: ClusterRole
apiVersion: rbac. authorization. k8s. io/vibetal
metadata:
name: rbd-provisioner
namespace: apiconnect
rules:
- apiGroups: [“”]
resources: [“persistentvolumes”]
verbs: [“get”, “list”, “watch”, “create”
- apiGroups: ["”]
resources: [“persistentvolumeclaims”]
verbs: [“get”, “list”, “watch”, “update”]
- apiGroups: [“storage. k8s. i0”]
resources: [“storageclasses”]
verbs: [“get”, “list”, “watch”]
- apiGroups: [""]

“delete”]

resources: [“events”]
verbs: [“list”, “watch”, “create”, “update”
“patch”]
- apiGroups: [""]
resources: [“services”]
resourceNames: [“kube-dns”]

verbs: [“list”, “get”]

kind: ClusterRoleBinding
apiVersion: rbac. authorization. k8s. io/v1ibetal
metadata:
name: rbd-provisioner
namespace: apiconnect
roleRef:
apiGroup: rbac. authorization. k8s. io

kind: ClusterRole
name: rbd-provisioner
subjects:
- kind: ServiceAccount
name: default
namespace: apiconnect

apiVersion: rbac. authorization. k8s. io/v1ibetal
kind: Role
metadata:

name: rbd-provisioner

namespace: apiconnect

rules:
- apiGroups: [7”]
resources: [“secrets”]

verbs: [“get”]

apiVersion: rbac. authorization. k8s. io/vl
kind: RoleBinding
metadata:
name: rbd-provisioner
roleRef:
apiGroup: rbac. authorization. k8s. io
kind: Role
name: rbd-provisioner
subjects:
- kind: ServiceAccount
name: default
namespace: apiconnect

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: rbd-provisioner
spec:
replicas: 1
strategy:
type: Recreate
template:
metadata:
labels:
app: rbd-provisioner
spec:
containers:
- name: rbd-provisioner

image: “quay. io/external_storage/rbd-

provisioner:|latest”
env:
- name: PROVISIONER_NAME
value: ceph. com/rbd

kubernetesizii & Ceph X L —Z 4845 1T D 1zs8bDrbd-provisionerd 7 O A ERZEEZ L TUL\D

namespace(CAPI Connect CHIA I dNameSpaceZ1EFE I D&
rbd-provisionerd/\—=3 > (%, FRFT/RUIEIimageTIEET D

AENTI(E, latest(v2.1.1-k8s1.11) TEMEHERRL TL\D
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100

AL —=mtY bJ7w T (Ceph mgr Node)

4. API ConnectEHOTJ OV IR ML —2% BT D

$ sudo ceph --cluster ceph osd pool create apic-pool (pgH 4 X) (pgp P4 X)
S sudo ceph osd pool application enable apic-pool rbd

apic-pool@pgt-1 X, pgpH-rXld. BRIEBEOASTEICLO>TEEITD
[&E &R} A preselection of pg_num]
http://docs.ceph.com/docs/luminous/rados/operations/placement-groups/

5. ceph-secret-kube FBD#EZERK I D

S sudo ceph --cluster ceph auth get-or-create client.kube mon 'allow r' osd 'allow rwx
pool=apic-pool’
S sudo ceph --cluster ceph auth get-key client.kube

auth get-key client.kube TRRSNIZHEIFIAT Sz, FELTHELZ L
f2(XCeph&kubernetesIDEEICFIAENS

6. ceph-secretFHDEZ/ERR T D

S sudo ceph --cluster ceph auth get-key client.admin

RRSNIZHSEFBITBIEH. RELTHLZLE
##(&Ceph&kubernetesfElDiEE (BXE) ([CFIAENS
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£} 1BM API Connect

AL —=mtY 577w T (Ceph mgr Node)

E17/1(Ceph mgr Node)

$ sudo ceph ——cluster ceph osd pool create apic—pool 128 128
pool "apic-pool’ created

$ sudo ceph osd pool application enable apic-pool rbd
enabled application ‘rbd” on pool ‘apic—pool’

$ sudo ceph ——cluster ceph auth get-or—create client. kube mon
rwx pool=apic—pool’
[client. kube]

key = AQBubA9cf10jHhAAIZLXkaz8K jypsTbDRRRP3w==
$ sudo ceph ——cluster ceph auth get-key client. kube
AQBubA9cf10jHhAA|ZLXkaz8K jyps TbDRRRP3w==

$ sudo ceph ——cluster ceph auth get-key client. admin
AQAFKAZcZXZMFhAAGafeefTT76NT i rerngQXwQ==

"allow r' osd "allow

101
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23 1BM API Connect

AL =2ty 877w T (Master Node)

7. ANL—HOBZETRI D

S kubectl create secret generic ceph-secret-kube ¥
--type="ceph.com/rbd" ¥
--from-literal=key=‘(ceph-secret-kube FA )" ¥
--namespace=apiconnect

S kubectl create secret generic ceph-secret ¥
--type="ceph.com/rbd" ¥

--from-literal=key=(ceph-secret FH D ##)" ¥
--namespace=apiconnect

[ ~~~ created]
ERRSNIEIHE., OXRANERCHKR T UEEHIRT S
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% 1BM API Connect

AL =2ty 877w T (Master Node)

$ kubect!| create secret generic ceph-secret—kube ¥
——type="ceph. com/rbd” ¥

——namespace=ap i connect

——type="ceph. com/rbd” ¥

$ kubect!| create secret generic ceph-secret ¥

——namespace=ap i connect

IFaP D (CRE UIEHZERT 5

E17/5(Master Node)
——from-Iliteral=key="AQBubA9cf10jHhAAIZLXkaz8K jypsTbDRRRP3w=="¥
secret/ceph-secret-kube created

—from—1|iteral=key="AQAFKAZcZXZMFhAAGafeefTT76NT irerngQXwQ==" ¥
secret/ceph-secret created
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AL =2ty 877w T (Master Node)

8. kubernetes & CephZ #4735
S kubectl create -f ./StorageClass.yaml
[~~~ created]
EFRRSNEBZE. ON RABERCE T U EHItT B

104
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2%} 1BM API Connect

AL =2ty 877w T (Master Node)

$ kubect!| create -f . /StorageClass. yaml
storageclass. storage. k8s. io/apic-rbd created

E17/5(Master Node)
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AL —=20Dtzw 77w T (Master Node)
YERX U T=StorageClass.yaml ()

apiVersion: storage. k8s. io/v1
kind: StorageClass
metadata:
name: apic-rbd
provisioner: ceph. com/rbd
parameters:
monitors: (Ceph mgr Node®IP7 KL X) :6789
adminld: admin
adminSecretName: ceph-secret
adminSecretNamespace: apiconnect
pool: apic—pool
userld: kube
userSecretName: ceph-secret—-kube
userSecretNamespace: apiconnect
imageFormat: “2”
imageFeatures: layering

yamlJ71JL

IRF TR ULTznameH*API Connect THIF 9 dStorageClass & 743

adminSecretName. userSecretName(Z(EZ1ENceph-secretAAD## & ceph-secret-kube HD##EE
ZEEEIT D
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@ IBM API Connect T=ES

kubernetes= >4 1 AIRIEDREZE7

Q Docker Repositorydtzyw ~77w f

{({y\ kUtes -

2 03 st

/|9 Worker Node x3 !

;i{ Docker Regist

}\\ [% gistry @ J
Q‘docker

'

Master Node

®Docker RegistryZ/Em L. API Connectd/\— X1 A—ZZ{RETAJEE
(LT D,

108
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% 1BM API Connect I=S

A

o
v

Docker Repositorydtzw k77w 7 (Master Node)

;;,‘;
I
g

3

1. Docker Repository THIFB9 37« LU U —DERK

S sudo mkdir -p /var/opt/docker-registry/auth
S sudo mkdir -p /var/opt/docker-registry/data

API ConnectHDN—RX A A—IHRESTNDIH10GBEEDEZTEFEDH DI I 7 IV AT A
(CYER T D

2. Docker Repository(C 701 R T BTzsHD) AT — RDEETE

S sudo docker run ¥
--entrypoint htpasswd ¥
registry:2 -Bbn admin (/XA —K) > /var/opt/docker-registry/auth/htpasswd

3. Docker Repository(C 770179 BTZsbDIEREDESTE

S openssl req ¥
-newkey rsa:4096 -nodes -sha256 -keyout certs/domain.key ¥
-x509 -days 365 -out certs/domain.crt

Worker Nodeh S Docker Repository (7Ot BIHE. /\ XD — ROM(CSSLI? I ADIZsbD
SFEAEN W E(CTRD
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443 1BM API Connect

il

[
I
"

M

Docker Repositorydtzyw k77w ' (Master Node)

E17/5(Master Node)

$ sudo mkdir —p /var/opt/docker-registry/auth
$ sudo mkdir —p /var/opt/docker-registry/data
$ sudo docker run ¥
—entrypoint htpasswd ¥
registry:2 —-Bbn admin APIC1234! > /var/opt/docker-registry/auth/htpasswd
R EPH]% ——
Status: Downloaded newer image for registry:2
$ openss| req ¥
—newkey rsa:4096 —-nodes -sha256 -keyout certs/domain. key ¥
-x509 -days 365 -out certs/domain. crt
Generating a 4096 bit RSA private key
N EI:'EH% —
Country Name (2 letter code) [AU]:JP
State or Province Name (full name) [Some-State]:Tokyo
Local ity Name (eg, city) []:Hakozaki
Organization Name (eg, company) [Internet Widgits Pty Ltd]:ISE
Organizational Unit Name (eg, section) []:
Common Name (e.g. server FQDN or YOUR name) []: (Docker Repository®@IP7 KL X)
Emai|l Address []:root@master.apitechsalesjp. com

0 IRFER I TO> T RS EITIBIELTEA
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f:{; IBM API Connect T=Is

Docker Repositorydtzw k77w 7 (Master Node)

4. SLBAZEDACIE

S Is certs

S cat ./certs/domain.crt

S mkdir -p /etc/docker/certs.d/master.apitechsalesjp.com:5000

S sudo cp -p ./certs/domain.crt /etc/docker/certs.d/master.apitechsalesjp.com:5000/ca.crt

domain.crt7 7 -1 )LZ&Worker Node®
[ /etc/docker/certs.d/master.apitechsalesjp.com:5000 |
4L 2O KJ—(C lca.crt] J7AMILEUTERET D

5. Docker Repository(C/\ XD — RRRLTOT 1 > uJEEIC T BDEETE

S kubectl create secret docker-registry (Registry>>—2 L vh44) ¥
--docker-server=(Master Node D7k &X F44):5000 --docker-username=admin ¥
--docker-password=(/\A 7 —) --docker-email=(EA—JL 7KL X) ¥

-n apiconnect

API ConnectD1 > A M=) T BIRICHE(CIRD
Registry>—2o L v balTapicupdY > RZEFIAT BRICIBETDIDOTHRELTHEL L
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-l
il
.

Docker Repositorydtzyw k77w ' (Master Node)

E17/5(Master Node)

$ |Is certs
domain.crt domain. key
$ cat . /certs/domain.crt

MITF+jCCA+KgAwIBAg I JAOVWWT I 2Wso2MAOGCSqGS Ib3DAEBCWUAMIGRMQswCQYD
VOQGEwJKUDEOMAWGA1UECAWFVG9reW8xETAPBgNVBAcMCENha296YWtpMQwwCgYD
—— g —

dpJ1GAeuydxmks03sEgtL+HK1e+TaRsP2AhETFBMJCBU+fg0r02¢cxPk5xhdhDmNV
dI1t6S04uQxp | Z5563whWBppU6zn80G4AK6p2uZzG1TaBdchzCIcR3mW/4ST3Tw==

$ mkdir —p /etc/docker/certs. d/master. apitechsalesjp. com:5000

$ sudo cp -p . /certs/domain.crt ¥
/etc/docker/certs. d/master. apitechsalesjp. com:5000/ca. crt

$ kubect!| create secret docker-registry my-localreg-secret ¥
——docker—server=master. apitechsalesjp. com:5000 ——docker—username=admin ¥
—docker—password=AP1C1234! —docker—emai l=root@master. apitechsalesjp. com ¥
-n apiconnect

secret/my-localreg-secret created

112
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IBM APl Connect

Docker Repositorydtzw k77w ' (Worker Node)

£17151(Worker Node)

$ mkdir —-p /etc/docker/certs. d/master. apitechsalesjp. com:5000
_ EPH]% R

$ |Is /etc/docker/certs. d/master. apitechsalesjp. com:5000
ca.crt

$ cat /etc/docker/certs. d/master. apitechsalesjp. com:5000/ca. crt

MITF+jCCA+KgAwIBAg I JAOVWWT I 2Ws02MAOGCSqGS Ib3DOQEBCWUAMIGRMQswCQYD
VOQGEwJKUDEOMAWGA1UECAWFVG9reW8xETAPBgNVBAcMCENha296YWtpMQwwCgYD
R EF'EH% ——

dpJ1GAeuydbxmks03sEgtL+HK1e+TaRsP2AhETFBMJCBU+fg0r02cxPk5xhdhDmNV
d[t6S04uQxp|Z25563whWBppU6zn80G4AK6p2uZzG1TaBdchzCIcR3mMW/4ST3Tw==
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IRFEB Tscp. sftp/d & TMaster Nodeddomain.crtz & Worker Nodel(C
/etc/docker/certs.d/master.apitechsalesjp.com:5000/ca.crt
sLTOIE—93C&
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K

Docker Repositorydtzw k77w 7 (Master Node)

6. Docker Repository 1> 53+ —DYERL

S sudo docker run -d ¥
-p 5000:5000 ¥
--restart=always ¥
--name registry ¥
-v /var/opt/docker-registry/auth:/auth ¥
-v /var/opt/docker-registry/data:/var/lib/registry ¥
-v ‘pwd/certs:/certs ¥
-e "REGISTRY_AUTH=htpasswd" ¥
-e "REGISTRY_AUTH_HTPASSWD_REALM=Registry Realm" ¥
-e REGISTRY_AUTH_HTPASSWD_PATH=/auth/htpasswd ¥
-e REGISTRY_HTTP_ADDR=0.0.0.0:5000 ¥
-e REGISTRY_HTTP_TLS_CERTIFICATE=/certs/domain.crt ¥
-e REGISTRY_HTTP_TLS_KEY=/certs/domain.key ¥
registry:2

W9 openssiIVY RERITUET ALY NV—TERTIDCE
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Docker Repositorydtzyw k77w ' (Master Node)

E17/5(Master Node)

$ sudo docker run -d ¥
—p 5000:5000 ¥
—restart=always ¥
—name registry ¥
—-v /var/opt/docker-registry/auth:/auth ¥
-v /var/opt/docker-registry/data:/var/lib/registry ¥
-v pwd /certs:/certs ¥
—e "REGISTRY_AUTH=htpasswd” ¥
—e “"REGISTRY_AUTH_HTPASSWD_REALM=Registry Realm” ¥
—e REGISTRY_AUTH_HTPASSWD_PATH=/auth/htpasswd ¥
—e REGISTRY_HTTP_ADDR=0. 0. 0. 0:5000 ¥
—e REGISTRY_HTTP_TLS_CERTIFICATE=/certs/domain.crt ¥
—e REGISTRY_HTTP_TLS_KEY=/certs/domain. key ¥
registry:2
e103aaa3e919e923369e5eed5f2e4bbe0e96844c7f9447b9aa22t491549379e0
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=

Docker Repository D @EiEzE(Z2Node)

1. Docker Repository > T3 —ADOT 1 &R

S sudo docker login (Docker RepositoryMD 7R A K44):5000 -u admin
Master Node. Worker Node3 RN T TEITU.

[Login Succeeded] &EFRRESNDZEZMHRT D
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%) 1BM API Connect

"II
b

Docker RepositoryDig@EiEE(Z2Node)

=1761(£Node)

$ sudo docker login master. apitechsalesjp. com:5000 —u admin
Password:

—- B —

Login Succeeded
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@ IBM API Connect T=ES

kubernetes= >4 1 AIRIEDREZES

A helm®@#EAERE. Ingressdtzw h77w

kb netes I
m

uf
2 | s ==
7
=

Worker Node x3

L @ “ [O»' Docker Registry
—
@'docker
| o I

Master Node

MOMaster NodeThelmd~ > R=FIAHBIEEC T D,

@IngressxB A9 B,
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“%3 1BM API Connect IEE

SV
v

helm®D#JHAz%E (Master Node)

1. helm®#IEA1L

S helm init --tiller-namespace apiconnect
Ingressd KTUPAPI Connect I /R—FR > RDEA (C(E. helmON > RAAME(CIRD

[Happy Helming! |
EFRRSNEBZES. O RBERCHER T U EHIET S
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Z23 1BM API Connect

helm®D¥JEAE%E (Master Node)

E17/5(Master Node)

$ helm init ——tiller—-namespace apiconnect
Creating /home/k8s_admin/. helm

Creating /home/k8s_admin/. helm/repository
Creating /home/k8s_admin/. helm/repository/cache
Creating /home/k8s_admin/. helm/repository/local
— EF'H% —

Tiller (the Helm server—-side component) has been installed into your kubernetes
Cluster.

Please note: by default, Tiller is deployed with an insecure "allow unauthenticated
users’ policy.

To prevent this, run "helm init with the —tiller-tls—-verify flag.

For more information on securing your installation see:

https://docs. helm. sh/using_helm/#secur ing-your-helm-instal lation

Happy Helming!
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Ingressdtzw k77w J(Master Node)

1. Ingress®-1 > A =)L

S helm install --name ingress -f ./nginx-ingress-values.yaml stable/nginx-ingress ¥
--namespace apiconnect --tiller-namespace apiconnect

API Connect > 7/R—3R> MNMIHEBD SR RIEEE T DT2HIC, IngressEiEB AT D

[The nginx-ingress controller has been installed. |
EFRRSNEZES. ON RBERCER T U EHIET S
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||
||:II:H
ity

M
L1}
I

Ingressdtzw k77w (Master Node)

E17/5(Master Node)

$ helm install ——name ingress -f ./nginx—ingress-values. yaml stable/nginx-ingress ¥
——namespace apiconnect —tiller—-namespace apiconnect

NAME : ingress

LAST DEPLOYED: Wed Dec 12 19:41:34 2018

NAMESPACE : apiconnect

STATUS: DEPLOYED

—_—— I:IJH% S

NOTES:
The nginx—ingress controller has been installed.

[t may take a few minutes for the LoadBalancer IP to be available.
— LITFRE —
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IBM APl Connect

IngressdDtzw 77w ' (Master Node)

YR L 7=nginx-ingress-values.yaml () yaml o7 (L

rbac:
create: “true”
control ler:
image :
repository: “quay. io/kubernetes—ingress—control ler/nginx-ingress—controller”
tag: “0.11.0”
daemonset:
useHostPort: false
name: controller
kind: DaemonSet
hostNetwork: true
extraArgs:
enable-ss|-passthrough: true
annotations—prefix: “ingress. kubernetes. io”
config:
proxy-body-size: “0”
server—name-hash-bucket-size: “64”
server—name-hash-max-size: “1024”
use-http2: “true”
proxy-buffering: “off”
log—format: ' { “@timestamp”: “$time_iso8601”, “@version”: “1”, “clientip”: “$remote_addr”, “tag”: “ingress”, “remote_user”: “$remote_user”, “bytes”: $bytes_sent
“duration”: $request_time, “status”: $status, “request”: “$request_uri”, “urlpath”: “$uri”, “urlquery”: “$args”, “method”: “$request_method”, “referer”:
“$http_referer”, “useragent”: “$http_user_agent”, “software”: “nginx”, “version”: “$nginx_version”, “host”: “$host”, “upstream”: “$upstream_addr”, “upstream-status”:
“$upstream_status” }’
hsts-max-age: “31536000”
ss|-protocols: “TLSv1.2”
ss|-prefer-server—ciphers: “True”
ssl-ciphers: “HIGH:!aNULL: !MD5”
server—tokens: “False”
main-snippets: ' load_module “modules/ngx_stream _module. so”
worker—-processes: “1”
worker—-rlimit-nofile: “65536”
worker—connections: “10240”
worker—-cpu-affinity: “auto”
worker-shutdown-timeout: “5m”
keepal ive: "32”

nginx-ingress-values.yaml(cB U T T DURLDvalues.yamIZEE (CIERR T D
[&ZZE&# :nginx-ingress)
124 https://github.com/helm/charts/tree/master/stable/nginx-ingress
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“%3 1BM API Connect

SV
v

IngressDiFEESS(Master Node)

1. IngressdhelmDiE::

S helm list --tiller-namespace apiconnect

Ingressdhelm/\w o —hEI L CLVD Z =R T D

2. Ingress®MPodhE:%

S kubectl get pods -n apiconnect -o wide

Ingress(CB 9 BPodHh&Worker NodeT [Running] ERDTWBRC EZMERT D
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i

I

IngressDBENEE (Master Node)

E17/5(Master Node)

$ helm list ——tiller—-namespace apiconnect

NAME REVISION UPDATED

CHART APP VERSION NAMESPACE

ingress 1 Wed Dec 12 19:41:34 2018

nginx—ingress—1.0. 1 0.21.0 apiconnect

$ kubect!| get pods -n apiconnect —-o wide

NAME

RESTARTS  AGE IP NODE NOMINATED NODE
ingress—nginx—ingress—control ler-sfgjl

14d 10. 193. 32. 160 worker3  <none>
ingress—nginx—ingress—control ler-t2vr8

14d 10. 193. 32. 169 worker1  <none>
ingress—nginx—ingress—control ler—zhmgm

14d 10.193. 32. 141 worker2  <none>
Ingress—nginx—ingress—default-backend-76cb88865d-7h4w9
14d 192.168.190.195 worker2 <none>

— LITH ——

STATUS

DEPLOYED

READY  STATUS

1/1
1/1
1/1
1/1

Running 0
Running 0
Running 0
Running 0
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£75 1BM API Connect

API Connectdbtzw k77w

Q BI1E
O apicupd~ > R&EZFEIT9 BMaster NodelC lapicup] OINX> RN X h—=)LENTL\S
&

o U FDOT 71 )L %Zfixcentral&EN S ERIICAY I >O— RU. Master Node EICEEEL TL\D
&

m management-images-kubernetes_Its_v2018.4.1.1.tgz
m analytics-images-kubernetes_Ilts_v2018.4.1.1.tgz
m portal-images-kubernetes_lts_v2018.4.1.1.tgz

O Management. Analytics. Portal. DataPowerGateway C18FE 9 & URLICDUL\T. DNS
THRRTEDE
m IngressDAtE =N fzNodeZIEET D

m RENT(EIngress(E&Worker NodelZER L TUL\D M. DNSTI(EWorker NodelZ3EE L TL\D
m EROABRETHRI IGEE. BI&O— RI\S>H—2HE L TC&Worker NodellHitD 9D
KORET DL
o KERITldkubernetes 1.12.3%FALTL\D
o KERITlZhelm 2.12.0ZFIHLTLS
o apicupd~ > RIEFIA I BAPI ConnectdD/\—=3 > (CHHEBD(RERT(X2018.4.1.1)
o RKERITldkubectlZ=1T

EZT1—HY—&EUTk8s admin1—Y—ZFALTLD
BFICEEENRVED. OY> RIiFk8s_adminTEITLTLS
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23 1BM API Connect =35

API Connectd\— XA X —=dD 77w JO— R(Master Node)

1. API ConnectdRX— X+ X —=7%Docker Repository(C77wv O— RT3
Scd (M A—DFREFELI=TALIRM—)

S sudo apicup registry-upload management ¥
management-images-kubernetes_Its v2018.4.1.1.tgz (Docker RepositoryM 7R A+ 44):5000

S sudo apicup registry-upload analytics ¥
analytics-images-kubernetes_lts v2018.4.1.1.tgz (Docker RepositoryM 7R A ~44):5000

S sudo apicup registry-upload portal ¥
portal-images-kubernetes_Its v2018.4.1.1.tgz (Docker RepositoryM 7R X +44):5000

2. Docker Repository DR
S curl -X GET https://(Docker Repository® 78X F44):5000/v2/_catalog -u admin:(/ YA —K)
EITHERROE N ERB T EEHERT D
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s

ll
Il
|

"II
b

API ConnectdO\— XA XA —=dD 77w JO— R(Master Node)
E17/5(Master Node)

$ cd /var/work/apiconnect/4.1.1
$ sudo apicup registry-upload management ¥
management—images—kubernetes |ts_v2018.4.1.1.tgz master. apitechsalesjp. com:5000
INFO[0000] Loading images into local docker (will take a while)
—— g —
$ sudo apicup registry-upload analytics ¥
analytics—images—kubernetes_|ts v2018.4.1.1. tgz master. apitechsalesjp. com:5000
INFO[0000] Loading images into local docker (will take a while)
—— g —
$ sudo apicup registry-upload portal ¥
portal-images—kubernetes |ts v2018.4.1.1. tgz master. apitechsales jp. com:5000
INFO[0000] Loading images into local docker (will take a while)
—— g —
$ curl =X GET https://master. apitechsalesjp. com:5000/v2/ catalog —u admin:APIc1234!
[“repositories”: [“analytics—client”, “analytics—-cronjobs”, “analytics-
ingestion”, “analytics—mg-kafka”, “analytics—mg-zookeeper”, “analytics-
proxy”, “analytics—storage”, “apim”, “busybox”, “cassandra”, “cassandra—heal th-
check”, “cassandra—operator”, “client—downl|oads-
server”, " juhu”, “ldap”, “lur”, “migration”, “openresty”, “portal-admin”, “portal-
db”, “portal-dbproxy”, “portal-job-alpine”, “portal-web”, “ui”]}
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% IBM API Connect TSRS

= AT
V)

A AR=IL - TS5 DVERK

Q Eai1%4E(Management)
AAN=)IL - TS &EMRT DHEIC. ULTFTDBRICDODWVWTSERIITRE T DNENHD

M-01. S+ EByamlIEEE 771 )L Bl KEMTEEELGL
B AT A R EEER T ARICHIATSI7MILBEIRET %, R

M-02. Ingress® 4~ fll: REF TITEELAEL
F2BA: IngressM 24 7, OpenShiftzF| A9 B ILrouteZ 5 €S 5,

M-03. E—F f5ll: standard

£288: ManagementDEAE—F , AFIRIE Tldstandardz:#RT %,

M-04. NameSpace f5ll: apiconnect

$%BA: ManagementZ 4> Ak—)L 3 BNameSpaceF g €T 5.
M-05. Registry f5]: master.apitechsalesjp.com:5000
ZHBA: APl Connect® 4 »*—<% 7w FO—KL1-Docker RepositoryZ1§E 3 %,

M-06. Registry-Secret f5: my-localreg-secret
#1BA: Docker Repository®D /N R —kZ &L f=Registry> —IL YR B ZEE T Do
M-07. Storage-Class f5ll: apic-rbd

B AL—2 Dy 7y T THELf-StorageClassZ 8 Ed %,
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£} 1BM API Connect TRM

A AR=IL - TS5 DVERK

Q Eai1%4E(Management)

ARA =)L - TSR T DEIC. UTDIERICDWVWTCHRITRET DHEN DD
M-08. platform-api {5: platform-api.apic2018mgmt.apitechsalesjp.com
G EEETONAT =TSV T+ —LRAITOREST APIZ IR T HURLEEE S S,

M-09. api-manager-ui {51: api-manager-ui.apic2018mgmt.apitechsalesjp.com
£%BA: APl Management GUIBDURLZEEET %,

M-10. cloud-admin-ui 5: cloud-admin-ui.apic2018mgmt.apitechsalesjp.com

£1BA: Cloud Management GUIFFDURLAFIEE T %,

M-11. consumer-api f5l: consumer-api.apic2018mgmt.apitechsalesjp.com
B 3222 —<—MITOREST APIZZ 9 HURLEIEE T 5.

M-12. Cassandra/\wo7v7H1—H— {5 bkup_usr

$%BA: Apache Cassandra® /Ay 97 v T &#RET DY —/N—IZT7 IR T5=bD1—H—%, &,
M-13. Cassandra/\wo 7 v T H/INZRT—F f5l: APIC1234!

#%BA: Apache Cassandra® /Ny 97 v T &#RE T DY —/N—IZT7 IR T 5I=DD/INRT—F, &,

M-14. Cassandra/\wJ 7 YT FERALA f5: master.apitechsalesjp.com

£BA: Apache Cassandra®/\wI 7 v 7 & RET Y —/I\—DHKAL, FE,
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133

A AR=IL - TS5 DVERK

Q Eai1%4E(Management)

A2AN=IL - TSR T DRIIC, UTOBIRICDOWVWTHERITRE T DHENDD

M-15. Cassandra/\wo 7 v &HR—k {51: 22

$%BA: Apache Cassandra® /Ay 97T &#RE T Y —/\—DSFTPOR—ILEE, FE,

M-16. Cassandra/\w& 7y 7Oka)L f1l: sftp

£%BA: Apache Cassandra®/\yo 7y 7 D=HDO T ORI, sftpFEf-[Lobjstore, FE.

M-17. Cassandra/\wo 7 v/ R
£2B8: Apache Cassandra®/\w o7 v T RET 2 H—/\—D/I\X, FE,

M-18. Cassandra/\wo 7y TR a—)L f:"00**1"

$%BA: Apache Cassandra® /Ny 97T &#{THRT T 21— )L (cronfE X D EER) . EE,
M-19. Cassandraigx K AE!)— f51: 8

£5BA: Apache CassandralZFIFHiSh 5 A€ —DEKXE(GB),

M-20. Cassandra? 5 X 42—} fl: 3

£BA: Apache Cassandra® 35X 4—MD#,

M-21. Cassandraih!)a—LH A X f5l: 64

#tBA: Apache CassandralZ#IF 9 5 R 12— LD YA X(GB), TTAMEREREAT,

f51: ivar/work/backups/cassandra-backup

© 2019 IBM Corporation



% 1BM API Connect TEIs

D

A2 A N=IL - TS DVERK

Q Eai1%4E(Management)
AAN=)L - TS &ERRT DREIC. LTFTDIBIRICDWVWTERIICRE T DRENSHD D

M-22. CRDD{ERK f5l: true

&%BA: CustomResourceDefinitions® B EI{Efk, falselZF HEFEERDBELH D,
M-23. 4} EiCassandrartk A~ f5l: REHTITIEELEL
ZBA: 44 EfApache CassandrazF|A3 A5 SICIEET 5, &,

M-24. SERAE Bl KEHTIEIEELGL

£RER: ManagementIZF| 9 SEERREEZFENTERLI=-ERICIETET 5. &
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#43 1BM API Connect I=S

A AR=IL - TS5 DVERK

O FEa1% E(Analytics)
AAR=IL - TS ZEHR T DRIC. UTDERICDOVWTERITRE T DRENHD
A-01. S+ EByamIEEE T 71 )L Bl KEMTEEELGL
B AT A R EEER T ARICHIATSI7MILBEIRET %, R
A-02. analytics-ingestion T R7RA > kD &7 {5 ingestion.apic2018analyt.apitechsalesjp.com
£RBA: AnalyticsIZH T3, T—FRNEDT-ODURLEIEET 5,
A-03. analytics-client T RRA 2 FD LRI {5: client.apic2018analyt.apitechsalesjp.com
£2BA: AnalyticsIZHE TS5, AT T —ARTD=ODURLEIEET %,
A-04. NameSpace f5ll: apiconnect

$RBA: AnalyticsZ 1 > Ah—JL 9 BSNameSpaceZEE T 5,
A-05. Registry f5]: master.apitechsalesjp.com:5000
ZHBA: APl Connect® 4 »*—<% 7w FO—KL1-Docker RepositoryZ1§E 3 %,

A-06. Registry-Secret f5: my-localreg-secret
#1BA: Docker Repository®D /N R —kZ &L f=Registry> —IL YR B ZEE T Do
A-07. Coordinatinggx K AE!)— f5l: 12

£588: CoodinatinglZFIFHSN 5 AE—DEKXE(GB),
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136

A AR=IL - TS5 DVERK

O FEa1% E(Analytics)

A2AN=IL - TSR T DRIIC, UTOBIRICDOWVWTHERITRE T DHENDD

A-08. H T T —2RARKAE!)— #l: 12
£28A: AnalyticsD T —2IZFI SN S AE—DEKXE(GB),
A-09. 2T —2RAR 1—LHAX #5l: 200
$HEA: Analytics®D T —RIZFIAT SR 2—LD YA X(GB),
A-10. PR RAZ—RARKAE!)— fil: 12
ZiRA: AnalyticsD T R A—IZFIASNHAE) —DRKE(GB),
A-11. R RA—AR1—LH (X l: 5
$HBA: Analytics® Y RA—IZFIRAT HR) 21— LDH A X(GB),
A-12. MessageQueue® F FB f5ll: false

£28A: Analytics® /81 FS5 4 > [“MessageQueueZF| A3 315 & (LtrueZIEET 5,

A-13. Storage-Class f5ll: apic-rbd
B AL—2 D Eyb 7y T THELf-StorageClass& 8 Ed %,
A-14. Elastic SearchFiStorage-Class f5ll: apic-rbd

#5BA: Elastic Search(ZFIAT SR —U M StorageClassEiEE 9 5.
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K ===

A2 A N=IL - TS DVERK

O FEa1% E(Analytics)
AA =)L TS24I BEIC. LTDBERICDODVWTERITRE T DRENDD

A-15. Message Queue fStorage-Class f5il: REHTIIIEELEGL
£28A: Message QueuelZFIHT 5 RAL— M StorageClassZi5E 9 %o

A-16. E—F fll: standard

#1RA: AnalyticsD 8 AE—F , KEFERIE Tldstandard%:EIRT 5,

A-17. Ingress# 4~ f5ll: REF TITEELEL
#2B8: IngressM 44 7, OpenShiftzFI A3 2k (LrouteZ#i5E T 5.

A-18. iEBAE Bl: REMTIFIEELEL

ERER: ManagementIZF| A9 SEERAEZFENTERLI=-ERICHETET 5. &
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% IBM API Connect e

A AR=IL - TS5 DVERK

Q SFi%E m(Portal)
AA =)L TS24I BEIC. LTDBERICDODVWTERITRE T DRENDD

P-01. portal-admin T R7RA > kD& Eil {5l: admin.apic2018ptl.apitechsalesjp.com
ZtEA: PortallZ& 115, R—2ILEEDGUICT IR T 5= DURLEIEET 5.

P-02. portal-www T R7RA > D4 il {51l www.apic2018ptl.apitechsalesjp.com
#tHA: Portalls& 114, R—RILEIEDGUIIZT V2R T 5= DURLEIEET 5.

P-03. NameSpace {51: apiconnect

FRBA: AnalyticsZ 4 > Ah—JL 9 SNameSpaceZ 8 E T 5,

P-04. Storage-Class f5ll: apic-rbd

B RL—2 D Eyh 7y T TIREL-StorageClass% 5 E 3 5.

P-05. Registry f5]: master.apitechsalesjp.com:5000
ZHBA: APl Connect® 4 »*—<% 7w FO—KL1-Docker RepositoryZ1§E 3 %,

P-06. Registry-Secret f5l: my-localreg-secret
#1BA: Docker Repository®D /N R —kZ &L f=Registry> —IL YR B ZEE T Do
P-07. Portal AR 2 — LY (X f5l: 5

e B PortallZF AT &R 1—LDHAX(GB),
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A AR=IL - TS5 DVERK

Q SFi%E m(Portal)

AAR=IL - TS ZEHR T DRIC. UTDERICDOVWTERITRE T DRENHD
P-08. Portal/\w 7y TR 21— LY (X f: 5
FBA: Portal D/ N\ 7 YT IZRIAT SR a—LDH A X(GB),
P-09. Portal 7 —2~—Z AR a—LH (X #l: 12
#iHR: Portal D 7T —RR—XIZFIAT 5 R 12— LD YA X(GB),
P-10. Portal 7 —4#~"—RA45 AR 1 —L YA X il 2
FiBA: Portal DT —AR—XOJ ZFIAY SR 12— LDH AL X(GB),
P-11. Portal a7+ —AR) 21— LY (X Bi: 1
#iHA: Portal D BB TH—IZHRAT 5K 21— LD YA X (GB),
P-12. E—F f5: standard
FiBA: Portal DB A E—K, AFIRIEE Tldstandardz:#IRT %,
P-13. Ingress# 4~ f: KEHTIEIEELEL
£2BA: IngressM 24 7, OpenShiftzF| 9 5 [LrouteZEET %,
P-14. Portal/ Ny 7 VT %R X L4 {5: master.apitechsalesjp.com
$EA: Portal DY A~/ \w o7 v TERET B H—/\—DRRAL4 , Object Storage D154 [FEndpoint/Region,
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A AR=IL - TS5 DVERK

Q SFi%E m(Portal)
AA =)L TS24I BEIC. LTDBERICDODVWTERITRE T DRENDD

P-15. Portal/\wo 7 v 7 %iR—bk 5. 22

EHR: PortalD Y A b \wHO T VT H# R ET B9 —/\—DSFTPDOR—rE S, Object StorageNIHFEITFE,
P-16. Portal/\vo7vTR1—H— 51: bkup_usr

FER: Portal DY A b\ I T7vTERET Y —/N\—ICT7 U ERTEH=HD1—H—4£,

P-17. Portal/\wo 7y TR/INRXT—K 51: AP1C1234!

R Portal DY A b\ I T7vTERET Y —/N\—ITT V2R T 51D /INRT—K,

P-18. Portal/\w9o 7y 7T/ R f5ll: lvar/work/backups/site-backup
FiBA: Portal DY A b7 v TERET Y —/N\—D/I X,

P-19. Portal/\wo7vZ77aLa)L f51: sftp

£RBA: Portald YA b/ Ny 7y T D=6 DT Ak, sftpFEt=Idobjstore,

P-20. Portal/ N\ 7Y TR 71— %l:"0 0 ** 1"

#HA: Portal YA b/ Ny o7y T EITIR 7T a—)L (cronfs X DER) .

P-21. FEEAE Bl: REMTIFEELGEL

., B8 Porall SRR AR EE M THMLIIBAISIRET 5, £5.
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% IBM API Connect TE1s

A AR=IL - TS5 DVERK

Q E/1# /@ (DataPowerGateway)
AAN=)IL - TS &EMRT DHEIC. ULTFTDBRICDODWVWTSERIITRE T DNENHD

G-01. S EfyamIERE I 71 )L f5il: KEH CIITIEELZL
HER: AT A R EEER T ABICFRATII7MIILBEEET D, FE,
G-02. DataPower GatewayH—/\—®MURL f5: gw.apic2018gwy.apitechsalesjp.com

£BER: DataPower Gateway—/\—IZ7 R T 5= DURLEFIEET 5.
G-03. DataPower GatewayH—/\—Director®URL f51: gwd.apic2018gwy.apitechsalesjp.com
£i8A: DataPower GatewayH—/\—DREFBEEDT=-HDURLEIEET b,

G-04. NameSpace f5]: apiconnect

auh

i#BH: Managementx 4 > Ab—JL 9 BNameSpaceZ g €T 5.

G-05. Registry . REHTIFHEELAL
£2E8: API Connect® A A—>% 77—k L1=Docker RepositoryZ15E 3 %,
G-06. Registry-Secret f: KEHTIEIEELEL

#1BA: Docker Repository®D /N R —kZ &L f=Registry> —IL YR B ZEE T Do
G-07. Image Repository f5]: ibomcom/datapower

£BA: DataPower® A *— ZBRi& L 1=Docker RepositoryZ=15E 9 5,
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'3 IBM API Connect rous

V)

&
)
N2

A2 A N=IL - TS DVERK

Q E/1# /@ (DataPowerGateway)
AAN=)IL - TS &EMRT DHEIC. ULTFTDBRICDODWVWTSERIITRE T DNENHD

G-08. Image Tag 51: 2018.4.1
ERBA: pull3-BDataPowerf A —D/N—23 6 ET 5,

G-09. Image Pull Policy f51: IfNotPresent
BRER: A A—TFpulld HRAESUTEHRTET o

G-10. Gateway® L 7)) h%k fl: 3

$iB8: DataPowerGatewaydD L ) HhDEEIRET 5.

G-11. Gateway i AKCPU f5l: 4

#iPA: DataPowerGateway|ZF| A 5CPUD R A {E (GB) ,

G-12. GatewayF sz K AE!)— f5l: 6

£5%88: DataPowerGatewaylZF| AN HAE!) —D xR KIE(GB),

G-13. Storage-Class f5ll: apic-rbd

B AL—2 D Eyb 7y T THELf-StorageClass& 8 Ed %,

G-14. vVEEE—F #l: false

£iBA: DataPowerGatewayZAPI| Connect Vo B E— K CigE 3 515 & [dtrueZ g E I 5,
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S

A
e
P —_—— =

A2 A N=IL - TS DVERK

Q E/1# /@ (DataPowerGateway)
AAN=)IL - TS &EMRT DHEIC. ULTFTDBRICDODWVWTSERIITRE T DNENHD

G-15. tmsDH %1t {6l true

#1AA: OAuth Token Management System®D & 1L, VEEME—F T MG S [TtrueZ1EE T D,
G-16. tmsDETF YT AN —TH A X #l: 10

E5BA: OAuth Token Management SystemIZF| A3 3R 2a—LDH A X (GB),

G-17. E—F f5ll: standard

£iBA: DataPowerGateway®D & A E—FK , AFEIRIE TldstandardzER T 5,

G-18. IngressZ A4~ f5l: ZEH TIIIEELAL

£2BA: IngressM 24 7, OpenShiftzF 9 5 [LrouteZ 8 ET %,

G-19. FEEAZE f5l: REHTIETIEELGL

£RBER: DataPowerGateway|ZFIFH 3 SBAE X FEITIERL -G B ICIEE T 5. &,
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%) 1BM API Connect

e

4> A =)L - O 10 bDfERk(Master Node)

1. API ConnectoO>x ha{ERN I D

$ mkdir (AT IRR)
Scd (FADTVRE)
S apicup init

O 10 NAISHERL T D API ConnectRIE (C(FIFICRZE LAY
apiconnect-up.ymIh"WEpgk SN TWBD C & ZHER T D
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#43 1BM API Connect IEn:

r

4> A =)L - O 10 bDfERk(Master Node)

E17/5(Master Node)

$ mkdir apic_yaml

$ cd apic_yaml
$ apicup init
$ Is

apiconnect-up. yml
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4 1BM API Connect

146

-1 > A =)L - yamlDO{ERk(Master Node)

1. Manager®D|Eikz AT D

S apicup subsys create mgmt management --k8s

S apicup subsys set mgmt mode=(M-03MD{i&)

S apicup subsys set mgmt namespace=(M-04 D)

S apicup subsys set mgmt registry=(M-05MD{E)

$ apicup subsys set mgmt registry-secret=(M-06 D {E)

$ apicup subsys set mgmt storage-class=(M-07 D1E)

S apicup subsys set mgmt platform-api=(M-08D{E)

$ apicup subsys set mgmt api-manager-ui=(M-09 D {E)

$ apicup subsys set mgmt cloud-admin-ui=(M-10MD &)

$ apicup subsys set mgmt consumer-api=(M-11MD1{E)

S apicup subsys set mgmt cassandra-backup-auth-user=(M-12D{E)
$ apicup subsys set mgmt cassandra-backup-auth-pass=(M-13MD &)
$ apicup subsys set mgmt cassandra-backup-host=(M-14MD{E)

$ apicup subsys set mgmt cassandra-backup-port=(M-150D{E)

$ apicup subsys set mgmt cassandra-backup-protocol=(M-16D1E)
$ apicup subsys set mgmt cassandra-backup-path=(M-17D{E)

$ apicup subsys set mgmt cassandra-backup-schedule=(M-18MD{&)
$ apicup subsys set mgmt cassandra-max-memory-gbh=(M-19M{&)
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) IBM APl Connect

e

-1 > A =)L - yamlDO{ERk(Master Node)

1. ManagerD|Eikz A9 D

$ apicup subsys set mgmt cassandra-cluster-size=(M-20D{i#)
$ apicup subsys set mgmt cassandra-volume-size-gb=(M-21MD1E)
$ apicup subsys set mgmt create-crd=(M-22MD{E)

OX > RANEERT URSE. B(ICHEDEFR0
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£} 1BM API Connect I=S

41 > A =)L - yamlDO{ER(Master Node)

E17/5(Master Node)

$ apicup subsys create mgmt management ——k8s

$ apicup subsys set mgmt mode=standard

$ apicup subsys set mgmt namespace=apiconnect

$ apicup subsys set mgmt registry=master. apitechsalesjp. com:5000

$ apicup subsys set mgmt registry-secret=my-localreg-secret

$ apicup subsys set mgmt storage-class=apic-rbd

$ apicup subsys set mgmt platform-api=platform-api.apic2018mgmt. apitechsalesjp. com
$ apicup subsys set mgmt api-manager—ui=api-manager-

ui.apic2018mgmt. apitechsalesjp. com

$ apicup subsys set mgmt cloud-admin-ui=cloud-admin-

ui.apic2018mgmt. apitechsales jp. com

$ apicup subsys set mgmt consumer—api=consumer-api.apic2018mgmt. apitechsalesjp. com
$ apicup subsys set mgmt cassandra-backup-auth-user=bkup_usr

$ apicup subsys set mgmt cassandra-backup-auth-pass=APIC1234!

$ apicup subsys set mgmt cassandra-backup-host=master. apitechsalesjp. com

$ apicup subsys set mgmt cassandra-backup—port=22

$ apicup subsys set mgmt cassandra-backup—protocol=sftp

$ apicup subsys set mgmt cassandra-backup—path=/var/work/backups/cassandra—backup
$ apicup subsys set mgmt cassandra-backup—schedule="0 0 * % 1”

$ apicup subsys set mgmt cassandra—-max—memory-gh=8
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23 1BM API Connect IERT

-1 > A =)L - yamlDO{ERk(Master Node)

E17/5(Master Node)

$ apicup subsys set mgmt cassandra—-cluster-size=3
$ apicup subsys set mgmt cassandra-volume-size-gh=64
$ apicup subsys set mgmt create-crd=true
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150

=

P
7'\9
A

41 1BM API Connect

"II
b

-1 > A =)L - yamlDO{ERk(Master Node)
2. ManagerD|g#h =R I D

S apicup subsys get mgmt --validate

ADUENEBIETH D 2RI DENTED
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773 1BM API Connect

41 > A =)L - yamID{ERk(Master Node)

E17/5(Master Node)
$ apicup subsys get mgmt —validate
kubernetes settings
Name Value
extra-values—file v
Ingress—type ingress v
mode standard v
namespace apiconnect v
— g —
Endpoints
Name Value
api—-manager-ui api—-manager—ui.apic2018mgmt. apitechsales jp.com ¢
cloud-admin-ui cloud-admin-ui. apic2018mgmt. apitechsales jp.com ¢
consumer-api consumer—api. apic2018mgmt. apitechsalesjp. com (4
platform-api platform-api. apic2018mgmt. apitechsalesjp. com (4
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% 1BM API Connect

VA,
NS

152

-1 > A =)L - yamlDO{ERk(Master Node)

3. AnalyticsDBHZ AT D

S apicup subsys create analyt analytics --k8s

$ apicup subsys set analyt analytics-ingestion=(A-02 D &)

$ apicup subsys set analyt analytics-client=(A-03MD1{E)

$ apicup subsys set analyt namespace=(A-04MD &)

S apicup subsys set analyt registry=(A-05MD{i&)

$ apicup subsys set analyt registry-secret=(A-06 M &)

S apicup subsys set analyt coordinating-max-memory-gb=(A-07D{E)
$ apicup subsys set analyt data-max-memory-gb=(A-08 D {i&)

$ apicup subsys set analyt data-storage-size-gb=(A-09M1{E)

$ apicup subsys set analyt master-max-memory-gb=(A-10MD1{&)
$ apicup subsys set analyt master-storage-size-gb=(A-11MD1E)
$ apicup subsys set analyt enable-message-queue=(A-12MD{i&)
$ apicup subsys set analyt storage-class=(A-13MD{E)

$ apicup subsys set analyt es-storage-class=(A-14MD{E)

$ apicup subsys set analyt mode=(A-16MD &)

OX > RNEERT UGS, B(ICHEDEFR0N
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£} 1BM API Connect

41 > A =)L - yamlDO{ER(Master Node)

E17/5(Master Node)

$ apicup subsys create analyt analytics ——k8s

$ apicup subsys set analyt analytics-
ingestion=ingestion. apic2018analyt. apitechsalesjp. com
$ apicup subsys set analyt analytics-

client=client. apic2018analyt. apitechsalesjp. com

$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup

subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys

set
set
set
set
set
set
set
set
set
set
set
set

analyt
analyt
analyt
analyt
analyt
analyt
analyt
analyt
analyt
analyt
analyt
analyt

namespace=ap iconnect
registry=localhost:5000
registry-secret=my—localreg-secret
coordinating—-max—-memory—-gbh=12
data—-max—-memory-gh=12
data—-storage-size—-gh=200
master—-max—memory-gb=12
master—-storage—-size—-gb=>5

enab | e-message—queue=false
storage-class=apic-rbhd
es—storage—-class=apic-rbhd
mode=standard
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A
/ Ay
TN

&

2%} 1BM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)
4. AnalyticsD|BER =R I D

S apicup subsys get analyt --validate

ADUENEBIETH D 2RI DENTED
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2.3 1BM API Connect

41 > A =)L - yamID{ERk(Master Node)

||
Il

I
I
M
|

E17/5(Master Node)
$ apicup subsys get analyt —validate
kubernetes settings
Name Value
extra-values—file v
Ingress—type ingress (V4
mode standard (V4
namespace apiconnect v
registry master. apitechsalesjp. com:5000 (V4
registry-secret my—localreg-secret (V4
storage—class apic-rbd (V4
— Ffg —
Endpoints
Name Value
analytics—client client. apic2018analyt. apitechsalesjp. com v
analytics—ingestion ingestion. apic2018analyt. apitechsalesjp.com ¢
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%) 1BM API Connect

156

-1 > A =)L - yamlDO{ERk(Master Node)

5. PortalDIEEkZz AT D

S apicup subsys create ptl portal --k8s

S apicup subsys set ptl portal-admin=(P-01MD{i&)

S apicup subsys set ptl portal-www=(P-02D{E)

$ apicup subsys set ptl namespace=(P-03MD{E)

S apicup subsys set ptl storage-class=(P-04MD{E)

S apicup subsys set ptl registry=(P-05MD{E)

S apicup subsys set ptl registry-secret=(P-06 M1E)

$ apicup subsys set ptl www-storage-size-gb=(P-07 D &)

$ apicup subsys set ptl backup-storage-size-gb=(P-08 D {i&)
$ apicup subsys set ptl db-storage-size-gb=(P-09M{&)

$ apicup subsys set ptl db-logs-storage-size-gb=(P-10M &)
$ apicup subsys set ptl admin-storage-size-gb=(P-11MD{&)
S apicup subsys set ptl mode=(P-12MD1E)

$ apicup subsys set ptl site-backup-host=(P-14MD i)

$ apicup subsys set ptl site-backup-port=(P-15MDE)

$ apicup subsys set ptl site-backup-auth-user=(P-16 D &)
S apicup subsys set ptl site-backup-auth-pass=(P-17D{E)
$ apicup subsys set ptl site-backup-path=(P-18 D &)
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LT
Sy,
)

Z4% 1BM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)
5. PortalDG#kZz AT D

$ apicup subsys set ptl site-backup-protocol=(P-19MD &)
$ apicup subsys set ptl site-backup-schedule=(P-20D{E)

AR ROEEER T URSBE. F(CHEDEFR0
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£} 1BM API Connect

41 > A =)L - yamlDO{ER(Master Node)

E17/5(Master Node)

$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup

subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys

create ptl portal —k8s

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl
ptl

portal-admin=admin. apic2018ptl. apitechsalesjp. com

portal-www=www. apic2018pt!|. apitechsalesjp. com
namespace=ap iconnect

storage-class=apic-rbd
registry=localhost:5000
registry-secret=my—localreg-secret
www—storage—-size-gbh=b5
backup—storage-size—-gh=5
db-storage-size—-gh=12
db—-logs—storage-size—-gh=2
admin-storage-size—-gh=1

mode=standard

site-backup—host=master. apitechsales jp. com
site-backup—port=22
site—-backup—auth-user=bkup_usr
site-backup—auth-pass=AP1C1234!
site-backup—-path=/var/work/backups/site-backup
site—-backup—protocol=sftp
site-backup—schedule="0 0 * *x 1~
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A
/ Ay
TN

&

2%} 1BM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)

6. Portal DBk ZziE:2 9 D

S apicup subsys get ptl --validate

ADUENEBIETH D 2RI DENTED
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2.3 1BM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)

E17/5(Master Node)
$ apicup subsys get ptl —-—validate
kubernetes settings
Name Value
extra-values—file v
Ingress—type Ingress v
mode standard v
namespace apiconnect v
registry master. apitechsalesjp. com:5000 (V4
registry-secret my—localreg—-secret (V4
storage—class apic-rbd (V4
— Ffg —
Endpoints
Name Value
portal-admin admin. apic2018ptl. apitechsalesjp.com ¢
portal—-www www. apic2018ptl. apitechsalesjp. com v
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N

IBM API Connect

161

-1 > A =)L - yamlDO{ERk(Master Node)

7. DataPowerGatewayD|&HZz AT B

S apicup subsys create gwy gateway --k8s

S apicup subsys set gwy api-gateway=(G-02MD{E)

$ apicup subsys set gwy apic-gw-service=(G-03D &)

S apicup subsys set gwy namespace=(G-04M i)

$ apicup subsys set gwy image-repository=(G-07D{E)

S apicup subsys set gwy image-tag=(G-08M{i&)

$ apicup subsys set gwy image-pull-policy=(G-09 D {E)

S apicup subsys set gwy replica-count=(G-10MD1E)

S apicup subsys set gwy max-cpu=(G-11D{E)

S apicup subsys set gwy max-memory-gb=(G-12MD1E)

$ apicup subsys set gwy storage-class=(G-13MD{E)

$ apicup subsys set gwy v5-compatibility-mode=(G-14MD{E)
$ apicup subsys set gwy enable-tms=(G-15D{E)

$ apicup subsys set gwy tms-peering-storage-size-gb=(G-16 M)
S apicup subsys set gwy mode=(G-17MD{E)

OX > RNEERT UGS, B(ICHEDEFR0N
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£} 1BM API Connect

41 > A =)L - yamlDO{ER(Master Node)

E17/5(Master Node)

$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup
$ apicup

subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys
subsys

create gwy gateway —k8s

set
set
set
set
set
set
set
set
set
set
set
set
set
set

gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy
gwy

api—-gateway=gw. apic2018gwy. apitechsales jp. com
apic—gw-service=gwd. apic2018gwy. apitechsales jp. com
namespace=ap iconnect
image—repository=ibmcom/datapower
image-tag="2018.4. 1-release”
image—-pul |-pol icy=IfNotPresent
replica—-count=3

max—cpu=4

max—memor y—gb=6

storage-class=apic-rbd
vb—compatibility-mode=false

enable—-tms=true

tms—peer ing-storage-size-gb=10

mode=standard
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/ 7'\9
TN

&

2%} 1BM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)

8. DataPowerGatewayD|5irzE:2 I D

S apicup subsys get gwy --validate

ADUENEBIETH D 2RI DENTED
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% IBM API Connect

-1 > A =)L - yamlDO{ERk(Master Node)

E17/5(Master Node)

$ apicup subsys get gwy ——validate

kubernetes settings

Name Value

extra-values—file

Ingress—type Ingress

mode standard

namespace apiconnect

registry

registry-secret

storage—class apic-rbd

— Ffg —

Endpoints

Name Value

api—-gateway gw. apic2018gwy. apitechsalesjp. com
apic—-gw-service gwd. apic2018gwy. apitechsales jp. com

SSXSKXKLKX
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%43 IBM API Connect

2

API Connect®- > X b—JL(Master Node)

1. ¥R Ulzyamlze 2 7 A )LICEHR T D

S apicup subsys install mgmt --out mgmt-out
S apicup subsys install analyt --out analyt-out
S apicup subsys install ptl --out ptl-out

S apicup subsys install gwy --out gwy-out

T7AIMER SN TOWBZETERICRTUTWD Z L 7R T D
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Z43 1BM API Connect

i
il
I

41 > A =)L - yamID{ERk(Master Node)

E17/5(Master Node)

$ Is

apiconnect-up. yml

$ apicup subsys
$ apicup subsys
$ apicup subsys
$ apicup subsys

$ Is -al
total 256

drwxrwxr—x
drwxr—xr—x

—rw=—rw—m——
—rw=—rw—m——
—rw=—rw—m——
—rw=—rw—m——
—rw=—rw—m——
—rwW=rw—m—

— o —, —, e, —

instal |
instal |
instal |
instal |

k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin

mgmt ——out mgmt-out

analyt —out analyt-out

ptl —out ptl-out
gwy —out gwy-out

k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin
k8s_admin

4096
4096
4096
33185
34710
25901
13913
46327
4570
4096
4096
4096

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

28
24
28
28
28
28
28
28
28
28
28
28

02:

11

99 .
159
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

99
99
99
99
99
99
92
99
99
99

analyt-out
apic_yaml-analyt—-apiconnect-secrets. yml
apic_yaml—-common-secrets. ym|
apic_yaml-gwy—apiconnect—secrets. yml
apic_yaml-mgmt-apiconnect-secrets. yml
apic_yaml-ptl-apiconnect-secrets. yml
apiconnect—up. yml

gwy—-out

mgmt-out

ptl-out
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23 1BM API Connect

API Connect®- > X b—JL(Master Node)

2. Management®D-1 > X =)L

S export TILLER_NAMESPACE=apiconnect
S apicup subsys install mgmt --plan-dir ./mgmt-out

[Management service service online]
EFRRSNEBZES. ON RBERCER T U EHIT S
3. Analytics1 > X =)L

S apicup subsys install analyt --plan-dir ./analyt-out

[ Analytics client service online]
EFRRSNEBZE. ON RABERCE T U EHIT S
4. PortaldD-1 > XA =)L

S apicup subsys install ptl --plan-dir ./ptl-out

[ Portal manager service online]
EFRRSNEBZES. ON RBERCE T U EHIET S
5. DataPowerGateway®-1 > X k=)L

S apicup subsys install gwy --plan-dir ./gwy-out

[Installed chart dynamic-gateway-service|

ERRSNTTIHZES. ONX RRNERCR T U EHIITD
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} IBM API Connect

||

N
I

Il

-l

“II

5

API Connect®D- > X b—JL(Master Node)

E17/5(Master Node)

16

$ export TILLER _NAMESPACE=apiconnect
$ apicup subsys install mgmt —plan-dir ./mgmt-out

Beginning installation..
— hg —
Management service service online

$ apicup subsys install analyt ——plan-dir ./analyt-out
Beginning installation..

— g —
Analytics client service online

$ apicup subsys install ptl —plan-dir . /ptl-out
Beginning installation..

— g —
Portal manager service online

$ apicup subsys install gwy —plan-dir . /gwy-out
Beginning installation..

Instal ling chart dynamic—gateway-service. .
Instal led chart dynamic—gateway-service
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‘ ga IBM APl Connect

API Connect®- > X b—JL(Master Node)

6. API ConnectiEiEze

S kubectl get pods -n apiconnect

IR TDpodHt TRunningl F/zl& ICompleted] &> TWBZ EZHERTD
X—EB. repairZFError(C/2> TLWTCTHERRER KB L TLDIHEENHD D
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1 IBM APl Connect

API Connect®- > X b—JL(Master Node)

2175 (Master Node)

$ kubect!| get pods —n apiconnect

NAME

ingress—-nginx—ingress—control ler-sfgjl
ingress—-nginx—ingress—control ler-t2vr8
ingress—-nginx—ingress—control [er—zhmgm
ingress—nginx—ingress—default-backend-76cb88865d-7h4w9
r1a68a36b02-analytics—client-59d6d549¢9-mgbtx
r1a68a36b02-analytics—client-59d6d549¢c9-g5zsz
r1a68a36b02-analytics—cronjobs—retention-1545874200-7tbdn
r1a68a36b02-analytics—cronjobs—rol lover—1545932700-1ptd8
r1a68a36b02-analytics—ingestion-7648db8d48-9b5fd
r1a68a36b02-analytics—ingestion-7648db8d48-bn9 |9

—_ EF'E% —_

rbd-provisioner-65699b8bfc-wkhmz
rcdeabd1d3e—-apic—portal-db-0
rcdeabd1d3e—-apic—portal-db-1
rcdeabd1d3e-apic—portal-db-2
rcdeabd1d3e—-apic—portal-nginx-74c46fd46d- jbxw4
rcdeabd1d3e—-apic—portal-nginx-74c46fd46d-kkt j4
rc4eadbdld3e-apic—portal-nginx-74c46fd46d-s|qgs4
rcdeabd1d3e—-apic—portal-www-0
rcdeabd1d3e—apic—portal-www-1
rcdeabd1d3e-apic—portal-www—2
tiller—deploy—-db548578-pxblh

READY
1/1
1/1
1/1
1/1
1/1
1/1
0/1
0/1
1/1
1/1

1/1
2/2
2/2
2/2
1/1
1/1
1/1
2/2
2/2
2/2
1/1

STATUS
Running
Running
Running
Running
Running
Running
Completed
Completed
Running
Running

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS  AGE

OO OO OO OCOOOO0O

O = NNODODOOO OO0

15d
15d
15d
15d
7d8h
7d8h
16h
27m
7d8h
7d8h

15d

1d8h
1d8h
1d8h
1d8h
1d8h
1d8h
1d8h
1d8h
1d8h
15d
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23 1BM API Connect =35

API Connect®- > X b—JL(Master Node)

7. (##E)1 A M—JLICKEUTEZS

S helm list --namespace=apiconnect --tiller-namespace=apiconnect

S helm delete --purge xxxxx

A > A M=ILICKBMUTZIZE. helm listh 5= Dhelm/\w o —2Z 58 L. NAME(CXT LT

deleteZETI D ETA A M—)LAIDREICR I CEMNTES

Manager®-1 > X b—)LICKER U TziEE(E. CHARTEZA [apiconnect-2.0.0]1 &
[cassandra-operator-1.0.0] M2 D% deleted dENH D
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‘3 IBM API Connect

API Connect®-1 > X b—)L(Master Node)

E17/5(Master Node)

$ helm list ——namespace=apiconnect ——tiller—-namespace=apiconnect

NAME REVISION UPDATED STATUS
APP VERSION NAMESPACE

ingress 1 Wed Dec 12 19:41:34 2018 DEPLOYED
1.0.1 0.21.0 apiconnect

r1a68a36b02 1 Thu Dec 20 19:07:01 2018 DEPLOYED
2.0.0 apiconnect

r31f4a26fbe 1 Thu Dec 20 18:13:32 2018 DEPLOYED
2.0.0 apiconnect

r554d996560 1 Thu Dec 20 19:15:22 2018 DEPLOYED
gateway-service-1.0.16 1.0 apiconnect

r5d88581cal 1 Thu Dec 20 18:13:26 2018 DEPLOYED
operator-1.0.0 1.0.1 apiconnect

rc4eadbdid3e 1 Thu Dec 20 19:09:44 2018 DEPLOYED
2.0.0 apiconnect

$ helm delete ——purge r31f4a26fbe
release “r31f4a26f5e” deleted
$ helm delete —purge r5d88581cal
release “rb5d88581cal” deleted

CHART
nginx—ingress—
apic—analytics-
apiconnect-
dynamic-
cassandra-

apic—portal-
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23 1BM API Connect ISR

API Connect®- > X b—JL(Master Node)

8. (##i&)DataPower GatewaydDCLIOTJ 1 >

S kubectl get pods -n apiconnect | grep gateway
$ kubectl attach -n apiconnect -it (%t 2 0D DataPower Gateway@®pod)

DataPower GatewayDiXEZEZE., CLICOJ A>3 DdINENSDIHSICEITITD
d1—5—%//){RXD— K& ladmin / admin]

DataPower Gatewayh5iklT 3R (&,  [Ctrl-cl TIER L [Ctrl-P. Ctrl-Ql TiklFTI2ENH D
https://kubernetes.io/docs/reference/kubectl/docker-cli-to-kubectl/#docker-attach
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2 1IBM API Connect

API Connect®D- > X b—JL(Master Node)

E17/5(Master Node)

$ kubect| get pods -n apiconnect | grep gateway

r554d996560-dynamic—gateway-service-0 1/1 Running 0
2d9h
r554d996560-dynamic—gateway—-service-1 1/1 Running 0
2d9h
r554d996560-dynamic—gateway—service-2 1/1 Running 1
2d9h

$ kubect! attach —n apiconnect —-it r554d996560-dynamic-gateway-service—2
Defaulting container name to dynamic—gateway-service.

Use "kubect| describe pod/ —n apiconnect’ to see all of the containers in this pod.
If you don't see a command prompt, try pressing enter.

idgit

Ctr|-P, CtrI-QZ%#TF
idg#t Session ended, resume using ' kubect!| attach r554d996560-dynamic-gateway-service-2 —c
dynamic—-gateway-service —i —t' command when the pod is running
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“%3 1BM API Connect TS

N2

API Connect®- > X b—JL(Master Node)

9. (f8)DataPower GatewaydDGUIEzNL

$ kubectl attach -n apiconnect -it (%t 2 0D DataPower Gateway@®pod)
idg# configure

idg(config)# web-mgmt

idg(config web-mgmt)# admin-state enabled

idg(config web-mgmt)# exit

idg(config)# write memory

DataPower GatewayDiXEZFEE., GUIICOT 1> I B3NENHDIBEICEITID
d1—Y—%//)XXD—R(E ladmin / admin]
HiR— bR0VVEsD. EhET IBEEBEEEICTITONENS D
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1 IBM APl Connect

||
N
Il
...ri
“II

API Connect®D- > X b—JL(Master Node)

E17/5(Master Node)

$ kubect| attach -n apiconnect —it r554d996560-dynamic-gateway-service-2
Defaulting container name to dynamic—gateway—service.

Use '"kubect! describe pod/ -n apiconnect’ to see all of the containers in this pod.
If you don’t see a command prompt, try pressing enter.

idg#t configure

Global configuration mode

idg (config)# web-mgmt

Modify Web Management Service configuration

idg (config web—-mgmt)# show web—mgmt

web-mgmt [down]
admin-state disabled
—— fg —
idg (config web—-mgmt)# admin-state enabled
idg (config web-mgmt)# exit
idg(config)# write memory
Overwrite previously saved configuration? Yes/No [y/n]: vy
Configuration saved successfully.
idg (config)# show web—mgmt

web-mgmt [up]

admin-state enabled
— LITFHEg —-
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‘3 IBM API Connect

API Connect®-1 > X b—)L(Master Node)

9. (##&)DataPower Gateway®GUI/R— ~EERR

S kubectl apply -f ./gwy_gui.yaml
S kubectl get svc —n apiconnect

$ kubectl edit svc -n apiconnect (%t 2 0D DataPower Gateway®Service)

DataPower GatewayDiXEZEE. GUIICOT 1> I B3INENHDIHBEICEITID
HHAERTE TI/R— MM TSRV, IngressDREZZEE I DIENSD D
HiR— bRV zeh. R T DG5S FESEECTITOREN DD

0 A REShTWEWEE | https://gui.apic2018gwy.apitechsalesjp.com/dp/login.xml

IBM DataPower Gateway
IDG.2018.4.1.1

IDG console at -dynamic-gat

User name:
Password:

Domain:
default

Graphical Interface:

untries, or both.
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' 1IBM API Connect

I

Il
|
“II

API Connect®D- > X b—JL(Master Node)

E17/5(Master Node)

$ vim gwy _gui.yaml

$ kubect! apply —f ./gwy _gui.yaml

ingress. extensions/dynamic—gateway—-service-gui created

$ kubectl edit svc —n apiconnect rb554d996560-dynamic-gateway-service—-ingress
service/rb554d996560-dynamic—gateway—-service—-ingress edited

$ kubect!| get ingress —n apiconnect

NAME HOSTS ADDRESS  PORTS
AGE

dynamic—-gateway—service—gui gui.apic2018gwy. apitechsales jp. com 80, 443
9s

—— fg —

$ kubect! get svc -n apiconnect

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT (S)

—— fg —

r554d996560-dynamic-gateway-service—ingress  GlusterIP 10.101.19.170 <none>

3000/TCP, 9443/TCP, 9090/TCP 2d5h

— LITFHBE —-

ingressh"ER 1. svcTO090/R— AR ENTWVND Z =R T D
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' 1IBM API Connect

API Connect®D- > X b—JL(Master Node)
YERK U T=gwy_gui.yaml(451)

apiVersion: extensions/vibetal
kind: Ingress
metadata:
annotations:
ingress. kubernetes. io/ssl-passthrough: “true”
ingress. kubernetes. io/ssl-redirect: “true”
generation: 1
name: dynamic—-gateway-service—gui
hamespace: apiconnect
selfLink: /apis/extensions/vlbetal/namespaces/apiconnect/ingresses/dynamic-gateway-service—gui
spec:
rules:
- host: gui.apic2018gwy. apitechsalesjp. com
http:
paths:
- backend:
serviceName: r554d996560-dynamic—gateway—-service—ingress
servicePort: 9090
path: /

yam|J 7 1)L

tls:
- hosts:
- gui.apic2018gwy. apitechsales jp. com
status:
loadBalancer :
ingress:

-0

IRFCEREURAMT, GUIICTZOTXBIEEERD
BITlE. Thttps:// gui.apic2018gwy.apitechsalesjp.com/dp/login] TGUICOJ - > uJgE & 70D
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#23 1BM API Connect

API Connect®D- > X b—JL(Master Node)
kubectl edit svclC K DIEIE I BEFR yamlJ 7 JL

# Please edit the object below. Lines beginning with a '# will be ignored
# and an empty file will abort the edit. If an error occurs while saving this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: Service
metadata:
creationTimestamp: “2019-02-11T22:37:02Z"
labels:
app: dynamic-gateway-service
name: r554d996560-dynamic-gateway—-service—ingress
namespace: apiconnect
resourceVersion: “56825”
selfLink: /api/v1/namespaces/apiconnect/services/r554d996560-dynamic—gateway—-service—ingress
uid: 8ccdf116-2e4d-11e9-8f60-067b83020a5b
spec:
clusterIP: 10.101.19.170
ports:
- name: apic—-gw-mgmt
port: 3000
protocol: TGP
targetPort: 3000
- hame: api-gw-svc
port: 9443
protocol: TGP
targetPort: 9443
- name: api-gw-gui
port: 9090
protocol: TCP
targetPort: 9090
selector:
app: dynamic-gateway-service
release: r554d996560
sessionAffinity: None
type: ClusterIP
status:
loadBalancer: {}

INFEPDZIBL I D
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£23 1BM API Connect

API Connectibtzwv

i
il
I

77w

[l]|

Q PEAESTEDORIIIOVAIR & (FIZFEFERDIZ8 [IBM API Connect v2018.2.10
OVAIRIBEN 1 R =&l LT Za0

O OVAIR EDE LY
O DataPowerGateway

m kuberneteshRC(&-1 > X b—)LEFICEBENTITOND 2. FIERREFAETT
m DataPowerGateway A \DGUIOT A > (&, T IAIL FTETEEFEA
O NTPERXE(IAETT

o H—EXDEERE. GatewayhH—EXDIATHEIMESNTWNET
u ’I/\/X '\_)l/ ° 7’5)0)5’2“*?96 LDDHTL}RL/T<7_ éb\
H—EZ - 91 TOER

DataPower API Gateway

DataPower Gateway (v5 H i)
APl DREHE L URITOREHD
DataPower APL 7' —J 1 1 -
)

—EREBRLET

R o)

AP DRHE L GETDEHD APL OV Y 1 -7 —AOMAE
DataPower ' — k9 T R=8 ) = 2@l T9
AEEBRELET

B
o] APIRUHLTF -5 5 INET 51z
BOHFT—C 2 EBRL F T
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IBM API Connect TEES

2t L HlfEIA

QUY—XEH
[&£Z &1} :Requirements for deploying API Connect into a kubernetes environment]

https://www.ibm.com/support/knowledgecenter/en/SSMNED 2018/com.ibm.apic.install.doc
/tapic install regs kubernetes.html

[&EE&#] : Detailed system requirements for a specific product]
https://www.ibm.com/software/reports/compatibility/clarity/softwareRegsForProduct.html

BEY—/)(— 4core

FARER—FIL - O—)(— 2core 8 50
DY —)(— 2core 16 200
DataPower Gatewayt—/{— 4core 8 32
kubernetes 1.10-1.12

Docker 17.03 - 18.03

helm any version
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https://www.ibm.com/support/knowledgecenter/en/SSMNED_2018/com.ibm.apic.install.doc/tapic_install_reqs_Kubernetes.html
https://www.ibm.com/software/reports/compatibility/clarity/softwareReqsForProduct.html
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2.5 1BM API Connect

2t L HlfEIA

O DNSICDULT

o Cloud ManagerT(E& Y —/\—HHB—EXDA/\—-E L TENEN., EIEETND
o H—EX%Z&E{RIB(CIE. DNSH—/\—%FHITDINENHD
o ARERTIEWorkerldDIngressZzFIFA L TUL\BHY

V| RERIEDIS S (SRR
IXEZFIALUBENodeDIngress(CAEN SND KL DKET DENHD

O0— R\ >H—

\m‘ Worker Nodel

kubernetes
‘ Worker Node2
Ingress
—/

| kubernetes I

‘ Worker Node3
Ingress
e——

SHz s . Worker Node3 —— .
RERDIER Ingress |, DB
e——
| I O—R
kubernetes } (5 \/_U__
‘ Worker Node?2 7y
e——
| I
kubernetes DNS
[D—NS}—O‘ Worker Nodel
1
kubernetes
@'docker
API ConnectBIBE Fo o

OS

kubernetes

API ConnectEBIE%&

@'docker

ceph
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5

2t EHIFIEIE

0 DNS(CDULT

AERTODNSHES!
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— B —

IN
master IN
*. master IN
worker1 IN
*. worker1 IN
worker2 IN
*. worker2 IN
worker3 IN

apic2018mgmt

*. apic2018mgmt
apic2018pt|

*. apic2018ptl|
apic2018analyt
*.apic2018analyt
apic2018gwy

*. apic2018gwy

AERITIE, 10.193.32.169(Worker Node1dDIngress®IP)ZIEE L TL\DH,

> > > > =

master.
193.
193.
193.
193.
193.
193.
193.

10.
10.
10.
10.
10.
10.
10.

apitechsalesjp. com.
32.164
32.164
32.169
32.169
32. 141
32. 141
32.160

. 169

AFRIBETECODIPZO— RI\S>H—DIPE L. ETHh S & Worker NodelCEED =Nk E T D&

MEFE UL
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2% 1BM API Connect

2t L HlfEIA

A o —/\—FHDOY — > B/Rk— hES
https://www.ibm.com/support/knowledgecenter/ja/SSMNED_2018/com.ibm.apic.install.doc/
overview_apimgmt_portregs.html

o V2018 TIIr—/\—ZMyZ U R—R MEUTIBEIDINEN S DI, B
UCHE(CUATOR— hEERAITDILSICEESNTLS

Y G N i i
=

1

N

4
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DT —/)\—DATO— FH

DI — )= SNTPAT7 D
X

DY —)\—WSDNSN\T7 T
X

ERY—/)\—HhSDtht—

IN—~DREWEDE
(Management service

queries Analytics service)

IR—=FILET =)= D —
IN—M55—SZEFT DI
HICDAPIFHDR— b

DY —)(—

DTS —)(—

DY —)(—

BEY—)(—

IR—=F)LT—
J\—

AJ0-F->
AT

NTPH—/){—

DNSH—/{—

DY —)(—

DY —)(—

HTTP. HTTPS. TCP.
UDP. KAFKA

TCP. UDP

TCP. UDP

HTTPS

HTTPS

R—rESEIATO— RICHBEN
DTS04 >DF«TFETONIL
([CKD>TRDSB,

123

X k8shix TlE. APICO&Z 1> h—>%
> Mdworker NodeDESZ &SR L
(C47< 128D, worker NodeH*NTP%
SBRIBEDICHELTLSIZEN,

53

443

443

© 2019 IBM Corporation



IBM API Connect

2t L HlfEIA

QIP7 LXK

https://www.ibm.com/support/knowledgecenter/en/SSMNED_2018/com.ibm.apic.install.doc
/overview_installing_mgmtvm_apimgmt.html

o 172.16.0.0/168B3K0T172.17.0.0/16D&EH D7 RL X (F. T I AJ)L b TlEIkubernetes®d
H—EARY NDO—O&EUTHIRENS

o EE I BiHE(IE. API Connect> IO BIDyam| T 7 1 JUNERIF (CERTEEEE I DdNEND
=)

Optional: Modify the IP ranges for the kubernetes pod and the service networks.
You can change the IP ranges of the kubernetes pod and the service networks from the
default values of 172.16.0.0/16 and 172.17.0.0/16, respectively. You can modify these

ranges during initial installation and configuration only. You cannot modify them once an
appliance has been deployed.

QA kubernetesdd— K)\Z>H—
O API Connecth"9\ 8B &iB{E 9 D1z=sD(C(E. API Connectd > /Rh—2%> NBIAMCLY

O— RINS > B —TdBIngresszkubernetesifiEN THBE T INENH D
A DataPowerGateway®dGUIJ)7 ot X

o kubernetesfiRdDataPower Gateway(d. R— bEFES443 E80LSMNIDFH SR
ERICIRDTWVD

o APIFU U(3443/:R— R&EFIA L. IngressifHT9443/R— MNT77 Ot X9 D

o ABBMSGUIIC 7Ot X9 B(C(E9090/R— hEBRIMEL. IngressDERE(ICGUID
IRA RNZZIENT DENDD
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