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Gateway) DataPower® RXAA > DKET. OJF—Twv b OJHFTVU%=E

MY DET, BN EERE

syslogi&iE (C &> Tsyslogt — /) \—A\ERiX AJ e
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/var/log/devportal

/var/log/nginx
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> X5 /x07%7: API Manager (1/3)

Q API Manager(3. MBOSDIRE7TSA 77> ADfzsd, OT =z
BICE. HBOY> RTEB93h, OJENEBICTIORR—ELT
9D

A O RSA 2 TOSEBEE

apim@l1l/APIConnect> debug tail file /var/log/cmc.out

2017-06-05 01:58:44.671 INFO [T-102] [com.ibm.apimgmt.api.rest.ApiServlet.logRequest] 192.168.142.52: GET
/vl/catalogs/status

2017-06-05 01:58:44.672 INFO [T-102] [com.ibm.apimgmt.api.util.ApiResponseHandler.log] 192.168.142.52: GET
/vl/catalogs/status 200

2017-06-05 01:58:44.672 INFO [T-102] [com.ibm.apimgmt.api.valve.APIRequestAuthenticatorValve.invoke] 192.168.142.52:
GET /v1/catalogs/status Security layer: @ms -- rest call layer: 1ms

2017-06-05 01:58:47.707 INFO [T-334] [com.ibm.apimgmt.api.rest.ApiServlet.logRequest] 127.0.0.1: GET /vl/api-directory
2017-06-05 01:58:47.713 INFO [T-334] [com.ibm.apimgmt.api.util.ApiResponseHandler.log] 127.0.0.1: GET /v1/api-
directory 200

vmx-006-162/APIConnect> debug tail file /var/log/messages

2017-09-12 01:01:01 vmx-006-162: running cmc log check

2017-09-12 02:01:01 vmx-006-162: running cmc log check

2017-09-12 02:27:26 vmx-006-162: [0x7f9fb2f4c760] INFO cli debug tail file
2017-09-12 02:27:52 vmx-006-162: [0x7f192697d760] INFO cli system show status
2017-09-12 02:27:58 vmx-006-162: [0x7f192697d760] INFO cli system show version
2017-09-12 02:28:01 vmx-006-162: [0x7f192697d760] INFO cli time show

© 2016 IBM Corporation
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A5 /077 API Manager (2/3)

Q syslogs&iE (C K Bsyslogt—/\—ADix(E

o syslogt—/\—D%E(UDPDFH)

> mgmt syslog set remote host <name | ipaddr> [port <portnum>]

o syslogt—/\—D& TR

> mgmt syslog del config

o syslogt—/\—D%TEMEER

> mgmt syslog show config

syslog config:
remote host: syslog_ServerName.domain_name
remote port: 514

O CMCOERE COEEBEOIHIESTE
o CMC -> &7E-> iR
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> X5 /x07%7: API Manager (3/3)

Q RIBEHIBZFEDI=SHOOTFTAC. API ManagerIMmOJ =9 N TH
NITBDA2HF—T T —AMMBEENTVD(B/R— MEFFIDAKEE C3ENE)
A GUIICKO00T7MILDSFD>0O0— R
o CMC -> H—EX -> Bl —-EXDE Y —/\—-C&(C. Alrd [HJ—
IN=770>3>] #0UvoOULT, XZa—hm5 OJD5Fo>0— K]
Z0IEIR I
o ZIPFER THEMaNzOI J7 (L2 o>0— R o
o DataPowert—EXADEY —/\—(CXH LT e
BHRDIBETOT DS D> O— RHVE]EE IR
O OX> RICKDOTDHT] S
o HH%(F. FTP/SFTPH—/{— _

O—F—>3a>snreod - J7A0)L%
sSINTOOY - T7AIL=ZEET S
EHICEITIDIATUR

> debug postmortem generate fulllogs

> debug postmortem export

{ ftp <host> [port <number>] [user <user>] [file <filename>] } |
{ sftp <host> [port <number>] user <user> [file <filename>] } |
{ ibm pmr <pmrnumber> }

-export postmortem archive to ftp/sftp server

> debug postmortem generate newlogs B0 - J71ILOHEIST DIHE
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> X5 /A0O7%: API Gateway (IBM DataPower Gateway)

O IBM DataPower Gateway® O/ 1% 7E
o OJAHFJY., OUF—Tvw hDERTEICLDES
m OJ45—45w T, OJBDORERZSREL. EAHu=zWOY - AU —%A
RN -YIZROUT2 3> TIEE
AT O SystemLog

s AV L G syslog. Z71)L. &4

Oov-JAx—~<v b FTHA S, CSV. XMLEA

BHALRIT syslog

AR~ - HTROUT2 3> "OJH7TU—"=18E

m IBM API Connect® 77> J UM - —MEXvE-—2Z2H 19 3155,
GatewayScript/hU = —F = (EXSLT/RU S —Tc0O4 - h5-T0YU—%187E
e GatewayScriptcoH 14l

var outputLog = [
output_messagel,
output_message2

15
// BTHAB
console.options({'category': ‘outputLogCategory'}).info(outputLog.join(',"'));
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S AO7: BFRER—F)L

Q FAFEER—F)LIE. LinuxOBRK(C KXBO0 1 THRE
o HFEMNR—S)LIE. Linux(Debian)X—2X
o LITOFT«LoKJ—(COYT - T7A)LHES

m /var/log

o H—)\— - O2R—F> MMIDWTIFBIFa Lo MU—(CHET
m /var/log/devportal
m /var/log/nginx
m /var/log/mysql

o OJDHEHBIUHIEIL. /etc/rsyslog.conf Tl
o O—7F7—=>3>(3%. /etc/logrotate.conf KU /etc/logrotate.d FD T 7
)L C il
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(£Z] REER—F)ILOoOJI71IL—E& (1/2)

aQ ERE~N—Y)oO0JdEh—&
o BREBR—FILTHEHAENBIFEROTD—ELO—F—> 3 HRE

O—5— O-F—>3>

apt var/log/apt/term.log 12)monthly
var/log/apt/history.log 12monthly
aptitude var/log/aptitude 6/monthly
) . IBM API Connect ./ — RICK>TEESNTZ. Y1 hDIERR. FH.
var/log/devportal/site_action.log 4weekly WIS DTS ROOIHEEREEND
. HRER—4)L CLI hSETEN/Z. /home/admin/bin ADZ T
var/log/devportal/command_line.log 4lweekly S ROOSHREENSD
run_site_queue JOCANEITHTH D EERBL. FEETSIN
var/log/devportal/check_daemons.log 4weekly TULWRWESECOTOTRZMIAT 20—0> - 3T DOIHERR
=N3d
var/log/devportal/check_db.log 4jweekly
devportal var/log/devportal/run_site_cron.log Aweekly g—&w - YA RS LoEITENZI—O> - 3T oOTNE RSN
J7AIRERFERT D csync2 (CxT DS w/\—h S5O0 h EiRs
var/log/devportal/run_csync2.log 4weekly n3
var/log/devportal/run_csync2_server.log 4weekly
var/log/devportal/webhook.log 4weekly Web JwvonOINEEND
var/log/devportal/background_sync.log 4weekly I\ o059 REPAIS—DI> hU—HEFEND
F1— - T4 RN\YFr—H5DOOTNEESNTNET,
var/log/devportal/run_site_queue.log 4weekly Y1k OAX> REYA R ECF1—(CANSN. —EIC 1 DID
T4 AI\YFFB
var/log/devportal/restservice.log 4lweekly
var/log/Isyncd/Isyncd.log 4/daily

© 2016 IBM Corporation
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(£Z] REER—F)ILOOJI71IL—E& (2/2)

aQ ERE~N—Y)oO0JdEh—&
o BREBR—FILTHEHAENBIFEROTD—ELO—F—> 3 HRE

O—>— O0—F—>3> .

dpkg var/log/dpkg.log 12monthly

var/log/alternatives.log 12imonthly
Nginx var/log/nginx/*.log 52(daily HREER—SIL - U1 hD PHP TS—DI> NJ—HEEND
php5-fpm var/log/php5-fpm.log 12weekly

MARER—FILOFERS(C Web TSSO -TIS—HFRRSNEHBE
var/log/syslog 7 daily [CAYT—FHERR
HARER—FIL - A ~D PHP TS—DI> NJ—HEEND

var/log/mail.info 4weekly

var/log/mail.warn 4weekly

var/log/mail.err 4weekly

¥ = - - N N 8. — W _

var/log/mail.log 4weekly E*JE‘:; ROYERRSNIZ EE(C E XA—)LBNEHVRVESIIC, Xyvt—>%
rsyslog -

var/log/daemon.log 4weekly

var/log/kern.log 4lweekly

var/log/auth.log 4lweekly

var/log/user.log 4lweekly

var/log/lpr.log 4lweekly

var/log/cron.log 4iweekly

var/log/debug 4lweekly

var/log/messages 4weekly
Ufw var/log/ufw.log 4weekly

© 2016 IBM Corporation
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Q ZNENDZ AT LAND7 Itz IR & s E@'é:tl—*f@ﬁtﬂ
IMEENERSN TV E DI RS

Q WHROT—)(—
o API Manager
o API Gateway (IBM DataPower Gateway)
o MAERBN—FIL

Q HAOER
o O—AJL - T7AILADES]
o JE— bsyslog/\DExRIx

Q #EFIDM1>F—T1—XR
o N> KRSA>(SSHO> Y =)L)
o Web GUI

O EEENRERDELRERE
o OJA>. OU7T bk
o NZD=RESE “
e %Ehﬂﬁ(ﬂ'j > 10 bOERY. BE. HIFRIRE)
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B2 API Manager

Q Web GUI (CMCH KLUAPI Manager)(C K DEEBEOJNTE
o CMCO> YV —ILDEEFRTEZBRIC U T, sysloglcHi/In]gE
o 9 EB(Csyslogt—/)\—H\wmE

| eax i sH—tE2 B EdE 2 AL @ TLS o771l B IR — & 35F

E A=l Hi3R

22—t LA ) —
BT — A=A DA = = A LT

TLS 0771 60
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B2 0O API Manager

O Web UIDESEOY
o CMCoOo-+> -O77 I~

Sep 12 03:51:25 vmx-006-162.vmware.cloud.ise.com ibmapimanagement User admin login to cmc.#015
Sep 12 03:52:20 vmx-006-162.vmware.cloud.ise.com ibmapimanagement User admin logout from cmc.#015

o API ManageroOZo 1> - 0777 &

Sep 12 01:37:03 vmx-006-162.vmware.cloud.ise.com ibmapimanagement User admin@trader.makuhari.japan.ibm.com
login to apimanager.#015

Sep 12 02:10:04 vmx-006-162.vmware.cloud.ise.com ibmapimanagement User admin@trader.makuhari.japan.ibm.com
logout from apimanager.#015

Q IR -J2VY=)LoaN > RETOY
o OUA>#MDIN> RET(E., O—HILT7A)LETz(EsysloglcH
heEns

o AN RSA>ADOTA> 0070 MMIE O (OT1>
REEBFDAHOT (CHH)

o O—HILT7-1)L (/var/log/message)

2017-06-02 00:34:57 apicmgt: [0x7f0b56e34760] INFO cli time show

O syslog

Jun 2 00:34:57 apicmgt cnlog[1143]: [0x7f0b56e34760] INFO cli time show
25
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B2 0O API Gateway

"II
b

O DataPower®[1/7 50 —auth - auditZ®. informationL/\
WA EICTDCSET, OJ1> - O 7D b=EEOJELT
H o] EE

Q L 6(syslog)
o T+~

Sep 14 08:17:33 9.188.124.91 [0x81000033][auth][notice] user(idgadmin): [9.116.93.148]: User logged into 'default

o OJr7Jk~

Sep 14 08:18:03 9.188.124.91 [0x81000019][auth][info] [9.116.93.148]: User 'idgadmin' logged out from 'default’.

26
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(£%&] BEEOY: AR&ERN—FIL (1/2)

A ARER—FILTEMMOT7)LoOTZEBREUTHEAT S
o w1
m Web GUIOOZT > (/var/log/syslogT 7 )L)

Sep 13 23:55:48 apicdevportal drupal:
https://apicdevportal.ise.ibm.com/org/sb|1505346948|auth_apic_authenticate|9.116.93.148|https://apicdevp
ortal.ise.ibm.cm/org/sb/user/login|https://apicdevportal.ise.ibm.com/org/sb/user/login|@||devi@trader.ma
kuhari.japan.ibm.com login return code 200

Sep 13 23:55:48 apicdevportal drupal:

https://apicdevportal.ise.ibm.com/org/sb|1505346948 |user|9.116.93.148|https://apicdevportal.ise.ibm.com/
org/sb/user/logn|https://apicdevportal.ise.ibm.com/org/sb/user/login|15]||Session opened for
devl@trader.makuhari.japan.ibm.com.

Sep 13 23:55:48 apicdevportal drupal:

https://apicdevportal.ise.ibm.com/org/sb|1505346948 |user|9.116.93.148|https://apicdevportal.ise.ibm.com/
org/sb/user/logn|https://apicdevportal.ise.ibm.com/org/sb/user/login|15]||Session opened for
devl@trader.makuhari.japan.ibm.com.

m Web GUIDOOZ 77 b (/var/log/syslogZ 7 -1JL)

Sep 13 23:57:07 apicdevportal drupal:

https://apicdevportal.ise.ibm.com/org/sb|1505347027 |user|9.116.93.148|https://apicdevportal.ise.ibm.com/
org/sb/user/logout|https://apicdevportal.ise.ibm.com/org/sb/|15||Session closed for
devli@trader.makuhari.japan.ibm.com.

© 2016 IBM Corporation



243 IBM APl Connect

(£%&] BEEOYD: FRER—

||

I
|

M
|

) (2/2)
0 FARENR—

SILTEMBDT 7 I)ILDOT ZEBRE U THRATS
o HiFfl)

m X RS> coOT- > (/var/log/auth.log)

Sep 18 19:42:11 apicdevportal sshd[25806]: Accepted password for admin from 9.189.216.79 port 57079 ssh2
Sep 18 19:42:11 apicdevportal sshd[25806]: pam_unix(sshd:session): session opened for user admin by (uid=0)

m X RS> coO2 77 M/var/log/auth.log)

request

Sep 18 19:42:37 apicdevportal sshd[25980]: Received disconnect from 9.189.216.79: 11: disconnected by server

Sep 18 19:42:37 apicdevportal sshd[25806]: pam_unix(sshd:session): session closed for user admin

el

o FE

Nl

n MBIMRFNEBI CEDEDELTHEASNDINE DM, ERICHERIT D&
o admin1—H —(CKDEBHMEFIRMEEF. OJEUTEHATNRRL,

Vadax

=3
28
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syslog#rix(C X DO ER

Q syslog# A LU CEARIN B]gEIRIEHE
o IBM API Connectd®D& 1>\
~e

— 3> MIUE— bDsyslogh—/\—(CO0 %=
Bk 9 D ENTEBGEMIEp13(CEEE)
JERIX

o OJ¥miX5EdDsyslogt—/\—T, FEO>2R—F> bDIRXFLAOTBKUVE:

BOJOOJEREREIT B ENTE

m SR AO7 : WRIAFAICETIERENAENDETNDOT (S AT LADICE) - 2
T BFEDANRY MRE)

CEf « #%
] E’_EDO B AT AT UT, - OEYIRIRENESN TUVDIHENE
e g DlzsHDOJ (2B RIeEROT DMl (Fp2 1 (583

API Gateway
SR> A0O070

BEanr O O O
O = syslogz#IFHT D & TEFRRIEE
X = syslogZz#IH UZERAR]
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[&£%] IBM API Connect®syslogi&ESESBETO NI

H—)\— syslogs%En] | syslogs&ESHE syslogDi@{E7'0 k)L
gelrOo1ER

API SRFAO00 EEIO2Y—)L(GUI). CLID 2 &P Csyslogs&E  UDPE/ZIETCPESSMTO ML ZEERT S
Gateway BEEny ANEILTE DNEIRN AT BE

(IBM

DataPower OGUIIC K BsyslogssiE : CMCOEEI>Y—)L

Gateway) (cOds>uT g - [Zoft] - TO7 -

H—5v hDER| &R, [OF - 59—V hk
DEIR | BENSHR(CsyslogDsETENAIEE

@CLIIC & Bsyslogs%iE : Log Target AN > RT

RENE]EE
API S A00 API Manager®CLINS > X7 A0 Dsyslogi%E  UDPA'EEINIOEIRENS(TCPEIEIRT B C
Manager AEjgE, UTFDOLSCmgmtIN> RIC/IS XA — EFTERY)

H—ZIBELUTHET Do
SXFEFE : mgmt syslog set remote host <host
name> [port <portnum>]
Efgny Cloud Management Console(GUI)\5E&EOY  UDPE(FTCPESSDTO NI ZFERT D
dDsyslogssENEIRE DNEIRNEIEE,

WEAHE : CMClcOJr>UT [&E] — [k
skl — [BEEOY ] Ty a>ICHREEZANT

=)
MEER— SXFTLAO0  @EBEOLinux&EBER(IC /etc/rsyslog.conf  (C syslog DEE(CIF@EUDPHAFIAENZE I AN
)L BEEOY syslogiSEZIBEL I D RMETT - RIEFXEEIC rsyslog ZFIFHT BHE.

TCPZHIF I B &h'alaeE
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IBM API Connect > X LAEBSH A
. RIE(RF— 5 R ) B 4

. /
. DY — B y/
. RfEEA /4’/:

I RAA R % %
. ;ENMII;T/]/ o é,//// ?/
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JIRRE(RT—AR)EZTR

- H-EXIRREEZSR
o A2A—=J1—X(NIC)IRREEZLR
o NIA-FIvY
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IBM API Connect®iIRRE( X FT—4 X)E:

A S XAFAREIOY> RPAPIZFIH U CIAREEZfR 0] EE
0 ST AR>S RYREST APIZFIFHI D& T IBM API Connect®
O R—2R> N TIRRE R MR T D & HVElEE
o0 EEMRERZITULVWEES(E. UE— bEREEY —/)\— F(CEE{RH
STILROVUT b ZEEKR LT, AOUT ROPRTIONY REFRITIDSET
IRREEEARZRIRTE S

API Gateway =
_ WSS
H— EIRAREER

A>5—T1x—X
(NIC)RREESE < < o

NILVA - FTwvD O* O

O =IOV >2RZFAHTDETERBIREE
X =X PRF=EFEUERAT]

% IBM API Connect(FOw O D> eV I SA 7 AEETIDT, BENETOCRDERFITOEEA
% DataPower GatewaydN\JLR « FT v IlE. NULR - FT v IRHDY—EXAPIZRERE T DHNENSHDET
£% : Health checking the IBM WebSphere DataPower SOA Appliance and its services
34 http://www-01.ibm.com/support/docview.wss?uid=swg21418648 _
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B — ERIRRRER

||

)
III-I||I
]

£EZ1R: API Manager (1/2)

Q system show status1<¥ >

o TTHIA>R—

o API Manager@& A iRk—2 bk (S RFT A XY NDID—=0, S25141A)
@ L CTUL\D EDhEEZIR BIEE

Z> MOEREICHE L CUL\DIHE
— A AMNKREND

vmx-006-162/APIConnect> system show status
Appliance Status

(F. ATFDOKDICUpdD X

System: Up
Network: Up
Runtime: Up

© 2016 IBM Corporation
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@ IBM API Connect TS

H— ERIREEESIR: API Manager (2/2)

Q halista<¥> Rk
o API Manager@*u NDO—2, —AR=ADO—-)b. BKRUOS2FALDAR

— 5 A% ES1R A EE

o API Mana erOD/JUZQU >R L CULBRIC, EDAPI Managerilt 7 S
SU— - T—=)\—EUTEHHUTVWDINERTED

Yes
No

vmx-006-162/APIConnect> ha list
Self 1IP HA Network Role Runtime FQDN

9.188.124.98 Yes Up Primary/AA Up vmx-006-162.vmware.cloud.ise.com
9.188.124.99 Yes Up RSS/AA Up vmx-006-163.vmware.cloud.ise.com

;e%f::l?)l*‘@%ﬁﬂ:%?mﬁ'xj_‘—gx\ FHITocH—/\—DIG&EFIRXFT—F A hYes&
N
IP:API Manager®IP” kL X _
HA: SR RMENBCIRD TVBANESHZERITEDT. Yes H No EREND
Network : 2w KD —2ODBENAL. [EEICHBEIL TLDIZE(EUpHRREND
Role: 5 — 9/\ - ADO— )&= /RIIEH, AF7— QX(JJJ—FOMEODMTTLD‘(LB%

e Primary: T —AR—ZANDEZTAHZUIRTDZIISIRANDT AU — - —)(—

e Active Arbltrator(AA) WEDODTSA~<U— - H—)(— D\'fE}EHZ—__I-(LTd\jTiﬁA(L_&O)U-_

N=T54A<)— - H— /\—(L_aﬂ%@hﬁb‘ﬁﬁ%ﬂi?c%

e RSS: ZiHMIDMWREL DY —/)— T —HIR— Z§§L5’7T>R4’F7‘<ERLT1‘JUT% (F. T>5A
NJ)—--5— /\—(ngk_a#}xﬂz%$ﬁl_§_5

%ujgt%me BETCOIAMNR—FR MHIEECHEE U TVWDIEE(E. UpDAFT—FANEKR

FQDN : API Manager®5E2{Edf R A1 > %
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H— ERIRREEER: HRER—FIL

Q statusI~< > K
o HFER— . A )\—DFEMRR. T—4
NR—ZDIRR. WebH— E X DRI & & ECH D] EE

admin@apicdevportalel:~$ status Site services:
System version: 7.x-5.0.6.3-iFix1-20170817-1122 Webhooks: All sites Up
Distribution version: 7.x-5.0.6.3-iFix1-20170817- Background sync: All sites Up
1120
Services:
Free disk space: 265G Queue is Up
Set Hostname: OK Database  [Mysql] is Up (Primary)
DNS Server: Reachable (9.0.142.50) Web Server [Nginx] is Up
APIC SSH Key: OK PHP Pool [Php5-fpm] is Up
Cluster SSH Key: OK Inetd [Openbsd-inetd] is Up
REST [Restservice] is Up
Configuration: File Sync [Lsyncd] is Up
APIC Hostname: apicmgt.ise.ibm.com
APIC IP: 9.188.124.98 Cluster timestamps:
Devportal Hostname: apicdevportal.ise.ibm.com@l Cluster has 3 active out of 3 configured members.
Devportal IP: 10.2.6.163 Current system time: Tue Apr 4 16:18:07 JST 2017
APIC Certificate Status: INSECURE=1 apicdevportal.ise.ibm.com@l => Tue Apr 4 16:18:01 JST
2017 : 6 seconds behind
Cluster members: apicdevportal.ise.ibm.com@2 => Tue Apr 4 16:18:01 JST
10.2.6.163 is Active (Primary) 2017 : 6 seconds behind
10.2.6.164 is Active  (Primary) apicdevportal.ise.ibm.com@3 => Tue Apr 4 16:18:01 JST
10.2.6.165 is Active (Primary) 2017 : 6 seconds behind
SUCCESS: All services are Up.
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dll
Eoy

1 > —J 1 —A(NIC)IAREESR: API Gateway

Q show ethernetd~< > R
o RV NI—2 - 4245 —T 1 —XADBEA T & B4R O] BE
o0 A= 1T —ANEECHEEL TLBDIEZES(FuphFREIND

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

50:

50:

50:

50:

00:

00:

00:

56:

56:

56

56:

00:

00:

00:

bd

bd

:bd:

bd:

00:

00:

00:

:46:

142

14:

14:

00

00

00

68

a7

f1

7b

idg# show network-interface

ifIndex Type Name Administrative status Operational status IP version IP address Prefix length MAC address
MTU RX bytes RX packets RX errors RX drops TX bytes TX packets TX errors TX drops

1 Other lo up up ipva 127.0.0.1 8
16436 17951946669 149961123 © 0 17951946669 149961123 0 0

2 Other site down lowerLayerDown ipv4a 0
1480 © 0 0 0 0 0 0 0

3 Other ip6tnle down lowerLayerDown ipv4a 0
1460 © 0 0 0 0 0 0 0

4 Ethernet ethe up up ipva 10.2.6.161 16
1500 63502011 753653 0 0 210065416 1309601 0 0

5 Ethernet ethl up up ipv4d 9.188.124.91 24
1500 8000463155 65219041 (%] (%] 9080198067 41999772 (%] (%]

6 Ethernet eth2 up up ipv4d (4]
1500 4373371818 46785858 (%] (%] 857251786 594489 (%] (%]

7 Ethernet eth3 up up ipva 0
1500 4373372538 46785870 0 0 857250344 594488 0 0
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1 >4 —21—A(NIC)IRREESSR: API Manager

||

ALK
illl
[

M
.“l

Q net show mtud~> R

o RV NI—=D « A4>25—T 1 —ADFEIA R =R T]
O A A—JJIT—ANERCHEEL TGS

(iActlveb\ﬁﬁ—\éﬂé
vmx-006-162/APIConnect> net show mtu
Active Ethe MTU: 1500

Active Ethl MTU: 1500

© 2016 IBM Corporation
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1> —2 T —A(NIC)IRRRESHR,: FFEANR—FIL

ifconfigd~<>
o RV NI—=D - 425 —T 1 —ADBEMA R =SS B fE
O A= —ANERICHEU TLDIHEEFUPHAERREND

admin@apicdevportal:~$ ifconfig
etho Link encap:Ethernet HWaddr ©0:50:56:bd:07:d0@
inet addr:10.2.6.163 Bcast:10.2.255.255 Mask:255.255.0.0
inet6 addr: fe80::250:56ff:febd:7d0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4262 errors:0 dropped:® overruns:0 frame:0
TX packets:1162 errors:0 dropped:@ overruns:0 carrier:0
collisions:@ txqueuelen:1000
RX bytes:1435452 (1.3 MiB) TX bytes:215960 (210.8 KiB)

ethl Link encap:Ethernet HWaddr 00:50:56:bd:20:27
inet addr:9.188.124.99 Bcast:9.188.124.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:febd:2027/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:6316918 errors:0 dropped:338819 overruns:@ frame:0
TX packets:921182 errors:0 dropped:@ overruns:0 carrier:0
collisions:@ txqueuelen:1000
RX bytes:1323219220 (1.2 GiB) TX bytes:368910300 (351.8 MiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:240 errors:@ dropped:0 overruns:0 frame:0
TX packets:240 errors:0 dropped:@ overruns:0@ carrier:0
collisions:@ txqueuelen:@
RX bytes:68380 (66.7 KiB) TX bytes:68380 (66.7 KiB)
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N)VA - FxTw/Z: API Manager (1/3)

a NJLR - FxwIAPIZED JZAPI ManagerdD1E E ISR
o API Manager(d> X FALIBMEDNILA - F v IAPINMEIDD TLVD, NL
A« FTVOAPIZFIFAI D ET. API ManagerH IE=E (CHERE L CTULYB D
EDNMHIT B ENTES

O NJILR « FTVIAPITIIUATODIEBZ5TA TS
m H— ) (—NF—HAIR-—INSXEZGHFNDINEDSH
m — )\ —NF— IR ([CXEXEZTIADDINESH
m H—/)\—DNITSDTRMSHEESNTLBIMNESH
m H—)\—D\FPOF 1 TIRELBRENDINEDH
m H— /) \—IMFEDITSAI—DA )= ESH
m H—)\—DUXNIZOH—)\—NEFENTLBIHNESH

o NJ)LRA « FTWIAPICIE TREZANILA - FTwOAPL] & [EFEHEANILX -
FT1w/ZIAPL] DO2IEFENTFEET D

d 725% : REST API FO UICKBEBY—/)\—DNJ)LA - FT VD -
> —~DOHUS
O https://www.ibm.com/support/knowledgecenter/ja/SSMNED 5.0.

0/com.ibm.apic.install.doc/load balancing health api.html
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N)LA - Fxw/Z: API Manager (2/3)

Q

EZENIILA - FwIAPIOHUH LA
o IFEICHEEEL TLWDIEAI(IE. Tsuccess] R EUTREREND

$ curl -k -i -X GET https://apicmgt.ise.ibm.com/v1l/servers/self/1b-health-check?clusterNamg=Management
HTTP/1.1 200 OK

Date: Mon, 11 Sep 2017 ©9:14:37 GMT

Server: Apache

Pragma: No-cache

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 UTC

Content-Type: application/json

X-Processed-By: a799c7d8f4fe02e0b8750d17a09d57194484721f
Vary: Accept-Encoding
Transfer-Encoding: chunked

{"status":"success"}

IBM API Connect

Clr.ud Manager

NILVR « FT v OIAPIZFOH IRRICIE
. clusterName®5|#¢& LT, CMCD
[—EX] XZa1—THELTWDE

ii"j— tza)ﬁﬂ_?% %lj] ?5%‘%73\35 B — 2

W AT =R = R 2 A — @ TLS 70777l

[OFE! Q H— b O—5—0E%R

.
— =B
brvin) H—ri—%

vmx-006-162.vmware.cloud.ise.com
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~N)LVA « Fx w2 API Manager (3/3)

Q0 FHNLR - FTYIAPIOIFGHUA
o BHALR - FIYIAPIDBE(E, BR/(SA—5 L (CERNIFESND
5 SEHAILR “?IuOAPI%‘:ﬂ?LUHj@“B (3. CMCOREEBR(I—Y —&. /(X D— R)&f
53 3BENSS

$ curl -k -i -X GET https://apicmgt.ise.ibm.com/vl/servers/self/Tb-health-
check/details?clusterName=Management -u cmc/ichiO0l@trader.makuhari.japan.ibm.com
Enter host password for user 'cmc/ichiOl@trader.makuhari.japan.ibm.com':
HTTP/1.1 200 OK

Date: Tue, 19 Sep 2017 07:21:06 GMT

Server: Apache

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true

Pragma: No-cache

Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 UTC

Content-Type: application/json

X-Processed-By: a799c7d8f4fe02e0b8750d17a09d57194484721f

vary: Accept-Encoding

Transfer-encoding: chunked

{"isInServers":"true","isInCluster":"true","isCouchup":"true","iswritable":"unknown","isReadable":"tru
e","isActive":"true","isDissociated":"false","error":null}

X CMCOREE(CERT 31— (I, adminBOI1—Y —Zh&fFk I D ENTED
X FFHIAN LA - ?I\JDAPI’&UH}HJ'@“L(?I 7572 I\Fﬁﬁ% 750 REEE, MROT—E
BE S 25N IO T ANOO— AR o1 H — A ERY BREN 55

£% : IBM API Connectd>1—H— - O—)L _ _ _ _
https://www.ibm.com/support/knowledgecenter/ja/SSMNED 5.0.0/com.ibm.apic.overvi
ew.doc/overview apimgmt users.html#overview apimgmt users cloud manager role
S
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Y —REfR

. CPUERX

. SEU—fERR

o P RATLERAZRK
o RyNI—TIRR

Il
“II
5
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A3 1BM API Connect

IBM API Connectdb Y — X EEHH

A S AFAIRBEIOY> RZFIHLUTUY — X EARn]ge iR IEH
O SAFTAIBEIOVY RZEFIHIBZET. IBM API Connectd > i—=HR>
NEAICTUY — XERINREHER I D &N eIEE
o0 EENREHEZITULEWGEE. UE— MOERBEY —/\— L(CERA
STILAOUT hER LT, AOUT ROPRTION REFRITIBDET
Y —XERZEERIRTED

AP| Gateway o

CPU{ERIZR O

XE—fEAZ O O O

ZETJ% %&Z?A O O O

S ANEILV O X O
O AN > F=FHT S & TR IR

X AN RzFAE UIZERAT]
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)y — XEZf8: API Gateway (CPU{H)

12
Q show cpud~¥> K

o IBM DataPower GatewaydDCPU/E 2% M3 o] fE
o EIAM10#., 143, 1073, 1B, 1HOEAI CCPUEARMNTRREIND

idg# show cpu
10 sec 1 min 10 min 1 hour 1 day
cpu usage (%): 22 15 0 0 0
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)Y — XEZfR: API Manager (CPU{E)

A debug topd~VY> K
o API Manager®CPU{EFHZ % 2 n]AE

)

PID USER
6195 root
1root
2 root
3 root
4 root
5 root
6 root
7 root
8 root
9 root
10 root
11 root
12 root
13 root
14 root
15 root
16 root

API-MNG-1/APIConnect> debug top

top - 04:54:22 up 75 days, 4:28, 1 user, load average: 0.01, 0.01, 0.00
Tasks: 703 total, 1 running, 700 sleeping, O stopped, 2 zombie

Cpu(s): 0.0%us, 16.7%sy, 0.0%ni, 83.3%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
Mem: 8194472k total, 7465032k used, 729440k free, 303392k buffers
Swap: 10255944k total, 2945452k used, 7310492k free, 761948k cached

NI VIRT SWAP RES SHR S %CPU %MEM TIME COMMAND
021752 19m 1856 1040 R32.4 0.0 0:00 top
025668 23m 1244 984S 0.0 0.0 0:06 init

0

OO O0OO0OO0OO0OOoOOo
OO OO0 OoOOo

OO OO0 O0oOOo
OO OO0 OoOOo

OO OO0 o0oOoOo

(el elNolNelNolNolNol

0

O OO O0OO0OOoOOo

OO OO0 OoOOo

0S
0S
0S
0S
0S
0S
0S
0S

0S5 0.0 0.0
0S5 0.0 0.0
0S5 0.0 0.0
0S5 0.0 0.0
0S5 0.0 0.0
0S5 0.0 0.0
0S5 0.0 0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0:00 kthreadd
0:31 migration/0
0:13 ksoftirqd/0
0:00 migration/0
0:31 migration/1
0:00 migration/1
0:43 ksoftirqd/1
0:32 migration/2
0:00 migration/2
0:42 ksoftirqd/2
0:31 migration/3
0:00 migration/3
6:32 ksoftirqd/3
0:03 events/0
0:15 events/1

© 2016 IBM Corporation



IBM APl Connect

Y — &R BEER—F)L (CPUERZER)

Q topdVY> R
o HFEEN—F)LDOCPUERAXRZEHIAR]EE

admin@apicdevportal:~$ top
top - ©08:41:55 up 7 days, 20:02, 1 user, load average: 0.29, 0.45, 0.49
Tasks: 88 total, 2 running, 86 sleeping, 0 stopped, 0@ zombie
%Cpu(s): 41.4 us, 5.8 sy, 0.0 ni, 52.8 id, ©.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 4063532 total, 3928524 used, 135008 free, 87892 buffers
KiB Swap: 471036 total, 471028 used, 8 free, 1206060 cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
23615 aegir 20 © 333m 84m 66m R 77.5 2.1 0:02.33 php
3571 mysql 20 0 3156m 2.2g 9152 S 1.0 57.1 382:22.36 mysqld
3588 admin 20 0 12984 3848 1400 S 1.0 0.1 5:15.39 run_site_queue
23327 admin 20 0 23176 1544 1116 R 0.3 0.0 0:00.03 top
23422 admin 20 © 12380 3104 1288 S 0.3 0.1 0:00.01 run_site_task
23524 admin 20 © 12388 3260 1388 S 0.3 0.1 0:00.01 run_site_cron
1 root 20 0 10652 684 640 S 0.0 0.0 0:39.48 init
2 root 20 0 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root 20 0 0 0 0S 0.0 0.0 1:06.33 ksoftirqd/e
5 root 20 © 0 0 S ©0.0 0.0 0:00.00 kworker/u:®
6 root rt o (4] %] S 0.0 0.0 0:34.15 migration/®
7 root rt o (4] 0 0SS ©.0 0.0 0:02.66 watchdog/0
8 root rt o (4] 0 S 0.0 0.0 0:34.18 migration/1
10 root 20 0 0 0 0S 0.0 0.0 1:06.06 ksoftirqd/1
12 root rt o (4] 0 S 0.0 0.0 0:02.15 watchdog/1
13 root 0 -20 0 0 QS 0.0 0.0 0:00.00 cpuset
14 root 0 -20 (7] %] S 0.0 0.0 0:00.00 khelper
15 root 20 © %] (%] S 0.0 0.0 0:00.00 kdevtmpfs
-------------------------------- g S
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)Y —XEEtH: API Gateway (XAEJ —{FAZX)

||
N

I
Il
-l
“II
5

Q show memoryJd~<> R
o IBM DataPower Gateway®D A€ ) — (AR ZMEZ0]6E

idg# show memory

Memory usage: 37 %
Total memory: 6581704 kilobytes
Used memory: 2465444 kilobytes
Free memory: 4116260 kilobytes
Requested memory: 2504408 kilobytes

Hold memory: 38964 kilobytes

Reserved memory: 1806904 kilobytes
Installed memory: 8388608 kilobytes
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Y — B API Manager (XEY & T 7 1)L AT AMFAXR)

Q stat show all O~ > K
O API ManagerXEU—ERAZK, TJ7A)L> AT AMEAZRZEROEE

vmx-006-162/APIConnect> stat show all

DISK USAGE:

Filesystem Size Used Avail Use% Mounted on
rootfs 9.86 3.7G 6.0G 39% /

udev 4.0G 160K 4.0G 1% /dev
/dev/mapper/flash2 9.8G 3.7G 6.0G 39% /

none 9.8G 3.7G 6.0G 39% /initrd
/dev/shm 4.0G @ 4.0G 0% /dev/shm

tmpfs 4.0G 3.1M 4.0G 1% /tmp
/a/dev/sdal 118M 19M 98M 16% /boot/plaintext
/dev/sdbl 22G  11G  1eG 51% /ih_var

/dev/mapper/vgl-1vl 24G 13G  11G 54% /wip

MEMORY USAGE (MB):

total used free shared buffers cached
Mem: 8002 7580 421 0 247 790
Swap: 10015 517 9498

UPTIME:
08:40:21 up 7 days, 22:18, 1 user, load average: 0.00, 0.00, 0.00

ACTIVE PROCESSES:

PID TTY STAT TIME MAJFL TRS DRS RSS %MEM COMMAND
4788 ? S<s 5:14 12 222 83793 4876 0.0 arbd
4927 ? S1 0:09 2 192 461131 4656 0.0 ihhostnetd
5484 ? S 0:01 1 38 76353 4512 0.0 ciosrm --monitor=swap
5488 ? S 0:01 (7] 38 76277 4536 0.0 ciosrm --monitor=disk
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Y —REER: AREEANR—SIL (XAEY—1{E

jK)
Q free <> R
o HAREBENR—FILDOAE —{FRAZXRZIELO]EE

admin@apicdevportal:~$ free

total used free shared buffers cached
Mem: 4063532 3890856 172676 (%] 83044 1163116
-/+ buffers/cache: 2644696 1418836
Swap: 471036 471036 (%]

© 2016 IBM Corporation
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M
L1
I

)y — X EZfR: API Gateway (J 7

1 IV 2T ISR

Q show filesystemI~<>
o IBM DataPower Gateway®J 7 1 )L> X7 IMFRARZMEZ O] 68

Free encrypted
Total encrypted
Free temporary
Total temporary
Free internal
Total internal

idg# show filesystem

space:
space:
space:
space:
space:
space:

12530 Mbytes
14896 Mbytes
980 Mbytes
1024 Mbytes
921 Mbytes
1024 Mbytes

Q show raid-partition~¥> R
o IBM DataPower Gateway®raid/\—5 « = 3 > D{FERAXRZMHER0]

o show filesystem~ > R T(IHEERTETIRL,

W AT LDRREZ R TED

idg# show raid-partition

Volume name Partition Purpose

Encryption algorithm Encryption method Total size Free space

localStorage None-Unsupported na 16508600 16332232

52
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Y —XRER: BRENR—SIL (D7 AL AT LMERAR)

adfav¥> Rk
o FAFRENR—FILDIT 7 AL AT MMERRZHEZZOIHE

admin@apicdevportal:~$ df

Filesystem 1K-blocks Used Available Use% Mounted on
rootfs 9607396 7059540 2059820 78% /

udev 10240 0 10240 0% /dev
tmpfs 406356 196 406160 1% /run
/dev/mapper/devportal-root 9607396 7059540 2059820 78% /

tmpfs 5120 (%] 5120 0% /run/lock
tmpfs 812700 %] 812700 0% /run/shm
/dev/sdal 233191 19991 200759 10% /boot

© 2016 IBM Corporation



 IBM API Connect

Y — XEZHH: API Gateway (Rwv D —724K5)

[j]
Il

I
M
|

Q show receive-kbps~¥ >
o 2502 3a>DREE (K EY N (CEATD1>F—T 1T —ABIDM
5Tz RO AE

idg# show receive-kbps

Interface type Interface name 10 sec 1 min 10 min 1 hour 1 day

Other ip6tnle (7] (4] (%] (%] (%]
Other lo 10 16 16 16 18
Other site 7] (%] %] 0 0
Ethernet ethoe 0 %] 0 0 0
Ethernet ethl 6 8 8 8 8
Ethernet eth2 3 5 5 5 5
Ethernet eth3 3 5 5 5 5

Q show transmit-kbps1~¥ >
o hS2HUO>a>oXEE (K Ev N (CEETD1>F—T 1T —ABIDME
st SR D] EE

idg# show transmit-kbps

Interface type Interface name 10 sec 1 min 10 min 1 hour 1 day

Other ip6tnle (%] 0 (%] (4] 0
Other lo 372 253 269 387 287
Other site 0 (%] 0 0 (7]
Ethernet etho 0 0 (%] 0 0
Ethernet ethl 9 14 15 25 25
Ethernet eth2 1 1 1 1 1
54 Ethernet eth3 1 1 1 1 1
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]

I
Il
.“I
“II
5

Y —RER: HFEENR—YIL (Ry ND—T1R0)

O netstata~Y>
o HFREBRN—FILDOFRY NDJ—DIR Nz Rl EE
admin@apicdevportal:~$ netstat -i

Kernel Interface table
Iface MTU Met RX-0K RX-ERR RX-DRP RX-OVR

TX-0K TX-ERR TX-DRP TX-OVR Flg
etho 1500 © 6408 4] 00 1173 0 0 0 BMRU
ethl 1500 @ 11717483 0 660015 © 1639701 0 0 0 BMRU
lo 16436 © 240 (4] 00 240 0 0 @ LRU
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IBM API Connect

IBM API ConnectdDR{EESR

_..EiI“
1l |||

[
I
"

M

Q S XAFLAREIVYS F2FHE U CRHEE R rI e /IR
0 EBMRRERZITULWEIZEEE, sk U2 Y —XERHAIOY > ROL G
REWNETDIRIVT bR I DL CTRIERRZRRTED

AP| Gateway .

CPUERR O
AT —{EAX Ox1 O @)
7AW AT A
B O O O
2y NI— RS O x O
O = %> REFATSC & TR
x = a%> REFALEERARD

%1 DataPower GatewayODXEU — ARG [ROwv MLEETE] D SEMBEZBX 12D’ 3 > h % TERIEE
IRR—=TPIET TRXOY NLERTE] DOFF#ZENT
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EMEEZFR: API Gateway (XEU —f#

13 1/3)

Q ROv MLEEEZED TZRMBEEESR
o Oy MLEREZFIAYT DI ET. BMBERS IUBMEICELILIBEDY
D2 32EREITDENTED
o BEEI>V—LICOTJ > LT, [EH#] -> [F/(R] -> [XOv b

=AN—— \ = EE 4 S\ A\
s IE | MBSREUEDELTEN BIEE
IBM DataPower Gateways | DG o/—)L (IDG75)
f0; EH -
AOykILEESE
& ® Q
. R @7
» A
\/\
» 1ERE
S » TR
v FHAR - A
I«EI AT LETE
IR TR AT B v
fo3 A .
A0k L EE ) | |
.

AE—BVROAETA Ok b
» AL =T AR

. et
) * E %
=
’ E %
» Ot

AT —DROETHT
» A
* =BT A= 2RO AET A Db L

m 2

g

Ho

it
)

* BT 2 AR ROET T

* XML B LT JSON SE0 RO BT ES:
[ * B{ LTI | 30 |%f') ]

© 2016 IBM Corporation
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EMEEZFR: API Gateway (XEU —f&

3K 2/3)
Q ROV MLEEEZED TZEROB S
0 XEU—MROBETROY ML

m ZEAEY-NEMEZ FRI>EHE

IBM DataPower Gateway(3FhiLUWL\ RS>
HO2 3> 0RIFANZELETSD (5TA4)L bOBHEIZ20%(

— i

caxX B

SNTLB)
m AL T NTEEULEREAIC, ZEXEY-HEMEZ _LBSRUV(EE URVY)
& (EIBM DataPower Gateway(3BEENIZ1TD

m EEATY-HEIETDE. bS2T IS 3> DRIFTANDBRHEIND
O AEU—HIRODIETHET

m ZEXAETYU-HEHEZ TR EEE

. IBM DataPower Gateway(JENBE CHiCH)
11D (T4 bOBHBEIIS%ICERESNTULD)
o 1LV I
REI D

BUE(CEZE UZFR(C. IBM DataPower GatewayW\BiL&h & 1T £ COFHERFRI %
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||
IHIH

iy
Myl
.“I
il
.

EMEEZFR: API Gateway (XEU —fEHZX 3/3)

Q XOv MLERECRIEZZUCBSCHANSNDIAXAYEZ—>
o BMEIOZEUZSICEUTOXA Yy E—IMEhensd. OJERICHMAFAD
CECRMEERERERT D ENAIEE

Throttling connections due to low memory
== . o

A System =T AR HDRNOERERYET

_ Restart due to low memory
e SR 177 AR OB OBRELET

_ Restart due to resource shortage timeout
e SVEE 5= R RAA LTI DO BRBLES
0x01a50004 system syEs Memory usage recovered above threshold

A —FERARMNEELTLEIMEZBAFELS:

© 2016 IBM Corporation
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I RiA > RNEStH

- pingEitR

« Web&H(HTML)
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£33 1IBM API Connect

IBM API Connectd®I > Rih-> NEERR

QA IT> Rk MEEfRRIEEIRIEE
o pingbXUcurl ¥ > RZEFMAEITDZET. IBM API Connectd > 7R—
R hEFITIY RIR1 > REERR T D ENVa]HEE
o0 EEMNRERZITULVEWES(E. UE— bOEREEREY —/\— L (CEfRH
STILAOUT hEER LT, AOUT ROPRTIN REFRITIDCE
TI> RN REERESKIRTED

API| Gateway .

ping&aifR

WebEsZtR

(HTML) O O O
O =X R=EHAET D ETEARDIEE
X = OY> RZEFEUEEEREAT]
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63

T> RiRk-> REER: API Gateway (ping)

A pingdN> RICKDI> Rk > MEEAR
o IBM DataPower Gateway®pingEzfR/H\al&E

C:¥Users¥IBM_ADMIN>ping apicgw.ise.ibm.com

apicgw.ise.ibm.com [9.188.124.91]IC ping #ZELTLET 32 (DT —4:
9.188.124.91 MoDIE: /NAhEE =32 RS =29ms TTL=185
.188.124.91 Mo DIGE: /NAME =32 B =25ms TTL=185
.188.124.91 Mo DIGE: /NAbER =32 BEfE =29ms TTL=185
.188.124.91 MHDE: /NA+ER =32 B =25ms TTL=185

O O VO

9.188.124.91 ® ping #fi&t:

IR EE = 40RME = 418K = 0 (0% DIEX).
UK M) TOBERRE (SUR):

&/ = 25ms. &K = 29ms. F = 27ms
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T > Rik-r> REZR: API Manager (ping)

A pingdN> RICKDI> Rk > MEEAR
o API Manager®pingEztRH\ oI &

9

9.

9
9.
9

.188.
NI
VR MY TOBERRE (SUR):

124.98
124.98
124.98
124.98

124.98

C:¥Users¥IBM_ADMIN>ping apicmgt.ise.ibm.com

apicmgt.ise.ibm.com [9.188.124.98]IC ping #XELTLEYT 32 (LD T—4:
188.
.188.
188.
.188.

MDD /NAM =32 B =29ms TTL=54
MODSE: /NAM =32 B =29ms TTL=54
MODSE: /NAMR =32 B =27ms TTL=54
MODISE: /NAME =32 B =24ms TTL=54

® ping #iEt:
EE = 4RI = 4.8B% = 0 (0% DIEX).

&/ = 24ms. &K = 29ms, F¥ = 27ms
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T> RikA > REER: BFEE/NR—)L (ping)

||
N

I
Il
-l
“II
5

A pingdN> RICKDI> Rk > MEEAR
o HFEBMNR—F)LDpingEztR N eIEE

C:¥Users¥IBM_ADMIN>ping apicdevportal.ise.ibm.com

apicdevportal.ise.ibm.com [9.188.124.99]IZ ping #XELTLVET 32 NA+DT—4:
9.188.124.99 NHoDIHE: /NAMEL =32 BEME =25ms TTL=54
9.188.124.99 NHoDIHE: /NAMEL =32 BEME =25ms TTL=54
9.188.124.99 NHDIHE: /NAME =32 BEE =36ms TTL=54
9.188.124.99 MHDIHE: /NAML =32 BEE =27ms TTL=54

9.188.124.99 M ping #fi&t:

INTYR: E1E = 40218 = 418K = 0 (0% DIEK).
IR MIVTOBMERRE (SUR):

&/ = 25ms. K = 36ms. i = 28ms
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T> Rk > NEERR: API Gateway (WebEBEI1> YV —)L)

A curlONX> RICKDI> Rk > MEER
o IBM DataPower GatewayURLMIEE/RHTTPRAFT—S X 1— RZiRT
&% BESfR Al AE

$ curl -k -i -X GET https://apicgw.ise.ibm.com:9090/dp/login.xml?session=false
HTTP/1.1 200 OK

Server:

Content-type: text/html

X-Content-Type-Options: nosniff

X-Frame-Options: sameorigin

Frame-Options: sameorigin

Via: 1.0 web-mgmt

Warning: 214 web-mgmt DataPower Transformation Applied
Connection: Keep-Alive

Date: Mon, 18 Sep 2017 18:51:23 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "/schemas/xhtml1l-
transitional.dtd">

<html style="height: 100%; width: 100%; margin: Opx; padding: Opx;" lang="en"><head><meta http-
equiv="content-type" content="text/htm; charset=utf-8"/><title>IBM DataPower Login:
IDG75</title><meta http-equiv="Cache-Control" content="no-cache, max-age=0"/><meta http-
equiv="Pragma" content="no-cache"/><link rel="SHORTCUT ICON"
href="/dp/images/favicon.ico"/><1link type="text/css" rel="stylesheet”
href="../../js/dojo/dojo/resources/dojo.css"/><link type="text/css" rel="stylesheet"
href="../../js/dojo/dijit/themes/dijit.css"/><link type="text/css" rel="stylesheet"
href="../../js/dojo/idx/themes/oneui/oneui.css"/><link type="text/css" rel="stylesheet”
href="/dp/css/login.css"/><script type="text/javascript"
src="../../js/dojo/dpWidgets/config.js"></script><script type="text/javascript" ---------------
----------------- AT BB - - - o m e
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T > RiR-r> REZfR: API Manager (API Manager Web UI

A curl Y>> RICKDIT> Rik1> REEfR

N~

O API Manager®URLABIER/RHTTPRAT—F X 1— R%ZIRT Z & = BEIR ATRE

$ curl -k -i -X GET https://apicmgt.ise.ibm.com/apim/
HTTP/1.1 200 OK

Date: Mon, 11 Sep 2017 09:10:15 GMT

Server: Apache

Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/html;charset=utf-8

Set-Cookie: JSESSIONID=1f35705941844f5; Path=/apim; Secure; HttpOnly
X-Processed-By: a799c7d8f4fe02e0b8750d17a09d57194484721F
Vary: Accept-Encoding

Transfer-Encoding: chunked

<ldoctype html>

<html lang="en-US">

<!--

/********************************************************* {COPYRIGHT_TOP} k ko
* Licensed Materials - Property of IBM

5725-130, 5725-722

(C) Copyright IBM Corporation 2015, 2016

All Rights Reserved.
US Government Users Restricted Rights - Use, duplication or disclosure

restricted by GSA ADP Schedule Contract with IBM Corp.
3k 3k 3k 3k 3k ok 5k ok 3k 3k 3k Sk ok 5k 5k 3k 3k 3k sk ok sk ok 3k 3k 3k Sk ok 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k Sk ok 5k 5k 3k 3k 3k 3k ok ok ok >k sk sk kosk ok ok k k {COPYRIGHT_END} **/

*
*
*
*
*
*
*
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T> RiR-> REEtR: API Manager (CMC Web UI)

A curl Y>> RICKDI Rik1> REEH
0 CMCOURLAIEEMRHTTPAF—4 X 11— REIRT & & #ESfH 0T AE

$ curl -k -i -X GET https://apicmgt.ise.ibm.com/cmc/
HTTP/1.1 200 OK

Date: Mon, 11 Sep 2017 ©9:11:21 GMT

Server: Apache

Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/html;charset=utf-8

Set-Cookie: JSESSIONID=b7b02e345d7a4fb; Path=/cmc; Secure; HttpOnly
X-Processed-By: a799c¢7d8f4fe02e0b8750d17a09d57194484721fF
Vary: Accept-Encoding

Transfer-Encoding: chunked

<ldoctype html>

<html lang="en-US">

<!--

/********************************************************* {COPYRIGHT_TOP} %k k ok
* Licensed Materials - Property of IBM

* 5725-130, 5725-722

(C) Copyright IBM Corporation 2015, 2016

All Rights Reserved.

US Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Sk 3k 3k 3k 3k ok sk ok 3k 3k 3k Sk ok sk ok 3k 3k Sk sk ok sk ok sk 3k 3k Sk ok sk 3k 3k 3k Sk ok ok sk 3k 3k 3k Sk ok ok ok 3k 3k >k Sk ok ok ok >k >k >k kosk sk k >k k {COPYRIGHT_END} **/

-------------------------------- T S

* ¥ ¥ ¥ ¥ ¥
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T> Rk > REER: FEREBE/R—5)L (Web UI)

A curl Y>> RICKDI Rik1> REEH
o BARER—FILDOURLAEEBRHTTPAF—SI X 01— REET & & HEHTTEE

$ curl -k -i -X GET https://apicdevportal.ise.ibm.com/org/sb/
HTTP/1.1 200 OK

Server: nginx

Date: Mon, 11 Sep 2017 ©9:12:07 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Accel-Expires: 1

Expires: Sun, 19 Nov 1978 ©5:00:00 GMT

Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff

X-Frame-Options: SameOrigin

Strict-Transport-Security: max-age=1000; includeSubDomains
Content-Language: en

X-Generator: Drupal 7 (http://drupal.org)

Link: <https://apicdevportal.ise.ibm.com/org/sb/>;
rel="canonical",<https://apicdevportal.ise.ibm.com/org/sb/>; rel="shortlink"
Strict-Transport-Security: max-age=1000; includeSubDomains
X-Engine: Aegir

X-Speed-Cache: MISS

X-Speed-Cache-Key: /org/sb/

X-Server-Name: apicdevportal.ise.ibm.com

-------------------------------- BATF 2B - < <o m oo soonool
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#23 1BM API Connect

IBM API Connect(Cd& 3 2SNMPODF)

ad IBM API ConnectiRiE . SNMPZ{ERHI B (CIFZENTND
H—)\—C &%

CERTETIENERIRD
O API Manager

m OV RSAUICKBDEEDEME
m SNMPICKDERNIHE

O DataPower Gateway

m DataPower®diEpk CSNMPEXTE Z 185K
m SNMP(CKDEHR. Trap@x0H\olge

o HFEER—FIL

K18

m HREER—YILOY—)\—O>R—F> hTlE. TTA)L NTSNMP(E
=T aay gVAN A

m LinuxLNJLTSNMP/\w o —ZZEBHINEA U, LinuxL~JLODOSNMPEA
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API Manager CDSNMP:&TE

I
I
Il
.“I
“II
5

Q OY>2 RSA2TEIE

mgmt snmp set IRTED SNMP 1B ztzw 7w mgmt snmp set
EIE(IEF { community | description
| location | contact }
<value>
mgmt snmp set on SNMP MIB2 b—EXZ=B#tEZ mgmt snmp set { on |
mgmt snmp set off (S off }
mgmt snmp show IRTEDSNMPIERL DN TEZ R mgmt snmp show

{ community | description
| location | contact | all |
status }

72
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API Manager Cigt =N 3SNMPIEH
o°  [swes  E

1.3.6.1.2.1.1

1.3.6.1.2.1.2

1.3.6.1.2.1.4

1.3.6.1.2.1.5

1.3.6.1.2.1.6

1.3.6.1.2.1.7

1.3.6.1.2.1.11

1.3.6.1.2.1.25.1

1.3.6.1.2.1.25.2

1.3.6.1.2.1.25.3

1.3.6.1.4.1.2021.4

SNMPv2-MIB: :system
IF-MIB::interfaces
IP-MIB::ip
IP-MIB::icmp.
TCP-MIB: :tcp
UDP-MIB::udp
SNMPv2-MIB::snmp

HOST-RESOURCES-MIB: :hrSystem

HOST-RESOURCES-MIB::hrStorage
HOST-RESOURCES-MIB: :hrDevice

UCD-SNMP-MIB::memory

1.3.6.1.4.1.2021.10 UCD-SNMP-MIB::laTable

1.3.6.1.4.1.2021.11

UCD-SNMP-MIB::systemStats

.1.3.6.1.2.1.25.1.3 HOST-RESOURCES-

MIB: :hrSystemlInitialLoadDevice Z&px<.1.3.6.1.2.1.25.1.4 HOST-
RESOURCES-MIB: : hrSystemInitialLoadParameters %Zp& <

CPU &7a¥13
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Q XEY R

API Manager COSNMPIEEREVS

$ snmpwalk -v 2c -c public

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

:memIndex.0 =
:memErrorName.
:memTotalSwap.
:memAvailSwap.
:memTotalReal.
:memAvailReal.
:memTotalFree.
:memMinimumSwap.0 = INTEGER: 16000 kB
:memBuffer.O

:memCached. 0O

:memSwapError
:memSwapErrorMsg.0 = STRING:

9.188.124.98 UCD-SNMP-MIB: :memory
INTEGER: O

STRING: swap

= INTEGER: 10255944 kB

= INTEGER: 8406984 kB

= INTEGER: 8194472 kB

= INTEGER: 598444 kB

= INTEGER: 9005428 kB

O O O O o o

INTEGER: 231432 kB

= INTEGER: 752492 kB

.0 = INTEGER: noError (0)

Q &£&)IY> RCXKDIAED K

(FER)

Mem:
Swap:

MEMORY USAGE

APIConnect> stat show all

(MB) :
total
8002
10015

used free shared buffers
7438 564 0 227
1805 8210

cached
735
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DataPower CAOSNMPESTE

O SNMPEREDERME
o SNMPOHE%R)
o IPY7 RL-RISE (T T +4JL 1~0.0.0.0)
o /R—MEE (T T4/l b 161)

o d=1="7 % (fl: public EEDHIRSNMPYR—=v —TCHIKIE)

o DataPower #i5EMIB

m DataPower®isRMIB(E. SNMP:EXEIBIH N S8 0] EE
e drConfigMIB.txt
e drStatusMIB.txt
e drNotificationMIB.txt

w T —J542 MIB

()
CoED ) OLT FOT - [drConfighIB txt

iR ()
IOV ALT o - /drStatusMIB txt

— A ALT /T - driNotific ationMIB bkt
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DataPower COSNMPIEEREVE

0 SNMP(C KD IEHRES
o CPUEAZ(IERI102EIDCPUERHZR)

$ snmpwalk -v 2c -c public 9.188.124.91 .1.3.6.1.4.1.14685.3.1.14.3
SNMPv2-SMI: :enterprises.14685.3.1.14.3.0 = Gauge32: 1

Web GUITDZE A CPU SRS
107 o] %
145 1 %
1045 1 %

o XTI —{FAXK

$ snmpwalk -v 2c -c public 9.188.124.91 .1.3.6.1.4.1.14685.3.1.5.1
SNMPv2-SMI: :enterprises.14685.3.1.5.1.0 = Gauge32: 32

AT — AR
Web GUIT DRI

ATU—fBHE 32 %

HEFAE)— 6,581,704 F0O31H

D SN M P I\ 5 \\J jll:l:ll jj {yu R — 2,156,700 004
o O > KEHF
Sep 14 20:24:03 vmx-001-074 snmptrapd[75890]: 2017-09-14 20:24:03 alpha-091.makuhari.japan.ibm.com [UDP: [9.188.124.91]:45440-

>[9.188.124.65]]:#012DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (95230437) 11 days, 0:31:44.37#011SNMPv2-
MIB::snmpTrapOID.0 = OID: SNMPv2-MIB::authenticationFailure#011SNMPv2-MIB::snmpTrapEnterprise.0 = OID: SNMPv2-MIB::snmp

76
© 2016 IBM Corporation



IBM API Connect

(£2Z&] BHFEE&ENR—IL TDSNMPIERK

||
N[
M

-l

LY
I

O BAFRER—F)LICIE. BETSNMP) WO —HEFEN TR

Q Linux®SNMP/\w o —7ZE01E A L. LinuxdOSLA)L TDSNMP
EStR D=
o IBM API Connect, DataPower Gateway®SNMPEZR(CHET DA T. OS
L AJLOOBEMASL. CPUERAR, XAED —{ERRZEH
m F) FARBR—FILD/\—23 > (CKo>TE. SNMPEFTRL IR/ \wo—2
(Perl&E)D/\—=3> 77y TN E(CIRDE]EENEN S D

Q SNMP/\w o —ZE ARDSNMPIEEREVSH

admin@devportal:~$ snmpwalk -v 2c -c public 192.168.142.20 1.3.6.1.2.1.25.3.3.1.2
HOST-RESOURCES-MIB: :hrProcessorLoad.768 = INTEGER: 11

HOST-RESOURCES-MIB: :hrProcessorLoad.769 = INTEGER: 6

admin@devportal:~$ snmpwalk -v 2c -c public 192.168.142.20 1.3.6.1.4.1.2021.4.5
UCD-SNMP-MIB: :memTotalReal.® = INTEGER: 4063536 kB

admin@devportal:~$ snmpwalk -v 2c -c public 192.168.142.20 1.3.6.1.4.1.2021.4.6
UCD-SNMP-MIB: :memAvailReal.® = INTEGER: 1941672 kB

admin@devportal:~$ snmpwalk -v 2c -c public 192.168.142.20 1.3.6.1.4.1.2021.9.1.9.1
UCD-SNMP-MIB: :dskPercent.1 = INTEGER: 34
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