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= Dunyada kullanilan en buyuk acik anahtar altyapisi
— 145 milyon adet satiimis lisans
— Her kullanici RSA tabanl bir sertifikaya sahip

= Notes/Domino ya basarili gerceklestirilmis bir saldiri yo

— Adres defteri hirsizligina, solucanlara ve calistirilabilir
dosyalara karsi direncli

— “varsaylilan olarak guvenmeyen” calistirilabilir dosya kontrol
listeleri (ECLs)

= Guvenlik DNA sinda mevcut
— Sertifikalar, guclu sifreler, dosya/protokol kriptolama...
— Nesne seviyesinde erigsim kontrolu, rol tabanl guvenlik...




S OICTal]d e-posta Guvenligl

E-posta giivenligi hic olmadigi kadar 6nemli ve zor

= Spam, Phishing ve Malware tum SMTP trafiginin yaklagik 80% i
olusturmaktadir

— Band genigligi ve CPU yogunlugu
— Sirket imaji1 ve calisan memnuniyeti
= Ataklar karmasik, ozellesmis ve karliliga yonelik
— Organize suc ve teror finansmani
— Endustriyel casusluk ve finansal dolandiricilik
= Hassas bilgiler risk altinda
— Kasten veya istemeyerek gizli bilgilerin kaybi
— Veri hirsizhgi




S OICTal]d e-posta Guvenligl

E-mail kaynakli ataklar hizla degisiyor

Percent of Spam that is Image-based or URL Spam Lifespan of Spam URLs
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ST 0]d e-posta Guvenligi

Tehditler sadece gelen e-posta lar ile sinirli degil

Top 10 Threats to Enterprise Security
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S OICTal]d e-posta Guvenligl

Giivenlik Entegrasyonunun Dinamikleri

Efor /
Karmasikhk

“Silo” Glivenligi
Lotus. Protector

Entegre Guvenlik

Fayda




S OICTal]d e-posta Guvenligl

IBM Lotus Protector Urlin Ailesi

* Domino e-posta sunucusuna yeni guvenlik ve veri koruma 6zellikleri ekler
Internet tehditlerine kargi korur ve guvenli kilar
*Gelistirilmis icerik koruma araclari sunar

* Notes/Domino kullanici arayuzu ve guvenlik modeli ile entegre calisir

Lotus. Protector

Giuivenlik Urlinleri
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ST 0]d e-posta Guvenligi

Lotus. Protector e-posta Givenligi

Lotus Domino igin Optimize Edilmis SMTP Guvenligi

= Enterprise grade spam filtreleme yazilimi

— IBM Proventia Spam/Malware bloklama teknolojisi
« Dynamic Host Reputation (IP Filtreleme)
« Cok katmanli mesaj analizi
- Imza ve Davranissal Antivirus
* Phishing ve spyware i¢in URL eglestirme
- Ug kullanici karantina, bloklamal/izin verme listeleri
— Lotus Domino musterileri icin optimize edilmistir
+ Kolay sahip olma, entegrasyon, yonetme ve destek
« Agresif entegrasyon yol haritasi (yatay/dikey)

= Tehditlere kargi onleyici koruma

— Gelen/Giden iceriklerin korunmasi icin kural/politika motoru
— Entegre IBM Proventia intrusion engelleme sistemi




Notes/Domino
entegrasyonu

World class teknoloji

= Proventia |j
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Lotus. Protector
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Popdiler Filtreleme Yazilimi Kurulum Secenekleri

*Spam ve virus filtreleme igin ¢esitli yaklasimlar bulunmaktadir

» Edge appliances ve cloud services SMTP filtreme yaparlar fakat ic mailleri filtreleyemezler
» Cloud services musteri az kontrol olanagi saglar ve filtrelemede daha az etkilidir

» Server tasklari tim mailleri temizler(i¢c ve dis) , fakat sunucu CPU sunu ¢ok yorar

Lotus. Protector for Mail Security Cloud Services

Edge Appliances

Sunucu Tasklari

14
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ST 0]d e-posta Guvenligi

Filtreleme Siirec
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HOiIa]d e-posta Guvenligl

IBM X-Force Arastirmasi

m Ozellikler

M Bayesian Filter, URL Checker, Meta Heuristics, Flow Control, Structure Analysis,
Phishing detection, Fuzzy Fingerprints, Behavioral Antivirus...

B URL Veritabani

M 9.3 milyar adet islenmis web sayfasi ve imaj
BHer ay 150 milyon yeni sayfa
MHer gun 150,000 kategorelendirilmis yeni site

® 100 milyon URL kaydi

M 68 cesit spam URL kategorisi

B Spam/Phishing Veritabani
M Veritabaninda 80 milyon spam imzasi

M Spam e karsi > 98% oraninda etkili

B < 0.001% hatali tahmin
]
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S OICTal]d e-posta Guvenligl

@® Dynamic Host Reputation (IP Level)

O i) ® External Blackhole Lists (DNSBL) vel)
o i )
RO ) ® Recipient Verification (SMTP Level) .
(TO: Dave Smith )
SUBJECT:  Hello! o Spam Signature Database A
- A o Spam Bayesian Classifier

Got your message. Sounds like you're tired of paying
too much for your medications. But I've got a solution — |~ o Spam Structure Analysis
get your prescription meds online! Use the Web to order
Vicodin, Xanax and Valium. Guaranteed delivery within - o Spam Flow Control
48 hours of order! Browse our selection of meds from Nk
home and have them delivered right to your door. Great [ o Spam Heuristics
prices — huge selection. What are you waiting for?

(Click here for details. ) 1 e Spam Fingerprinting
. ] @ Phishing Check

o Embedded URL Detector

ATTACHMENT:

( medlist.exe (78K) ) /

1 X




(e NI PHISHING - ATTENTION: This is a fraudulent message !!! IMPORTANT: Update your PayPal records - IBM Lotus Notes i ' o

File Edit View Create Actions Applet Tools Help

[2-990%2 %@ += AQRD [IEEEEETY)

iJMdress '”J@'@"@El

[ & Home [ 55} Repiication | [2, 1! PHISHING - ATTENTION:... X |

L—I&J %1 New > =1 Reply » &7l Replyto All » (2, Forward ~ r B @ Displayr () ~ Worew
Il PHISHING - ATTENTION: This is a fraudulent message Il IMPORTANT: Update your PayPal records
PayPal Security Center to: lotus user 06/18/2008 03:28 PM
Default custorn expiration date: 06/18/2009 Show Details

'ﬂi} Attention—this is a fraudulent message!

= Do not reply to or follow any link in this message.
s [f you still think you need to react on this message, please contact the system administrator first!

PayPal}

Stay protected

_ Take advantage of advanced antifraud technology and tips from
- one of the most trusted names in online security, PayPal.

Warning Notification

Dear

It has come to our attention that your PayPal® account information needs to be
updated as part of our continuing commitment to protect your account and to
reduce the instance of fraud on our website. If vou could please take 5-10
minutes out of vour online experience and update vour personal records vou will

coc 4[> *J["_4)[_ Dsconnected ] [Oniine =3 4
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G testhost2.only. de Lotus® Protector for Mail Security - Mozilla Firefox

Eile Edit Wew Higtory Bookmarks Tools Help

€ > Cuh

hittps: fftesthost2, only. delmain. php?page =homepage. php

Logaged in as: Adminiztrator [ logout ]

E-45) Mail Security

/M Policy

Paolicy Objects
£ Email Browser
Verify Who Objects
@ Reporting

#-5 SMTP

=55 System

=-1h Backup & Recavery
[

[

7-{) Updates
7-(F) Support

Mail Security Policy

Settings rMessageTrackingIRepor‘[ing rAd\ranced Farameters |

- - - L
rRuIes rUserAccess List rSpam Settings rBayesian Classifier | Po”t’ka Edltoru
Enahle Fre Caonditions Senders Recipients Whens Analysis Modules Responses Action
[ |Wame: Check for Binary Continue
[]  |Name: Signature \firus Check (Performs signature based virus check) Black
[] |Name: Behavior Virus {Perform hehavioral virus check) Block
[7]  |Name: Phishing (Checks for Phishing messages) Continue
[¥]  |Mame: Tag Spam (Tags Spam in Subject with **** SPAM *=*) Continue
| |Hame: Quarantine Spam {Stores Spam in the quarantine folder and delivers quarantine reports to the recipients) Block
] |Mame: MyMail (For testing purposes: Check for occurrence of "MyMail” in Subject) Continue

Granuler Politik
Kontrolu

Time Frame
-All the Time
-9am to 5pm
-8pm to 5am

When

Sender/Recipient
-Sales
-Logistics
-Mr. Schmitt

Who

Sensors
-Confidential
-MP3/JPG
-Pornography

Analysis Modules

Responses
-Block
-Allow
-Send To

Action

Model:

Applet CpeController Applet started

192.168.123.2 (5%



= Farkindalik yaratmak ve pazara hareket getirmek icin
duyuru

— Belirli bir sure i¢in yeni musterilerimize
— IBM kalite ve performansini rakiplerle benzer fiyata daha fazle
fonksiyon ile satin alabilirsiniz.

= Yeni lisans alimlarinda liste fiyati Uzerinden 25% indirim

— Subat-Temmuz 2009 tarihleri arasinda gecerli

* Lotus Protector for Mail Security Authorized User(s) License + SW S&S 12
Months DO4QYLL

* Lotus Protector for Mail Security Authorized User(s) from Competitor Trade-up
License + SW S&S 12 Months DO4ROLL

— Fiyatlar PA olarak kredilendirilir — Ozel fiyat calismasi gerekmez

— Yenileme, yeniden satin alma ve donanim alimlarinda gegerli
deqildir

— IBM Promosyon no : #PR01534, Mektup no : 509-434 Detaylar icin




Kaynaklar

PREEMPTIVE PROTECTION AND SPAM CONTROL
Ry FOR LOTUS DOMINO
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= www.ibm.com/lotus/protector/mailsecurity

Ozellik Tanimlari

Brosur

Spesifikasyonlar

White Papers

Demo, Video

ICSA Sertlflkasyonu
X-Force Istatistik Grafikleri
Destek

Nasil satin alabilirim

Urin Dokumantasyonu...
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Sorular ?

Lotus. Protector

http://www.ibm.com/software/lotus/products/protector/

© 2009 IBM Corpore



	Slayt 1
	Slayt 2
	Slayt 3
	Slayt 4
	Slayt 5
	Slayt 6
	Slayt 7
	Slayt 8
	Slayt 9
	Slayt 10
	Slayt 11
	Slayt 12
	Slayt 13
	Slayt 14
	Slayt 15
	Slayt 16
	Slayt 17
	Slayt 18
	Slayt 19
	Slayt 20
	Slayt 21
	Slayt 22

