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Solutions Proof of Technology

IBM Software

Welcome to the Technical Exploration Center

• Introductions

• Restrooms

• Emergency Exits

• Smoking Policy

• Lunch - Special meal requirements?
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Welcome to the Technical Exploration Center
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Agenda

• Data Governance Overview

• Optim Overview

• Optim Data Growth

• Lab 1 – Discovering Optim Archive Capabilities

• Lab 2 – Discovering Optim Delete and Restore Processing

• Lab 3 – Adding Optim Relationships (Optional)

• Optim Test Data Management

• Lab 4 – Discovering Optim Test Data Management Capabilities

• Optim Data Privacy

• Lab 5 – Discovering Optim Data Privacy 

• InfoSphere Discovery

• Lab 6 – InfoSphere Discovery Finding Relationships and Business Objects
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Discovering Optim Archive Capabilities

Discovering Optim Delete and Restore Processing

Adding Optim Relationships (Optional)

Discovering Optim Test Data Management Capabilities

Discovering Optim Data Privacy Capabilities

InfoSphere Discovery Finding Relationships and Business Objects

An IBM Proof of Technology

Data Governance Overview  

© 2012 IBM Corporation

Data Governance Overview  
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It starts with Information Governance
Proactively leveraging information to unlock value and manage risk

Ensure information is understood and consistently defined. 

Increase the use and trust of information as an enterprise asset.

Protect information, reduce risk and comply.

Executive-Level
Data Governance

Bodies

Line of Business

Stewardship Community

Data Quality 

Reporting Team

Project Teams

Virtual  Teams

Executive 

Sponsorship

Risk Data Council

Data 
Governance 

Program 
Manager

Technical 
Liaisons 

(4)

Business 
Liaisons 

(4)

Metadata 
Liaison 
(1)

Data Governance PMA

Risk Data Governance 
Office (DGO)

Data Quality 
Reporting
Liaison (1)

Data 

Definition

Stewardship

Function

Data

Production

Stewardship 

Function

Data

Usage 

Stewardship 

Function

Quality 

Measurement 

Stewardship 

Function

Lead Steward
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Data 
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Usage 
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People Process
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It starts with Information Governance
Proactively leveraging information to unlock value and manage risk

Ensure information is understood and consistently defined. 

Increase the use and trust of information as an enterprise asset.

Protect information, reduce risk and comply.

Extract

Extract

Extract

Extract

Extract

Extract

Process Technology

IBM Software
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Enabling success
IBM Information Governance Unified Process

Define 

Business 

Problem

Obtain 

Executive 

Sponsorship

Conduct 

Maturity 

Assessment

Establish 

Organization 

Blueprint

Build Data 

Dictionary

Understand 

Data

Appoint Data 

Stewards

Implement 

Master Data 

Management

Create Specialized 

Centers of 
Excellence (COE)

= Enable through Process

= Enable through Technology
© 2012 IBM Corporation

Conduct 

Maturity 

Assessment

Build Roadmap

Understand 

Data

Create 

Metadata 

Repository

Define Metrics

Manage Data 

Quality

Manage 

Security & 

Privacy

Manage 

Life-cycle

Measure 

Results
= Enable through Process

= Enable through Technology
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Requirements for managing the data lifecycle

Develop &Develop &
TestTest

Discover &Discover &
DefineDefine

Information Governance Core Disciplines
Lifecycle Management

Discovering and 
understanding the “what & 

where” of enterprise data

Developing models and 
code to store and access 

enterprise data including 
the configuration of data for 

test environments

© 2012 IBM Corporation

Requirements for managing the data lifecycle

Optimize, Archive Optimize, Archive 
& Access& Access

Consolidate &Consolidate &
RetireRetire

Information Governance Core Disciplines
Lifecycle Management

Optimizing performance 
through identification of 

bottlenecks and building the 
right strategy for managing 

applications and 

data growth 

Implementing a consistent 

process for retiring or 
consolidating applications

IBM Software
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IBM provides the solutions required to manage information 
throughout its lifecycle from requirement to retirement

Validate test resultsDefine policies
InfoSphere Data 

Architect

InfoSphere Optim Test 
Data Management 

Solution

Create & refresh test 
data

Classify & define data 
and relationships

Develop database 
structures & code

Discover where 
data resides

InfoSphere 
Discovery

InfoSphere 
Discovery

InfoSphere Data 
Architect

InfoSphere Optim Test 
Data Management 

Solution

Develop &Develop &
TestTest

Understand &Understand &
DefineDefine

Information Governance Core Disciplines
Lifecycle Management
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IBM provides the solutions required to manage information 
throughout its lifecycle from requirement to retirement

Report & retrieve 
archived data

Enable compliance with 
retention & 
e-discovery

InfoSphere Optim Data 

Growth Solution

IBM Smart Archive 

Solution

Move only the needed 
information

Integrate into single 
data source

Manage data growth

Enhance performance
InfoSphere Optim 

Performance Manager

InfoSphere Optim Data 
Growth Solution

InfoSphere 

Information Server

InfoSphere Optim 
Solution for Application 

Retirement

Optimize, Archive Optimize, Archive 
& Access& Access

Consolidate &Consolidate &
RetireRetire

Information Governance Core Disciplines
Lifecycle Management
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How mature is your organization based on the core principles

� Self assessment 
• www.infogovcommunity.com

� IBM Governance Unified Process Book:

(free e-Download) 
• www.ibm.com/software/data/education/bookstore/

� Free workshops and assessments: talk to 

your IBM representative

© 2012 IBM Corporation

How mature is your organization based on the core principles

Free workshops and assessments: talk to 

An IBM Proof of Technology

Optim Overview  

© 2012 IBM Corporation
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Rampant Data Growth

Application Redundancies

Cost effectively support your 
information retention policies 
while controlling data growth.

Application Portfolio Rationalization

•Sunset legacy applications

•Reduce operational IT spend

The Challenges Around Data Management

�Meet SLA’s

�Reduce operational IT spend

Sources: CIO Magazine survey 2007;
© 2012 IBM Corporation

Reduce brand reputation risks 
and audit deficiencies

Information Compliance

The Challenges Around Data Management

Protect and enable secure 
sharing of information

Information Security

�63% IT executives rate compliance 
with regulations a top challenge.

�84% of security breaches come 
from internal sources, from non-
production.

�Average Costs and Fines 
for a Data Breach $6.6M

IBM Software

12 © 2012 IBM Corporation
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Have you considered your test environments? 
Challenges in Managing Test Data

“We did not want to create ‘fake’ or unrealistic test data. All test data had to be 
created and set up manually. So it would take us a month to setup test data for 
30 or more accounts.”

“We needed to improve efficiencies in development and testing environments, as 
well as our production environments. We can create realistic test environments 
that use much less disk space than we would by cloning the production database.”

“Our staff wanted to implement more efficient and cost
processes that would shorten the time for creating and managing multiple test 
environments.”

© 2012 IBM Corporation

Have you considered your test environments? 

“We did not want to create ‘fake’ or unrealistic test data. All test data had to be 
created and set up manually. So it would take us a month to setup test data for 

-- Large US Healthcare Insurer

“We needed to improve efficiencies in development and testing environments, as 
well as our production environments. We can create realistic test environments 
that use much less disk space than we would by cloning the production database.”

-- Allianz Seguros

“Our staff wanted to implement more efficient and cost-effective testing 
processes that would shorten the time for creating and managing multiple test 

-- Cetelem

IBM Software
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Data Multiplier Example: Before Archiving

ProductionProduction

TrainingTraining

Unit TestUnit Test

System Test System Test 

UATUAT

IntegrationIntegration

© 2012 IBM Corporation

Production            500 GB

Data Multiplier Example: Before Archiving

Training                 500 GB

Unit Test                500 GB

System Test          500 GB

UAT                        500 GB

Integration             500 GB

Total                            3 TB
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After Archiving: Cost and Storage Savings

CurrentCurrent

ProductionProduction

UATUAT

TrainingTraining

Unit TestUnit Test

IntegrationIntegration

System TestSystem Test

© 2012 IBM Corporation

After Archiving: Cost and Storage Savings

Production 200GB

Training 200GB

Unit Test 200GB

System Test 200GB

UAT 200GB

Integration 200GB

Total 1.2 TB
Storage reduced by 60%

IBM Software
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Example: How to further mitigate cost with Test Data Management

Creating right-sized targeted test environments saves storage costs & speeds testing

CurrentCurrent

ProductionProduction

UATUAT

TrainingTraining

Unit TestUnit Test

IntegrationIntegration

System TestSystem Test

© 2012 IBM Corporation

Example: How to further mitigate cost with Test Data Management

Production 200GB

Training 25GB

Unit Test 25GB

System Test 200GB

UAT 25GB

Integration 25GB

Total 500GB
Infrastructure reduced by 83%

sized targeted test environments saves storage costs & speeds testing
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The Latest Research on Test Data Usage

� 62% of companies surveyed use actual customer data instead of 

disguised data to test applications during the development process

–50% of respondents have no way of knowing if the data 

used in testing had been compromised.

� 52% of respondents outsourced application

testing

–49% shared live data!

� 26% of respondents said they did not know who was responsible 

for securing test data

Source: The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis 

© 2012 IBM Corporation

The Latest Research on Test Data Usage

of companies surveyed use actual customer data instead of 

disguised data to test applications during the development process

of respondents have no way of knowing if the data 

of respondents said they did not know who was responsible 

Source: The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis 
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The Easiest Way to Expose Private Data…

Internally with the Test Environment

� 70% of data breaches occur internally (Gartner)

� Test environments use personally identifiable data 

� Standard Non-Disclosure Agreements may not deter a 
disgruntled employee

� What about test data stored on laptops?

� What about test data sent to outsourced/overseas consultants?

� How about Healthcare/Marketing Analysis of data?

© 2012 IBM Corporation

The Easiest Way to Expose Private Data…

70% of data breaches occur internally (Gartner)

Test environments use personally identifiable data 

Disclosure Agreements may not deter a 

What about test data sent to outsourced/overseas consultants?

How about Healthcare/Marketing Analysis of data?
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More costs: What about those old and unused applications on ‘life support’? 

� Application portfolio has redundant systems 

acquired via mergers and acquisitions

� Line of business divested; application is no 

longer needed

� Legacy technologies not compatible with 

current  IT direction

–Old database and/or application versions no 

longer supported by manufacturer

� Required technical skills or application knowledge 

no longer available

� Budget pressures – do more with less

In almost ALL cases, access to legacy data MUST be retained while the 

application and database are eliminated

© 2012 IBM Corporation

More costs: What about those old and unused applications on ‘life support’? 

Old database and/or application versions no 

Required technical skills or application knowledge 

In almost ALL cases, access to legacy data MUST be retained while the 

application and database are eliminated

IBM Software
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Integrated Data Management

Test & Development Databases

Solution – IBM Optim Integrated Data Management Platform

IBM InfoSphere Discovery

Value: Reduce 
Infrastructure Cost & 
Compliance

• Decommission redundant 
or obsolete applications
• Retain Access to 
historical data

IBM Optim 
Decommissioning 

Solution

Value: Risk 
Management

•Protect PII Data 
• Apply Single Data 
Masking Solution
• Leverage realistic 
data

IBM Optim Data 
Privacy Solution

Value: Speed Application 
Delivery

•Create realistic and 
manageable test 
environments
•Speed application delivery
•Improve Test Coverage
•Improve Quality

IBM Optim Test 
Data Management 

Solution

Value:  Automates analysis of data and 
data relationships for complete 
understanding of data assets

•Define the business objects for archiving and 
subsetting

•Identify all instances of private data so that they can be 
fully protected

20 © 2012 IBM Corporation

Integrated Data Management

Production Databases

IBM Optim Integrated Data Management Platform

IBM InfoSphere Discovery

Value: Improve 
Application 
Performance, Reduce 
Infrastructure Costs & 
Improve Compliance

• Retain only needed 
data, move the rest to 
archives
• Deploy Tiered Storage 
Strategies
• Retain Data According 
to Value
• Simplify Infrastructure

IBM Optim Data 
Growth Solution

Value: Reduce 
Infrastructure Cost & 

Decommission redundant 
or obsolete applications

Retain Access to 
historical data

IBM Optim 
Decommissioning 

Solution

• Discover undocumented business rules 
used to transform data from existing 
systems

• Prototype and test new transformations 
for the target system

Define the business objects for archiving and 

Identify all instances of private data so that they can be 

Value:  Understand the 
enterprise to ensure 
success

•Master Data 
Management (MDM)
•Data Warehousing
•Data Quality
•Application 
Consolidation
•Data Profiling

Support 
Enterprise 
Initiatives
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Enterprise Architecture

Single, scalable, interoperable EDM solution provides a central point to deploy policies to extract,
store, port, and protect application data records from creation to deletion

Subset & Mask

Non Production Environments

O
E
M
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V

C
u
sto
m

A
m
d
o
cs

S
A
P

P
eo
p
leS
o
ft

O
racle

S
ieb
el

NAS    SAN    ATA    CAS    Optical    Tape

Windows® XP/2000    Solaris    HP/UX    Linux    IBM AIX®    IBM OS/390®    IBM z/OS®    i

Oracle SQL Server Sybase Informix DB2 LUW XML

Optim

Data Growth, Data Privacy, Test Data Management, Application Upgrades, Application Retirement

JD
 E
d
w
ard
s
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Single, scalable, interoperable EDM solution provides a central point to deploy policies to extract,
store, port, and protect application data records from creation to deletion

Archive

Production Environments
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Windows® XP/2000    Solaris    HP/UX    Linux    IBM AIX®    IBM OS/390®    IBM z/OS®    i-Series

XML IMS VSAM Adabas DB2 z/OS Teradata

Optim

Data Growth, Data Privacy, Test Data Management, Application Upgrades, Application Retirement

JD
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d
w
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s
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Optim Represents a Complete Business Object
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DBA view
Referentially-intact 

subset of data

Application view
Application-level 

business rules for data 

relationships

Federated access 

to data and 

metadata

� Business Object : Represents application data record 

• Referentially-intact subset of data across related tables and applications; includes 
metadata, DDL, Reference + Transaction. 

� Benefit: Referential Integrity: Ensure data is captured and masked consistently 

�Complete Data 

�RI Preserved! 

�OS Independent

�DB independent

�ODBC Accessible 

© 2012 IBM Corporation

Optim Represents a Complete Business Object

Oracle DB2 Sybase Adabas

Related LUW 

Files or 

Documents

Represents application data record – payment, invoice, customer

subset of data across related tables and applications; includes 
metadata, DDL, Reference + Transaction. 

Referential Integrity: Ensure data is captured and masked consistently 
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Database and Application Relationships
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1. Database RI relationships are automatically imported

2. Application RI relationships - Known

� Can be entered into Optim  

� Can be imported into Optim (DDL, templates)

3. Application RI relationships - Unknown

� Use Discovery to profile data and find RI relationships

Once defined, relationships shared by all Optim components

Optim  
Relationships

Optim
DIRECTORY

Access
Definitions

DB Aliases

Maps

© 2012 IBM Corporation

Database and Application Relationships

Database RI relationships are automatically imported

Known

Can be imported into Optim (DDL, templates)

Unknown

Use Discovery to profile data and find RI relationships

Once defined, relationships shared by all Optim components

Optim  Referential
Integrity
Rules  

Stored in Database
- Catalog
- System Tables
- Data Dictionary

IBM Software
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Where to start? 
You can’t manage what you don’t understand…

?

??

?
?

?
?

?

?
??

?

?

?

?

?

?

?

??

?

?
?

?

?
?

?

?

?

?

Distributed Data Landscape

© 2012 IBM Corporation

� Highly distributed over multiple applications, 
databases and platforms

� Complex, poorly documented data 
relationships

• Which clients are eligible for the new 
sales promotion?

• Which version of the data should we use 
for the ERP consolidation?

� Relationships not understood because:

• Corporate memory is poor

• Documentation is poor or nonexistent

• Logical relationships (enforced through 
application logic or business rules) are 
hidden
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InfoSphere Discovery
Discover data and define relationships

� Locate and inventory the databases across the enterprise

� Define business objects across heterogeneous databases and 

applications

� Define enterprise-standard data models

� Understand transformation rules to discover data relationships

� Understand relationships required for identifying compound 

sensitive data

� Define and document the privacy and masking rules & 

propagate to ensure sensitive data will be protected

� Leverage unified schema builder to create prototypes before 

deployment

© 2012 IBM Corporation

Define business objects across heterogeneous databases and 

Understand transformation rules to discover data relationships

Understand relationships required for identifying compound 

Leverage unified schema builder to create prototypes before 

IBM Software
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Referential Integrity & Business Object Discovery

© 2012 IBM Corporation

� 21 tables but what is the referential integrity?

� After PFKey discovery is run, this image is created and 
reviewed by an SME

� Includes proposed PFKeys, statistics, drill down

� Also allows data analyst to hypothesize
� Groups tables in to “business objects”

Referential Integrity & Business Object Discovery
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How does it work? 
Discover Complete Business Objects by Analyzing Data
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Step #3

Subset each source into 
referentially-intact business 
objects

Objects used for archiving and 
decommissioning

Step #4

Definitions of complete business 
objects to Optim

© 2012 IBM Corporation

Discover Complete Business Objects by Analyzing Data

Step #1

Profile up to 20 data sources 
simultaneously

Step #2

Automatically discover the 
primary-foreign keys (RI) for 
each source

IBM Software

IBM InfoSphere Optim Data Growth Solution
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Manage data growth and improve 
performance by intelligently archiving 

historical data

InfoSphere Optim Data Growth supports data on distributed platforms (LUW) and z/OS. 
Out-of-the-box archiving support for packaged applications available for ERP/CRM solutions: 

Data Growth

ProductionProduction Active ArchiveActive Archive

CurrentCurrent

HistoricalHistorical

ArchiveArchive

RestoreRestoreRestored DataRestored Data

Universal SQL Access to Application DataUniversal SQL Access to Application DataUniversal SQL Access to Application DataUniversal SQL Access to Application Data

Historical DataHistorical Data

Reference DataReference Data

Historical DataHistorical Data

Reference DataReference Data

Can selectively 
restore archived 
data records

ODBC / JDBC XML Report WriterApplicationMashup Center ODBC / JDBC XML Report WriterApplicationMashup Center

© 2012 IBM Corporation

IBM InfoSphere Optim Data Growth Solution

� Reduce hardware, storage and 

maintenance costs 

� Streamline application 

upgrades and improve 

application performance

� Safely retire legacy & 

redundant applications while 

retaining the data

� Archive, manage and retain 

application data according to 

business policies

� Minimize downtime during 

application upgrades 

� Consolidate application 

portfolio and retire legacy 

applications

� Enable compliance retention 

and defensibility

Requirements

Benefits

Manage data growth and improve 
performance by intelligently archiving 

InfoSphere Optim Data Growth supports data on distributed platforms (LUW) and z/OS. 
box archiving support for packaged applications available for ERP/CRM solutions: 

OtherOther

Long-Term ArchiveLong-Term Archive

Historical DataHistorical Data

Reference DataReference Data

Long-Term ArchiveLong-Term Archive

Historical DataHistorical Data

Reference DataReference Data

Historical DataHistorical Data

Reference DataReference Data

• Data compression

• Multiple storage tiers

• Independent Indexes

• Virtual Databases

• Data compression

• Multiple storage tiers

• Independent Indexes

• Virtual Databases
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Optim Test Data Management & Data Privacy Solution 
Manage your Test Database Environments

29

Create “right-size” 
production-like environments

for application testing

Test Data 
Management

100 GB100 GB

25 GB

2TB2TB

Unit Test

Integration Test

Subset & Mask

Production or 
Production Clone

InfoSphere Optim TDM supports data on distributed platforms (LUW) and z/OS. 

Out-of-the-box subset  support for packaged applications ERP/CRM solutions as well as : 

© 2012 IBM Corporation

Optim Test Data Management & Data Privacy Solution 

� Deploy new functionality 

more quickly and with 

improved quality

� Easily refresh & maintain test 

environments

� Reduce storage and 

operational costs

� Create referentially intact, 

“right-sized” privatized test 

databases

� Automate test result 

comparisons to identify hidden 

test errors and confirm 

privatization

� Shorten iterative testing cycles 

and accelerate time to market

� Mask Sensitive Data

Requirements

Benefits

like environments

50 GB50 GB

25 GB

Development

Training

InfoSphere Optim TDM supports data on distributed platforms (LUW) and z/OS. 

box subset  support for packaged applications ERP/CRM solutions as well as : 

OtherOther

IBM Software

Optim Self Service Center for Test Data Management
Streamline test data delivery

ProjectProject
ManagerManager

DBADBA

SelfSelf--Service CenterService Center

Refresh test data

TDM process automation

Test data knowledge base

Create Reports

TesterTester DeveloperDeveloper

30 © 2012 IBM Corporation

Optim Self Service Center for Test Data Management

Reduced software development 
time and increased operational 
efficiency

Improved predictability and 
repeatability of testing efforts

Improved visibility into TDM 
process
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IBM InfoSphere Guardium Data Redaction
(Separate Product – Not Covered Today)

AfterBefore

Protect sensitive unstructured 
data in documents and forms

Data Redaction

© 2012 IBM Corporation

IBM InfoSphere Guardium Data Redaction

� Protect unstructured data in 

textual, graphical and form 

based documents

� Control data views with user 

role policies 

� Automate batch workflow 

process with optional human 

review

Requirements

Benefits

� Prevent unintentional data 

disclosure

� Comply with regulatory and 

corporate compliance 

standards

� Increase efficiency and 

reduce risk via automation

Protect sensitive unstructured 
data in documents and forms

IBM Software
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Optim – One Engine for  Structured Data

ANALYZE

Discovery/ARA

EXECUTE

Native Engine for z/OS, 
Linux, Unix, Windows

DESIGN

Designer/Workbench

DEPLOY / MANAGE

Management Console

SECURE

AuditEntitle Monitor

SOURCE

Native R-DBMS

Federated DBMS

Non-relational Data

Packaged Application

© 2012 IBM Corporation

One Engine for  Structured Data
POLICY

Primary Storage
SAN/NAS

Retention
Recall/Purge/Hold

Secondary Storage
CAS//SnapLock/Tivoli

TARGET

Archive Object
Growth/Compliance

Test Database or\
Archive Database

Archive Collection
Virtual Database

DEPLOY / MANAGE

Management Console

PROVIDE ACCESS

Foundation

ODBC / JDBC

WEB Mashup

Nat App Acc

USER ACCESS

Mashup

Application Access

Custom/Other

Application AccessApplication Access

Custom/Other

Application/Report

Monitor
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Optim Designer
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Design, Build, Test
and Validate 

Optim Services

Optim DesignerOptim Designer

© 2012 IBM Corporation

Requirements

Benefits

Design, Build, Test
and Validate 

Optim Services

� Design, build, test and validate 

Optim Test Data Management, 

Data Growth and Data Privacy 

services

� Integrate with other IBM Optim 

and InfoSphere solutions

� Leverage existing Optim assets

� A common design time 

interface for all Optim solutions

� Independent of Optim run time 

environment; supports Optim 

distributed and z/OS requests 

and services

IBM Software

Optim Manager
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Optim Manager

Deploy, Manage
and Monitor

Optim Services

© 2012 IBM Corporation

� A common run time interface 

for all Optim solutions

� Manage Optim services from 

anywhere at anytime

� Separation of design and run 

time roles and responsibilities

� Manage the execution of Optim 

services independent of their 

runtime environment

� Validate results from a common 

interface 

� Access and report on 

operational metadata

Requirements

Benefits

Deploy, Manage
and Monitor

Optim Services
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Optim Data Growth

© 2012 IBM Corporation
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How are organizations responding to data growth?

Hardware Capacity

Performance

* Source: Noel Yuhanna, Forrester Research, Database Archiving Remains An Important Part Of Enterprise DBMS Strategy

© 2012 IBM Corporation

How are organizations responding to data growth?

D
a
ta

b
a
s
e
 S

iz
e

� Use database 

partitioning

� Use database 

vendor compression

� Buy more Storage & 

CPU hardware

Forrester (*) estimates that, on average, data 
repositories for large applications grow by 

50% annually (structured data) … and 85% of 
data stored in databases is inactive

* Source: Noel Yuhanna, Forrester Research, Database Archiving Remains An Important Part Of Enterprise DBMS Strategy
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Fully Managed Costs: 
Storage Options

Relative Cost / 
GB / Year
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Need for 
Access:
Speed
Frequency

Slow/Low

Why consider an archiving and retention solution?

© 2012 IBM Corporation

High Perf
Disk

Production Disk

Commodity 
Disk

Archive 
Disk

Online 
Tape

Offline 
Tape

The Time Value of 
Information

1
0
0
+

 
Y

e
a
rs

Archive Family

65

15
10

3 1

Why consider an archiving and retention solution?

IBM Software
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The results can have significant financial impact

Industry average fully 
burdened IT infrastructure cost 

percentages to support data 
growth

Storage Operational 
Costs
80%

Storage 
Capacity

20%

Operational

Storage

Industry Averages

Type

Hardware: Networking
(cables, routers, etc.)

Infrastructure: Telcom

Infrastructure: Floor Space

Total

© 2012 IBM Corporation

The results can have significant financial impact

For every 20% 

that is spent 

on storage, 

80% cost is 

spent on the 

operational 

elements of 

managing that 

stored 

information.

Industry Averages

Industry
Average

Hardware: Networking
(cables, routers, etc.) 15%

Infrastructure: Telcom 10%

Infrastructure: Floor Space 3%

100%
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IBM Optim Information Life Cycle Management  - IBM Optim Data Growth

What about applications that are no longer needed? 

� Application portfolio has redundant systems acquired via mergers and acquisitions

� Line of business divested; application is no longer needed

� Legacy technologies not compatible with current  IT direction or supported by vendor

� Required technical skills or application knowledge no longer available

� Budget pressures – do more with less

In almost ALL cases, access to legacy 

data MUST be retained while the 

application and database are eliminated

© 2012 IBM Corporation

What about applications that are no longer needed? 

Application portfolio has redundant systems acquired via mergers and acquisitions

Line of business divested; application is no longer needed

Legacy technologies not compatible with current  IT direction or supported by vendor

Required technical skills or application knowledge no longer available

In almost ALL cases, access to legacy 

application and database are eliminated
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Gartner Selection Criteria
Database Archiving Solutions “Must Haves”

� Archive to an alternate (nonproduction) database 

� Archive to file format 

� Maintain referential integrity (even for the most complex data models) 

� Seamless access to archived data from original application and/or via alternate 

methods (search, reporting) 

� Security, access control and audit logs 

For additional selection criteria, download this report at : https://www14.software.ibm.com/webapp/iwm/web/signup.do?lang=en_US&source=sw
infomgt&S_PKG=optim_archiving_criteria_analyst

Source: Gartner, Inc., “Selection Criteria for Database Archiving Products”, S. Childs, February 2011

© 2012 IBM Corporation

Archive to an alternate (nonproduction) database 

Maintain referential integrity (even for the most complex data models) 

Seamless access to archived data from original application and/or via alternate 

https://www14.software.ibm.com/webapp/iwm/web/signup.do?lang=en_US&source=sw-

”, S. Childs, February 2011
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What are the Drivers for Implementing Data Archiving?

1) Control Costs

2) Improve Performance

3) Mitigate Risks

© 2012 IBM Corporation

What are the Drivers for Implementing Data Archiving?

Control Costs

Improve Performance

Mitigate Risks
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What is Active Archiving?

CurrentCurrent

Production

HistoricalHistorical RetrieveRetrieve

Can selectively 
restore archived 
data records

Universal Access to Application DataUniversal Access to Application Data

ODBC / JDBCApplicationMashup Center

Active Data Archiving is an intelligent process for 
infrequently accessed data that still has 

search and retrieve

Archive HistoricalArchive Historical

© 2012 IBM Corporation

Data 

Archives

Historical DataHistorical Data

Reference DataReference Data

Can selectively 
restore archived 

Universal Access to Application DataUniversal Access to Application Data

ODBC / JDBC XML Report Writer

Active Data Archiving is an intelligent process for moving inactive or 
infrequently accessed data that still has value, while providing the ability to 

search and retrieve the data.

Archive HistoricalArchive Historical
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Optim Archive Files Characteristics
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� Application not required

� DBMS not required

� Complete business object

� Compressed (up to 90%)

� Indexed

� Secured

© 2012 IBM Corporation

Optim Archive Files Characteristics

� Any storage device

� Access via any SQL Based tool

� Frozen in time
� Immutable

� Auditable

� Snapshot of historical events

� “Future-proofed”

IBM Software
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Leverage cost-effective storage alternatives

Production

Database

Archive and 

Restore

Archive

Restore

Archive Reporting

Database

Compressed 

Archives

Current

Data

1-2 years

Active

Historical

3-4 years

© 2012 IBM Corporation

effective storage alternatives

Non DBMS
Retention Platform

ATA File Server
EMC Centera
IBM RS550
HDS 

Compressed 

Archives

Offline 
Retention Platform

CD
Tape
Optical

Compressed 

Archives

Online

Archive

5-6 years

Offline

Archive

7+ years
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Steps for Archiving Data
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1. Identify the data to be archived

2. Define the data to be deleted

3. Create the archive 

4. Review the validity of the archive 

5. Delete the data

6. Find Data in the Archives

7. Browse, Report or Restore Fully or Selectively

© 2012 IBM Corporation

Browse, Report or Restore Fully or Selectively

IBM Software

Identify the data to be archived

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

ORDERS
-- -- ------ --
-- -- ------ --
-- -- ------ --
-- -- ------ --

ITEMS

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

CUSTOMERS

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETAILS

Data Access Plan/Access Definition
Defines a subset of relational data

46 © 2012 IBM Corporation

• Start table

• Associated data

• Relationships

• Extraction rules

• Index specifications

• Archive Actions 

• Attachments

--------- ----
--------- ----
--------- ----
--------- ----

ITEMS

Data Access Plan/Access Definition
Defines a subset of relational data- the Complete Business Object
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Define the data to be deleted

47

�

�

�

CUSTOMERS

ORDERS

DETAILS

RETAIN

DELETE

© 2012 IBM Corporation

� Archive all data

� Delete orders and details after they are 
safely archived

� Preserve semantic intelligence

IBM Software

Optim Compare Feature

SOURCE 1

SOURCE 2

� Single-table or multi-table compare

� Creates compare file of results

� Displays results on screen

� For archiving validation, application testing and QA

� Enhances productivity by finding unexpected changes in the data

© 2012 IBM Corporation

COMPARE
PROCESS COMPARE

FILE

COLUMN
MAP

TABLE
MAP

table compare

Creates compare file of results

For archiving validation, application testing and QA

Enhances productivity by finding unexpected changes in the data
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Browsing the Compare File
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� Change column identifies the type of change

� Source column identifies input source row

� Data differences are highlighted

© 2012 IBM Corporation

Change column identifies the type of change

Source column identifies input source row

IBM Software
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Value

Online Relational 
Database 

Management 
System

(RDBMS)

Transactional Data                                                                  “Business Complete” data                 

ONLINE    

Information Life Cycle Management (ILM)

© 2012 IBM Corporation

Transactional Data                                                                  “Business Complete” data                 Aging Strategy

NEARLINE                      ARCHIVE  

Information Life Cycle Management (ILM)

Time

Nearline

Optim 
Connect
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Accessing the Archive Files

RESEARCH/
BROWSE

Use Optim Connect 

�Direct Access within Your Application using standard SQL

�Defines data-sources for any ODBC or JDBC application

�Archive Collections

�Joins between multiple data-sources

�Archive files and database tables

End-User
Query / Reporting

Optim
Connect

© 2012 IBM Corporation

Optim Repository

Archive
Library

Direct Access within Your Application using standard SQL

sources for any ODBC or JDBC application

Connect

IBM Software
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XMLXML

• Reporting
• Known requests
• Requirement for executives

• Industry standards
• Messaging services

• Customizations

ODBC/JDBCODBC/JDBC

• SQL
• Custom application access
• DBA and developer access

Mashup CenterMashup Center

Flexible access methods for archived data

© 2012 IBM Corporation

Industry standards
Messaging services

Customizations

ApplicationApplication

• Native look and feel

• Existing skills used
• Support vendor ERP solutions

Ensure access & restore capabilities based Ensure access & restore capabilities based 
on functional user and business process on functional user and business process 

requirements.requirements.

Flexible access methods for archived data
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Archive File Collections 

� Manage Archive Files as a single data source using Optim Connect

� Create an Archive File Collection that logically references data in multiple Archive Files. 

� Join tables in separate Archive Files contained in an Archive File Collection. 

AF2

AF3

AF1

Select * from AF1,AF2,AF3

© 2012 IBM Corporation

Optim Connect

Create an Archive File Collection that logically references data in multiple Archive Files. 

Join tables in separate Archive Files contained in an Archive File Collection. 

Archive
Collection

AF1
AF2

AF3

Select * from Coll1

IBM Software

Conceptual Data Growth Architecture
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Windows

Application 1

Application 2

Windows, Unix, Linux, zOsDB2 9.7
AIX p770

SQL Server
Windows 

Server 2008Application 1

© 2012 IBM Corporation

Conceptual Data Growth Architecture

Temporary
Data
…

Archive

San
…

Windows, Unix, Linux, zOs

/Optim Designer
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Optim Security

Optim provides three types of security

� Archive File Security
Archive File Security allows you to control access to data in Archive Files. For example, you 
might use Archive File Security to prevent any access to data in a specific table or column for 
most users while granting access to members of selected roles for the same data. 

� Functional Security 
As the most general level of Optim Security, Functional Security allows you to control user 
access to the interface for functions provided by Optim. 

� Object Security 

Object Security allows you to control access to specific objects in the Optim Directory

© 2012 IBM Corporation

provides three types of security

Archive File Security allows you to control access to data in Archive Files. For example, you 
might use Archive File Security to prevent any access to data in a specific table or column for 
most users while granting access to members of selected roles for the same data. 

As the most general level of Optim Security, Functional Security allows you to control user 
access to the interface for functions provided by Optim. 

Object Security allows you to control access to specific objects in the Optim Directory.

IBM Software
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Archive File Security

© 2012 IBM Corporation
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Benefits of Optim Data Growth Management
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� Facilitate Compliance with Data Retention and Disposal Regulations
� Automate Data Retention and Disposal policies
� Business Rule Driven approach
� Maintain Security via audit-ready immutable format archives
� Industry standard methods to access archives to respond quickly to audit and discovery requests.

� Improve Application Performance and Availability
� Improve On-Line Performance & Meet SLA’s
� No downtime caused by batch processing overruns
� Improve performance with  queries, batch processing and reporting
� One of the most understated and most lasting of benefits

� Speed Back-up and Recovery
� Bring up important most current data first
� Bring up older data as conditions permit 
� Increase accuracy of testing through fresher Data 

� Reduce Infrastructure Spend
� Enable Lifecycle Management and Tiered Storage Strategies
� Archive historical data to reclaim capacity
� Reduce Hardware Capacity Upgrades

© 2012 IBM Corporation

Benefits of Optim Data Growth Management

Facilitate Compliance with Data Retention and Disposal Regulations
Automate Data Retention and Disposal policies

ready immutable format archives
Industry standard methods to access archives to respond quickly to audit and discovery requests.

Improve Application Performance and Availability
Line Performance & Meet SLA’s

No downtime caused by batch processing overruns
Improve performance with  queries, batch processing and reporting
One of the most understated and most lasting of benefits

Increase accuracy of testing through fresher Data 

Enable Lifecycle Management and Tiered Storage Strategies

IBM Software
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Archiving Summary

Ability move across 
multiple storage tiers

Compress data to 
save storage

Isolate from 
original DBMS

Restore data in 
original or 

different DBMS

Enforce retention 
policies

Meet compliance 
requirements

© 2012 IBM Corporation

Ability to use multiple 
storage devices

Ability to purge data at 
end of retention

Ability to hold 
purge during 

litigation

Ability to join 
heterogeneous 

data

Access archived data 
based on value

Meet compliance 
requirements

Complete 
Business Object
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Lab Preparation - Optim Terminology and Concepts

© 2012 IBM Corporation

Optim Terminology and Concepts

IBM Software
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Optim Terminology and Concepts

Optim Designer: 

� Physical Data Model

� Logical Data Model with Optim Properties

� Data Access Plan

� Optim Service

� Optim Directory

� Database Aliases

� Relationships (Native, Imported and Extended)

Optim Legacy Client: 

� Access Definitions

� Table Maps

� Column Maps

© 2012 IBM Corporation

Relationships (Native, Imported and Extended)



IBM Software

Optim Designer Landscape- Terminology
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Data Project ExplorerData Project Explorer

Data ManagementData Management

Data SourceData Source
ExplorerExplorer

© 2012 IBM Corporation

Terminology

Query Management/Query Management/

Properties, etcProperties, etc

ModelingModeling

IBM Software
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DB Alias

•Logical name for Optim physical connection to database
•High-level qualifier for database object names: DBalias.creatorid.objectname
•Specific to database/data driver 
•Client driver must be installed, configured, and tested with native access
•Make sure you have connection information (server, port #, authorized userid/password)

© 2012 IBM Corporation

Logical name for Optim physical connection to database
level qualifier for database object names: DBalias.creatorid.objectname

Client driver must be installed, configured, and tested with native access
Make sure you have connection information (server, port #, authorized userid/password)
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Physical and Logical Data Models

Physical Data Model:

� Physical model ties back database schema/tables/columns, structure to physical database connection

� May be created via reverse engineering, DDL, or drag/drop elements such as tables from a physical database 

connection (Data Explorer)

Logical Data Model with Optim Properties:

� Logical representation of the database model

� Can selectively include elements (does not have to include entire schema or database)

� Required to generate Optim requests

� Can be imported from InfoSphere Discovery or generated from Physical Data Model or imported

© 2012 IBM Corporation

Physical model ties back database schema/tables/columns, structure to physical database connection

May be created via reverse engineering, DDL, or drag/drop elements such as tables from a physical database 

Can selectively include elements (does not have to include entire schema or database)

Can be imported from InfoSphere Discovery or generated from Physical Data Model or imported

IBM Software
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Data Access Plan

� Specify selection criteria and privacy policies 

� Specify start table, relationships, and reference tables

© 2012 IBM Corporation

Specify start table, relationships, and reference tables
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Optim Service- Execute Optim Functions (Archive, Restore, etc.)

� Service can be created, executed, and monitored directly from Designer

� Service can also be published to a registry

© 2012 IBM Corporation

Execute Optim Functions (Archive, Restore, etc.)

Service can be created, executed, and monitored directly from Designer

IBM Software
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Sample Service Execution Output

© 2012 IBM Corporation
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Optim Test Data Management
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Optim Test Data Management

IBM Software

Test 

Smarter

Reduce Development Costs

Improve Application Quality

A Picture to Explain

• Avoid unplanned downtime

• Meet performance SLAs

• Reclaim valuable IT staff resources

• Save on software, hardware and storage

• Discover and resolve errors in early stages

• Protect data privacy

GOOD!!!

CHEAP!!!

68 © 2012 IBM Corporation

Test 

Smarter

Reduce Development Costs

Speed Time to Market

• Meet delivery schedules

• Generate revenue faster

• Gain first-mover advantage

Reclaim valuable IT staff resources

Save on software, hardware and storage

Discover and resolve errors in early stages

Protect data privacy

FAST!!!



IBM Software

Test Data Management: Best Practices

TDM refers to the need to manage data used in testing and other non
production environments

� Extract related subsets of production data that are targeted to functionality 

under test

� De-identify / mask related test data to protect privacy

� Quickly and easily refresh test environments

� Edit data to create error and boundary conditions

� Compare “before” and “after” images of test data

Benefits: Improving application quality & customer satisfaction

69 © 2012 IBM Corporation

Test Data Management: Best Practices

TDM refers to the need to manage data used in testing and other non-

of production data that are targeted to functionality 

to protect privacy

test environments

data to create error and boundary conditions

“before” and “after” images of test data

Improving application quality & customer satisfaction

IBM Software

Production
Database

Production
Clone

Dynamically load relationally
intact data set’s and objects 
based on selection criteria's 

Stage

Subsetting Conceptual Overview

70 © 2012 IBM Corporation

Reduced
Clone

Resized
Clone

Tables are Truncated,

but database footprint

still the same

Database resized

and re-indexed

QA

Mfg

Stage

Test

Recreate Test, QA,

UAT, Training & etc

Databases from the

resized clone
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Creating Test Environments

Extract
File

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

Extract a relationally intact subset 
from production database(s)

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

CUSTOMERS

ORDERS

DETAILS

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

CUSTOMERS

ORDERS

DETAILS

• Extract data and/or object definitions
• Create new or load into existing test tables
• Source and Targets can be different DBMS’s

Create

71 © 2012 IBM Corporation

Extract
File

-- ---- ---- ---- ------- ----
CUST  

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL  

TEST

-- ---- ---- ---- ------- ----
CUST   

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL   

QA

LOAD

INSERT/
UPDATE

Load
Files

Extract data and/or object definitions
Create new or load into existing test tables
Source and Targets can be different DBMS’s

-- ---- ---- ---- ------- ----
CUST  

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL  

NewDB

Create

IBM Software

Test Data Management Process

Compare Before/After
Data

TEST

Create/Modify
Application

Inspect and Add Data 
to Test Error Routines

Copy Production
Data for Testing

Refresh Test Data

Relational Extract

Relational Edit

Relational Compare

Relational Extract
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Correct Errors in
Production Data

Compare Before/After

Go Production !!! 

Create/Modify

Inspect and Add Data 
to Test Error Routines

Production
Testing

Relational Compare

Relational Edit
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Optim Test Data Management Steps 

1. Identify the data to be extracted

2. Optionally define the data to be masked

3. Create the extract file 

4. Review the validity of the extract 

5. Identify the target non-production database 

6. Insert or load the data into the target system

7. Browse or Compare target with source

73 © 2012 IBM Corporation

Optim Test Data Management Steps 

production database 

Insert or load the data into the target system

IBM Software

Optim™

Application
Repository
Analyzer

InfoSphere
Discovery

Application 1

Application 3

Application 2

Application 4

Source 
Files

Source 
Files

Source 
Files

Source 
Files

Mask on extract

Extract
Files

Masked
Files 

Mask

Master Data

Models 

Synthetic  
Data

Optim™ TDM/DP Key stages
1. Discover Data Objects and Relationships
2. Extract masked test data using Optim to produce Extract Files
3. Load or Insert new dataset(s) into Test System 
4. Compare post-testing data to Golden Master for errors, anomalies and coverage

Test Data
Generation

Cycle

Conceptual Test Data Management / Data Privacy Architecture 
Test Data Factory generates from models and/or masked Production extracts 
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Test Cloud Deployment

Test system 1

Test system 2

Test System 3

-- ---- ---- ---- ------- ----
CUSTOMER

-- ---- ---- ---- ------- ----
EMPL   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- ---- ---- ---- ------- ----
HR

-- ---- ---- ---- ------- ----
EMPL   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- ---- ---- ---- ------- ----
FINANCE/BUDGET

-- ---- ---- ---- ------- ----
EMPL   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

Test System 4

-- ---- ---- ---- ------- ----
FINANCE/BUDGET

-- ---- ---- ---- ------- ----
EMPL   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

Static 
Files

Target 
Files

Target 
Files

Target 
Files

Target 
Files

Target 
Files

Target 
Files

Static 
Files

Target 
Files

Target 
Files

Static 
Files

Target 
Files

Target 
Files

Static 
Files

Static 
Files

Repeat
(Scripting)

Optim™ TDM/DP Key stages
Discover Data Objects and Relationships
Extract masked test data using Optim to produce Extract Files
Load or Insert new dataset(s) into Test System 

testing data to Golden Master for errors, anomalies and coverage

Compare to 
GM baseline

Reload
From GM

Test again!Testing
Validation

Cycle

Test Data
Generation

Cycle

DDL 
&

Load

Conceptual Test Data Management / Data Privacy Architecture 
Test Data Factory generates from models and/or masked Production extracts 
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Optim Data Privacy 

© 2012 IBM Corporation
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What is Data Masking?

� Also known as: data de-identification, depersonalization, 

desensitization, obfuscation, data scrubbing

� Technology that helps conceal real data

� Scrambles data to create new, legible data 

� Retains the data's properties, such as its width, type and format

� Common data masking algorithms include random, substring, 

concatenation, date aging

� Used in non-production environments as a Best Practice to 

protect sensitive data

© 2012 IBM Corporation

identification, depersonalization, 

desensitization, obfuscation, data scrubbing

Scrambles data to create new, legible data 

Retains the data's properties, such as its width, type and format

Common data masking algorithms include random, substring, 

production environments as a Best Practice to 
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● IBM Optim provides the fundamental components of test data management and 

enables organizations to de-identify, mask and transform

● Companies can apply a range of transformation techniques to substitute 
customer data with contextually-accurate but fictionalized data 
accurate test results

● By masking personally-identifying information, Optim protects the 
security of confidential customer data, and 
state, national, international and industry-based privacy regulations

Optim Data Privacy

77 © 2012 IBM Corporation

IBM Optim provides the fundamental components of test data management and 

identify, mask and transform sensitive data 

Companies can apply a range of transformation techniques to substitute 
accurate but fictionalized data to produce 

identifying information, Optim protects the privacy and 
of confidential customer data, and supports compliance with local, 

based privacy regulations

IBM Software
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Intelligent Data Masking

A comprehensive set of data masking techniques to transform or de

�String literal values

�Character substrings

�Random or sequential numbers

�Arithmetic expressions

�Concatenated expressions

�Date aging

Example 1

Patient InformationPatient Information

Patient No. SSN

Name

Address

City State Zip

112233 123-45-6789

Amanda Winters

40 Bayberry Drive

Elgin IL 60123

123456 333-22-4444

Erica Schafer

12 Murray Court

Austin TX 78704

Data is masked with contextually correct 
data to preserve integrity of test data

© 2012 IBM Corporation

A comprehensive set of data masking techniques to transform or de-identify data, including:

Arithmetic expressions

Concatenated expressions

�Lookup values

�Intelligence

�Key propagation

Example 2

PersNbr FstNEvtOwn LstNEvtOwn

27645 Elliot Flynn

27645 Elliot Flynn

Event TableEvent Table

PersNbr FstNEvtOwn LstNEvtOwn

10002 Pablo Picasso

10002 Pablo Picasso

Event TableEvent Table

Personal Info TablePersonal Info Table

PersNbr FirstName LastName

08054 Alice Bennett

19101 Carl Davis

27645 Elliot Flynn

Personal Info TablePersonal Info Table

PersNbr FirstName LastName

10000 Jeanne Renoir

10001 Claude Monet

10002 Pablo Picasso

Referential integrity is maintained with key 
propagation
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Example:  Bank Account Numbers 

● First Financial Bank’s account numbers are formatted 
“123-4567” with the first three digits representing the 
type of account (checking, savings, or money market) 
and the last four digits representing the customer 
identification number

● To mask account numbers for testing, use the actual 
first three digits, plus a sequential four-digit number

● The result is a fictionalized account number with a valid 
format:  

�“001-9898” becomes “001-1000”

�“001-4570” becomes “001-1001”
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First Financial Bank’s account numbers are formatted 
4567” with the first three digits representing the 

type of account (checking, savings, or money market) 
and the last four digits representing the customer 

actual 
digit number

The result is a fictionalized account number with a valid 

IBM Software

Example:  First and Last Name

● Direct Response Marketing, Inc. is testing its 
order fulfillment system

● Fictionalize customer names to pull first and last 
names randomly from the Customer Information 
table:

�“Adam Adams” becomes “Ronald Smith”

�“Anna Adams” becomes “Elena Wu”

�Optim ships with over 5,000 male/female 
names and over 80,000 last names

80 © 2012 IBM Corporation

Fictionalize customer names to pull first and last 
names randomly from the Customer Information 
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Example:  Addresses

● Direct Response Marketing, Inc. 

is testing its order fulfillment system

● Fictionalize customer addresses to  

pull an entire address from the

Customer Information table:

“111 Campus Drive Princeton, NJ 08540 ”    

becomes…

“1223 E. 12th Street NY, NY 10079”

�Optim ships with over 100,000 valid CASS addresses

81 © 2012 IBM Corporation

Optim ships with over 100,000 valid CASS addresses

IBM Software

Example:  Intelligent Masking

● Generating valid social security numbers (as 
defined by the US Social Security 
Administration) 

● Generate valid credit card numbers (as 
defined by credit card issuers)

● Generate desensitized e-mail addresses

� Generate Email address based on format: 
name@domain

82 © 2012 IBM Corporation
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Data Privacy in Application Testing

Extract
File

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

Transform / mask 
sensitive data

Extract a relationally intact subset 
from production database(s)

• Extract data and/or object definitions in pre-masked file

• Use pre-masked Extract file to create new set of tables

• Convert Pre-masked extract file data into second masked extract file

•Share masked extract file to be reused for population step

• Good practice for testing masks using COMPARE

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

CUSTOMERS

ORDERS

DETAILS

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

CUSTOMERS

ORDERS

DETAILS

Create
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-- ---- ---- ---- ------- ----
CUST  

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL  

TESTDB

-- ---- ---- ---- ------- ----
CUST   

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL   

QADB

LOAD

INSERT/
UPDATE

Load
Files

masked file

masked Extract file to create new set of tables

masked extract file data into second masked extract file

Share masked extract file to be reused for population step

Good practice for testing masks using COMPARE

Masked 

Extract
File

-- ---- ---- ---- ------- ----
CUST  

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL  

NewDB

IBM Software

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

Transform / mask 
sensitive data

Data Privacy in Application Testing

Extract a relationally intact subset 
from production database(s)

• Most Secure Approach

• Extract data only

• Convert during extract

•Extract file already contains masked data

•Can be shared with testers to reuse

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

CUSTOMERS

ORDERS

DETAILS

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----
-- -- ------ -- --------- ----

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

CUSTOMERS

ORDERS

DETAILS

Only Users authorized to see Private data

84 © 2012 IBM Corporation

Extract
File

Transform / mask 

-- ---- ---- ---- ------- ----
CUST  

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL  

TESTDB

-- ---- ---- ---- ------- ----
CUST   

-- ---- ---- ---- ------- ----
ORD   

-- ---- ---- ---- ------- ----
-- ---- ---- ---- ------- ----

DETL   

QADB

LOAD

INSERT/
UPDATE

Load
Files

Extract file already contains masked data

Can be shared with testers to reuse

Only Users authorized to see Private data
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Information Server Life Cycle Tools

InfoSphere Foundation Tools

� Discover and understand the 
data across heterogeneous 
systems

� Design trusted information 
structures for business 
optimization 

� Govern that information over 
time 

Manage Business 
Terms

Business Glossary

Design Enterprise 
Models

Data Architect

Discover Data 
Relationships

Discovery

Discover Design

© 2012 IBM Corporation

Information Server Life Cycle Tools

Enterprise Projects

Test Data Generation

Application Retirement &
Consolidation

Data Archival

Data De-identification

Data Quality

Data Integration

Master Data Management

Data Warehousing

InfoSphere Foundation Tools

Capture Design 
Specifications

FastTrack

Assess, Monitor, Manage 
Data Quality

Information Analyzer

GovernDesign

Manage & Analyze 
Metadata

Metadata Workbench
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You can’t --------- what you don’t understand
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Distributed Data Landscape
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what you don’t understand

� Increasingly distributed

� Complex, poorly documented data & 
relationships within & across sources

� Data not understood because:

• Corporate memory is poor

• Documentation is poor or nonexistent

• Logical relationships (enforced 
through application logic or business 
rules) are hidden
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InfoSphere Discovery: An Invaluable Data Analysis Tool
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�Unique in the Industry
�Analyzes Data Values 
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InfoSphere Discovery: An Invaluable Data Analysis Tool

�Automated analysis of data and 
relationships for complete 
understanding of data assets:

• Characterizes data elements 

within a Source

• Identifies relationships that link 

data elements into “business 

entities” within a source

• Customer, counterparty, invoice

• Identifies complex logic that 

relates multiple sources
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IBM InfoSphere Discovery: 
Automation that accelerates time to value:

Data Growth Management: 

� Automates discovery of referential integrity and 
business objects

� Archive volume projections

Data Consolidation, Integration & Migration :

� Discovers transformation and 
business logic between data sources

• Prototypes empty targets from the 
combination of many data sources

Data Privacy: 

� Discovers hidden sensitive data 

What is unique?  
• Analyzes data values and patterns and produces 
• Discovers complex relationships within and between
• Patented approach with greatest level of automation

© 2012 IBM Corporation

Consolidate

Data
Growth

Privacy

Discover

Automation that accelerates time to value:

Automates discovery of referential integrity and 

and produces actionable results
within and between data sources

greatest level of automation in the industry
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Referential Integrity & Business Object Discovery

© 2012 IBM Corporation

� 21 tables but what is the referential integrity?

� After PFKey discovery is run, this image is 
created and reviewed by an SME

� Includes proposed PFKeys, statistics, drill down

� Also allows data analyst to hypothesize

� Groups tables in to “business objects”

Referential Integrity & Business Object Discovery
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Import to Optim as Logical Data Model
Create Data Access Plan: Tables, Columns, Relationships Identified!

© 2012 IBM Corporation

Model
Create Data Access Plan: Tables, Columns, Relationships Identified!
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Volume projections for a filter entered in any table in the Object diagram. Here I will enter a filter on the ORDERS table

Data Object Volume Projection

Assess volume reduction of archiving strategy: 

“How much do I really save if I archive away all data older than 7 years?

© 2012 IBM Corporation

Volume projections for a filter entered in any table in the Object diagram. Here I will enter a filter on the ORDERS table.

Assess volume reduction of archiving strategy: 

“How much do I really save if I archive away all data older than 7 years?
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Type in the filter and select OK.

Data Object Volume Projection

© 2012 IBM Corporation

Type in the filter and select OK.
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A tabular display showing the volumes. You can check/uncheck the “Include” flag to calculate the 

Data Object Volume Projection

© 2012 IBM Corporation

A tabular display showing the volumes. You can check/uncheck the “Include” flag to calculate the volume.
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InfoSphere Discovery Classified Columns View

Pattern Based Sensitive Data Discovery Example: SSN

© 2012 IBM Corporation

InfoSphere Discovery Classified Columns View

Pattern Based Sensitive Data Discovery Example: SSN
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Hidden Sensitive Data Discovery

• Finding Sensitive Data Elements (SDE) in each system can take days
• Whole and partial SDE’s can be found across the enterprise

R o w  M e m b e r S S  # A g e

1 5 9 5 8 4 6 2 2 6 1 2 3 - 4 5 - 6 7 8 9 1 5

2 5 6 7 4 7 2 5 9 6 1 3 8 - 2 7 - 1 6 0 4

3 5 4 0 4 5 0 0 9 1 1 5 4 - 8 6 - 4 1 9 6 2 2

4 5 1 4 7 1 4 3 7 2 1 7 3 - 4 4 - 7 9 0 0 5 5

5 4 9 0 2 0 4 1 6 4 1 9 4 - 2 6 - 1 6 4 8

6 4 6 6 8 6 1 1 0 9 2 1 7 - 5 7 - 3 0 4 6 6 6

9 8 7 ,6 2 3 4 4 4 6 2 9 6 2 8 2 4 3 - 6 8 - 1 8 1 2 2 5

9 8 7 ,6 2 4 4 2 3 4 5 6 7 8 9 2 7 2 - 9 2 - 3 6 2 9 8 7

K n o w n  S e n s i t iv e  D a t aSensitive Data Repository

TYPES  
�Hidden within longer fields

- SSN hidden in a 46 digit routing number
�Divided up across multiple columns 

- SSN divided into three separate columns

�Transformed 
- Items converted into codes

© 2012 IBM Corporation

Finding Sensitive Data Elements (SDE) in each system can take days
Whole and partial SDE’s can be found across the enterprise

A g e P h o n e S e x

1 5 ( 1 2 3 )  4 5 6 - 7 8 9 0 M

8 ( 1 3 8 )  2 7 1 - 6 0 3 7 F

2 2 ( 1 5 4 )  8 6 4 - 1 9 6 1 M

5 5 ( 1 7 3 )  4 4 7 - 8 9 9 6 F

4 ( 1 9 4 )  2 6 1 - 6 4 7 6 F

6 6 ( 2 1 7 )  5 7 3 - 0 4 5 3 M

2 5 ( 2 4 3 )  6 8 1 - 8 1 0 7 F

8 7 ( 2 7 2 )  9 2 3 - 6 2 8 0 M

K n o w n  S e n s i t iv e  D a t aSensitive Data Repository

Hidden within longer fields
SSN hidden in a 46 digit routing number

Divided up across multiple columns 
SSN divided into three separate columns

Items converted into codes
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Hidden Sensitive Data Discovery Example

Hidden instances of private data represent 
a potential compliance risk

© 2012 IBM Corporation

Hidden Sensitive Data Discovery Example

Hidden instances of private data represent 
a potential compliance risk
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IBM InfoSphere Discovery – Invaluable Data Analysis Tool

�Accelerate deployment of your 
information agenda projects:

• Improves accuracy, predictability and 

repeatability

• Speeds project data analysis by as much 

as 10 times

• Minimize SME Time

© 2012 IBM Corporation

Invaluable Data Analysis Tool

Improves accuracy, predictability and 

Speeds project data analysis by as much 
Manual Data 
Analysis and
Validation
(Time, Risk
and $$)

Automated data
discovery
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Thank You
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