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Welcome to the Technical Exploration Center

* Introductions

» Restrooms

+ Emergency Exits

« Smoking Policy

» Lunch - Special meal requirements?
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Agenda

» Data Governance Overview
*  Optim Overview
* Optim Data Growth
« Lab 1 — Discovering Optim Archive Capabilities
» Lab 2 — Discovering Optim Delete and Restore Processing
» Lab 3 — Adding Optim Relationships (Optional)
* Optim Test Data Management
» Lab 4 — Discovering Optim Test Data Management Capabilities
* Optim Data Privacy
» Lab 5 — Discovering Optim Data Privacy Capabilities
* InfoSphere Discovery
» Lab 6 — InfoSphere Discovery Finding Relationships and Business Objects
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It starts with Information Governance
Proactively leveraging information to unlock value and manage risk

\ K Process \ /

Technology \

Ensure information is understood and consistently defined.
Increase the use and trust of information as an enterprise asset.
Protect information, reduce risk and comply.

© 2012 IBM Corporation
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Enabling success
IBM Information Governance Unified Process

Define Obtain
Business Executive
Problem Sponsorship

Conduct
Maturity

Build Roadmap
Assessment

: reate
Estap I'S.h Build Data Understand Creal
Organization o Metadata
; Dictionary Data
Blueprint

Define Metrics
Repository

Appoint Data Create Specialized Implement Manage Data Manage
Stewards Centers of Master Data

Manage

Life-cycl
Excellence (COE) Ite-cycle

Security &

Management QUi Privacy

Measure
Results
@ -=cnable through Process

M =Enable through Technology
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Requirements for managing the data lifecycle

Information Governance Core Disciplines
Lifecycle Management

Discover &

Develop &
Define

Optimize, Archive
Test

IBM Software

& Access

Consolidate &

Retire

© 2012 IBM Corporation

Understand &
Define

InfoSphere
Discovery

InfoSphere
Discovery

InfoSphere Data
Architect

IBM provides the solutions required to manage information
throughout its lifecycle from requirement to retirement

Information Governance Core Disciplines
Lifecycle Management

Develop &
Test

InfoSphere Data
Architect

InfoSphere Optim Test
Data Management
Solution

InfoSphere Optim Test
Data Management
Solution

Optimize, Archive
& Access

InfoSphere Optim
Performance Manager

InfoSphere Optim Data
Growth Solution

InfoSphere Optim Data
Growth Solution

Consolidate &
Retire

InfoSphere
Information Server

InfoSphere Optim
Solution for Application
Retirement

IBM Smart Archive
Solution
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How mature is your organization based on the core principles

= Self assessment

= |BM Governance Unified Process Book:
(free e-Download)

* Free workshops and assessments: talk to
your IBM representative

9 © 2012 IBM Corporation
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Application Redundancies
Application Portfolio Rationalization

*Sunset legacy applications

*Reduce operational IT spend

Rampant Data Growth

Cost effectively support your
information retention policies
while controlling data growth.

=Meet SLA’s

=Reduce operational IT spend

Sources: CIO Magazine survey 2007;

Information Security

—1 Protect and enable secure
sharing of information

=84% of security breaches come
from internal sources, from non-
production.

=Average Costs and Fines
for a Data Breach $6.6M

Information Compliance

.{ + 8 Reduce brand reputation risks
and audit deficiencies

=63% IT executives rate compliance
with regulations a top challenge.

© 2012 IBM Corporation

The Ripple Effect of Data Growth

400 GB| Production

800GB

3

Backup

—

1.21B | Disaster Recovery

2018  Development

o » Compliance Exposures
‘ { 2.4TBJ QA

Sun Life — Estimated 4x - Reality 7x to 10x

» Poor performance and response
times.

» Access 1o decision-support
information is more difficult

» Increasing costs: Server, storage
and CPU capacity

» System Availability: Timely
completion of batch cycle
» Slower disaster recovery.

Restoring large volumes of rarely
accessed data will slow recovery

» Complexity of  environment:
Large databases vyield larger
problems

Sun*
Life Financial
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Have you considered your test environments?
Challenges in Managing Test Data

“We did not want to create ‘fake’ or unrealistic test data. All test data had to be

B
o created and set up manually. So it would take us a month to setup test data for
30 or more accounts.”
S -- Large US Healthcare Insurer

“We needed to improve efficiencies in development and testing environments, as
well as our production environments. We can create realistic test environments

that use much less disk space than we would by cloning the production database.”
-- Allianz Seguros

“Our staff wanted to implement more efficient and cost-effective testing
processes that would shorten the time for creating and managing multiple test

environments.”
-- Cetelem

© 2012 IBM Corporation
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Data Multiplier Example: Before Archiving

Production 500 GB
Training Training 500 GB
Unit Test 500 GB

Unit Test
System Test 500 GB

Production

Integration UAT 500 GB

Integration 500 GB

System Test

Total 3TB

© 2012 IBM Corporation
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After Archiving: Cost and Storage Savings

Production 200GB
Training 200GB
Training Unit Test 200GB
System Test 200GB
w UAT 200GB
Current
Production Integration 200GB
Total 1.2TB
Storage reduced by 60%

15 © 2012 IBM Corporation
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Example: How to further mitigate cost with Test Data Management

Production 200GB
Training 25GB
m Unit Test 25GB
System Test 200GB
UAT e
. C:rretrlit Integration 25GB
roauction
Total 500GB
Infrastructure reduced by 83%

Creating right-sized targeted test environments saves storage costs & speeds testing

16 © 2012 IBM Corporation
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The Latest Research on Test Data Usage

= 62% of companies surveyed use actual customer data instead of
disguised data to test applications during the development process

—50% of respondents have no way of knowing if the data
used in testing had been compromised.

= 52% of respondents outsourced application
testing

—499% shared live data!

= 26 % of respondents said they did not know who was responsible
for securing test data

Source: The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis

© 2012 IBM Corporation
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The Easiest Way to Expose Private Data...

Internally with the Test Environment

= 70% of data breaches occur internally (Gartner)

= Test environments use personally identifiable data

= Standard Non-Disclosure Agreements may not deter a
disgruntled employee

= What about test data stored on laptops?

= What about test data sent to outsourced/overseas consultants?
= How about Healthcare/Marketing Analysis of data?

© 2012 IBM Corporation
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More costs: What about those old and unused applications on ‘life support’?

= Application portfolio has redundant systems
acquired via mergers and acquisitions

= Line of business divested; application is no
longer needed

= Legacy technologies not compatible with
current IT direction

—O0ld database and/or application versions no
longer supported by manufacturer

= Required technical skills or application knowledge
no longer available

= Budget pressures — do more with less

In almost ALL cases, access to legacy data MUST be retained while the
application and database are eliminated

19 © 2012 IBM Corporation
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Solution — IBM Optim Integrated Data Management Platform

Integrated Data Management

IBM InfoSphere Discovery

Discover undocumented business rules
used to transform data from existing
systems

Prototype and test new transformations
for the target system

Value: Automates analysis of data and
data relationships for complete
understanding of data assets

*Define the business objects for archiving and
subsetting

«ldentify all instances of private data so that they can be
fully protected

S
IBM Optim Test /" BMoptmbata \/  BMOptm O\ IBM Optim Data N st )
/ Data alnta_ ement \ rivacy Solution Deco&nrlnits_sioning rowth Solution EI n_:grtg_ rise
Solution olution nitiatives

Delivery

Create realistic and
manageable test
environments

«Improve Quality

o

Value: Speed Application

*Speed application delivery
«Improve Test Coverage

Value: Risk
Management

Protect PIl Data

« Apply Single Data
Masking Solution

* Leverage realistic
data

/

Value: Reduce
Infrastructure Cost &
Compliance

» Decommission redundant
or obsolete applications

* Retain Access to
historical data

"

(S

Value: Improve
Application
Perfor Red

Value: Understand the
enterprise to ensure
S

Infrastructure Costs &
Improve Compliance

* Retain only needed
data, move the rest to
archives

« Deploy Tiered Storage
Strategies

« Retain Data According
to Value

« Simplify Infrastructure

AN

*Master Data
Management (MDM)
«Data Warehousing
«Data Quality
*Application
Consolidation

«Data Profiling

»/

20
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Enterprise Architecture

Non Production Environments Production Environments
Subset & Mask Archive

PfiiiE il

Data Growth, Data Privacy, Test Data Management, Application Upgrades, Application Retirement

| Windows® XP/2000 Solaris HP/UX Linux IBMAIX® [IBM OS/390® IBM z/OS® i-Series |

'\~ NAS SAN ATA CAS Optical Tape

Single, scalable, interoperable EDM solution provides a central point to deploy policies to extract,
store, port, and protect application data records from creation to deletion

21 ©2012 IBM Corporation
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Optim Represents a Complete Business Object

= Business Object : Represents application data record — payment, invoice, customer
Application view - Referentially-intact subset of data across related tables and applications; includes
Application-level metadata, DDL, Reference + Transaction.
business rules for data . _Referential Integrity: Ensure data is captured and masked consistently

relationships I:l
= B

DBA view T Related LUW
Referentially-intact Files or
subset of data Documents
[ | =

v'Complete Data
v'RI Preserved! :I\
v'0s !ndependent Federated access
v'DB independent to data and

: metadata
‘/ODBC ACCGSSIble | Oracle | | DB2 | |Sybase| |Adabas|

N

22 © 2012 IBM Corporation
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Database and Application Relationships

Relationships

Referential Stored in Database
Access Integrity - Catalog
Optim Definitions - System Tables
DIRECTORY

- Data Dictionary
DB Aliases

1. Database Rl relationships are automatically imported

2. Application Rl relationships - Known
= Can be entered into Optim
= Can be imported into Optim (DDL, templates)
3. Application Rl relationships - Unknown
= Use Discovery to profile data and find Rl relationships

Once defined, relationships shared by all Optim components

23 © 2012 IBM Corporation
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Where to start?

You can’t manage what you don’t understand...

= Highly distributed over multiple applications,
databases and platforms

= Complex, poorly documented data
relationships

» Which clients are eligible for the new
sales promotion?

* Which version of the data should we use
for the ERP consolidation?

= Relationships not understood because:
+ Corporate memory is poor
» Documentation is poor or nonexistent

* Logical relationships (enforced through
application logic or business rules) are
hidden

L Distributed Data Landscape

24 © 2012 IBM Corporation
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InfoSphere Discovery
Discover data and define relationships

= Locate and inventory the databases across the enterprise

= Define business objects across heterogeneous databases and
applications

= Define enterprise-standard data models
= Understand transformation rules to discover data relationships

= Understand relationships required for identifying compound
sensitive data

= Define and document the privacy and masking rules &
propagate to ensure sensitive data will be protected

= Leverage unified schema builder to create prototypes before
deployment

25
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Referential Integrity & Business Object Discovery

; Arowtode: courvat | FIshon AL | 115k Coims | Dplay mode. v A1 2 zoom: 50

21 tables but what is the referential integrity?

After PFKey discovery is run, this image is created and
reviewed by an SME

Includes proposed PFKeys, statistics, drill down
Also allows data analyst to hypothesize
Groups tables in to “business objects”

DO ORDERS

ORDERS
¢ oroer_ID
v I

ORDER_DATE

SALES

DETAILS

CUSTOMERS

[ omoer_io

@ cusT_o
cusTNAME
ADDRESS

SALESMAN_ID
g sazswan . B
acE

26
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CATEGORY
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How does it work?
Discover Complete Business Objects by Analyzing Data

Step #4

Definitions of complete business
objects to Optim

Step #1
Profile up to 20 data sources
simultaneously

Step #3

Subset each source into
referentially-intact business
objects

Objects used for archiving and
decommissioning

- Automatically discover the

| each source

primary-foreign keys (RI) for

27
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IBM InfoSphere Optim Data Growth Solution

rchiving

Requirements
S —

Archive, manage and retain
application data according to
business policies

Minimize downtime during
application upgrades

Consolidate application

Data Growth
~
Production Active Archive Long-Term Archive

I I ‘mmnva

Refergntaata RefereneEata
N N -
Restored Data RES M. € I I Historical Data HistoricalData
Can selectively . ™ um
restore archived . wm
data records ==

portfolio and retire legacy
applications

Enable compliance retention
and defensibility

Benefits

« Data compression

B .
N N N NN

c . J i
Mashup Center Application ODBC/JDBC Report Writer

« Virtual Databases

XML

InfoSphere Optim Data Growth supports data on distributed platforms (LUW) and z/OS.
Out-of-the-box archiving support for packaged applications available for ERP/CRM solutions:

« Multiple storage tiers
+ Independent Indexes

Reduce hardware, storage and
maintenance costs

Streamline application
upgrades and improve
application performance

Safely retire legacy &
redundant applications while

_ite PeopleSoli| suesew] Jokdwards| o\cocs| | other

retaining the data

©2012 IBM Corporation
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Optim Test Data Management & Data Privacy Solution
Manage your Test Database Environments

Requirements

= Create referentially intact,
“right-sized” privatized test
databases

Create “right-size”
production-like environments

for application testing

= Automate test result
comparisons to identify hidden

Test Data
Management test errors and confirm

privatization

F ] Subset & Mask
U

JE— = Shorten iterative testing cycles
II‘ — and accelerate time to market
D = Mask Sensitive Data
Production or

Production Clone -

Unit Test

Development i Benefits

= Deploy new functionality

more quickly and with
improved quality

Integration Test Training . Eaglly refresth & maintain test
InfoSphere Optim TDM supports data on distributed platforms (LUW) and z/OS. environments
Out-of-the-box subset support for packaged applications ERP/CRM solutions as well as : Reduce storage and
‘Pt‘{ ipleSoft | SIEBEL ‘lDEdwdS‘ W W operatlonal gosts
"-bl.lSlnESSSUIt
29 ©2012 IBM Corporation
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Optim Self Service Center for Test Data Management  ade
Streamline test data delivery % iv’

.
hself'seerce Center Reduced software development
) Refresh testdata time and increased operational
efficiency

Improved predictability and

ﬂ-? TDM process automation
v p

g Test data knowleduola repeatability of testing efforts
Improved visibility into TDM
‘_'; Create Reports process

qr
Project =
_i_-_g\llanager DBA 3

30 © 2012 IBM Corporation
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IBM InfoSphere Guardium Data Redaction
(Separate Product — Not Covered Today)

Requirements

=

= Protect unstructured data in
textual, graphical and form

Protect sensitive unstructured based documents

data in documents and forms

= Control data views with user
role policies

Data Redaction

= Automate batch workflow
process with optional human

frgmesi review

Fimgsearch LLC et I

934 Fifth Ave ]

New York, T 00124 :

B

September 19, 2008 = .

e Benefits
James McDonald CEQ lT:imm e e ——
F | Mational Bank . . .
11 Mt e ) = Prevent unintentional data
Bosten MA 02140 ' i disclosure
Re: Preliminary Anti-Trust Pre-Acquisition Investigation Re: Iongerizeen] Pre-Avquisition Investigation

= Comply with regulatory and
corporate compliance
standards

[zl bus conducted research of the market and legal
siluation o prepartivn foran acgusition of [Dnpmiasbr]

Finresearch LLC has conducted research of the market and legal
sttuation 1n preparation for an acquisition of Northern Investments

Tne. by Financial National Bank Inc., scheduled for Jan. 21, 2009
The assignment was to determine the risk of civil andfor criminal

15 of the Lotnbard Act, 15T.5.C. § 19 to enjoin the acquisition of

Paby Forgaricaior] Jscheduled for (]

action from the Attorney General of the United States under Section

The asstgrrent was o deternme the nish. ol civil andor comina]

15l the Lombard Act, 15 0=3C, § 19 o erjoin the acquisition of

action from the Attomey General of e Leoviod  under Section

= Increase efficiency and

reduce risk via automation

Northern Investments. We were asked to assess if such an
T would sut lly affect competition in the housing

Marthem Investments., We were nsked o sssess i such an
acquisition would substantially affect competition in the heusing

Before After

31 ©2012 IBM Corporation
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Optim — One Engine for Structured Data

POLICY
SOURCE SECURE I

JU— , ” N
: | 1 L
Packaged Application Primary Storage Secondary Storage Retention
SAN/NAS CAS//SnapLock/Tivoli Recall/Purge/Hold
: - -
= TARGET
Native R-DBMS
= —— = =
a - "
E—, H (—’ -—
Federated DBMS Archive Object Archive Collecti Test Database or\
Native Engine for z/OS, Growth/Compliance Virtual Database Archive Database
— Linux, Unix, Windows
=_ ) N PROVIDE ACCESS
- | \
Non-relational Data { ! [ .
o ) L Foundation

Application Access]
ORACLE'

E-BUSINESS SUITE

SIEBEL

Custom/Other

Designer/Workbench Management Console

Discovery/ARA

32
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Optim Designer

Requirements

= =

Design, Build, Test

) = Design, build, test and validate
and Validate Optim Test Data Management,

0ptim Services Data Growth and Data Privacy
services

= Integrate with other IBM Optim
and InfoSphere solutions

= Leverage existing Optim assets

e =i - @ £ (@ vy optim

5. Date Project Cxplorer £ £ % ¥ = O|(iioozrropddm [ D2PROD.dbm | £ D02 Producton 5

© oPTIM_SALES © OPTIM_cusTOMERS © OPTIM_ORDERS U ormM DE1ALS =5
% SALESMAN_ID &2 oRDER_ID [P
& rrem_in (ra
& armbuter.
=T LIEM_QUANIL1Y
7 DEIALL_UNLI_prRic

7 ORDER_SAL
7 ORDER_POSTED,_DATE

Rt Bene F_‘l fs

i
Snieo = A common design time
=T UNLI_IPRIGE

s oy o v o | interface for all Optim solutions

7 FHaan _anneess
7 MaNaGER_TD

et o “
== 55 progect Explorer [ 5 s wesuits 28 console | & progress | 3 Jobs | 1E oudne EENEEIE E‘ - Independent of Optlm run time

e s 52 environment; supports Optim
distributed and z/OS requests
and services

o
=0 &
=g M PrROD.OPTIM_CUSTOMERS: =
wgy 4
- s cusiName AUDHESS1 ADDRESSZ | LOCALLIY | Ly SIAIE COUNIRY_CODE | PUSIAL G
Frrr e s o
=y oo 15002 WMo A o s 5ot
fa=ye [ e o fry
& o003 [T 1T S Tio
|| ) -
0 (£ 1 items selected
33 © 2012 IBM Corporation
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Optim Manager

Requirements
e

| kY

( Deploy’ Ma_nage = Manage the execution of Optim
\ b and Monitor services independent of their
v Optim Services runtime environment

= Validate results from a common
interface

BMOptim-— S = Access and report on
T P ————— operational metadata

e R titaring
Filters: v (_§1;

Service Name stotus start Time Service Type || service nequest Wanagement Server
o2 PReD BxTRACT ended ey September 03 2010 Semds | Disrbutsd Sarect [ —
os2 PReD BxTRACT stpped Thursdy September 02 2010 14155:47  Distriutad etract neilocahest a080/server
os2 PReD BxTRACT ended Thursdy September 02 2010 13133150 Distriutad eract nepifocancst a080/server .
T e | S i s ——— Benetlts
os2 PReD BxTRACT Stoppes Thursdy September 02 2010 15114135 Distriutad eract nepifocanest a080/server B
os2 PReD BxTRACT stpped hursdy September 02 2010 13121126 istriutad eract neiocahest a080/server
os2 PReD BxTRACT Stoppes Thursd September 02 2010 13:32:51  istriutad eract neifocahest a080/server . .
82 PrCD EXTRACT stopped hursday September 02 2010 1441113 pistributzd et o localnestisosolserver = A common run time interface
os2 PReD BxTRACT Stoppes Thursd September 02 2010 14144105 Eract nepilocahest a080/server R \

s e —_— e for all Optim solutions

e e = Manage Optim services from
foatservsees vy saee . RN s ] anywhere at anytime

Assigned services have been confgured torun  Services that are not rezdy require additional

Management Servers ||Bioxies
on 2 specific management server and proxy. configuration to execute successfully.

Hanagement Server ame Number o Services Assined = Separation of design and run

\) \) . ’ time roles and responsibilities

Assigned Unassigned Not Ready. Ready

34 © 2012 IBM Corporation
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Optim Data Growth
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How are organizations responding to data growth?

= Use database
partitioning

| rFerrormance

= Use database

vendor compression
- [ et aom = Buy more Storage &
£ o /j/ CPU hardware
£ o ——
200,000 /
o000 .’//—"IV o

: Forrester (*) estimates that, on average, data *
repositories for large applications grow by
50% annually (structured data) ... and 85% of :

| rnaraware capacity |

* Source: Noel Yuhanna, Forrester Research, Database Archiving Remains An Important Part Of Enterprise DBMS Strategy
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Why consider an archiving and retention solution?

Fast/High
The Time Value of
Need for .
Access: Information
Speed
Frequency
Slow/Low
§ ¢ 1§ 3 1
<3 g S is
a 3 8 g ¢
Time - Life Cycle
Fully Managed Costs: g
Storage Options ol
Relative Cost / ol
GB / Year P
30|
20"
10l
0 High Perf  Commodity | Archive Online Offline
Disk Disk Disk Tape Tape
X / N A
Production Disk Archive FaX'y
© 2012 IBM Corporation
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The results can have significant financial impact

Industry average fully Industry Averages

burdened IT infrastructure cost

percentages to support data Indust
growth ndustry
Type Average
Hardware: Networking
(cables, routers, etc.) 15%
Infrastructure: Telcom 10%
Infrastructure: Floor Space 3%
I Operational -

© 2012 IBM Corporation
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What about applications that are no longer needed?

= Application portfolio has redundant systems acquired via mergers and acquisitions

= Line of business divested; application is no longer needed

» Legacy technologies not compatible with current IT direction or supported by vendor
» Required technical skills or application knowledge no longer available

= Budget pressures — do more with less

In almost ALL cases, access to legacy

application and database are eliminated

39 © 2012 IBM Corporation
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Gartner Selection Criteria

Database Archiving Solutions “Must Haves”

= Archive to an alternate (nonproduction) database

= Archive to file format

» Maintain referential integrity (even for the most complex data models)

» Seamless access to archived data from original application and/or via alternate

methods (search, reporting)
= Security, access control and audit logs

For additional selection criteria, download this report at :

Source: Gartner, Inc., ‘Selection Criteria for Database Archiving Products”, S. Childs, February 2011

40 © 2012 IBM Corporation
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What are the Drivers for Implementing Data Archiving?

1)
2)
3)

Control Costs

Improve Performance
Mitigate Risks

41
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What is Active Archiving?

1L
Reference Data
Historical m Historical Data
Current Can selectively

restore archived
data records

~ =

i

Universal Access to Application Data

]

N =

Mashup Center Application

!I

N

e

ODBC/JDBC Report Writer

Active Data Archiving is an intelligent process for moving inactive or

infrequently accessed data that still has value, while providing the ability to
search and retrieve the data.

© 2012 IBM Corporation
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Optim Archive Files Characteristics

Application not required
DBMS not required

Any storage device

Access via any SQL Based tool

= Complete business object » Frozen in time
* Immutable
| | o]
Compressed (up to 90%) . Auditable
» |ndexed = Snapshot of historical events
= Secured » “Future-proofed”

43 © 2012 IBM Corporation
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Leverage cost-effective storage alternatives

3-4 years 5-6 years 7+ years

Production Archive Reporting
Database Database

Restore N i . 3
’ o

Archive and
Restore
Compressed Compressed Compressed

Archives Archives Archives

© 2012 IBM Corporation
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1. Identify the data to be archived

2. Define the data to be deleted

3. Create the archive

4. Review the validity of the archive

5. Delete the data

6. Find Data in the Archives

7. Browse, Report or Restore Fully or Selectively

45 © 2012 IBM Corporation
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Data Access Plan/Access Definition
Defines a subset of relational data- the Complete Business Object

» Start table

» Associated data

* Relationships

» Extraction rules

* Index specifications
* Archive Actions

e Attachments

46 © 2012 IBM Corporation
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Define the data to be deleted

= Archive all data
RETAIN CUSTOMERS
® Delete orders and details after they are
safely archived
v . . .
ORDERS ®  Preserve semantic intelligence
DELETE I
v
DETAILS
47 © 2012 IBM Corporation
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Optim Compare Feature

SOURCE 1
SOURCE 2

Single-table or multi-table compare

Creates compare file of results

Displays results on screen

For archiving validation, application testing and QA

Enhances productivity by finding unexpected changes in the data

TABLE

MAP
COMPARE
COMPARE
PROCESS
COLUMN
MAP

© 2012 IBM Corporation
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Browsing the Compare File

Browse Compare File Table Data

Eile

Tools

Dptions

Help

Source 1: IEIF!ACLEB.LYNNF'.CUSTEIMEF!S

m -]

Change | Source | CUST_ID | CUSTHAME ADDRESS CITY STATE gl |3 ‘r‘ﬂ
CHAR(S) | CHAR(ZOY | WARCHARZ(SO) | WARCHARZ(MS) | CHAR(Z) | CHAR(SEM | M
NI R ST N N I N I | Dl [ T TN R Y [N
1 [fonly | 1 alululnj] Audio-video| 593 West 37th Str|Brass Castle IdJ 10017
2| Eqquial Both oooo2 Select-4-%i [5720 Mactrthur D|Evening Shade AR E2700
3 |Equal Both 0ooo3 Showplace |1 Ocean Parkway | Ao g1 116594
4 | Eqqual Both oooo4 Audio-video| 593 West 37th Sitr|Panacea FL 10017
5 | Ecyjual Both [alululnt Take Home |Box 357 Fence Lake Q1] 90025
=] A=0eTINE=T Both 00006 Main Street |Gatewsay Shoppin| Pumpkin Center AT Sa00z2
7 |pitf 1 ooooy Cinemagic |Pass-a-Grille Bea |Pass-3-Grifia FL 92120
g |piff 2 ooooy Cinemagic  |Pass-a-Grille Bes | Stop-at-Grifiel |FL 92120
9| Ecjual Both 0000 Director's C [347 Miners Row  |[Spuds FL 95500
10| Eqqual Both oooog Prime Time |64 Mewhberg &Awve |Loving Tl s =
11 | Diff 1 o010 Reely Grest 590 Frortage Rd  |Christmas Wally  [OR ore02
12| Diff 2 [a]uluyqn] Reely Great 290 Frontage Rd | Christmas Yally  [OR | 000 | _ILI
4 3
= Change column identifies the type of change
= Source column identifies input source row
= Data differences are highlighted
49 © 2012 IBM Corporation
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A
Value .
Nearline
)
L
L)
- -
L L)
» .
g g .
Online Relational : %,
Database y %
Management > : ’o,'
System TR ., R
(RDBMS) s - K
J LR 4
L asn
.
L]
i “Busi . Time
Transactional Data Business Complete” data Aging Strategy
ARCHIVE

50

ONLINE

NEARLINE
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Accessing the Archive Files

End-User
Query / Reporting

Optim Repository

RESEARCH/
BROWSE

Connect

Archive
Library
Use Optim Connect b !

v'Direct Access within Your Application using standard SQL

v'Defines data-sources for any ODBC or JDBC application

v'Archive Collections

v'Joins between multiple data-sources

v'Archive files and database tables
51 © 2012 IBM Corporation
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Flexible access methods for archived data

Mashup Center

* Reporting
* Known requests
» Requirement for executives

* Industry standards
» Messaging services
+ Customizations

i
cmpmm Creste report
Cognos
opte e e - Dol

ODBC/JDBC Application
«SQL * Native look and feel
- Custom application access + Existing skills used '
52 « DBA and developer access « Support vendor ERP solutions
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Archive File Collections

= Manage Archive Files as a single data source using Optim Connect
= Create an Archive File Collection that logically references data in multiple Archive Files.
= Join tables in separate Archive Files contained in an Archive File Collection.

Select * from AF1,AF2,AF3
Select * from Coll1

lIIIIFI!::ﬂﬂve

Collection
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Conceptual Data Growth Architecture

S

Optim
Workstation /Optim Designer

Enterprise Storage

Windows

Application 1 / ‘
/ — Archive ||[———— Document Storage
L]

- - - Optim Server
DB29.7 Windows, Unix, Linux, zOs
AIX p770 /
Temporar i
Datap Y Ofﬂl.ne- Storage
i§i
Oracle 10.2 i

P
)
@
4
o
S
L

Solaris 10 SQL Server
Application 2 Windows Optim Repository
Application 1 Server 2008 (PST Directory)
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Optim provides three types of security

= Archive File Security
Archive File Security allows you to control access to data in Archive Files. For example, you
might use Archive File Security to prevent any access to data in a specific table or column for
most users while granting access to members of selected roles for the same data.

» Functional Security
As the most general level of Optim Security, Functional Security allows you to control user
access to the interface for functions provided by Optim.

= Object Security
Object Security allows you to control access to specific objects in the Optim Directory.
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4 (Default) ACD N
Allow Invoke Archive Request Editor ../'J_‘\_ { i —_—— \1
Allow Create Archive Request \ File Access Definition
Allow Associate Archive Request e —.
A Roles )
Archive Request Editor -~ |
H 1 Permissions
|| Permissions
Archive Request ACL archive Request HFAD
Role = AflowRunf= — | O |4 ‘Teaotaten - ]
=
L
Allow Invoke Restore Request Editor
Allow Create Restore Request E \
Allow Associate Restore Request
i - 5
Restore Request Editor P ArchivelFiles
-
tables
Restore Request ACL Y Actess to archiven gsta a3
Role = Allow Rury/ Earrnﬂxau m‘\\\s‘ I
A AD columns
\_/
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Benefits of Optim Data Growth Management

» Facilitate Compliance with Data Retention and Disposal Regulations
M Automate Data Retention and Disposal policies
M Business Rule Driven approach
M Maintain Security via audit-ready immutable format archives
M Industry standard methods to access archives to respond quickly to audit and discovery requests.

= Improve Application Performance and Availability
M Improve On-Line Performance & Meet SLA’'s
M No downtime caused by batch processing overruns
M Improve performance with gueries, batch processing and reporting
M One of the most understated and most lasting of benefits

= Speed Back-up and Recovery
Bring up important most current data first
M Bring up older data as conditions permit
M Increase accuracy of testing through fresher Data

» Reduce Infrastructure Spend
M Enable Lifecycle Management and Tiered Storage Strategies
M Archive historical data to reclaim capacity
M Reduce Hardware Capacity Upgrades

57 © 2012 IBM Corporation

IBM Software

Archiving Summary

Enforce retention Meet compliance Complete

policies requirements Business Object

Restore data in
original or
different DBMS

Ability to join
heterogeneous
data

g Web Server
i

Isolate from ? @ @
‘ |

Y O
Orlglnal DBMS DBMS"x’ Application " Report '’  DBMS“y' Application "y Report "y" DBMS °y’  Application *y”

| | | | |
)

\
Ability to purge data at
< g end of retention
N

CAS/HSMAWORM
Ability move across
multiple storage tiers

i///n// Y ==

SAN/NAS Storage

4

ape

Compress data to
save storage

Ability to hold
purge during
litigation

Ability to use multiple
storage devices
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Optim Terminology and Concepts

60

Optim Designer:

= Physical Data Model

= | ogical Data Model with Optim Properties

= Data Access Plan

= Optim Service

= Optim Directory

= Database Aliases

= Relationships (Native, Imported and Extended)

Optim Legacy Client:
= Access Definitions

= Table Maps

= Column Maps
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Optim Designer Landscape- Terminology

agram> O, Customer - Project ptim Customer.dbm” - Optim Designer

Fle Edit Diagram Navigate Project Data Run Migration Window Help
] i = e @ i o
= R 7| A — || B 8- - ==
B Data source Explorer 52 | =] 5 L || || <@ | pag iy T = O |/ 2@ optim customer.dbm I8 optim Customer 5%
(> Configuration Repositories ~
[=+(Z=> Database Connections
& orr20 Data Source
= &3 OPTAIX (Derby 10.0)
= O ostm Explorer
[ Autherization IDs
=+ Schemas
85 ANALYZERZ
25 arp
5 BasIc_LooKUP
25 pevo
3 synonym
{3 Dependences

= orraperans

o e e

DETaIL unT_Prace (== Data

<= Geometric Shapes

ul: )

et

[ Stored Procedures e
o e Data Management
=] cusTomER
= cosromen I B = e Al rows
EZ pETALS Edit
[ DETAILS2 | %% Drop o )
EJ FEMALE R [Eg Add to Overview Diagram Extract... Modeling
E mems I, Sample Contents
2 rmEMs2 [ Generate DDL... &
= MALE_RATE
e o T B e fmpact. - — - — .
Properties | (1 SQL Resuits 32 | & Progress | Bl Console | (7 Jobs | [ Project Explorer | BZ Outiine ® % B S =]
‘5. Data Project Explorer % Compare Wwith —
fpe query expression here |
-1 optm
4 Mappings visuslize Topology Disgram tus Operation Date Connection Profile
B! XML Schemas 15 Copy v Succeede: 9/15/08 6:32 PM 0OPT210
(1 Data Diagrams Refresh F5 " Succeeder Return AllRows  3/23/09 11:57 AM TARGET
5-28) Optim Customer.dbm & Warning Return All Rows  5/23/03 12:23PM OPTAIX
£% Optim Customer
£ Co Data Models Query Management/
21l Data Dictionary.ddm :
| Enterprie Glossary.ném Properties, etc
| Optim Customer.dbm |
=0 Starting run ~
0 source SELECT = FROM OPTIM.OFTIM_CUSTOMERS2 =
(3 Interoperability Models Sl
= 1CL Files
(3 Other Files . cusT_I> CUSTNAME ADDRESS crmy STATE P cen ¥TD_SALES SALESMAN_ID
-3 services Data Pro]ect Explorer e 10147 NSU BOX 593 Astoria Bo...  Panic PA 47700 403363675808... 9095.04 WE154
#($ SQL Scripts 2 10148 MACONBUILDIN... 823 ChestnutSt  Need.. PA 01102 402320436587... 863.90 sw3as3
-7 Optim Demo 3 1014 DONBREN SCHO...  Bermuda Dune...  Horse... NY 32120 426623564368... 152,00 NW115
— 2 10150 MUNNS &DOBEL.. 120 Central Av... Bootl.. PA s&100 483042536467... 354.00 NW112
=5 Qptim Directory (OPTDIR [DE2ADMING) 5 10151 EAGLE LAKE COM... Box 357 Casht... PA 30025 525720856703... 352.00 SW406
=) % Optim Diractory [OPTIMDIR] 5 10152 SPRINGMIST 33150.S. High... Prince... PA 08540 375167785806... 0.00 nC3ss
[ Access Definition 7 10153 ASPEN EXTERIOR... Oldtown Shopp... Drinker  PA 30300 372535563406...  180.30 5E208
Archive Request s 10154 GRILL &GILHULY ... Aramingo Place  Gang... NY 70800 253080536467...  485.00 se271
541 Column Map 3 10155 ANNABELLE APTS... 322 Rt 28 BloeK... PA 02601 341734576804...  304.00 NVi310 ~
O DB Alias ) f B I £
i =] <Table> CUSTOMERS - Connection "OPTATX™
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DB Alias

Logical name for Optim physical connection to database

*High-level qualifier for database object names: DBalias.creatorid.objectname

*Specific to database/data driver

«Client driver must be installed, configured, and tested with native access

*Make sure you have connection information (server, port #, authorized userid/password)

5. Data Project Explorer 7

#-12 Optim
=122 Optim Directory (DB2 [OPTIM])
=42 Optim Directory [OPTIMDIR] @ New DB Alias
& Access Definition Optional Data Source Connection Profile Selection -t
L‘_;.! GE Archive Regquest Yous can select a data source connection peofile to provide peaperties for the DB alias, Only eonnection 1

L L] ofiies that are valid for the Optim director ject are shown,
- Column Map N e s

+-E8 Convert Request = e et

—®: g - = DB2 J08C Optim Drrectory / Sample DB in DB2 LUW v3.7 UTF-8
(g Delete —— DBA 08¢ Optim HOL 1682 DB Alas Database
-3 Exh’act:F‘;equest
E! [}; Insert Request
= [‘P Load Request
Lﬂ(}t Primary Key
[ Relationship
=] [:_ﬂf Restore Request

-] Table Map

:

]
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Physical and Logical Data Models

Physical Data Model:
= Physical model ties back database schema/tables/columns, structure to physical database connection

» May be created via reverse engineering, DDL, or drag/drop elements such as tables from a physical database
connection (Data Explorer)

Logical Data Model with Optim Properties:

= Logical representation of the database model

= Can selectively include elements (does not have to include entire schema or database)

= Required to generate Optim requests

= Can be imported from InfoSphere Discovery or generated from Physical Data Model or imported

[ bata Source Explorer % EEEAEE TR _ _ I
| === -89 opTm ~ | 5. Data Project Explorer £ Bg =0
= @ B FrOD | & optim | =
: -3 Aliases . {*} Mappings New k
i B[ Dependencies | @ (B XML Schemas
& {7 Global Varisbles & {7 Data Diagrams e »
&+ Modues |7 @ pezrroD.dbm | PR
B[] MQTs DB2 TEST.dbm
@ [ padages | @-Id DB2 TEST.Idm Close Model
B PL/SQL Packages || | -8 DBA PROD.dbm | [L] =
&+ Sequences Data k

} Z Ci] Data Models
i| DB2 PROD.dbm
DB2 TEST.dbm

(] Stored Procedures
o

&-E

&

| ¥ Drop

- OPTIM_CUSTOMERS.

|25 Add to Overview Diagram

DB2TESTM | 3¢ pelete

¢ @ {3 services

DBA PROD.dbm

; o EEREIE | ¢4 cenerateDOL... ! SR reR AT B Mave...

: @[ OPTIM_DETAILS2 |- i & & I Vte atrmod) Rename...
; =3l (& 5 OPTIM_FEMALE_RAT| Lia Jr('l :_’Ipera g £y Import. .
! (Bl op v _ITEMS I P LEE e

! = Compare With | @] Other Files 23 Export...

n OPTIM ORDERS == i S
| ; g E& copy ! L;__ELDSG::,TERM [¥[@ Transform to Logical Data Model. .
2z OPTIM:PSTJCTION . s ™
| @E Linksbility 3
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Data Access Plan
» Specify selection criteria and privacy policies
» Specify start table, relationships, and reference tables
13’ DGSBEFORsd | U8 DBAPROD.bm | O] "DBAPRODMM | 2 HOL-ARGHIVE &1 =0

Data Access Plan Editor
Use the data access plan editor to edit data stores, selection policies, and data privacy poices. Select an editor from the diagram,

l Data Stores H Selection H Data Privacy ‘

Data Stores

Data store polices spphid to the dats soceas plan are bsted below. Salect a data stode to isw and edit associated properties, You an
change the data source for a polcy and refresh a policy to indude any changes.

| %5 Data Project Explorer 12
| &1 optm
- @ (Y Mappings
@8 XML Schemas
=+ Data Diagrams

ta Models

¥ DBA-PROD (Data Store Pokcy)

= Entity Specification
Deefine sefection oriteria for a selected entity. You can define ariteria by attrbute or for the entire entity.
Entity name: | OPTIM_ORDERS ~
Entity path: | Optim/DEA PROC.ldm Package LPROOJOPTIM_ORDERS
-] Interoperability Models Criteria by attrbute
3 0L Files Combine al oitenia with ) ano O oR
(¥ Other Files Tkl thbteas
ot at v
MHame Data Type Sefachion Criteria
+ ORDER_ID DECTMAL{10,0) (mm)
3 CUST_ID CHAR(S) G
o ORDER_DATE TIMESTAMP (o]
! QRDER_TIME TIMESTAMP [
o FRETGHT_CHARGES DECTMAL{4,2) Cad
+f ORDER_SLESMAN CHAR(E) L)
o ORDER_POSTED_DATE TIMESTAMP &2
o DRDER_SHIP_DATE CHAR(E) ==
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Optim Service- Execute Optim Functions (Archive, Restore, etc.)

= Service can be created, executed, and monitored directly from Designer
= Service can also be published to a registry

=i

il
Optim (2 iBMoptim
# (* Mappings =

% (8 200 Schense Conturabon]l Service Management [iserncs Hanton |
-3 Data Diagrams U P, Lua. . PR

N3 S51gn e Ervices Assign = YiCes
= (_E Data Maodels o i

= D Interoperability Models
= 55] DBA PROD ARCHIVE. aim [Distributed]

& publish Optim Service

Services are grouped by publication date. Select a service to view its details. Unassigned services
rmust be assigned to a management server/proxy combination first in order to be run.

Total unassign:

i types | All reg types * | | Clear Al Filters.

Verify Service Name Name state Service .. Service ...

Verify that the service name is correct, ¥ & Unassigned Services

Elppa PROD ARCHIVE 1.0.0

Unassigned Distributed Archive

File Name: | [Optim{DBA PROD ARCHIVE svc @ BM Ot
Madel Name: | DBA PROD ARCHIVE

Dashboard | Configuration | Service Management | Service Monitoring

Filters: [EIRTEEGIEE

& Publish Optim Service

Enter Registry and Repository Location

Service Name

Enter the location of the registry and the repository to store the service reques! Start Time

laok up the repository based on the registry location and validate the repositor:

DBA PROD ARCHIVE | Started Monday October 11 2010 14:57:04 |

—_— . |
|![Look up repositary... |

| validate repository,

Registry Location: | http:fflocalhost: S080) server fregiskry

Repository Location: | http:/f192.168.1,115: 8080 server frepositary
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Sample Service Execution Output

@“ IBM Optifn

Service Monitori
Serve ouout [

Request Name DBA.PROD_ARCHIVE

2 Server Name  {Local)
Service Name

Archive File C: A A-PROD-ARCHIVE AF
DBEA& PROD ARCHIVE Ended rechive File C:\My OptimArchive\DE OD-ARCHIVE

Access Definition LOCAL
Storage Profile  (None)

File Access Deafinition (None)
File Attachments skipped

Client User ID SYSTEM

Row Details:

Archived Failed Table Name

6194 0 DBA.PROD.OFTIM_ORDERS
110 0 DBAPROD.OPTIM_SALES
510 0 DBA.FROD.OFTIM_ITEMS
14285 0 DBAPROD.OPTIM_DETAILS
2916 0 DBA.PROD.OPTIM_CUSTOMERS
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Optim Test Data Management
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A Picture to Explain

Speed Time to Market

.. . * Meet delivery schedules
Improve Application Quality

» Generate revenue faster
+ Avoid unplanned downtime

+ Gain first-mover advantage
» Meet performance SLAs

Smarter

Reduce Development Costs

» Reclaim valuable IT staff resources
» Save on software, hardware and storage
Discover and resolve errors in early stages
Protect data privacy
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Test Data Management: Best Practices

TDM refers to the need to manage data used in testing and other non-
production environments

= Extract related subsets of production data that are targeted to functionality
under test

= De-identify / mask related test data to protect privacy
= Quickly and easily refresh test environments
» Edit data to create error and boundary conditions

= Compare “before” and “after” images of test data

Benefits: Improving application quality & customer satisfaction
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Subsetting Conceptual Overview

Tables are Truncated,
but database footprint
still the same

Database resized
and re-indexed

Production ‘ Production ‘

Database Clone :
Reduced Resized
Clone Clone

Recreate Test, QA,

UAT, Training & etc

Databases from the
resized clone

Dynamically load relationally
intact data set’s and objects
based on selection criteria's
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Creating Test Environments

Extract a relationally intact subset
from production database(s)

INSERT/
UPDATE

Create /

» Extract data and/or object definitions
« Create new or load into existing test tables
* Source and Targets can be different DBMS’s

71
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Test Data Management Process

optim, Baw

Application

Relational Extract =y Copy Production i
Data for Testing

l Relational Edit

Relational Edit =) | Inspectand Add Data

to Test Error Routines

Correct Errors in
l Production Data

| g TEST X
Refresh Test Data l Go Production !!!
T Compare Before/After —T
Data
Relational Extract

Relational Compare

72
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Optim Test Data Management Steps

1. ldentify the data to be extracted

2. Optionally define the data to be masked

3. Create the extract file

4. Review the validity of the extract

5. Identify the target non-production database
6. Insertor load the data into the target system

7. Browse or Compare target with source

73

© 2012 IBM Corporation

IBM Software

Conceptual Test Data Management / Data Privacy Architecture

Test Data Factory generates from models and/or masked Production extracts

E- O
Madsls Compare to

Optlm"“' baseline
Application 1 Optim™ Reposnor . ‘P
Windowsy (OptimDin Synthetlc Testing  fogtagain
ata Validation
Cycle
@ s Mask on extract
DB2 s Files
AIX Rel
From
Application 2/ Optim™ Optim™ Ypeat &
Server cripting) &

indows, Unix,

Linux, z/OS
Extra Test Data Galien
Giles Generation

&0

Oracle
Sun

Application
Repository
Analyzer

Cycle

Mask
Maske
Files

OptlmT"'I TDM/DP Key stages

Discover Data Objects and Relatlonshlps
Extract masked test data using Optim to produce Extract Files

Load or Insert new dataset(s) into Test System

Compare post-testing data to Golden Master for errors, anomalies and coverage

Application 3
InfoSphere
Discovery
ource

Files

&0

8QL Svr
Windows 2K3

Application 4

PhoON=

——
ource
Files

74

Test system 1

Test System 4

Test Cloud Deployment
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Optim Data Privacy
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What is Data Masking?

» Also known as: data de-identification, depersonalization,
desensitization, obfuscation, data scrubbing

» Technology that helps conceal real data
» Scrambles data to create new, legible data
» Retains the data's properties, such as its width, type and format

= Common data masking algorithms include random, substring,
concatenation, date aging

= Used in non-production environments as a Best Practice to
protect sensitive data

76 © 2012 IBM Corporation




IBM Software

Optim Data Privacy

¢ IBM Optim provides the fundamental components of test data management and
enables organizations to de-identify, mask and fransform sensitive data

e Companies can apply a range of transformation techniques to substitute
customer data with confextually-accurate but fictionalized data to produce
accurate test results

o By masking personally-identifying information, Optim protects the privacy and
security of confidential customer data, and supports compliance with local,
state, national, international and industry-based privacy regulations

77
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Intelligent Data Masking

A comprehensive set of data masking techniques to transform or de-identify data, including:

=String literal values =Arithmetic expressions =Lookup values
=Character substrings =Concatenated expressions =Intelligence
=Random or sequential numbers =Date aging =Key propagation
" Example 2
Example 1 xample

Personal Info Table

Patient Information

Patient No. |123456 |SN |333_22_4444 | PersNbr ~ FirstName  LastName

. 10000 Jeanne Renoir
i | Erica Schafer | 10001 Claude Monet
Address | 12 Murray Court

10002 Pablo Picasso

|
City Austin [ate

Data is masked with contextually correct propagation
data to preserve integrity of test data Event Table

Referential integrity is maintained with key

PersNbr  FstNEvtOwn LstNEvtOwn
10002 Pablo Picasso
10002 Pablo Picasso

78
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Example: Bank Account Numbers

e First Financial Bank’s account numbers are formatted
“123-4567” with the first three digits representing the ‘ > > >
type of account (checking, savings, or money market)

and the last four digits representing the customer by Q A
identification number I\qﬁﬁmﬁfg rmmﬁ‘& #]

e To mask account numbers for testing, use the aciual
first three digits, plus a sequential four-digit number

e The result is a fictionalized account number with a valid
format:

» “001-9898” becomes “001-1000”
» “001-4570” becomes “001-1001”

7 ©2012 IBM Corporation
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Example: First and Last Name

e Direct Response Marketing, Inc. is testing its
order fulfillment system

o Fictionalize customer names to pull first and last
names randomly from the Customer Information

atle Meghing Brample #2

» “Adam Adams” becomes “Ronald Smith”
» “Anna Adams” becomes “Elena Wu”

» Optim ships with over 5,000 male/female
names and over 80,000 last names
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Example: Addresses

e Direct Response Marketing, Inc.
is testing its order fulfillment system > >> >,

e Fictionalize customer addresses to Y Feolide o Tnmemew e N5
pull an entire address from the LAV [ Klllj'; l“:ﬂ“ll'“‘t W\

Customer Information table:
“111 Campus Drive Princeton, NJ 08540 ”
becomes...
“1223 E. 12 Street NY, NY 10079”
» Optim ships with over 100,000 valid CASS addresses
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Example: Intelligent Masking

e Generating valid social security numbers (as
defined by the US Social Security >
Administration)

o Generate valid credit card numbers (as b
defined by credit card issuers) I\qaﬁm!f ]- mmr’]& #’4 3
® \
e Generate desensitized e-mail addresses

= Generate Email address based on format:
name@domain
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Data Privacy in Application Testing

TESTDB

NewDB
Create
Extract a relationally intact subset / v
from production database(s) S
Extract INSERT/
File / UPDATE
Masked
Transform / mask Extract
sensitive data File Load ~
Files
LOAD

« Extract data and/or object definitions in pre-masked file
» Use pre-masked Extract file to create new set of tables

 Convert Pre-masked extract file data into second masked extract file
*Share masked extract file to be reused for population step

» Good practice for testing masks using COMPARE

83
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Data Privacy in Application Testing

Extract a relationally intact subset
from production database(s)

INSERT/
UPDATE

Extract |
File

Transform / mask
sensitive data

~

» Most Secure Approach
* Extract data only

« Convert during extract
*Extract file already contains masked data
«Can be shared with testers to reuse

84
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QADB
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InfoSphere Discovery
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Information Server Life Cycle Tools

DisCover

7/ \

= Discover and understand the

data across heterogeneous
systems f/\ /J\\ /\

~—/
= Design trusted information \
structures for business &:Ta';:t:
optimization % {
= Govern that information over ‘g‘f
time %\ /QQ?
/

Enterprise Projects

Test Data Generation

i

Application Retirement &
Consolidation

w
2

Data Archival

i
% Data De-identification

Data Quality
") Data Integration
L Master Data Management

Data Warehousing

=~
[_E%I ~
\Q-/J

&Y

Assess, Monitor, Manage Manage & Analyze
Data Quality Metadata

Information Analyzer Metadata Workbench

Manage Business Discover Data Design Enterprise Capture Design
Terms Relationships Models Specifications
Business Glossary Discovery Data Architect FastTrack
Design

86
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You can’t --------- what you don’t understand

L Distributed Data Landscape

87

= Increasingly distributed

= Complex, poorly documented data &
relationships within & across sources

= Data not understood because:
» Corporate memory is poor
» Documentation is poor or nonexistent

* Logical relationships (enforced
through application logic or business
rules) are hidden

© 2012 IBM Corporation
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InfoSphere Discovery: An Invaluable Data Analysis Tool

.. &

o o,
i =Unique in the Industry

=Analyzes Data Values j

88

» Automated analysis of data and
relationships for complete
understanding of data assets:

» Characterizes data elements
within a Source

* |dentifies relationships that link
data elements into “business
entities” within a source

» Customer, counterparty, invoice

* |[dentifies complex logic that
relates multiple sources
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IBM InfoSphere Discovery:
Automation that accelerates time to value:

Data Growth Management:

v’ Automates discovery of referential integrity and Data
business objects Growth

v" Archive volume projections

Data Consolidation, Integration & Migration :

v’ Discovers transformation and
business logic between data sources

» Prototypes empty targets from the
combination of many data sources

Discover

Data Privacy:
v Discovers hidden sensitive data

What is unique?
» Analyzes data values and patterns and produces actionable results
+ Discovers complex relationships within and between data sources

+ Patented approach with greatest level of automation in the industry

89
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Referential Integrity & Business Object Discovery

= 21 tables but what is the referential integrity?

= After PFKey discovery is run, this image is
created and reviewed by an SME

= Includes proposed PFKeys, statistics, drill down
= Also allows data analyst to hypothesize
= Groups tables in to “business objects”
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Import to Optim as Logical Data Model
Create Data Access Plan: Tables, Columns, Relationships Identified!

|4 poseeroRsql  [{BDBAPROD.om  [{] "DEAPRODMM |2 HOL-AROHIVE 23 =0
~

Data Access Plan Editor
Use the data access plan editor 1o edit data stores, selection polcies, and dats privacy poioes. Select an editor from the diagram,

s otk
Optim

@ -(* Mappings
808 XML Schemas | Data Stores H Selection H Data Privacy ‘
(=-(17 Data Diagrams

DE2PROD.dom

DB2 TEST.dbm
DB2 TEST ldm
DBAFROD.dbm Data Stores
£d| DBA PROD.Idm Data store polices apphed to the dats aceess plan are bsted below, Salect a dats store to view and edit associated propertes. You can
- =g DataModels change the data sounce for 3 polcy and refresh a policy to inchde any changes,
e o e Rk Atk by i At o i £
ety 47 DBA-SROD (Data Store Polcy)
e = Entity Specification
&d DBA #ROD i (Define selection critera for a selected entity. You can define criteria by attribute or for the entire entity,
| =8 Package1 ’
H *m& Entity name: | OPTIM_DRDERS |
1. a Entity path: | Optm/DBA PROD.ldm Package 1PROD/OFTIM_CROERS
(s1-£0]| DPS DATA.ddm
(] Interoperabilty Models Criteris by sttribute
[ 0L Fies Combine o oritena with S} ano (JOR
[ [ Other Files
Total attnbutes: 8
Mame Data Type Sahaction Criteria
o ORDER I CECTMAL(10,0) [
st o CHAR(S) 7 |
o ORDER,_DATE TIMESTAM® =2
i oroeR_TvE TIMESTAMP =)
| o PRETGHT_CHARGES DECTMAL(4,2) &2
(3 ORDER_SALESMAaN CHAR(E) |
o GRDER_POSTED DATE THESTAMP |
o ORDER_SHIP_DATE CHAR(E) L]
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Data Object Volume Projection

Assess volume reduction of archiving strategy:
“How much do | really save if | archive away all data older than 7 years?

Zoom: 30% - | Print ~ |

DO ORDERS

Archive Volume...

Add Child Table...

i CUST_ID
ORDER_DATE

Create Related Sample Set

SALES
SALESMAN_ID

¥ cusT_ID
COMPANY_NAME
FIRST_NAME

SALESMAN_NAME
AGE

ITEMS

§ ITEM_ID
ITEM_DESCRIFTICN
CATEGORY

Volume projections for a filter entered in any table in the Object diagram. Here | will enter a filter on the ORDERS table.
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Data Object Volume Projection

CUSTOMERS

¥ CUST_ID
COMPANY_NAME
FIRST_MAME

ITEMS

g ITEM_ID
ITEM_DESCRIFTION
CATEGORY

Type in the filter and select OK. |
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Data Object Volume Projection

DETAILS

' CROER_ID

g ITEM_ID
FIRST_NAME ITEM_QUANTITY

ORDERS.ORDER_DATE > '10-10-1998'

A tabular display showing the volumes. You can check/uncheck the “Include” flag to calculate the volume. |
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Pattern Based Sensitive Data Discovery Example: SSN

95

M MasterCard Yes Yes ho
MEA Motes Email Address Mo Ves )
HIF Spanish NIF Mo Yes Ho
MWING LK NIMNG Mo Ves Mo
Pan Passpart Mumber Mo Ves Mo
Fr Personal Mame Mo Ves Mo
I Canadian SIN Mo Ves Mo
‘ I [=] s5M US Social Security Mumber Yes Ves Mo
,Assigned |Excludad |
Colurnn Metadata | Colurnn Classification | Statistics |
2| Mame Table Drata Set |Hit Rate ‘Ap‘ " |Methud |Cardina\ity Selectivity Mull Count |
» i COMMENTS ALL_POSITIONS_F Data Set 1 50% [0 Discovered b 0.00 3641
MRC_ACCTD_AMOUNT MK _ADITMNT Data Set 1 35.2541% [0 Discovered 1z 0.04 257
MRC_EXCHANGE_RATE MK_KE_TR=_70 Data Seb 1 52.5% [] Discovered 45 0.00 9357
= MRC_EXCHANGE_RATE MK _SCHED Data Set 1 33.2075% [0 Discovered 47 0.00 9500
= MRC_ACCTD_EARMED_DISC_TAKEN MK_SHOU_APPS_ALL  DataSet 1 100%: [ Discovered 1 0.00 00
MRC_ACCTD_UMEARMED _DISC_T... MK_SHOU_APPS_ALL  Data Set 1 100% []  Discovered 1 0.00 200
= 1ID_PIN MK _JE_HDRS Data Set 1 100% [0 Discovered 23 0.o0 o
= BILLING_ID PRFL_3_CUST Data Set 1 39.777% [ Discovered 269 1.00 o
URL URL Mo
USPHR 15 Phone Mumber es
US5C U5 State Code Ho

© 2012 IBM Corporation
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Hidden Sensitive Data Discovery

Sensitive Data Repository

Row Member SS # Age Phone Sex

1 595846226 123-45-6789 15 (123) 456-7890 M

2 567472596 138-27-1604 8 (138) 271-6037 F

3 540450091 154-86-4196 22 (154) 864-1961 M

4 514714372 173-44-7900 55 (173) 447-8996 F

5 490204164 194-26-1648 4 (194) 261-6476 F

6 466861109 217-57-3046 66 (217) 573-0453 M
987,623 444629628 243-68-1812 25 (243) 681-8107 F
987,624 423456789 272-92-3629 87 (272) 923-6280 M

TYPES
=Hidden within longer fields
- SSN hidden in a 46 digit routing number
=Divided up across multiple columns
- SSN divided into three separate columns
=Transformed
- ltems converted into codes

* Finding Sensitive Data Elements (SDE) in each system can take days
* Whole and partial SDE’s can be found across the enterprise
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Hidden Sensitive Data Discovery Example

Table A
Date FPhone Time
10-28-2008 5559081212 | 13:52:49 Table B

Transaction Number

1352555808121210282008

Hidden instances of private data represent
a potential compliance risk

97
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IBM InfoSphere Discovery — Invaluable Data Analysis Tool

= Accelerate deployment of your
information agenda projects:

* Improves accuracy, predictability and
repeatability

Automated data
. . discovery
» Speeds project data analysis by as much
. Manual Data
as 10 times Analysis and
Validation
e Minimize SME Time

(Time, Risk
and $$)
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