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Information Management Optim

Objectives

« Understand the IBM InfoSphere Discovery offerings
« Understand the IBM Optim Test Data Management offerings.
« Understand the IBM Optim Data Privacy offerings

« To obtain a basic understanding of the principles of
Information Life Cycle Management (ILM).

« Obtain a basic understanding on how an IBM® Optim™ |LM
software solution can manage data growth in a production
environment.

« Understanding the Optim software components that support
an ILM strategy.

 |BM software solutions are reinforced with hands on labs to
further demonstrate product capabilities.
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Information Management Optim

Agenda

= |ntroduction

= |BM Optim Enterprise Data Management Overview
= |BM Optim Test Data Management Overview
= |BM Optim Test Data Management Lab

= |BM Optim Data Privacy Overview

= |BM Optim Data Privacy Lab

= |BM Optim Archive/Restore Overview

= |BM Optim Archive/Restore Lab

= |BM Optim ILM Overview

= |IBM Optim ILM Lab

= |BM InfoSphere™ Discovery Overview

= IBM InfoSphere™ Discovery Lab Be"
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IBM Optim High Level Overview
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Information Management Optim

IBM Optim Test Data Management Solution:
Value: Speeds Application Delivery, Improves Application Quality, Reduces risk

* Create targeted, “right-sized” subsets faster, improve operational efficiencies by
shortening iterative testing cycles

IBM Optim Data Privacy Solution:
Value: Risk Mitigation

* De-identify and mask confidential test data to close security gap, comply with
privacy policies, PCI compliant.

IBM Optim Data Growth Solution (Archiving):

Value: Improve Application Performance, Reduce Infrastructure Costs & Improve
Compliance

* Segregates “inactive” historical data from current data to relieve the live
Opti m Solutions database from heavy volumes of data

IBM Optim Decommissioning Solution:

Value: Infrastructure Cost Reductions & Compliance

* Enables Legacy Apps to be decommissioned, accompanying infrastructure can
be re-purposed,

 Enable access to the legacy data via standard interfaces M I
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Information Management Optim

Enterprise Architecture

Non Production Environments Production Environments

Subset & Mask Archive

Data Growth, Data Privacy, Test Data Management, Application Upgrades, Application Retirement

L VWINndows® XPP/2000 oolaris HnrP/UA  LiInuX IbivVi AIX® IbiVI Oo/0oY0R® IDPBIVI Z/Oo® IDblV] 1Ioeries® |

| Network Access Storage (NAS), Storage Area Network (SAN), Advanced Technology Attachment (ATA), Content Addressable Storage (CAS), Tape |

Single, scalable, interoperable Enterprise Data Management solution provides a central point to deploy policies to extract,

store, port, and protect application data records from creation to deletion

© 2010 IBM Corporation
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Optim Concepts: Physical Components
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Payments

_/

Represents application data record — payment, invoice, customer

- Referentially-intact subset of data across related tables and
applications; includes metadata

Provides “historical reference snapshot” of business activity

Federated object support across enterprise data stores MI

Relationships can be in the database or application driven relationships
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Information Management Optim

Extract - Federated Data Support

Complete Business

Object Captures
N End to End

i _ Business Process

Retek / Oracle Custom Inventory Other apps / any
Management / DB2 database management

system (DBMS) M I
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Information Management Optim

Optim Data Growth Solution
Production Archive Archives

Reference Historical
Data Data

Retrieved
Current Retrieve

<

Universal Access to Application Data

Reporting
Data

Application Application ODBC/
« Complete Business Object provides historical reference snhapshot of busmegs
activity
» Storage device independence enables ILM
. Immutable file format enables data retention compliance MI
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Product Overview : Optim Test Database Management

oﬁptm Create/Modify - E -

Application

A

| ]
Relational Extract mjpy- Copy Production ]

Data for Testing . . -
i Relational Edit
Relational Edit * Inspect and Add Data *
to Test Error Routines Correct Errors in
l‘ Production Data
| g TEST
Refresh Test Data ll Go Production !!!
T Compare Before/After
f Data
Relational Extract f

Relational Compare

Bell
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Information Management Optim

Optim Data Privacy Solution

Production Test

' Siebel / DB2 Siebel / DB2 '

‘ ' Custom/DB2 LUW Contextual, LW Custom / DB2 ' '
Oracle E- Application- Aware, Oracle E-
Business/ Persistent Data Business/

Oracle Masking Oracle

« Substitute confidential information with fictionalized data
Deploy multiple masking algorithms
Provide consistency across environments and iterations

Enable off-shore testing
Protect private data in non-production environments MI
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Terminology
« Optim Directory
» Database Aliases
 Relationships (Native, Imported and Extended)
» Access Definitions
« Table Maps
« Column Maps
* Move
 Extract
* Insert/Load
« Edit

« Compare

Bell
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The OPTIM Directory

OPTIM Relationships Stored in Database
DIRECTORY | — | ) Catal
Access Referential - Catalog
Tables Definitions < > Integrity - System Tables
v - -
: Rules - Data Dictionary
DB Aliases
Maps ——
\__/

o Optim catalog
* Supplements information stored in the database (DB)
* Maintains product definitions and tracks processing
* Stores database connection information (DB Aliases)

o Stores user-defined relationships

Bell
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Information Management Optim

Database Alias

Establishing the Database Connection

S ACCTS DB >
oprim | DEEOTENPE /
CUSTINFO DB

[

DIRECTORY DB Aliases ]
Tables — |~— <>
Column Maps
v
SALES DB

o Optim view of a database connection

* High-level qualifier for database object names
* DBalias.creatorid.objectname
* Enables cross-Database access

e Saved in Optim Directory MI
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Information Management Optim

Relationships

w Referential Stored in Database
OPTIM — _-— - Catalog

DIRECTORY Access Integrity

~Definitions_ Rules - System Tables
Tables : _ - Data Dictionary
DB Aliases
~— \/
Maps
~NS——

o Automatically derived from database Rl rules
o OR... defined within OPTIM
* OR... imported from DDL

e OR... imported from InfoSphere Discovery

Shared by all OPTIM components

Bell
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Extended Relationships

Sales Table
SALESMAN_ID | MANAGER ID
Char (5) Char (7)

/’( )003 NC00123
NWO012 NW00564
SCO005 SC00234
SE012 SE00582
Example 1
Using Substr Function
Parent Table Sales
Substr(SALESMAN_ID,1,2)

Child Table District
DISTRICT_CD
Jjj 279 TN
1 ) - _ At TE

District Table
DISTRICT CD | MANAGER NO
Char (2) Char (5) -
NC 00123
SC 00564
SE 00234
NW 00582
Example 2

Using Concat Function
Parent Table Sales

MANAGER_ID
Child Table District

DISTRICT_CD || MANAGER_ID

Bell
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Extended

-

elationships
Female Rates Table
Sales Table Age Rate
AGE SEX I Numeric (5,0)
eeey Char (1) 32 1
45 F—W | |35 1
56 F 45 1
18 M\\ 50 2
"
35 M \\ Male_Rates Table
Example 3 Age Rate
Data Driven Relationships
| Integer Numeric (5,0)
Parent Table Child Table
Sales Male Rates 18 3
Sex “M”
Age Age 35 1
Sales Female Rates 45 1
Sex “F”

Bell
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The Access Definition

S —— TABLES/ VIEWS

Relationships —_—

OPTIM ~—
DIRECTORY AcCoss

Tables Definitions

— T~ POINT & SHOOT ROWLIST
Column Maps ~

EXTRACT CRITERIA

~
Table Maps ~ — RELATIONSHIP USAGE
\__/

o (Created dynamically during archive definition

* Use to re-create archive batch job when changes are needed

Bell
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Information Management Optim

Table Map

20

& DEBUS.AR - Table Map Editor i =] 4
File Edit Tools Options Help
) T = e 1 R e e 5

Saurce Drestination

E:xtract File:

| OEBLIS_AR.XF

Qualifier: Qualifier:

| PSTARP.AFFS [ PsTAPR AR =] J

Descripkion: Column Map ID: Server Marne:
I(Local)
Tables |
Source Destination Column ks or Column kap | =
Tahle Table Type MLoCaL" Status
1 |+« 3 N Y K I3 JE R

1| AR RA_CUSTOMER_TRX_ALL Fa_CUSTOMER_TRX_ALL Takle QEBUS CUSTTRM | Defined
2| AR RA_CUSTOMER_TR¥_LINES_ALL Ra_CUSTOMER_TR¥_LINES_ALL Table Unuzed
3| ARAR_PAYMENMT _SCHEDULES_ALL AR _PAYMENT_SCHEDULES _ALL Tahle Unuzed
4| ARRA_CUST_TRM_LIME_GL_DIST_ALL R _CUST_TRM_LINE_GL_DIST_ALL Takle Uniuized
S|ARRA_CUST_TRX_LINE_SALESREPZ_ALL  |RA_CUST_TRM_LINE_SALESREPS_ALL Table Unuzed
6| AR AR_RECEN SBLE_APPLICATIONS _ALL AR _RECEWABLE_APPLICATIONS_ALL Tahle Unuzed
TlARAR CASH RECEPTS ALL AR CASH RECEIPTS ALL Takle Unuged LI

[ Use Defaulk Yalues For Unused Objects

Map unlike table names, qualifiers

Exclude individual tables from restore

Can be saved in Optim Directory

© 2010 IBM Corporation
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Column Map

& DEBUS.CUSTTRX - Column Map Editor

File Edit Tools Options Help
@la|als| ol ¥lwelx] | B Bl g6
- Source |- Destination -
Extract File: |
| oEBUS_AR XF
H Table Namne: Tabile MNatne:
L' ter al S | PSTAPR.AR.RA_CLISTOMER_TRX_ALL [PsTaPP AR RA_CUSTOMER_TRX_ALL
I | fi—
. o b Pracedure ID:
Special | |
Registers source | ~ Destinston
Coharn | DaaTyes | - PeaTie
0 DK [ o]« |bi1i | #]4]
. | 24[REMIT_TO_ADDRESS_ID NUMBER(15,0) REMIT_TO_~ADDRESS_ID |NUMEER(C1 5 .0) Ecial
Expressions | BS|TERMID NUMBERI15,0) [TERMID [NUWBERGISS |Equal
[ERNTERM DUEDATE BATE [TRRCDREPWTE PRIE [Edquet
| 27 |PREVIOUS_CUSTOMER _TRX_ID NUMBERT15,0) PREVIOUS_CLSTOMER_TRY_ID |NUMEER(1 S 1) |Equal
| 28|PRMARY _SALESREP_ID NUMBERT15,0) PRIMARY _SALESREP_ID |NUMBER(15 0) |Equial
Default [ 29|PRINTING_ORIGINAL_DATE DATE [PRINTING_GRIGINAL DATE [pATE Eaual
30| PRINTING_LAST_PRINTED DATE PRINTING_LAST_PRINTED DATE |Equal
Values |31 |PRINTING_OFTION |VARCHAR(20) [PRINTING_GFTION [VARCHAR2ZD)  [Eopsa
32 NUMBER(15,0) PRINTING _COUNT NUMBER(15 ) |Equal
E VARCHARZ(1) |PRINTING _PENDING |VARCHARZ(1) |Eaual
. ENG [VARCHARZ(50) |PURCHASE_ORDER |VARCHAR2(50) |Equal
User exits |35 |PURCHASE O VARCHAR2(SD) [PURCHASE_ORDER_REVISION |VeRCraRas)  |Eual
36 | PURCHASE_ORDER_DATE DATE PURCHASE_ORDER_DATE DATE |Eaual
| 37| CUSTOMER _REFERENCE W ARCHARZ(30) | CUSTOMER_REFEREMCE |VARCHAR2(30) |Equal
| 38| CUSTOMER_REFERENCE_DATE DATE | CUSTOMER_REFERENCE_DATE |DATE ' sl
38| Changed by Insert’ - | | COMMENTS i | VARCHAR2(1760)  |String Literal
(80 WTERNAL NOTES [VARCHAR2(240) _[WTERNAL NOTES [VARCHARA4) ol

*  Map unlike column names
o Datatype conversions

* Populate new destination columns

Bell
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IBM Optim Compare
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Information Management Optim

OPTIM Relational Compare Facility

TABLE
MAP
SOURCE 1

COMPARE

COMPARE
PROCESS e

COLUMN
MAP

SOURCE 2

« Single-table or multi-table compare
- Creates compare file of results

 Displays results on screen
e For application testing, QA, and to verify database contents

e Enhances productivity by finding unexpected changes in the MI
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Information Management Optim

Browsing the Compare File

F¥! Browse Compare File Table Data

File Tools OQptions Help
Source 1:  [ORACLES LYNNP.CUS TOMERS @j
Change | Source | CUST_ID | CUSTRAME ADDRESS T STATE il | o =
CHARCS) | CHARCZO0Y | WARCHARZCSO) | WARCHARZOS) | CHARCZ) | CHARCS)M [l
BN S S A N N A KN ] HE frfal ]l [ KN
1 [fonly | 1 ulalnlny Audio-*ideo| 593 West 37th Str|Brass Castle [ 10017
2| Equal Both Qoo Select-A-%0 5720 MacArhur D) Evening Shade AR E2700
3 | Ecyual Both ooz Showeplace |1 Ocean Parkweay | Ao IR 11694
4 | Eqjual Both aoong Audio-*ideo 293 West 37th Str|Panacea FL 10017
5 | Eqjual Both anoans Take Home  |Box 357 Fence Lake [ aQo2a
=] | ==[FET] Boath ulnlulnlas hlain Street | Gatewway Shoppin|Pumpkin Certer AT S5002
7 it 1 aoooy Cinemagic  |Pasz-a-Grille Bea Pass-z-Grifla FL Q2120
o |piff 2 aoooy Cinemagic  |Pass-a-Grile Bea | Stop-at-Griffe] |[FL Q2120
S| Equal Both aooaos Director's C 347 Miners Row | Spuds FL Q5300
10| Ecyuial Both Qoo Prime Time  |B4 Mewberyg &ve |Loving [ kil
11 | Diff 1 aooio Reely Great |590 Frortage Rd | Christmas Vally  |OR L 3 L] I
1I2 Doiff 2 aao o Reely Great |290 Frontage Rd | Christmas Vally  |OR arop2 il I
L [

e Change column identifies the type of change
e Source column identifies input source row

e Data differences are highlighted

>

Bell
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IBM Optim
Test Data Management
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Information Management Optim

The Symptoms of Poor Testing Strategies

« Management notices that new application functionality
is delayed three months

« The business is unable to compete for customers
because their software lacks “state-of-the-art”
functionality

« The CFO is complaining over how high the IT budget
has become to fix application defects

* Developers are sitting around waiting for their copy of
the database to work with

Bell
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How Does Test Data Management Impact Cost?

N A

Production

ATy
N

Training

ATy
N

Unit Test

Production 500GB
Training 500GB
Unit Test 500GB
System Test 500GB
UAT 500GB
Integration 500GB
Total 3TB

Creating right-sized targeted test environments

saves slorage cosis & speeds testing

.
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Some Current Practices

#1 - Clone Production

#2 — Write SQL

Clone Production

Request for Copy Write SQL - Complex
ﬁ - Subject to
Wait Change
—

Changes

Manual examination: « Rl Accuracy? EXPI_%nSiVE,
Right data? « Right Data? Dedlc_ated Staff,
What Changed? Ongoing

Responsibility.

Bell
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Correct results?
Unintended Result?
Someone else modify?
\_ J

Share test database
with everyone else
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Test Data Management — Concepts

Test Data Management (TDM) refers to the need to manage
data used in various pre- production environments and is a
vital part of Application Quality & Delivery

Extract production data into referentially intact data subsets to
be used to support application data in other environments

De-identify (mask) extracted production data to protect privacy
Compare “before” and “after” images of test data

Speed application quality and delivery

Bell
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Key Requirements for a Test Data Management
Solution

1. Subset capabilities to create realistic and manageable test
databases

Easily refresh test environments
Edit data to create targeted test cases

Compare ‘before’ and ‘after’ images of the test data

o & @b

De-identify (mask) data to protect privacy

Bell
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Product Overview : Optim Test Data Management

oﬁptm Create/Modify - E -

Application

A

| ]
Relational Extract mjpy- Copy Production ]

Data for Testing . . -
i Relational Edit
Relational Edit * Inspect and Add Data *
to Test Error Routines Correct Errors in
l‘ Production Data
| g TEST
Refresh Test Data ll Go Production !!!
T Compare Before/After
f Data
Relational Extract f

Relational Compare

Bell
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Optim Test Data Ma

32 .

nagement using Optim Subsetting:

o
" L
o

 (Create targeted, “right-sized” subsets faster and more efficiently

than cloning

» Compare to pinpoint and resolve application defects faster

* |mprove development efficiencies

Bell
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Defining the Extract.....

PRODDB
Tables
Synonyms |, [ - ORDERS. — | Extract
Aliases " File
Required: Optional:
. Start Table » Selection Criteria
- Set of Tables » Data Sampling

- Data Grouping
* Point and Shoot
* Relationship Usage

Bell
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Extract Process

« ldentify the
Start Table e i i v

Tables Relationships | variables | Point and Shoot | Group

[_)efault Qualiﬁer;

[ C h oose OPTIMDE .DMAICHER: ] e
fro m a I i st _Sta_rt Table: (Grouping nat in use; Mo Point and Shoot IIS-FQ!UE)]
or type in a =

w1

N o

(S Sotect Recess Definition Start Tabie i
r D8 alias Datsbase Table

k n ow n _'I 2 Type DENS DB Alias Creator T Table Name
CHMEY [ HE [ —— EY A F —
-—. Table |UDE OPTIMDE DMAJCHE | CUSTOMERS
table name Table uce | OFTIMDE DMAJCHE | CUSTOMERSZ
Table |UDB | OFTIMDE DMAJCHE |DETAILS

* 1 g
! 5

Latuhyg o g\,L

Table uce | OFTIMDE DMAJCHE DETAILSZ
Table uce OPTIMDB DM&JCHE FEMALE _RATES
Table uce OPTIMDB DMAJCHE |TEMS -~

Enter pattern for Table (DBALIAS, CREATORID. TABLE) -
OPTIMDE. %%. % ]

el [_Seect | [ cencel |[ Refesh | [ e

Show Only
@a Ouiss OTables O views

huiring database infarn
L N e e vap— .r”"‘;"’

© 2010 IBM Corporation
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Extract Process

Defining the Access Definition

G {Untitied) - Access Definition Editor ?
File Edit Tools Oplions Help 1
DE® 4 8 - | B> LR - - R TR (
Description: dw’
access definition [ global Archive
N
Tables | Relationships | Variables | Paint and Shoat | Group (
Defaut Qualfier: _ &
OPTIMDE. DMAJCHER. vl [ 2
Start Table: [Grouping nat in use; Ma Peint and Shoot list in use) )
CLISTOMERS v [
Table Ref Delete Rews Extract
TableView Type CBME Specifications Thi after &rchive | Every Nth
< e | e | i (|l f | > <. | »|€ |
1| cusTOMERS Thble  |UDB L IT 1 »
2|saLEs Table  |UDB O - C ’
3| oRDERS Table  |UDB | - r :
4| DETAILS Table _UDE | I | r
5| mEMS [Teble  |UDB | < C
-]

*ﬁ‘\\”"‘\w‘ r*%.M“‘I‘-O»M‘,\*,“.' f

. Include random selection factor, extract limits and selection criteria

. Use the RELATED functions to populate list with other tables M I
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Extract Process

EXTRACT

o>
_~

_[[CUSTOMERS |

Extract Use BROWSE to verify
Point &| : extracted data
S File
DETAILS
> . | Process
R

« Extract from source tables
 using dynamic SQL

Y

- Extract data and/or object definitions

Bell
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Browse Extract file

£ C:\optim\data\ship_to.xf - Browse Extract and Control File

2 Browse Extract File Table Data
File Tools Options Help

Table: | DBZLUW.JOEADMIN.SHIP_TO

o GETD Swp | aboress o st | ¢ WCAREOF
|| CHAR(S) | SMALLINT  VARCHAR(SOEM VARCHAR{1SIH | CHARZIN DECIMALIS 01N W ARCHAR 30N
o 0 ) 0 00 | 9 G T 3 S G

& 00065 2 572 VWest State Sir Pesce Hollow
lnso7s 1000 Cactus Highyw Svweet VWater
Tloos2 /972 Sage Brush Ce Belt Buckls
" lDoo34 4303 Desert Sand | Gun Shot
| Dost 2 9002 Green Street  Mizty Morning

no132 ‘87 Happy Trails To  Rairy Weather
00177 300 Stagecoach &  Cowpoke
00019 90 Paloming Bouley Box Springs
0ans0 132245 S Highreea  Sunburn
00515 117 Franklin Hights  Ridem

00037 '927 Commerce Hig Swizs Cheese
k] | TOE Rirlresarnned L Wil Hrrses

10977 3081993
10977 OPTIM 3181933
3|7 3181933
55307 OPTIM /81933
45877 3181933
12377 OPTIM ETRETE
34567 3081333
34567 OPTIM 30801933
53367 OPTIM 381933
7E554 3081333

45677 38993
REART A 9

W0 |00 fd [T f ik | s ] | =

BlE 55|55 5 5 555

=
o

© 2010 IBM Corporation
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Populate Destination Tables

« Table Map

* Table names need not
match

« Change qualifier
and/or table name

« (Can be saved in
Optim Directory

‘o~ POT.TM1 - Table Map Editor -
File Edit Tooks Options Help J
Hdms £ BEX = A 0

Source Destinatio ’
Fatrwet File: 2 part name
C:optimfile\data\davefie XF —
Qualifier: Qualifier: - - ’
OPTIMDB.DMACHER | OFTIMDB.DMAJCHER| v
Description: Column Map ID: Server Mame: :
-
Tables )
Scurce Cestiration Column Map or Column Map
Table Table Type "LoCAL" Status
< m >[4 2% (EXES t AR
1| CUSTOMERS CUSTOMERS Tabile _U nnnnn -
2| SALES SALES Table |Unused
3| ORDERS ORDERS Tabile _U nnnnn
4 DETAILS DETALS Table |Unused '
S| MEMS MEMS Table Unusea (

default is the {
same table names
P LA™ anbbapa i, _‘\\M'—n\‘_.;\__r-muﬂ-\\_‘-.‘j‘uw-%w\_ e Y £ P
| I g
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Populate Destination Tables

« Column Map
« Map unlike column names

« Transform/mask sensitive
data

- Datatype conversions

& (Untitled) - Column Map Editor = oEE
File Edit Tools Options Help
L] S a8 b
« Col -| | dat DERERE - me>  BEWO W -
olumn-ievel date agin
[ Source y | Destinabion §
Literals s ' F
C:\optimfile'data'dave_test_archive. AF|
Table Mame: Tobie Newe:
S ; I OPTIMDB.DMAICHER. CUSTOMERS OPTIMDB RESTOREDE. CUSTOMERS
pecia - - ¢
Reglsters Description: Procedure I0: Server Mame: W
(Local) o
R Scurce | Destination
Expressions | Cowmn Data Type Column Data Type
(] iE 3L 2 >0 THIX 3 <
1| cusT_i | CHER(S) |cusT_ip CHARIS) Equal
2| CusTRaME | CHAR(20) | CUSTHAME CH&R(20) Equal
Default 3| ADCRESS WARCHAR(S0) |ADDRESS VARCHAR(S0) |Equal
4 cmy WVARCHAR(1E) |CTY VARCHAR(15) |Equal
Values 5| STATE | CHAR(Z) |STATE CHAR(Z) Equal
8| zP |CHER(S) |zm CHARIS) Equal
7] YTD_SALES DECMAL(72) |YTD_SALES DECMAL(7.2) |Equal
. B SALESMAN_ID CHARYE) SALESMAN_D CHAR(E) Equil
Usel‘ exits B PHOMNE_MUMBER CHAR(ID) PHONE_MUMBER CHAR10) Equal ;

Bell
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Scheduling

PST
DIRECTORY SCHEDULING

MONITOR

> _ =

— - EXTRACT
| elatonshibs 1 - REQUEST

|Process Requests]S & ~ < SCHEDULING

Column Maps e INSERT/UPDATE
~— — S o REQUEST

« Package saved Process Requests for a complete job
« Schedule requests for automated operation

« Command line interface available

7 S

Bell



iRformationManagement! Optim

IBM Optim Editor
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Traditional vs. Relational Tools

Single Table Editors The Relational Editor

e Simultaneous browse/edit
of related data from

e No edit of related data multiple tables
from multiple tables

e One table/view at a time

FIND DETAILS

EXIT TABLE CUSTOMERS

FIND ORDERS

NOTEINFO | V] e

EXIT TABLE T
FIND CUSTOMER o
NOTE INFO ORDERS
EXIT TABLE

/u —oomc ] \
DETAILS uﬂ-'-“"”'.”. [=m: |

~aP

(il
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Editing Data

[ (Untitled) - Table Editor (ORACLES.LYNNP.CUSTOMERS)

File Edit Tools

Options

Help

Edit data to:

Dezcrption; Default Qualifier:
| [DRACLEBLYNNP e
* Insert Rows
14 . . Fs
Table: ~ [FUSTOMERS i G IR I I [ Fiteing OFF O[] )
Statuz | CUST_ID CUSTMAME  ADDRESS CITY STATE IP ¥TD_SALES ﬂ ° Delete R OWS
CHARCS) | CHAR(20) |WARCHARZ(SD) | WARCHARZMS) | CHAR(Z) | CHAR(S:EM | MUMBER(T 2
1 S N 5 I N 1.3 I I I Kl 1
1 Upchate 0000 Audio-Video 593 West 37th 5 |Brass Castle MC 10047 200080 U d R
[ J
2 ooonz2 Select-A-Y0 5720 MacArthur |Evening Shade AR 62700 904 56 p ate OWS
3 00003 Showplace |1 Ocean Parkwa| Ao T 11694 182008
4 Pending (Ins) (90003 Ficture Perf |1311 Butter Chur|Hubert YA 20173 42345
5 o004 Audio-Video 593 West 3Tth S |Panaces FL 10017 500090
G| = |Deleted 00005 Take Home |Bow 357 Fence Lake b 90025 35200
7 | hactated Q000& Main Street |Gateweay Shoppi Pumpkin Certer  |AZ gan0s 304 &6
g Qooar Cinemagic  |Pazz-a-Grile Be |Pazs-a-Grile FL 92120 15200
| Qoo0s Director's C | 347 Miners Row | Spuds FL a5500 532086
10 Qooona Prime Time  |B4 Mewberg Ay |Laving MM 22180 456.00 .,l
1 3 |

I
w

N
L

Bell



Information Management Optim

Relationally Joined Data

e Browse or edit related rows

Scroll of higher-level table automatically synchronizes

[
all lower-joined tables

¥ (Untitled) - Table Editor (ORACLES8 LYNNP.CUSTOMERS)

File Edit Tools Options Help
el == = e e
Dezcription: Drefault Clualifier:
| [oRACLEBLYNNF Eapez) |
Table:  [FUSTOMERS i [0 1 I [ Fiering: OFF 01| -2
= | Status | CUST_ID | CUSTHAME ADDRESS CITY STATE il YTD_SALES il
CHAR(SY | CHAR[20Y | WVARCHARZSOY | “WARCHARZ(MS) | CHAR(ZY | CHARSLM MUMBERT 23
003 AR S I N T N I RN [ rlal Jrfal  fef« {»
1] =+ 00001 Audio-Yideo| 593 West 37th Stre |Brass Castle [N 10017 500090
2 oaonz Select-2-%i (3720 Macsrhur Dri |[Evening Shade AR 2700 904 .86
3 o003 Showplace (1 Ocean Parkway  [Afo M 11694 1820.05
< | | »
Table: [JRDERS il | I e 2 5 Fitering: OFF B[ % |
-+ Status ORDER_ID CUST_ID | ORDER_DATE | FREIGHT _CHARGES | ORDER_SALESMAR | ORDER_POSTED Do
MUMBERLS,0) | CHAR(S) DATE MUMBERLS, 21 CHARE)M DATE
rlal e [ SR I I K [+l [+ |
1| =+ 20 | 00001 1 12695-00:00: 14 80 |MEDDS 1127 195-04: 55: 00 Ph
2 27249 | 00001 1 /26095-00:00; 19.05 [MEDDS 1127 195-04: 58:00 PM ;l
< S %
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Optim Test Data
Management Lab
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Challenges of Enterprise Data Privacy

* Multi-platforms
- Relational database applications in the enterprise
« Complex data model
* Multiple databases
» Legacy data components
* Interconnected applications
 Distributed work teams
- Employees and contractors

» Global 24 x 7 operations

Bell
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How does Optim Protect Privacy?

« IBM Optim provides the fundamental components
of test data management and enables organizations
to sensitive data

Companies can apply a range of transformation
techniques to substitute customer data with
to produce

By masking personally-identifying information,
Optim protects the of
confidential customer data, and

with local, state, national, international and
industry-based privacy regulations

Bell
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Optim Data Privacy Solution

Production Test

i ' ' Siebel / DB2 Siebel / DB2 ' ' '

Custom / Contextual, Custom /
ERg, Oybase Application- Aware, SYbase e/ Oracle
Oracle Persistent Data
Masking

Substitute confidential information with fictionalized data
Deploy multiple masking algorithms

Provide consistency across environments and iterations
Enable off-shore testing

 Protect private data in non-production environments Be"
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Information Management Optim

Conceptual Optim Test Data Management/Optim Data ————
Privacy Architecture Windows ]
@ | I
% Test system 1
WOkptim
orkstation
]
| EMPL |

Extract files

/ ‘ Test system 2

U
Oracle 9 Optim Server
HP UX Windows, UNIX®, Linux, z/0OS
|  FINANCE/BUDGET |
[ EweL ]
Application 2
PP |  FINANCE/BUDGET |
Test System 3
[ EweL ]
L3 [ ]

Sql Svr 2K ??
Windows ??

Optim Repository Test System 4

|
=@ I
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Client Billing Application

Consistent /
Masking

across the
Enterprise SSts

15734226
1326bes2

&P B
' |

SSNi#ts Masked fields SSNi#s
134235489 are consistenix 134235489
323457245

323457245

© 2010 IBM Corporation
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De-ldentify test data

During Extract Process
Or

Standalone Convert Process
Or

During Insert/Load Process

Transform or Replace sensitive data using

e Standard mapping rules: Literals, Special Registers,

Expressions, Default Values,
Look-up tables

e Complex mapping rules: User exits BeII
I
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Optim Data Privacy in Application Testing

NewDB
[_cust__ |
Extract a relationally intact subset Creat [__orm ]
from production database(s) reate \
/ | - DETL . INSER T/ TESTDB
'CUSTOMERS UPDATE | [ __cust__ ]
i L . '

Transform / mask | _ DETL
— | sensitive data —
QADB
-_—

Load > __cusT |

Files y
[ oro |

\

LOAD - :ﬁPﬁIﬁEﬁﬁTﬁE: -

» Extract data and/or object definitions
* Define a new set of test tables

« Apply masking during population process
 Extract file may be reused but contains un-Masked data
» Good practice for testing masks

Bell
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Optim Data Privacy in Application Testing

NewDB

\

[ oro |

Create
Extract a relationally intact subse

from production database(s)
'CUSTOMERS

_ ORDERS

TESTDB

\

[ OrRD 1]
\i
|,, ~ DETL

QADB

[ _cusT ]
\/
[ oro |
\
... DETL

__DETAILS

Transform / mask
sensitive data

- Extract data and/or object definitions in pre-masked file
» Use pre-masked Extract file to create new set of tables

« Convert Pre-masked extract file data into second masked extract file
-Share masked extract file to be reused for population step

» Good practice for testing masks using COMPARE

Bell
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Optim Data Privacy in Application Testing

Extract a relationally intact subset

from production database(s) INSERT/ TESTDB

"CUSTOMERS : UPDATE | s ] :
~ORDERS | | |
- Transform / mask 1 ] | ... .DETL :

sensitive data 1 — :

DETAILS | T—FF QADB !
L 1 e 1
: Load | [__¢usT | :

! Files L !

: | Oro | :

» Most Secure Approach : :

- Extract data only

» Convert during extract

-Extract file already contains masked data
«Can be shared with testers to reuse

Bell
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Before Data Masking
PeopleSoft.

Hoime:

&) £
« My Favorites i

Earnings | Mame History |~ Address History ' Personal History | IdentityDiversity |

Emplovee Compensatian

Histary Bedford, Laurie Employes EmpliD: PA0DZ2

Guery Manager
- View Paycheck
[ Frinceton Eﬂ:hmm
| Employee Self Serice
[ Manager Self Service

I Recruiting Country: YEAL T United State oY
| Workforce Administration

721 Conti Street
i g"wr:;:';“*m T 123 Anpwhere Street Edit Address
I Stack Mew OHleans, LA 70128

& Time and Labar

[ Morth American Payrol

[ Global Payroll

[ Payroll Interface

| Workforca Development

I Qrganizational Development
[ Enterprise Learning

I Workforce Monitoring 5
[ Pension Main - 556/684-14850 .

I Catalog Management

[ Sat Up HRMS

| Enterprise Components
[ Workist - p= - : 5
b Agmiystion Disgrostics ||Busmess =|  |Laurie_Bedford@princetonsoftech com [=]
[ Tree Manager

[ Reporting Tools "
I PeopleToals Esave] CiRetuntoSewoh| +EMextiniist| 18 PreviousinList) ENowty | @B Previous tab | & Next tab] L Refresh | . A nctuge History | [ Comect History

Applicant Home

- Change My Passward MNarme History | Address History | Persanal History | [dentityDiversity
56 . N m B ©2010 IBM Corporation

custornize

- Personalizatiohs
= My Systern Profile
= My Dictionary
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After Data Masking

PeopleSoft.
Menu @]
o R
_JWEFaT:]?r?ghss | Mame History ' Address History | Persanal History | IdentityDiversity |

- Emplovee Compensation
Histary SchwarzH Ermploves EmpliD:  FADZZ

Home

— Query Manager
— View Paycheck
— Edit Favorites - Address History
| Princaton Softech Archiving S '
I Employee Self Service ‘Effective Date: 01011895 & giopie Iﬂcive *l FE

[ Manager Self Serdce F
I+ Recruiting Country: i United State ev
Wiorkfarce Administeation 5025 Sanders

s o Edit Address
- Compensation 123 Anywhere Street

1 Slock Fresno, CA Q3711

[ Time and Lahor

1 Marth American Payroll

I Global Payroll

I+ Payroll Interface

Workforce Development

- Drganizational Development

- Enterprise Leaming

U Warkforce Manitoring I

[ Pension Main - 7O0M362-9814 -

b Favtian I =2 | -

I Catalog Management

I Set Up HRMS

- Enterprise Comgponents
Wiorklist

|- Application Diagnostics
I Trae Manager

" Reporting Tools
| PeopleTools B ssvel  ClRetumto Search | +SMextinList| 13 Previous inList| EMotify | @5 Previous tab | (3 Next tab | 3 Refresh | 5] B nelude History | [F Correct History

- Applicant l—_lgmg

- Chanoge by Password Marme History | Address History | Eersonal History | [dentitdDiversity
57 . N m B ©2010 IBM Corporation

I|Business :J II-&eidi_Schwmt@prhce(msolech.cam

- My Personalizations
-~ liby Byster Profile
- My Dictionary
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Transformation Techniques

« String literal values

Character substrings

Random or sequential
numbers

Arithmetic expressions

Concatenated
expressions

Date aging

Lookup values

Intelligence

Bell
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Example: Bank Account Numbers

- First Financial Bank’s account ,> >> >> >

numbers are formatted “123-4567"
with the first three digits C . I
representing the type of account \ cmy
(checking, savings, or money market)

and the last four digits representing
the customer identification number

 To mask account numbers for
testing, use the actual first three
digits, plus a sequential four-digit
number

 The result is a fictionalized account
number with a valid format:

* “001-9898" becomes “001-1000"

« “001-4570” becomes “001-1001" Be"
[koxiee: S

N N



Information Management Optim

Example: Addresses

> 2 2

» Direct Response Marketing, Inc.

Is testing its order fulfillment system
 Fictionalize customer addresses to
pull an entire address from the

R @
Customer Information table: Cﬁmp[l}myz

“11110 Campus Drive Princeton, NJ
08541”

becomes...
“1223 E. 12t Street NY, NY 10079

Bell
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Information Management Optim

Street Address/City/State/Zip Code Data Ses

Total Assets | Customers Street City State Zip Code
$534,674,233 54,999 12 Buttercup Ln Cleveland OH 44101
$8,777,733,811 | 105,333 6767 Rte 10 S Princeton NJ 08594
1) Client is a Bank who wishes to mask
its assets by location - 2) Optim provides
corresponding Street
288 Helm St Milwaukee Wi 53201 Address/City/State/Zip Codes for
masking
12 Roden Dr Los Angeles CA 90001
3526 Diamond Rd | Seattle WA 98101
3 3)L Multipl
12 Street Road \Las Vegas NV 89101 C)(,,S,‘,’,enr aé’eemaze:ﬁeent_
. Entire address row
2 Applegarth Ln \ ﬁrunswmk ME 04011 can be masked with a
valid Coding Accuracy
Support System
(CASS) address using
enhanced random
: . lookup function
Total Assets Custon\g& Street City State | Zip Code
$534,674,233 54,999 \ 3526 Diamond Rd | Seattle WA 98101
$8,777,733,811 | 105,333 21 Street Rd Las Vegas | NV | 89101 MI
|| kopes- XS
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Example: First and Last Name
- Direct Response Z>,> >> >
Marketing, Inc. is testing
its order fulfillment system Cgmp[cxﬂy 3
 Fictionalize customer \
names to pull first and last
names randomly from the

Customer Information
table:

» “Adam Adams” becomes
“Ronald Smith”

* “Anna Adams” becomes
“Elena Wu”

Bell
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Production Database

First Names and Last Names Data Sets

First Name Last Name GPA High School Advisor State
Paul Smith 3.2 Princeton Johnson NJ
Kate Jones 2.7 Albany Kline NY

First Name Last Name
Lookup Lookup
Table Table

John Newton

Bob Nelson

Danielle Kline

Dave Howell

Stacey Reese |

Test Database
First Name Last Name GPA High School Advisor State
Stacey " v Nelson‘ 3.2 Princeton Johnson NJ
¥ Dave Reese " 2.7 Albany Kline NY
logls s
b = AN
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Example: Semantic Transformation

- Generating valid social > >> >,Z>

security numbers (as
defined by the US Social C v 3
Security Administration) \ cmy

- Generate valid credit card

numbers (as defined by
credit card issuers)

 Generate desensitized e-mail
addresses

= Generate Email address
based on format:
name@domain

Bell
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Social Security Numbers and Cret Cards

Production Database

F. Name L. Name Credit Card# SSN#
John Jones 5298774132478855 | 254-77-6644
Vanessa Jones 4324115574123654 | 154-74-7788

Test Database

N

F. Name L. Name Credit Card#
John Jones 5326458711224956 | 854-77-6644
Vanessa Jones 4972584612457744 | 258-74-7788

How are these numbers valid?

For Social Security Numbers

For Credit Card Numbers

A Social Security Number (SSN) consists of nine digits.
The first three digits is called the "area number'. The
central, two-digit field is called the "group Number". The
final four-digit field is called the "serial Number". All
numbers must fit the latest available criteria for each
section.

Most credit card numbers are encoded with a "Check
Digit". A check digit is a digit added to a number
(either at the end or the beginning) that validates the
authenticity of the number. A simple algorithm is
applied to the other digits of the number which yields
the check digit.

Monss s
>

N
h
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Propagating Masked Data

Customers Table

CustID Name Street

08054 Alice Bennett 2 Park Blvd

19101 Carl Davis 258 Main

27645 Elliot Flynn 96 Avenue

Orders Table

CustID Iltem # Order Date
27645 80-2382 20 June 2004
27645 86-4538 10 October 2005

[log st uxs
‘ - Y

- .

« Key propagation

*Propagate values in
the primary key to
all related tables

*Necessary to
maintain referential
integrity

Bell
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Masking with Key Propagation

Original Data

Customers Table

CustID Name

08054
19101
27645

Alice Bennett
Carl Davis
Elliot Flynn

De-ldentified Data

Customers Table

Street

2 Park Blvd
258 Main
96 Avenue

CustID Name Street
10000 Auguste Smith  Mars23
10001  Claude Jones Venus24
10002 Pablo Adams Saturn25

Referential

Orders Table integrity is

CustID Iltem #
27645 80-2382
27645 86-4538

maintained

Orders Table

Order Date
20 June 2004
10 October 2005

7

CustID ltem# Order Date
10002 80-2382 20 June 2004
10002 86-4538 10 October 2005

T —
-
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Without Key Propagation...

Original Data

Customers Table

Without Key Propagation

Customers Table

ID N
OC::5t4 Ali a’;e tt :tlieel: Blvd CustID Name Street
1o C'CleD enne 25;;/' > 10000 Auguste Smith  Mars23
07645 Efll'rt F?VIS 0 A an 10001 Claude Jones Venus24
P rente 7 10002 Pablo Adams  Satum25
Now these
are
Orders Table Orders Table
CustID Iltem # Order Date CustID Iltem # Order Date
27645 80-2382 20 June 2004 27645 80-2382 20 June 2004
27645  86-4538 10 October 2005 27645  86-4538 10 October 2005
7
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Using Custom Masking Exits
 Apply complex data > >> >> >,
transformation algorithms and
populate the resulting value S «
to the destination column Cqmp[m“

« Selectively include or exclude

rows and apply logic to the
masking process

« Valuable where the desired
transformation is beyond
the scope of supplied
Column Map functions

« Example: Generate a value
for CUST _ID based on
customer location, average
account balance, and
volume of transaction

activity Bd I
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Why Do Something?

© 2010 IBM Corporation
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Data Privacy Lab
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IBM Optim Data Growth
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The Symptoms of Data Growth Problems - —————

» Applications perform slowly —— -'L

 Service level agreements are being missed

 Customer satisfaction declining
- Backups seem to take forever -
- Batch jobs run into working hours

 Increased infrastructure & storage costs

-

« “Every time | turn around, we are buying more
storage”

- Data Retention Compliance

Bell
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Hardware is Not the Answer

) Forrester estimates

~ ' that, on average, data
repositories for large
applications grow by
50% annually (structured
data).1

1 Source: Noel Yuhanna, Forrester Research, Database Archiving Remains An Important Part Of Enterprise DBMS Strategy, Q3 2007 M I
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What are the Benefits of Data Archiving?

1) Control Costs
2) Improve Performance
3) Mitigate Risks

Bell
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Active Archiving Defined

Before Ongoing
Active Active
Archiving Archiving Archive
Database
EEm # A
Overloaded
Production ArF?I"'iVe o
Database Production Restore on Demand - ;?Ielge

Database

Locate, Browse, Query, Report...

t b1o1 ]
=== BEgHEg

« Reduce the amount of data in the application database by:
« Separating infrequently accessed data from transactional data
* Preserve metadata and relationships of archived data outside db
« Archive relational subsets vs. entire files
- Enable easy user access to archived information
+ View, research and restore as needed

« Complementary to Information Life Cycle Management (ILM) MI

I
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Optim Data Growth Solution: Archiving

Production Archive Archives

Reference Historical
Data Data

Reporting
Data

Retrieved
Current Retrleve

<

Universal Access to Application Data

Application Application XML ODBC / JDBC

- Complete Business Object provides historical reference snapshot of
business activity

« Storage device independence enables ILM MI
- Immutable file format enablesdata retention compliance
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Steps for Archiving Data

1.

2.

|dentify the data to be archived
Define the data to be deleted
Create the archive

Review the validity of the archive
Delete the data

Find Data in the Archives

Browse, Report or Restore

ot ss
o _ AN E
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Identify the data to be archived

Access Definition

Defines a subset of of relational data

CUSTOMERS

I

Start table
Associated data
Relationships
Extraction rules
Index specifications
Archive Actions
Attachments

Bell
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Define the data to be deleted

RETAIN CUSTOMERS * Archive all data
* Delete orders and details after they
are safely archived
* Preserve semantic intelligence

DELETE

Bell
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Create the archive

Optim Directory
Production ( Metadata)
Database T

CUSTOMERS

|| oroers | | oﬁp

DETAILS

Archive
File

\

Bell
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Archive Options

« Optim Archive
» Compressed (7 — 25%)
 Indexed for fast retrieval
» Secured including hiding columns
* Flexible access options

- Databases and Applications Support

- Heterogeneous tiered storage support for ILM

- Storage area network (SAN), network-attached
storage (NAS), content-addressed storage
(CAS), tape, optical

* HP, IBM, EMC, NetApp, StorageTek Be"
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Repository-Managed Archiving

e Maintain a record of all
archive activities

e Actively manage archives

e Optimize access to archives

e Manage metadata

Bell
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Optim Security

Optim provides three types of security. For each Optim Directory,
you may establish any or all of the following types of security.

 Archive File Security
Archive File Security allows you to control access to data in Archive
Files. For example, you might use Archive File Security to prevent
any access to data in a specific table or column for most users while
granting access to members of selected roles for the same data.

« Functional Security
As the most general level of PST Security, Functional Security
allows you to control user access to the interface for functions
provided by Optim.

« Object Security
Object Security allows you to control access to specific objects in
the PST Directory.

Bell
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Archive File Security

i (Default) ACD

Functional Security

Archive File Security

© 2010 IBM Corporation
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Researching the Archives

- g e | Direct access to archived data:

* User maintainable indexes
* Global searches

* Simple or complex criteria

* Intelligent browse

Restore Archived data

Restore archived data * Selective Restore
only when you need to « Full Restore

Bell
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Option 1: Browsing the Archive Files

Optim Directory

|

|

|

|

|

‘ | i

RESEARCH/ i
BROWSE |
_ | :
|

|

|

|

|

Option 1: Use the Optim Relational Browse facility

End-User Directly
Browsing Data

Archive
Library

— Full table or apply Find criteria
— JOIN to view related archive data
— Create hardcopy reports

© 2010 IBM Corporation
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Option 2: Accessing the Archive Database

Production Archive

Database Database
End-User

_ | cUSTOMERS Query / Reporting _ | CUSTOMERS

> ORI — > | Ly O7PERS

—> |

* Minor or no changes to Application Code

«Application can point to one or both databases
 Must LOAD, INSERT or RESTORE from the Archive File
Archive File Reporting requires Open Data Manager (ODM) (Option 3)

(oSt s
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Selectively Restoring Archived Data

Production/Staging
Database

| cusTOMERS

Metadata

ORDERS \ Mapping

\

'DETAILS I RESTORE

X

Optim Directory

!
-—n—

Archive
Data Files
to Restore --——--—-—-—-—-—-—-——-—————-—-
RESEARCH/
BROWSE

Bell
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Conceptual Data Growth Architecture

N

Optim i
_ Enterprise Storage
Workstation (EMC Symmetrix)

Server Name

« Server address or name

‘DB Alias

» Connectivity via DB Client software
Work Directory

« Server File System

Storage Profile

Server
Name

4
- Storage and retention policy < ‘
<
pB Alias ‘ Documentorage
. (EMC Centera)
] Optim Server
DB Source/
Destination DB Alias

Offline Storage
(e.g. Tape)

Bell
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—

Reduce Costs with Archiving (@)
1. Storage =

» Production level data is typically one of the most
expensive storage platforms

« Migrate and store data according to its evolving business
value (ILM)

« Use tiered storage strategies to your advantage to
maximize cost efficiencies

» Utilize the storage you already have (including tape!)

||/ ipe e -
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Reduce Costs with Archiving

2. Administrative costs of data management
- Software license fees
- Hardware costs

- Labor to manage data growth

- Database Admin (DBA)
« System Admin
- Storage Admin

Bell
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Reduce Costs with Archiving

3. Upgrades and Migrations

* Important for packaged applications space (Siebel,
PeopleSoft Enterprise, Oracle E-Business, JD Edwards
EnterpriseOne)

- Reduce time allocated for database conversion
» Reduce downtime during transition

- One recent client stated 1 hour downtime = US$5M
- Deploy new version quickly

- Revenue recognition
- Competitive Advantage

Bell
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Reduce Costs with Archiving

4. Application Decommissioning/Consolidation

 Archiving allows you to move only the data needed, but maintain
access
to the original data in its business-object form without the original
application.
You can then:
- Retire an application
+ Consolidate redundant systems into a single “enterprise standard”
- Migrate portfolio to lower-cost platform
- Consolidate and eliminate unsupported databases and versions

« Benefits

* Reduce IT infrastructure costs (hardware, software, labor costs)
- Reduce infrastructure complexity (eliminate confusion)
* Reclaim assets

Bell
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Additional Benefits of Archiving for Applications

* Improved Availability
« No downtime caused by batch process overruns
 Uptime during crunch time
* Meet service level agreements
« Speeding Backup and Recovery
 Bring up important/recent data first
 Bring up older/reference data as conditions permit
« Improved Application Performance
+ One of the most understated benefits to archiving
» Longest and most lasting benefit

Bell
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Before You Archive

 ldentify business parameters that will drive
the archive

 Establish service levels for archive access
by functional users

« Appropriate storage medium for archive
data

* (Archive files, Archive DB, external
storage)

« Determine the appropriate archive access
interface

- (ODBC/JDBC, Reporting tools)

7378 S
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Optim Archive and Restore Lab

© 2010 IBM Corporation
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IBM Optim
Information Life Cycle Management (ILM):
Working with Archive files

© 2010 IBM Corporation
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ILM Review

Information Life Cycle Management (ILM)

A

Value
Nearline

(ODM)
Open
Data :%
Manager * -

Online . “.‘
Relational . : +.
Database ..' ‘-’ 5 %,
Management > e K
System ;
(RDBMS)
- >
Transactional Data “Business Complete” data Tlme Aging Strategy
ONLINE NEARLINE ARCHIVE

Bell
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Information Life Cycle Management — Data Retention Strategy

Current Active Online Offline
Data Historical Archive Archive or Delete
1+ years 2-3 years 4-7 years 8+ years

— Non DBMS
. . Retention Platform Offline
Archive Files ATA File Server Retention Platform
Production > File Directory EMC Centera CD
Database | € — — — — __ _ SAN IBM DR550 Tape
Restore Hitachi Data Systems Optical -

Open Access to Application Data

2 2 2 2

Report Writer XML ODBC / JDBC Application

Bell
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One Example of an ILM Infrastructure

o E R
Tier |l .

Tier Il S
| CAS Optical P Dlsposal
T A s Bell
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Universal Access to Archived Data

« Native application
access

Report Writers * Familiar screens and

Business = E= = E processes

Objects = —

Crystal - Application independent
Reports access

Cognos

* Industry standard
methods: SQL,
ODBC/JDBC, XML

« Portals

Microstrategy
Actuate

* Report writers: Crystal
Reports, Cognos,
Business Objects,
Discoverer, Actuate

» Desktop formats: Excel,
CSV, Microsoft® Access

« Database formats B “

© 2010 IBM Corporation
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Applications Accessing the Archive Files

End-User
Query / Reporting

Optim Repository

RESEARCH/
BROWSE

ODM _
Archive

- Library

Option 3: Use the Optim ODM Option T
v'Direct Access within Your Application using standard SQL
v'Defines data-sources for any ODBC or JDBC application
v'Archive Collections
v'Joins between multiple data-sources

v'archive files and database tables M I

I Il
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Open Data Manager (ODM) Concepts

What does ODM do?

* Provide “nearline” access to the Archive
repository

- Make it possible to query archived data
» Support collections

- Facilitate reporting and usage
- Standard interfaces
* Increase the value of archived data

* Increase the value of business systems

Bell
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ODM Concepts

But what is ODM, really?

« Software

* Attunity Connect
- Optim “connector”

* Interfaces and application programming
interfaces (APIs) for the real world

 Documentation

» Best Practices

* Integration
* Federation

+ Transparency Be"
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ODM Integration

- All ODBC-enabled applications
including:

- Excel, Business Objects, Crystal, Cognos...

- All JDBC-enabled applications
including:

* App servers, Portals

« Federation with Oracle, IBM DB2, and
SQL Server.

* Runs everywhere that Optim runs.

« Supports automatic Collections Be"
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Archive File Collections

« Manage Archive Files as a single data source using Open Data Manager
(ODM).

« Create an Archive File Collection that logically references data in
multiple Archive Files.

- Join tables in separate Archive Files contained in an Archive File
Collection.

Select * from AF1,AF2,AF3
Select * from Coll1

‘ Archive

Collection

© 2010 IBM Corporation
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Application-Independent Access to Archives

XML, SQL,
ODBC /JDBC
Delivered Browser
Indexed & Secured

«  Application not required

«  Enables decommissioning of obsolete or redundant applications
and versions

- No reliance on application vendor
. Online transaction processing (OLTP) not required
- Offline access available
« Archive access does not impair production processing MI
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Optim ILM Lab
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Building IBM Optim Archiving Solutions
Using IBM InfoSphere Discovery

© 2010 IBM Corporation
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Agenda

* Overview of IBM InfoSphere Discovery and InfoSphere

Validator products

« Overview of how InfoSphere Discovery works with IBM

Optim technology

- Example: using InfoSphere Discovery to jump start an

Optim solution

Bell
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Overview of InfoSphere Discovery and
InfoSphere Validator

Bell
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You Can’t Manage What you don’t understand!

(" N

- Distributed Data Situation:
«  Grows exponentially D
* Increasingly distributed
» Poorly understood

« Problems:

+ Poor understanding =
Poor IT Agility

n Applications
" - CRM
- Poor understanding = ? * ERP
Poor Data Governance » Financials
* Risk Mgmt
« Poor understanding = - Bl Reports
Bad data = ? . Etc.
Bad business decisions D s

Distributed Data Landscape MI

Business Person
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Automate Discovery and Accelerate Information
Understanding

» Significant Acceleration of Information
Agenda projects

» Data Growth Management
« Test Data Management
« Sensitive Data De-identification

 Application/Data Consolidation,
Migration & Retirement

« Master Data Management and Data
Warehousing

* Why is this Different?
- Data-based discovery

« Automate discovery of business
entities, cross-source business rules &
transformation logic

» Evaluate multiple data sources
simultaneously

+ Identify & remediate cross-system

rules and inconsistencies
111k 23l .
b . A
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Discover, Audit, Remediate

 InfoSphere Discovery

» Basic Discovery:

+ Basic profiling plus automated primary-forei e e
key, business entity & cross-source overlap:
discovery

!

T m
——

Exceptions
—_—l

* Unified Schema Builder:

* Prototype empty targets from the combinatic
of many data sources

| 7

» Transformation Analyzer:

- Discover complex business rules and
transformation logic between two data
sources

 InfoSphere Validator

+ Operational platform that provides ongoing
audit and remediation of business rules across
a distributed data landscape

115 - ”,\- ©2010 IBM Corporation
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Value to Our Customers

» Accelerate understanding your existing
distributed data landscape for:

Data Archiving
Test Data management
Sensitive Data

Application/Data Consolidation, Migration
and Retirement

Master Data Management and Data
Warehousing

* 10x reduction in risk, time and effort for
the discovery phase of your project

116

Automated discovery of business entities,
cross-source business rules & anomalies

Increased repeatability
Verifiable results

Manual Data
Analysis and
Validation
(Time, Risk
and $3)

Automated data
discovery, audit
and remediation

© 2010 IBM Corporation
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InfoSphere Discovery Basic Discovery

« Basic Discovery:

 Data profiling and cross-
system overlap analysis

* Automated PF (Primary-
Foreign) Key and Business
Object discovery

Ej m @ « Extremely easy to install
and use

» Applicability
 Data Archiving

What is unique? |  Test Data Management
Only solution on the market that automatically - Sensitive Data Discovery

discovers primary foreign keys, business entities, Aoplicati i t
: - * Application retiremen
and performs cross-source analysis Analyzer)

 MDM (Master Data
Management

)
- Data Quality MI
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InfoSphere Discovery - Unified Schema Builder

« Unified Schema Builder:

- Data analyst workbench for data
consolidation projects
. Profile data sources
. Perform overlap analysis
. Unified data models
. Unified data profiles
. Analyze Matching keys
Propose conflict resolution

lew Application
Data Warehouse

VDM Hub precedence
. « Cross source trouble-shooting
workbench
What is unique? . -
Prototypes empty targets from existing * Applicability
source data (MDM — Master Data + Application/Data Consolidation,
Management, EDW — Enterprise Data Migration & Retirement
Warehouse, data migration) MI
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InfoSphere Discovery Transformation Analyzer

 Transformation Analyzer:
« Automates discovery of:

* Cross-system business
rules and
transformations

@ f Ej » data inconsistencies
A Eﬁ A @  Detailed data mapping
D between 2 data sources

If age<18 and SexoM then 07 - Discrepancy discovery
: _ « (Cross source trouble-

If age<18 and Sex=F then 1 B shooting workbench
If age>=18 and Sex=M then 2 7~ = Demol
If age>=18 and Sex=F then 3_/

* Applicability

« Application de-
commissioning and

What is unique? retirement

Discovers cross-system business rules, - Accurate archiving of
transformations and data exceptions by packages applications.
examining data values - ETL (Extract, Transform,

Load) migration
- Metadata repository MI

I = g
@ legee- e B =
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InfoSphere Validator

* InfoSphere Validator:

 Operational platform that
provides ongoing audit and
remediation of single-

Ei @ source and cross-source
Y Ej A Ei business, metadata and

i data
- Business user interface for
If age<18 and Sex=M then 0 ) data remediation
If age<18 and Sex=F then 1 _D {
If age>=18 and Sex=M then 2 o~ =Demo T
» Applicability
If age>=18 and Sex=F then 3{

- Validate that data migrated
from legacy applications to

1% of Rows Map Incorrectly new appllcatlon is

e Row 6: Demol: Expected Value = 3 Actual Value = 1 equ|va|ent befo re retlrlng
* Row 125: Demol: Expected Value=0  Actual Value =3 | egacy app“ cation

e Etc...

- Sensitive data monitoring

What is unique?

Complete remediation environment_for
establishing ongoing data audit and governance MI
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How does InfoSphere Discovery work together with
Optim Technology?

Bell

© 2010 IBM Corporation
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How does this relate to Optim?

- Data Growth Management
 Test Data Management

» Sensitive Data De-identification

Bell
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EDM Solution Requirements — The Four Pillars

Enterprise Architecture

Complete Business Object

Extract, Store & Restore

Universal Access

123 . _ “ e © 2010 IBM Corporation



» Represents application data record — payment, invoice, customer

+ Referentially-intact subset of data across related tables and
applications; includes metadata

* Provides “historical reference snapshot” of business activity
 Federated extract support across enterprise data stores Bdl
[Tog 83 &
o
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Complete Business Object: The Challenge

* Where are they?
« What are they?

e How do | find them?

Bell
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Complete Business Object: Automated Discovery Solution

Bell
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Complete Business Object: Automated Discovery Solution

- Automated grouping of tables into business entities

« Optim will automatically generate service
definition/requests based on these entities.

Bell
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Example:
Using InfoSphere Discovery to Perform Complete
Business Object Discovery For Archiving

Bell

© 2010 IBM Corporation
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; Armov: Mode:  Column Match

i jilﬂm” |@% mmlm!m View Al

Unclassifiad

ALL_ORGANIZATION_UNITS
ORGANIZATION_ID
BUSINESE_GROUP_ID
COST_ALLOCATION _KEYFLEX_ID

MASS_SALARY_ID
NAME
P4 REQUEST ID

CUSTOMER_TRX_ID
LAST UPDATE DATE

CASH_RECEIFT_ID
LAST UPDATED BY
LAST_UPDATE_DATE

ORDER_ID

CUsT_ID

ORDER_DATE

POSITION_ID
EFFECTIVE_START_DATE
EFFECTIVE_END _DATE

PAY_ALL_PAYROLLS_F
PAYROLL_IT
EFFECTIVE_START DATE
EFFECTIVE_END_DATE

Undclassified

MK_SHOU_APPS ALL

Unclassified
CUSTOMERS
CUST_ID

CUSTID
SHIF_ID
ADDRESS

CUETHNANME

ADDREZE

JE_BATCH_ID
LAST_UPDATE_DATE
LAST_UPDATED By

RECEIVABLE_APPLICATION_ID
LAST_UFDATED_BY
LAST UPDATE DATE

SALES
SALESMAN_ID
SALESMAN_NAME
AZE

BENEFIT_CONTRIB
BEMEFIT_CONTRIBUTION_ID
EFFECTIVE_START DATE
EFFECTIVE_EMD_DATE

ITEM_ID
ITEM_DESCRIPTION
CATEGORY

SHIP_ID
SHIP_INSTR_ID

ORDER_SH|P_INSTR

ADJUSTMENT 1D LAST UFDATE_DATE
LAST UPDATED_BY

LAST UPDATE_DATE

NK_CD_COMB

CODE_COMBINATION_ID
LAST_UFDATE_DATE
LAST UPDATED BY

JE_HEADER_|D

LAST |JPDATE_DATE
LAST UPDATED_BY

Unclassified

ORDER_ID
[TEM_ID

ITEM_CQUIANTITY

PAYMENT SCHEDULE ID
LAST_LIPDATE DATE

LAST_UPDATED_BY

Unclassified

SET_OF_BOOKS_ID

LAST LWDATED BY

130

How many tables to arch

ive for Orders, where are they?
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Example:
Complete Business Obiject
Discovery For Archiving

Use InfoSphere Discovery to
discover relationships

L Use InfoSphere Discovery to
verify relationships

131 3 ) 2 © 2010 IBM Corporation
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: trrow Mode:  Column Match » J—j Show All | 4] Skip Columns | Display made  view Al = i Zoom: EO% *
Root Entity Root Entity Child Entity Child Entity

BENEFIT_CONTRIB ALL_POSITIONS_F

j CUSTOMER_TRY_ID
LAST_UPDATE_DATE

LAST_UPDATED_EY

Root Entity

4 SALESMAN_ID

SALESMAN_NAME

L3E

MK_SHOU_APPS_ALL
RECEIVABLE_APPLICATION_ID
LAST_UIPDATED_BY Nk i
- . {a]s} Ny
LAST UPDATE_DATE
!
Root Entit
§ ITEM_ID L
ITEM_DESCRIPTION Rook Entity
ATERORY Child Entit
) PAYMENT SGHEDULE ID
LAST_UPDATE_DATE CASH_RECEIFTID

LAST _UPDATED_E

Root Entity

| MR

MAME

§ JE_BATGH_ID

LAST_UPDATE_DATE
s

PA_REQUEST_ID

T UPDATED_BY

Cross Reference

JE_HEADER_ID
LAST_UPDATE_DATE

LAST_UFDATED_BY

After PFkey discovery..still a lot to work with. Use zoom-and-focus features
to review and confirm relationships around Orders table
|| [pues-

F— -
N
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Example:
Complete Business Obiject
Discovery For Archiving

Use InfoSphere Discovery
to discover
“Orders” Business Object

L Export “Orders” BO to Optim

© 2010 IBM Corporation
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i Zogm: BO% -

DO DRDERS

S41 ESMAN 1D
SALESMAN_MNAME
AGE

i 1D

{ ITEM_I
ITEM_DESCRIPTION

ATEGORY

L3

Once confirmed all relevant keys, use Data Object Discovery to produce business object.
Export this object to Optim. I

[Roan8S" Suis
| \.
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Example:
Complete Business Obiject
Discovery For Archiving

Use Optim runtime to archive “Orders” I

L
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& CIS.ORDERSAD - Access Definition Editor

Fie Edit Tooks Options Help
BESdd O 8

*EEX

Tables | Relatiorships | Variables || Paint and Shaot | Group

=8 R Y RE

¥ b

[ clobal Archive actions specified

(Grouping mok inuse; Mo Point and Shook list in use)

w|[

Table Specifications

What's This

Defaulk Qualfier:
DEZLLW, OPTIM D
Start Table:
ORDERS
Takble v iewy Type
I | |l L
1 = T
Z|DETAILS s
3| CUSTOMERS Copy
4|iTEMS Paste
5|saLES Clear
B
Rernowes
Insert
Reermowe Al Tables
Replace Table,.,
&dd Tables.,
Create Optim Felationship. ..

= @k

DEhS Specifications

Columins
Selection Criteria
L

Sart

Archive Actions
Archive Index
File: &ttachments

Ret Delete Rows Extract Parms
Thl | Ater &rchive | Every M R Lirmit
| X4 24 TR | 0| ||

L] C

L] I

el C

L] C

L] [

&
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£ Table Specifications

Table:
| ORDERS -
Columns | Selection Criteria | SQL | Sort | Archive Actions | Archive Index | File Attachments |
Comoliinn Nenm Wil Doy

-

Combire all coluren criteria with: (S ann (D oR

Calumn Mame Selection Criteria ~
< . ¥ . |
ORDER_ID !
CUST_ID
ORDER_DATE 'BEFORE(2Y )
4|FREIGHT_CHARGES '
5| ORDER_SALESMAN
8| coRDER_POSTED DATE
| 7|ORDER_SHIP_DATE ' v

da

b

Ready

Bell
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& CIS.ORDERSAD - Access Definition Editor

File Edit Tools Options Help
ES@® fH S Hhda®Eh
De!:rq:ntm
] Global Archive Actions specifisd
Tables | Relationships | yariables | Point and Shoot | Group
CQiption For each Relstionship:
(1) If a child row is included, inchude its parent row ko satisty the BRI rule
(2} If a parent row is inchuded to satisfy any BRI rule, include all child
Oyptions Child
Stetus [Select| (1) i<y | Limk Farert Table Chilel Tahle Canstraint Type Relation=zhi
L XA L Il LA BT (T LT AT s, . v
i "] | ~2 [ r _CHSTM‘HS _CﬂD‘ERS CUST_TO_ORDE Cyptim DEZLLAY OPTIM_DWY ORDERS CUST_TO_ORDERS
2 "] | 1~ [ r _I‘I'M _[ET.-':LS ITEMS_TO_DET | Cyatim DEZLLAY OPTIM_DhY DETAILS ITEMS_TO_DETAILS
3 W | 1~ [ r _ORMS _D_ETM_S DHDE?S_TO_D‘E_WM DEZLLAY OPTIM_Dhy DETAILS ORDERS _TO_DETAILS
4 W 2 [ SALES CUSTOMERS SALES_TO_CUSCOptim DEZLUAY OPTIM_DWY CUSTOMERS SALES _TO_CUSTC
b L
[#]Use new relationships
IRl:i'.b' =
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InfoSphere Discovery Lab
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Bell
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Education Options

« IBM Optim
»  Optim Data Growth for Open Systems

»  Optim Data Privacy for Open Systems

«  Optim Test Data Management for Open Systems

 |IBM Federation Server
» Federation Server Fundamentals

Bell
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IBM Federation Server Links

 IBM Federation Server Documentation

- Configuration Guide for Federated Data Sources
SC19-1034-01

- |nstallation Guide for Windows, Linux, Unix
GC19-1017-01

- Administration Guide for Federated Systems
SC19-1020-01

Bell
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