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- DB2 Information Management
Welcome to the Technical Exploration Center

e Introductions

e Access restrictions

e Restrooms

o Emergency Exits

e Smoking Policy

e Breakfast/Lunch/Snacks — location and times
e Special meal requirements?
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- Information Management

Objectives

e To obtain a basic understanding of the regulatory issues surrounding
managing data in corporate environments.

e Understanding the IBM® Optim™ Data Privacy and Guardium offerings
and how they will help meet those regulatory issues.

e Understanding the IBM Optim Test Data Management offerings.

o |BM software solutions are reinforced with hands on labs to further
demonstrate product capabilities.
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- DB2 Information Management
Agenda

e MORNING
» Introduction

» IBM Optim Enterprise Data Management Overview
» IBM Optim Test Data Management Overview

» IBM Optim Data Privacy

» Break

» IBM Optim Test Data Management Lab

» IBM Optim Data Privacy Lab
e LUNCH

o AFTERNOON
» Guardium Overview
» Break
» Guardium Labs

© 2010 IBM Corporation Optim Data Privacy - Test Database Challenges with Sensitive Data



‘ IBM Software Group

IBM Optim High Level Overview

An IBM Proof of Technology
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DB2 Information Management

Optim is a Platform for Integrated Data Management

|BM InfoSphere DiSCOVGI‘V Discover undocumented business

rules used to transform data from
Value: Automates analysis of data existing systems

and data relationships for complete 'Dgf'“t‘?{.the business objects for archiving and Prototype and test new
understanding of data assets subsetling transformations for the target system

IBM Optim Test IBM Optim Data IBM Optim IBM Optim Data
Data Mana_qement Privacy Solution Decommissioning Growth Solution
Solution Solution

Value: Speed Value: Risk Value: Reduce Value: Improve
Application Delivery Management Infrastructure Cost & Application Performance,

Compliance Reduce Infrastructure

Costs & Improve
*Create realistic and *Protect Pll Data » Decommission Compliance

manageable test * Apply Single Data redundant or obsolete
environments Masking Solution applications * Retain only needed data,
*Speed application * Leverage realistic * Retain Access to move the rest to archives
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- DB2 Information Management

Optim - Four Key Features

Enterprise Architecture

Complete Business Object

Extract, Store, Restore & Dispo

Universal Access
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DB2 Information Management

' Enterprise Architecture

IBM Integrated Data Management

Discovery

Test Data Management Data Privacy Data Growth Application Retirement

Enterprise Environments

Custom  SIEBEL ORACLE  PeopleSoft.  JDEdwards amdocs w

Informix |MS Teradata VSAM

Windows  Solaris HP/UX Linux AIX  z/0S IBMi

An integrated, modular environment to manage enterprise application data and
optimize data-driven applications from requirements to retirement across
heterogeneous environments.
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DB2 Information Management

Complete Business Object

L__F—

™
, ' _ —1

) Payments
CJ— it )

o Represents application data record — payment, invoice, customer

» Referentially-intact subset of data across related tables and applications; includes
metadata

o Provides “historical reference snapshot” of business activity
o Federated object support across enterprise data stores
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DB2 Information Management

Current Data

Active Historical

Online Archive

Extract, Store & Manage Archived Data Across any Platform

Offline Archive

Year 1-2

Year 3-4

Year 4-6

Production
Database

IBM XiV Tape
EMC Centera .
SAN SAN Optical @
NAS [l ety SnapLock
Tier-1 Tier-2 Tier-2-3 Tier-3-Offline

Compressed
Archive

Near-Line
Access

Compressed
Archive

Compressed
o _
Archive

Year 7+

Compression: 70%-95%
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DB2 Information Management

Universal Access

o Native application access

"
e » Familiar screens and processes
SRS T o Application independent access
SIEBEL _ _ » Industry standard methods: SQL,
ODBC/JDBC, XML
Business Objects PeopleSoft. ODBC / JDBC » Portals
crystal reports. D eowaRDs XML » Report writers: Crystal Reports, Cognos,
COGNOS saL Business Objects, Discoverer, Actuate
ACTUATE. w Excel » Desktop formats: Excel, CSV, MS Access
Discoverer d [P] Access » Database formats
( 1 )

q

Access Any Record, Anytime, Anywhere!
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- DB2 Information Management

Terminology
e Optim Directory

o Database Aliases
o Relationships (Native, Imported and Extended)
o Access Definitions
e Table Maps
e Column Maps
e Move
» Extract
» Insert/Load
o Edit
e Compare
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- DB2 Information Management
The OPTIM Directory

OPTIM Relationships Stored in Database
DIRECTORY | —87M— i - Catal
Access Referential ala og
Tables Definitions -~ Integrity - System Tables
v H H
: Rules - Data Dictionary
DB Aliases
Maps \/
v

e  Optim catalog
» Supplements information stored in the database (DB)
» Maintains product definitions and tracks processing
» Stores database connection information (DB Aliases)

» Stores user-defined relationships
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- DB2 Information Management

Database Alias

Establishing the Database Connection

——— / ACCTS DB
Relationships -
OPTIM
T CUSTINFO DB

[

DIRECTORY DB Aliases ]
Tables — [—— <>
Column Maps
\_/
SALES DB

e  Optim view of a database connection
»  High-level qualifier for database object names
= DBalias.creatorid.objectname
»  Enables cross-Database access
»  Saved in Optim Directory
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- DB2 Information Management

Relationships
Relationships Stored in Database
OPTIM ~— — Referential Catal
DIRECTORY Access Integrity - Latalog

~Definitions_ Rules - System Tables

Tables ) _ - Data Dictionary
DB Aliases | J
Maps
\__—/

e Automatically derived from database Rl rules
e OR... defined within OPTIM
e OR... imported from DDL

Shared by all OPTIM components

© 2010 IBM Corporation
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- DB2 Information Management

Extended Relationships

Using Substr Function

Parent Table Sales
Substr(SALESMAN_ID,1,2)

Child Table District
DISTRICT_CD

© 2010 IBM Corporation

Using Concat Function
Parent Table Sales

MANAGER_ID

Child Table District

Sales Table District Table
SALESMAN_ID MANAGER_ID DISTRICT_CD MANAGER_NO
G () Char (7) Char (2) Char (5)

[ (NC)003 NC00123 NC 00123
NWO012 NWO00564 SC 00564
SCO005 SC00234 SE 00234
SEO12 SE00582 NW 00582

Example 1 Example 2

DISTRICT_CD || MANAGER_ID
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- DB2 Information Management

Extended Relationships

Female Rates Table

Sales Table Age Rate
AGE SEX Integer Numeric (5,0)
Integer
Char (1) 30 1
56 F | 45 1
N\ ~]
35 M « Male Rates Table
£ o 3 Age Rate
xample Int _
Data Driven Relationships TSR Numeric (5,0)

Parent Table Child Table
Sales Male_Rates 18 3
Sex M 35 1
Age Age
Sales Female_Rates 45 1
Sex “F”
Age Age o0 2

© 2010 IBM Corporation
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- DB2 Information Management

The Access Definition

OPTIM
DIRECTORY

Tables

© 2010 IBM Corporation

S

]
Relationships
\/

Access
Definitions

\_/

Column Maps

TABLES/ VIEWS

EXTRACT CRITERIA

POINT & SHOOT ROWLIST

Table Maps

RELATIONSHIP USAGE

Created dynamically during archive definition

Use to re-create archive batch job when changes are needed

Optim Data Privacy - Test Database Challenges with Sensitive Data



- DB2 Information Management
Table Map

& DEBUS.AR - Table Map Editor o [ |
File Edit Tools ©Options Help
EN N =) e e 1 e e e 1
Source Destination
Extrack File:
| OEBUS_AR.XF
Qualifier: Qualifier:
| PSTARR.AFPS [ psTaPP.AR | J
Description: Column Map ID: Server Mame:
I(Local)
Tables I
Source Destination Column Map ar Column Map | =
Table Tahle Type "LOCAL" Status
‘| | »] 4] |v]a] | »] 4] | v] 4] | »
1|aRRA_CUSTOMER_TRX_ALL R&_CUSTOMER_TRH_ALL Tahle QEBUS . CUSTTRXE Defined
Z|ARRA_CUSTOMER_TRX_LINES_ALL RA_CUSTOMER_TRA_LINES_ALL Table Unused
3| ARAR_PAYMENT _SCHEDILES _ALL AR_PAYMENT_SCHEDULES_ALL Table Unuzed
4laRRA_CUST_TRY_LINE_GL_DIST_ALL R _CUST_TRH_LINE_GL_DIST_ALL Tahle Uruzed
S| AR RA_CUST_TRY_LINE_SALESREPS_ALL RA_CUST_TRH_LINE_SALESREPS_ALL Table Unused
B | AR AR_RECENABLE_SPPLICATIONS_ALL AR_RECEN ABLE_APPLICATIONS_ALL Table Unuzed
TlAaRAR CASH RECEIPTS ALL AR CASH RECEIFTS ALL Takle Unuized LI
[™ Use Default Yalues For Unused Cbjects

e Map unlike table names, qualifiers
e Exclude individual tables from restore

e Can be saved in Optim Directory
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DB2 Information Management

Fil= Edit Tools ©Options Help
QlalE=] o] =e]wlx = = Blmna b

—Source Destination
Extract File:
| CEBUS_AR.XF
Literals Table MName: Table Name:
| PSTAPP AR RA_CUSTOMER_TR_ALL | PSTARP. AR, RA_CUSTOMER_TR¥_ALL
S . I Description: [:i Procedure ID:
pecia
Registers Source Destination
Calumn Drata Type Calumn Data Type
4] frl4] I« [N | rl4]
. 24 |REMIT_TO_ADDRESS_ID MUMBER(15,00 REMIT_TO_ADDRESS_ID MUMBER(13,00 Equal
E Xpress,ons 25| TERM_ID WUMBER(15,0) TERM_D WUMBER(15,0) Equal
26| TERM_DUE_DATE DATE TERM_DUE_DATE DATE Equal
27 | PREVICUS_CUSTOMER_TRY_ID WUMBER 5,0 PREVIOUS_CUSTOMER_TR¥_ID HUMBER(15,0) Equal
28| PRIMARY_SALESREP_D MUMBER( 5,0) PRIMARY _SALESREP_ID MUMBER;15,0) Equal
Default 29| PRINTING _ORIGINAL_DATE DATE PRIMTIMG_CRIGINAL_DATE DATE Equal
30| PRIMTING _LAST_PRINTED DATE PRINTING_LAST_PRINTED DATE Equal
Values 31| PRINTING _OPTION W ARCHAR2(20) PRINTING _OPTICHN Y ARCHARZ(20) Equal
32| PRINTING _COUNT WUMBER 5,0 PRINTING _COUNT HUMBER(15,0) Equal
33| PRIMTIMG _PEMDING WARCHAR2(1) PRIMTIMG_PEMDIMG WARCHARZ() Equal
. 34| PURCHASE_ORDER WARCHAR2(50) PURCHASE_CRDER W ARCHARZISD) Equal
User exits 35| PURCHASE_CRDER_REVISION VARCHAR2(50) PURCHASE_ORDER_REVISION VARCHAR2(50) Equal
36| PURCHASE_CRDER_DATE DATE PURCHASE_ORDER_DATE DATE Equal
37 | CUSTOMER_REFERENCE WARCHAR2(30) CUSTOMER_REFERENCE WVARCHARZ{SD) Equal
38| CUSTOMER_REFEREMCE_DATE DATE CUSTOMER_REFEREMCE_DATE DATE Equal
39| 'Changed by Insert' COMMERTS W ARCHARZ TEO) String Literal
40| INTERMAL_MOTES WARCHARZ2(240) INTERMAL_MOTES W ARCHARZ(240) Equal

e  Map unlike column names
o Datatype conversions

o Populate new destination columns
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- DB2 Information Management

The Symptoms of Poor Testing Strategies

e Management notices that new application functionality is delayed three months

e The business is unable to compete for customers because their software lacks
“state-of-the-art” functionality

e The CFO is complaining over how high the IT budget has become to fix application
defects

e Developers are sitting around waiting for their copy of the database to work with

22 6/2/2011
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- DB2 Information Management

How Does Test Data Management Impact Cost?

Production 500GB
Training 500GB
Unit Test 500GB
System Test 500GB
UAT 500GB
Integration 500GB
Total 3TB

Creating right-sized targeted test environments
saves storage costs & speeds testing
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- DB2 Information Management

Some Current Practices
#1 - Clone Production

#2 — Write SQL

Clone Production

o —

Request for Copy Write SQL « Complex
ﬁ + Subject to
Wait Change
—

Manual examination: * Rl Accuracy? Expt_ansive,
Right data? - Right Data? Dedlc_ated Staff,
What Changed? Ongoing

Correct results? Responsibility.

Unintended Result?

Someone else modify?
\ J \\

Share test database
with everyone else
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- DB2 Information Management

Test Data Management — Concepts

Test Data Management (TDM) refers to the need to manage data used in
various pre- production environments and is a vital part of Application
Quality & Delivery

Extract production data into referentially intact data subsets to be used to
support application data in other environments

De-identify (mask) extracted production data to protect privacy
Compare “before” and “after” images of test data

Speed application quality and delivery
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- DB2 Information Management

Key Requirements for a Test Data Management
Solution

Subset capabilities to create realistic and manageable test databases
Easily refresh test environments

Edit data to create targeted test cases

Compare ‘before’ and ‘after’ images of the test data

o > b~

De-identify (mask) data to protect privacy
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DB2 Information Management

Product Overview : Optim Test Data Management

O pt I m/ Create/Modify
Application

{

Relational Extract — Copy Production
Data for Testing

l

Relational Edit * Inspect and Add Data *

to Test Error Routines

A

Relational Edit

Correct Errors in
Production Data

Y

[ ~ TEST
Refresh Test Data l/ Go Production !!!
'T Compare Before/After
f Data
Relational Extract f

Relational Compare
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- DB2 Information Management

Optim Test Data Management using Optim Subsetting:

Production Environment

Subset of Production

o Create targeted, “right-sized” subsets faster and more efficiently than
cloning

o Compare to pinpoint and resolve application defects faster
o Improve development efficiencies
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- DB2 Information Management

Defining the Extract.....

PRODDB
Tables
Synonyms |, [ - ORDERS. | Extract
Aliases bt File
Required: Optional:
. Start Table » Selection Criteria
- Set of Tables * Data Sampling

 Data Grouping
* Point and Shoot
 Relationship Usage
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Extract Process

e Identify the Start
Table
° Choose from a list

or type in a known
table name

© 2010 IBM Corporation

DB2 Information Management

Optim Data Privacy - Test Database Challenges with Sensitive Data

Pescription:
access definition | [ clobal Archive Actions specified
Tables | Relationships | Variables | Point and Shoot | Group |
Default Qualifier:
| OPTIMDE.DMAICHER =
Start Table: (Grouping notin use; Mo Point and Shoot list in use) /
| ()
Tablen
< u || DB Alias Database Table =
L _%- Type DEMS DB Alias Creator ID Table Name 2
FANED EANE e ) A T £ I BIE ‘
g Table |UDE | OPTINDB DMAICHE | CUSTOMERS '
Table uDB OPTIMDB DMAJCHE |CUSTOMERS2
Table ]u:] QOPTIMDB DMAJCHE |DETAILLS
Table UDB OPTIMDB DMAJCHE |DETAILSZ
Table uDB OPTIMDB DMAJCHE FEMALE_RATES '
Table UDB QOPTIMDB DMAJCHE (TEMS ‘
Enter pattern for Table (DBALIAS. CREATORID TABLE) )
| OPTIMDE. %. % :
ﬂ i Select ] [ Cancel ] [ Refresh ] [ Help ]
~Show Qnly
[@ Al Oalias (OTables O Views Synonyms
huiring database inform)| |




- DB2 Information Management

Extract Process

Defining the Access Definition

Deda i & <« 42X PR &ENH
Description:
| access definition | [[] Global Archiv

Tables | Relationships | variables || Point and Shoot | Group | %
Default Qualifier:

| OPTIMDB.DMAICHER (]
Start Table: {Grouping not in use; Mo Point and Shoot list in use)
| CUSTOMERS i
Table Ref Delete Rows Extract
Table/View Type DBMS Specifications Thbl After Archive | Every Nth
< | I B3 ERFTH B FAFTH EY £2 1 B3 £ a EARTH EX £
1| CUSTOMERS Table uDB [ -
2|sALES Table  |UDB ] r {
3| ORDERS Table  |UDB r r
4| DETAILS Tatle UDB I -
ALEE Table  |UDB r r {
&

LIPSy WS S P P AP S YA

° Include random selection factor, extract limits and selection criteria

° Use the RELATED functions to populate list with other tables
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- DB2 Information Management

Extract Process

EXTRACT
(oo )
TS CUSTOMERS
— > | Extract Use BROWSE to verify
—> g ORDERS File extracted data

_ DETAILS

Process
Report

Y

° Extract from source tables
» using dynamic SQL

e  Extract data and/or object definitions
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DB2 Information Management

Browse Extract file

& C:\optim\data\ship_to.xf - Browse Extract and Control File
File Edit Wiew Actions Options Help

Box & EE BB
Tables | Information |

Tahle Mame Rowes
hd dll IS —_— s !

& Browse Extract File Table Data

File Tools Options Help
Table: | DEZLILMW, JOEADMIM, SHIP_TO
= | CUST_ID | SHP_ID ADCRESS CITY STATE Ir IN_CARE_OF
CHAR(S) | SMALLINT | WARCHAR(SOLM | WARCHAR(1SEM | CHAR(2EM DECIMAL(I0XN | WARCHARCIOLM
<) o0 () 3 0 0 ) | 5 6 ) 60 ) 3 60 i i 9
1 00065 2 |572West State Str |Peace Hollow AR 10977 3481993
2 05075 3 1000 Cactus Highw Sweet Wister AR 10977 | OPTIM 3/8M 933
&l o521 4 |972 Sage Brush Ce|Belt Buckle AR 21387 3481993
4 000354 514303 Desert Sand | Gun Shat AR 55907 | OPTIM 34581993
2 0o0sq 2 6 9002 Green Street |Misty Morning AR 45577 3481993
5 00132 7 |87 Happy Trails To 'Eainy Weather AR 12377 | OPTIM 3481993
7 o177 § 300 Stagecoach & | Cowpoke AR 34567 3081993
g oao19 9 90 Palomino Boulew | Box Springs AR 34567 |OPTIM 3081993
g o000 10 132245 US Highwa | Sunburn AR SEEET | OPTIM 3481993
10 aos1 s 12 117 Franklin Hight= |Ridem AR TES54 3481993
Ready 11 Qo037 13 927 Commerce Hig |Swiss Cheese AR 45677 | OPTIM 3481993
17 nn7=3 14 |75 Ridnewannd o 1ifld Horses L REART | CETIM 3R 007

° Extract from source tables
» using dynamic SQL

e  Extract data and/or object definitions
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- DB2 Information Management

Populate Destination Tables

° Table Map
» Table names need not match

» Change qualifier and/or table name

» Can be saved in PST Directory

[

File Edit Tools Options Help
Ed®EE ~ fBaX 0 % ity
Source Destination
Bimaire 2 part name
| C:\optimfile\data\dave il XF |
Qualifier: Qualifier:
| OPTIMDB.DMAICHER | OPTIMDB.DMAICHER] -
Description: Column Map I0: Server Mame: :
| | | oa 4
Tables ’
Source Destination Column Map or Column KMap
Table Table Type "LOCAL" Status
< I [ ] m [ [ e X | m IEA A i '
1| CUSTOMERS CUSTOMERS Table Unused 2
HEE SALES Table Unused
3| ORDERS ORDERS Table Unused
4|DETAILS DETAILS Table Unused ’
| mEMS TEMS ‘ Table Unused
\ default is the
same table names
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- DB2 Information Management

Populate Destination Tables

e  Column Map
» Map unlike column names

» Transform/mask sensitive data

» Datatype conversions

» Column-level date aging

Table Name:
| OPTIMDB.DMAICHER. CLISTOMERSS | | OPTIMDB.RESTOREDE.CUSTOMERS

Procedure ID: Server Name:
Literals | | [gea }
~ Source ;ﬂ Destination Eﬂ
- Column ta Type ! Column ) ta Type

SpeClaI £ il 1B ED T Y TSl (& ]4£]
Registers 1|cusT_ID CHAR(S) CUST_ID CHAR(S) Equal

2| CUSTNAME CHAR(20) CUSTNAME CHAR(20) Equal

3| ADDRESS WARCHAR(S0) |ADDRESS VARCHAR(S0) |Equal
Expressions &|cmy WVARCHAR(1S) |CITY VARCHAR(15} |Equal

5|STATE CHAR(Z} STATE CHAR(Z) Equal

8|z CHAR(S} ZIP CHAR(E) Equal
Default 7| T0_saLEs DECIMAL(7,2) |YTD_SALES DECIMAL(7,2) |Equal

8| SALESMAN_ID CHAR(E} SALESMAN_ID CHAR(E) Equal
Values 9| PHONE_NUMBER CHAR(10} PHONE_NUMBER CHAR(10} Equal
User exits

© 2010 IBM Corporation Optim Data Privacy - Test Database Challenges with Sensitive Data
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Scheduling

PST
DIRECTORY SCHEDULING
MONITOR

: ] ~

Relationships _-" - E)E(-Cr)l:l‘lég'll: ]
\__/: : _____
|Process Requests|> J ~ < _ SCHEDULING

Column Maps RS INSERT/UPDATE
~c~—— — S REQUEST

° Package saved Process Requests for a complete job
e  Schedule requests for automated operation

° Command line interface available
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- DB2 Information Management

Traditional vs. Relational Tools

Single Table Editors The Relational Editor
«  One table/view at a time o Simultaneous browse/edit
. No edit of related data Qf related data from

from multiple tables

multiple tables

FIND DETAILS

EXIT TABLE CUSTOMERS
FIND ORDERS
NOTE INFO
EXIT TABLE
FIND CUSTOMER
NOTE INFO ORDERS
EXIT TABLE

DETAILS

~aP
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DB2 Information Management

Editing Data

F¥(Untitled) - Table Editor {ORACLES.LYNNP.CUSTOMERS)

Eile

Edit

Tools

Options

Help

Edit data to:

Description; Default Qualiier:
| [DRACLES LYNNP ) |
* Insert Rows
14 g Fy
Table: ~ [CUSTOMERS <~ |+« |@ Fiteing OFF O[] )
+ Statuz | CUST_ID |CUSTWAME  ADDRESS Ty STATE 7P ¥TD_SALES ﬂ ° Delete R OWS
CHARCS) | CHAR(20) |WARCHARZ2(SD) | WARCHARZ(MS) | CHAR(ZY | CHAR(SYN | MWUMBER(T 2
0 M N A X I I Y
1 Upikated Qoo Andio-Yideo 593 West 37th 5 |Brazs Castle MC 1007 500040 U d R
[
2 nonoz Select-2-Y1 (5720 Macanhur [Evening Shade AR 62700 04 86 p ate OWS
3 0ooas Showwplace |1 Ocean Parkwa| Alto bl 11694 152008
4 Pending (In=) (90003 Picture Perf {1311 Butter Chur|Hubert WA 20174 42345
5 nono4 Adio-Yideo[ 593 West 37th 5 |Panaces FL 10mT 5000.A0
G| = (Deleted Qo005 Take Home (Box 357 Fence Lake Fdhd 0028 352.00
7 Upictated 00006 Main Street |Gatevway ShoppilPumpkin Center (AL 8a003 904 86
g nooarF Cinemagic  |Pazs-a-Grille Be |Pazs-a-Grile FL 92120 152,00
3 0oo0g Director's C | 347 Miners Row | Spuds FL 35800 532086
10 00009 Prime Time |64 Mewwbery Ay [Loving Fdtd 22180

i

435?
[ ] ~ |

© 2010 IBM Corporation

Optim Data Privacy - Test Database Challenges with Sensitive Data




DB2 Information Management

Relationally Joined Data

e Browse or edit related rows

Scroll of higher-level table automatically synchronizes
all lower-joined tables

f% (Untitled) - Table Editor (ORACLE8 LYNNP.CUSTOMERS)

File Edit Tools Options Help
O8] ] & ===l
Description: Default Qualifier:
| [ORACLES LYNNP Baie-] |
Table:  [EUSTOMEFS i I I |5 15 Fitering: OFF _01[ % | -2
= | Status | CUST_ID | CUSTHAME ADDRESS CITY STATE il YTD_SALES il
CHARCS) | CHARC2D) | WARCHARZ2(SD) | WARCHARZ2(1S) | CHARCZ) | CHAR(SLM MUMBER(T,2)
I3 IR N SR N T I 2RN o fal J»fal  rf4 [»
1| =+ 00001 Audio-Yideo| 5973 West 37th Stre |Brazs Castle P 10017 500080
2 ooooz Select-A-Yi 9720 MacArthur Dri |[Evening Shade AR 52700 904 56
3 ao0s Showplace |1 Ocean Parkway  [&Ka [t 11694 182005 -
4| | >
Table: [JRDERS i | A M 5 1o Fitering: OFF _S1[X |
-+ Status ORDER_ID CUST_ID | ORDER_DATE | FREIGHT _CHARGES | ORDER_SALESMAMN | ORDER_POSTED DA
MUMBER(S,00 | CHARCS) DATE MUMBER(4,2):0 CHARIE)M DATE
el ] ol Jrfel | ]« ARE RN |
1| =+ 20 (0000 142698-00: 00 14 &0 |MEDOS 1127 195-04:55: 00 Ph
2 229 00001 142698-00:00; 19,05 |MEDOS 1127 198-04:59:00 PM ;I

© 2010 IBM Corporation
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- DB2 Information Management
OPTIM Relational Compare Facility

TABLE
MAP

>
COMPARE

COMPARE
PROCESS e

A 4

COLUMN
MAP

° Single-table or multi-table compare
e  Creates compare file of results

° Displays results on screen
For application testing, QA, and to verify database contents

° Enhances productivity by finding unexpected changes in the data
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DB2 Information Management

Browsing the Compare File

F¥! Browse Compare File Table Data

Eile Tools DQptions Help
Source 1: [JRACLES LYNNP CUSTOMERS @';'
Change | Source | CUST_ID | CUSTRAME ADDRESS CITY STATE I|P -
CHARCS) | CHARCZO) | WARCHARZCSO0) | WARCHARZ(15) | CHARCZ) | CHARCS)R Bl
I S TR S I N N I S | 4 e el [»]a] AN
1 [Fonly | 1 Qoo Audio-Yideo| 593 Wiest 37th Str|Brass Castle [ 10017
2 |Equal Both ooz Select-A-00 | 5720 MacArhur D Evening Shade AR E2700
3| Eqqual Bath Qoons Showplace [1 Ocean Parkwway | Ao b 11694
4 | Equal Both aooog Audio-Yideo| 593 Yest 37th Str|Panacea FL 10017
S |Equal Both Qo005 Take Home |Box 357 Fence Lake It aooz2s
& [Equal Both aooos Main Street | Gatesway Shoppin| Pumpkin Center AT S5002
7 |ift 1 aoooF Cinemagic  |Pasz-a-Grille Bea Pass-a-ﬁ‘riﬂel FL 92120
o [Ditf 2 Qoooy Cinemagic  [Pass-a-Grille Bea S‘tﬂp-ﬂ't-ﬂriﬂel FL 2120
9 |Equal Both aooos Directar's C | 347 Miners Row  |Spuds FL 5300
10| Ecqusal Both aooog Prime Time  |[B4 Mewberg Ave |Lowing It bl
11 | Dhitff 1 aoo1a Reely Great 590 Frontage Rd | Christmas Yally  [OR L B LLLI
1I2 Dift 2 aoo1a Reely Great |590 Frontage Bd | Christmas Yally  [OR ST002 | _ILI
L | ]

e Change column identifies the type of change

e Source column identifies input source row

e Data differences are highlighted

© 2010 IBM Corporation
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Challenges of Enterprise Data Privacy

e Multi-platforms
o Relational database applications in the enterprise
» Complex data model
» Multiple databases
» Legacy data components
» Interconnected applications
e Distributed work teams
» Employees and contractors

» Global 24 x 7 operations
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How does Optim Protect Privacy?

e IBM Optim provides the fundamental components of test data management and
enables organizations to de-identify, mask and fransform sensitive data

e Companies can apply a range of transformation techniques to substitute
customer data with confextually-accurate but fictionalized data to produce
accurate test results

e By masking personally-identifying information, Optim protects the privacy and
security of confidential customer data, and supports compliance with local,
state, national, international and industry-based privacy regulations
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Optim Data Privacy Solution

optim,

Production J L Test
J J Siebel / DB2 Siebel / DB2 L L

Custom / Contextual, Custom /
Sybase

EBS / Application- Aware, SYBASe Lo s ) Oracle

Oracle Persistent Data
Masking

Substitute confidential information with fictionalized data
Deploy multiple masking algorithms

Provide consistency across environments and iterations
Enable off-shore testing

Protect private data in non-production environments
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Conceptual Optim Test Data Management/Optim
Data Privacy Architecture winows

[ _cusTomER |

(. _EwrL ]

Test system 1

Optlm &
Workstatlon o

Extract files |I

L Bwr ]

Test system 2

Oracle 9 Optim Server
HP UX Windows, UNIX®, Linux, z/0S
_FINANCE/BUDGET |
S\
[ BwL ]
Application 2
PP | FINANCE/BUDGET |
Test System 3

[.___EwL_ ]
Sq! Svr 2K ?? l
Windows ?7? Optlm Repository Test System 4
(OptimDir)
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Client Billing Application

Consistent J

Masking

across the

Enterprise fssre —

132009824

| |

G S
|

SSNits

134235489 Tasked fields SSN#s
are consistent 134235489

323457245

323457245
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De-ldentify test data

During Extract Process
Or

Standalone Convert Process
Or

During Insert/Load Process

Transform or Replace sensitive data using

e Standard mapping rules: Literals, Special Registers,

Expressions, Default Values,
Look-up tables

e Complex mapping rules: User exits
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Optim Data Privacy in Application Testing

NewDB
[ cusT |
Extract a relationally intact subset Creat o 1]
from production database(s) reate -
- DETL - INSE R T/ TESTDB
R UP DA TE L CU'ST 1

Transform / mask __ _DETL
— | sensitive data ——
QADB
<>
Load [ > [ __cusT |
Files Y
[ _omro |
Y

L OAD - ﬁ:DﬁIﬁEﬁ;r:L:: -

- Extract data and/or object definitions
* Define a new set of test tables

« Apply masking during population process
- Extract file may be reused but contains un-Masked data
» Good practice for testing masks
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Optim Data Privacy in Application Testing

NewDB
[ cusT |
Create — ]
Extract a relationally intact subse / I A
from pr oduction database( S) —— R
SERT/ TESTDB
R UPDATE |[__ CUVST ]
[ om0 |
/ ’
~ DETL
~ DETAILS | Transform / mask ~ N QADB
e — sensitive data Load Bl —> | - cusT |
,
| oo |
\
LOAD ~ DETL

- Extract data and/or object definitions in pre-masked file
- Use pre-masked Extract file to create new set of tables

» Convert Pre-masked extract file data into second masked extract file
-Share masked extract file to be reused for population step
» Good practice for testing masks using COMPARE
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Optim Data Privacy in Application Testing

Only Users authorized to see Private data

Extract a relationally intact subset

from production database(s)

INSERT/ TESTDE
UPDATE | [_cst ]

\J

Transform / mask
sensitive data

Load > || __cusT |
Files Y
| _oro |

ORD X
] G :
T QADB !

» Most Secure Approach

+ Extract data only

» Convert during extract
-Extract file already contains masked data
«Can be shared with testers to reuse
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Before Data Masking

PeopleSoft.

s

= hiy Favarites

— Earnings i Name History | Address History *{ Fersonal History " ldentityDiversity
— Employee Compensation -
History Bedfard,Laurie Emplayee EmpliD: PADZZ2
Address Type in irst [ - - by
— Query Manager
— Wiew Paycheck *Address Type: |
—EditFavorites Address History

[ Princeton Softech Archi\ri_ﬁ-gi'_
[ Employee Self Service
[> Manager Self Service

*Effective Date: EEEE: - [Active -] F[E=

[ Recruiting Country: i United Statei ‘(/' e
[: WWorkforce Administration .
721 Conti Street
[> Benefits Address: Edit Address
b Compensation 123 Arywhere Street
[> Stock MNew Orleans, LA 70128

[ Time and Labor

[ Marth American Payrall

[ Global Payroll

[ Payrall Interface

[ Warkfarce Develapment

[> Organizational Development
[> Enterprise Learning

First 121 108 1 L2 [ast

[ Workforce Monitoring ‘Phone Type Telephone -~

Repensen Wain =] [esemeat4s0 =
I Partners

I Catalog Management . S—
[> Set Lip HRMS ; - ( ze First 4 1 of 1 L® Last
I> Enterprise Components “Email Type *Email Address

[> Worklist i ; ;
Business v| Laurie_Bedford@@princetonsoftech.caom - :
[ Application Diagnostics I I = @r

[> Tree Manager
[ Reporting Tools

[ PeopleTaools (ﬁ Save rQRetum to Sealch) | +Z Nextin List:l i,rfE Previous in List) ENotify :l Illi Previous tab) rﬁ Mext tab) iﬂ.’f Refrash ) @ ) f@ Include History) i@Correct History)
— Applicant Horme
— Chanoe by Password Marne History | Address History | Personal History | [dentityDiversity

— My Personalizations
— My Systern Profile
— hiy Dictionary -
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After Data Masking

PeopleSoft.

Menu O
®H &

Home:

= My Favorites

— Earnings [ Mame History " Address History | Personal History | Identity/Diversity |
— Employee Campensatian f
Histary Schwartz,Hel Ermployes EmpliD: PADZZ
Address Type
— Query Manager
— Wiew Payvcheck *Address Type: I HOME j EI
— Edit Favorites Address History

> Princeton Softech Archiving

&> Employee Self Service A— |n1m1r1 395 [ .gratus: |Active -] =

[- Manager Self Service

I Recruiting Country: YSA United State L
= WWarkforce Administration 5025 Sanders

[> Benefits Address: Edit Address

b Compensation 123 Anywhere Street

[ Stock Fresnao, CA 93711

[> Time and Labor

[+ Marth American Payrall
[» Glakal Payrall

[ Payroll Interface

[ Warkforce Development
[ Qrganizational Development 4

; ; Customize | Find | &= First IS 1 of 1 LEI Last
[= Enterprize Learning .

[ Warkforce Monitaring ‘Phone Type Telephone

I Pension Wain =l [700s362-9814 =
[ Partners

[ Catalog Management
[ Set Up HEMS

[+ Enterprise Componeants
[+ Warklist

[ Application Diagnostics
[ Tree Manager

[> Reporing Tools

Email Addresses
*Email Type
|Elu5iness =] |Heidi_Schwam@princetnnsuﬂech.cnm =

1cf 1

*Email Address

[ PeopleTools (Bl savel [CLRetunto Sealch) IIJ;E Hext in List:l | +E Previous in List:l (EdNotify ) (68 Previous tab) ili Next tab) [ Refresh :l @ :l | ElInclude Histon,r:l (@Correct Histon,r:l
— Applicant Home
— Change by Password Mame History | Address History | Personal Histary | [dentitwDiversity

— iy Personalizations
— iy Systern Profile
— My Dicticnary

1]
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Transformation Techniques

e String literal values

o Character substrings

e Random or sequential numbers
o Arithmetic expressions

e Concatenated expressions

e Date aging

e Lookup values

o Intelligence
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Example: Bank Account Numbers
e First Financial Bank’s account numbers are ,> >> >> >
formatted “123-4567” with the first three digits
representing the type of account (checking, <
savings, or money market) and the last four digits Comlem l

representing the customer identification number

e To mask account numbers for testing, use the
actual first three digits, plus a sequential four-digit
number

e The result is a fictionalized account number with a
valid format:
» “001-9898” becomes “001-1000”
» “001-4570” becomes “001-1001”
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Example: Addresses

o Direct Response Marketing, Inc. > >> >’Z>

is testing its order fulfillment system
o Fictionalize customer addresses to
pull an entire address from the

Customer Information table:
“11110 Campus Drive Princeton, NJ 08541”

becomes... .
“1223 E. 12 Street NY, NY 10079 Ccmplcmyz
» Optim ships with over 100,000 valid CASS addresses \
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Street Address/City/State/Zip Code Data Sets

Total Assets Customers Street City State Zip Code
$534,674,233 54,999 12 Buttercup Ln Cleveland OH 44101
$8,777,733,811 105,333 6767 Rte 10 S Princeton NJ 08594

1) Client is a Bank who wishes to mask
its assets by location 2) Optim provides

corresponding Street

288 Helm St Milwaukee Wi 53201 Address/City/State/Zip Codes for
masking

12 Roden Dr Los Angeles CA 90001

3526 Diamond Rd Seattle WA 98101

12 Street Road ‘ Las Vegas NV 89101 3) Leverage Multiple
Column Replacement.

2 Applegarth Ln \ \?runswick ME 04011 Entire address row
can be masked with a

valid Coding Accuracy
Support System
(CASS) address using
enhanced random

lookup function
Total Assets Custome}§ \ Street City State Zip Code
$534,674,233 54,999 \ 3526 Diamond Rd Seattle WA 98101
$8,777,733,811 105,333 21 Street Rd Las Vegas NV 89101

Optim Data Privacy - Test Database Challenges with Sensitive Data _

© 2010 IBM Corporation
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Example: First and Last Name

o Direct Response Marketing, Inc. is Z>’> >> >
testing its order fulfillment system .

» Fictionalize customer names to pull COM}
first and last names randomly from \

the Customer Information table:
» “Adam Adams” becomes “Ronald
Smith”
» “Anna Adams” becomes “Elena
WuH
» Optim ships with over 5,000

male/female names and over
80,000 last names
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First Names and Last Names Data Sets

Production Database

First Name Last Name GPA High School Advisor State
Paul Smith 3.2 Princeton Johnson NJ
Kate Jones 2.7 Albany Kline NY

First Name Last Name 1) Client is a University who wishes to mask
L k L k - . . .
Table Table the f_|rs’f and last name fields in their
admissions database

John Newton

Bob Nelson 2) Optim now has a first name lookup

—— _ table with over 5,000 male/female names

Kline and a last name lookup table with over
Dave Howell 80,000 names
Stacey Reese
3) Use Lookup Tables to randomly
Test Database replace table first and last names

First Name Last Name GPA High School Advisor State

Stacey " y Nelson 3.2 Princeton Johnson NJ
" Dave Reese " 2.7 Albany Kline NY

© 2010 IBM Corporation
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Example: Semantic Transformation
e Generating valid social security > >> >’Z>
numbers (as defined by the US
Social Security Administration) .
o Generate valid credit card numbers COM}
(as defined by credit card issuers) ~

e Generate desensitized e-mail

addresses

= (Generate Email address based on
format: name@domain
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Social Security Numbers and Credit Cards
Production Database

F. Name L. Name Credit Card# SSN#
John Jones 5298774132478855 254-77-6644
Vanessa Jones 4324115574123654 154-74-7788

Test Database

gj\/m‘ Valid

F. Name L. Name Credit Card W
John Jones 5326458711224956 854-77-6644
Vanessa Jones 4972584612457744 258-74-7788

How are these numbers valid?

For Social Security Numbers

For Credit Card Numbers

A Social Security Number (SSN) consists of nine digits. The first three digits
is called the "area number'. The central, two-digit field is called the "group
Number". The final four-digit field is called the "serial Number". All numbers
must fit the latest available criteria for each section.

Most credit card numbers are encoded with a "Check Digit". A check
digit is a digit added to a number (either at the end or the beginning)
that validates the authenticity of the number. A simple algorithm is

applied to the other digits of the number which yields the check digit.
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Propagating Masked Data

Customers Table o Key propagation
CustlD Name Street » Propagate values in the primary
08054 Alice Bennett 2 Park Bivd key to all related tables
19101 Carl Davis 258 Main » Necessary to maintain referential
27645  Elliot Flynn 96 Avenue Integrity

Orders Table

CustID Iltem # Order Date
27645 80-2382 20 June 2004
27645 86-4538 10 October 2005
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Masking with Key Propagation

Original Data De-ldentified Data

Customers Table Customers Table

CustID Name Street T S
08054 Alice Bennett 2 Park Bivd 1(;':()0 . ame s ree23
19101  Carl Davis 258 Main 10001 C:JgudSteJ dall VarS .
27645  Elliot Flynn 96 Avenue aude Jones - venus
10002 Pablo Adams Saturn25
Referential
Orders Table integrity is

Orders Table
CustID Item#  Order Date
10002 80-2382 20 June 2004
10002 86-4538 10 October 2005

maintained

CustID Iltem # Order Date
27645 80-2382 20 June 2004
27645 86-4538 10 October 2005
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Without Key Propagation...

Original Data Without Key Propagation

Customers Table Customers Table

Cust ID .Name Street CustlID Name Street

08054 Alice Ber.mett 2 Park I.3Ivd 10000 Auguste Smith  Mars23

1=2en Ca.rl Dt FEE I 10001  Claude Jones Venus24

27645 Elliot Flynn 96 Avenue 7 10002 Pablo Adams  Satumn25
Now these

Orders Table s Orders Table

CustID Iltem # Order Date CustID ltem # Order Date
27645 80-2382 20 June 2004 27645 80-2382 20 June 2004

27645  86-4538 10 October 2005 27645  86-4538 10 October 2005
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Using Custom Masking Exits

e Apply complex data transformation
algorithms and populate the resulting

value to the destination column

o Selectively include or exclude rows v ‘
and apply logic to the masking process =y

e Valuable where the desired
transformation is beyond the scope of
supplied Column Map functions

o Example: Generate a value for
CUST _ID based on customer location,
average account balance, and volume
of transaction activity
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Questions

.
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Introduction

IBM InfoSphere
Guardium




- DB2 Information Management

Outline
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Key Business Drivers for Database Activity Monitoring (DAM)
Continuously Monitor All Access to Sensitive Data:

1. Prevent data breaches

= Cybercriminals & rogue insiders

= Protect customer data &
corporate secrets (IP)

2. Assure data governance

= Prevent unauthorized changes to
sensitive data by privileged users

3. Reduce audit costs

= Automated, continuous controls
= Simplified processes
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Top Data Protection Challenges
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Addressing Key Stakeholders

@ & ®
SECURITY COMPLIANCE APPLICATION
OPERATIONS AUDIT & DATABASE
v Real-time policies v" Separation of duties v Minimal impact
v Secure audit trail v" Best practices reports v~ Change management
v Data mining & v Automated controls v" Performance optimization
forensics

1006 VST
UnRiiear\View
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Non-Invasive, Real-Time Database Security & Monitoring

Application Servers

Database Servers

) /Eﬂ
o I > |
| ‘
Guardium ctors TERAD ATA
Guardium Host-Based Probes

(S-TAP)

IBM InfoSphere
Guardium

(N) NETEZZA

* Continuously monitors all database activities
(including local access by superusers)

Supports Separation of Duties

* Activity logs can’t be erased by attackers
* Heterogeneous, cross-DBMS solution or DBAs

* Does not rely on native DBMS logs * Automated compliance reporting, sign-offs
& escalations (SOX, PCI, NIST, etc.)

* Granular, real-time policies & auditing
* Who, what, when, where, how

* Minimal performance impact

* No DBMS or application changes
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Scalable Multi-Tier Architecture

‘ '] qﬂ: S-GATE )

S-TAP

Internet

S-TAP

Remote Locations
& Outsourcers

© 2010 IBM Corporation

Web / Application

Eur opean Servers z/0S

Data Centers

CoIIector

. E‘.

Web / Application EN
Servers

Americas
Data Centers

»

Collector -

Web / Application
- Servers

Asia Pacific

- Data Centers ~ !

S-TAP Collector

Firewall

Optim Data Privacy - Test Database Challenges with Sensitive Data

Mainframe

Oracle on
Linux for
System z
’

s

Collector
» m .‘

-~

Centkal Policy Manager
¢ &Audit Repository

Integration with LDAP,
IAM, SIEM, IBM TSM,

BMC Remedy, ...
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Addressing the Full Lifecycle of Database Security

Real-time Database Security & Monitoring

* Prevent cyberattacks * Automated & centralized controls
* Monitor & block privileged users * Cross-DBMS audit repository
» [Detect application-layer fraud Monitor * Preconfigured policies freports
» Enforce change controls & * No database changes
* Real-time alerts Enforce * Minimal performance impact
* Control firecall 10s * Sign-off management
¢ S|EM integration * Entitlement reporting

* Find & classify
sensitive data Find

* Assess static and

behavioral database
Assess

 Continuously update vulnerabilities
Security policies & _ & * Configuration auditing
» Discover embedded Classify Harden » Preconfigured tests
malware & logic bombs based on best practices

standards (STIG, CIS, CVE)
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3 Step Method to Reduce Risk and Improve Operational
Efficiencies

1. Discover

» Discover databases on the network
» Discover where sensitive data is located

2. ldentify Risk

» Perform an assessment to understand risk
» Harden the database to eliminate unnecessary risk

3. Comply
» Monitor database activity to verify security controls
»  Automate reporting for proper evidence in compliance process
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- Databases Discovered

| ]
1 . D I SCOVe r Start Date: 2008-06-26 14:48:49 End Date: 2008-06-26 15:48:49

Find Cardholder Data TimeProbed ~  ServerlP  ServerHostName DBType Port PortType
anno ne 26 15:31:00  10.10.9.253  10.10.9.253 Oracle 1521 tcp
Classification Rule #1 For Classification Policy "find creditcard data” _ -2615:30:58  10.10.9.253  10.10.9.253 MSSQL 1433 tcp
Rule Name [Send Aler 2615:30:15 1010955  osprey Oracle 1521 tcp
-26 15:30:15  10.10.9.55 osprey Sybase 4200 tcp
Category [PCI 261530:32 1010956  10.10.9.56 Orace 1521 tcp
Classification [Cardholder Data 261530:58 1010956  10.10.9.56 DB2 50001 tcp
Description | ﬁ ‘
Continue on Match [ el |
Rule Type (™ catalog Search ¢ Search By Permissions  (* Search For Data e -
Table Type ™ Synonym I SystemTable I¥ Table ¥ View i ! —>
Table Name Like | Guardium Agentless
Network Scan
Data Type " pate I Number ¥ Text 10.10.9.*

Column Name Like I

Minimum Length I

Maximum Length I

Search Like I

Search Expression [0 g}4)-{0-9}{4)-{0-9){4)-{0-9}4} ()

Monitor
| &
Enforce

Maximum Rows

Classification Rule Actions: sk New Action
B @_ 1 Send Alert (Send Alert)
B/ ®WEIE 2 sendPoicy Violation (Log Policy Violation) e
B/®[E 3 addtogroup (Add To Group Of Objects) G e
Q0 Cancel ‘ & Accept |
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- Databases Discovered

| ]
1 . D ISCOVver Start Date: 2008-06-26 14:43:49 End Date: 2008-06-26 15:48:49

: Server Host Name
2008-06-26 15:31:00 10.10.9.253  10.10.9.253 Oracle 1521  tep
-26 15:30:58 10.10.9.253 10.10.9.253 MSSQL 1433 tcp

Classification Rule Classification Policy “find creditcard data”

#kor L -26 15:30:15 10.10.9.55 osprey Oracle 1521  tcp
Rule Name |Send Alert -26 15:30:15 10.10.9.55 osprey Sybase 4200 tcp
Category |PCI -26 15:30:32 10.10.9.56 10.10.9.56 Oracle 1521 tcp
-26 15:30:58 10.10.9.56 10.10.9.56 DB2 50001 tcp

/7 https:f § 10.10.9. 24 2:B44 3 [ viewl KProcessResultdo?method = viewBviewer Ty pe = assessmentResultsBviews - Internet Explorer provided by

Date: Monday, July 21, 2008 6:30:22 PM EOT
Datasource: ORACLE 10.10.9.56:1521 xe
Obgact: TABLE
HRBNSRMcIWELg Tyl AoKNwkbuw==50

VARCHAR2{30) CARDNUMBER
Category: PCf Classification: ‘Cardhoider Data’ Guardium Agentless
Fule: Search For Data: Send Alert Network Scan
TABLE_TYPE=TABLE VEW, DATA_TYPESTEXT, y

r HR BINSROKCOV/34GTgQACKNWkbUW==50 CARDNUMBER Send Alert  SEARCH_VALUE_PATTERNSTO-SH4MD-G}4MO-9K4)- Cardhoider Data FCI 10-s6-system 10.70.9.
10-5H4y

Action: Send Alert: Send Alert

Urgent Flag="false’, Receiver="SYSLOGT

Action; Log Policy Vinlation, Send Policy Vielation
Severity="10

Action; Add To Group Of Dbjects: add 1o group
Obgect Group="PCl Cardholder Sensitive objects’,

Replace Group Content="false’
Search Like |
Search Expression [[9_g}(4) {0-9}{4)-{0-9}{4}-{0-9}{4) (ke) .
onitor
Maximum Rows ] Enforce
Classification Rule Actions: sk New Action
B0 [E 1 sendakrt (send Alert) L
B/ ® B 2 send poicy Violtion (Log Policy Violation) \ .
B @ 3 addto group (Add To Group Of Objects) ‘
{ Cancel ‘ & Accept |
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1. Discover

Classification Policy Builder

Action
Action Hamel
Description I
Action Type I ll
& Cancel |A1:I|:I To Group Of Objects-Fislds | ——
I Add To Group Of Objects i e —l

Create Access Ruls = : >
Create Privacy Set Guardium Agentless
Log Policy Violation Network Scan
Send Alert

10.10.9.*

e Compliment Security Risk Management
» Database discovery
» Data discovery

» Compliment other security devices and fill the database gap Mt &

Enforce Report
e - -.
Infrastructure
Find Assess
&

&
Classity Harden

© 2010 IBM Corporation
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2. ldentify Risk
ify Ri %_’

* Based on industry standards such as STIG and

Tests
« Permissions
0 * Roles
« Configurations
* Versions

CIS benchmark tests. Database | “Cisiom fests
. UscRAGHEILY oS Ti « Configuration files
* Complete coverage of the entire database prel « Environment variables
environment. a1 e i

1. QObserved Behavior
2. Database

3. Operating System o
e VII bil
. ulnerability
Tests passing: 38 %0 uardium Assessment

& Hardening

Based on the tests performed under this assessment, data access of the defined database environments
requires improvement. Refer to the recommendations of the individual tests to learn how you can address
problems within your environment and what you should focus upon first. Once you have begun addressing
these problems you should also consider scheduling this assessment as an audit task to continuously assess
these environments and track improvement.

View log
Jump to Datasource list &

Monitor

Enforce

Result Summary Showing 93 of 93 results (0 filtered)
Critical Major Minor Caution Info

Priviege 8p 16f —2p 3f — — 2f — — — — — — —
Authentication — 6f — — 1f — — 1f — — — — — — - Find F hecess
Configuration 2p 2f — 5p 6f 4e 2p 2f 4e — 6f e — 1f — Ciaisify Hal%.ien

Version - — — — 2 — — — — — — — — — —

Other1p — —3p2f — 3p1f — — — — 6p1f—
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2. ldentify Risk

Assessment Test Results Compare with Previcus Results Showing 93 of 93 results (0 filtered)
Cat. Test Name Datasource PiF Sev. Reason
Cenf. DBA Profile PASSWORD LIFE TIME Is Limited ORACLE: Fail Critical User peofile [DEFAULT] setup parameter PASSWORD_LIFE_TIME found out of defined threshald
QOracle on value

Ocean Recommendation: The PASSWORD_LIFE_TIME parameter is not set, allowing users fo refain the same password
indefinitely. Passwords that have been in use for long periods of time ar likely to become known to unauthorized
vsers. We recommend that you set this parameter in order to limit the lifetime of users” passwords.

Conf. DBA Profile PASSWORD VERIFY FUNCTIONIs ORACLE: Fail Critical Found active profile "APPL_PROFILE, DEFAULT" with PASSWORD_VERIFY_FUNCTION not
Implemented Oracle on implemented

Ocean Recommendation: No Password Verification Roufine has been implemented, We recommend that you implement a

password function fo prevent the use of weak passwords.

Auth. Default Accounts Password Changed CRACLE: Fail Critical 2 active pre-defined users have default passwords.
Oracle o0 p..ommendation: Some predefined Oracle user accounts are still enabled and still have the Oracle default password.
Ocean These predefined Oracle users and passwords are well-known to anyone familier with Oracle, and represent one of

the easiest eniry points for affacks and data thefi'damage. We recommend that your remove any predefined Qracle
user accounts that are not absolutely required, and we strongly recommend that you change the passwords for any of

these users who are required.
Priv. Ho Access To 'Users' Catalog Tables ORACLE: Fail Critical Some users or roles without "SELECT_CATALOG_ROLE' authority have acoess to 'DBA_USERS' or
Oracle on 'ALL_USERS" CTXSYS, PUBLIC.

Ocean Recommendation: Access to the DBA_USERS or ALL_USERS tables has been granted to users other than DBA or
SELECT_CATALOG_ROLE. We recommend restricting access lo these tables for securily reasons.

* Fill in the database assessment gap
® Customize VA tests
* Assessment review and remediation plan o,
® Super users accessing sensitive data Enforce
* Password Policy
* Role and responsibility review i
* Change management process configuration management Classity
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2. ldentify Risk

-
Guardium —T—
Lines
Selected Record Differences i |
New Previous
Line 243 Line 213
013 (DESCRPTION_LIST = 013: (DESCRPTION_LIST =
014: (DESCRPTION = 014 (DESCRPTION =
015 (ADDRESS = (PROTOCOL = PCHKEY = EXTPROC_FOR_XE)) 015 (ADDRESS = (PROTOCOL = PCHKEY = EXTPROC_FOR_XE))
016 (ADDRESS = (PROTOCOL = TCPWHOST = osprey WPORT = 1521)) 016 (ADDRESS = (PROTOCOL = TCPNHOST = osprey }(PORT = 1521))
0mr. ) nmr. )
018 ) 0s )
015 [']1-8
020: LETENER = 020: LISTENER =
021: (DESCRPTION_LIST » 021: (DESCRPTION_LIST =
022 (DESCRPTION = 022 (DESCRPTION =
02y (ADDRESS = (PROTOCOL = TCPHOST = NPORT = 1529)) 023 (ADDRESS = (PROTOCOL = TCPNHOST = WPORT = 1525))
024: ) 02¢: )
025 ) - 025 )
026 026:
027: DEFAULT_SERVICE_LISTENER = (XE) 027: DEFAULT_SERVICE_LISTENER = (XE)
028 028:
Changes to the file

* Fill in the database assessment gap
* (Customize VA tests
* Assessment review and remediation plan
* Super users accessing sensitive data Monitor

Enforce

* Password Policy
* Role and responsibility review |

* Change management process configuration ay
management
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3. Comply

£ 192.168.2.148 - PuTTY

-bash-3.008 sglplus system
SQL*Plus: Release 9.2.0.6.0 - Production on Mon Dec 8 12:19:22 2008
Copyright (c) 1982, 2002, Oracle Corporation. All rights reserved.

Enter password:

Connected to: P
Oracle9i Enterprise Edition Release 9.2.0.6.0 - 64bi:
With the Partitioning, OLAP and Oracle Data Mining optioqgua““u&‘
JServer Release 9.2.0.6.0 - Production

SQL> select * from ar trx bal summary;
select * from ar trx bal summary

CORA-03113: end-of-file on communication channel

soL> |

w!

Monﬂoﬁm
Enforce

/  Monitor
&

Enfoice
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3. Comply

£ 192.168.2.148 - PuTTY
-bash-3.00$ |sglplus system

SQL*Plus: Release 9.2.0.6.0 - Production on Mon Dec 8 12:19:22 2008
Copyright (c) 1982, 2002, Oracle Corporation.| All rights reserved.
Enter password:

Connected to:

Oracle9i Enterprise Edition Release 9.2.0.6.
With the Partitioning, OLAP and Oracle Data
JServer Release 9.2.0.6.0 - Production

SQL> |select * from ar trx bal Summary;|
select * from ar trx bal summary

CRA-03113:]end-of-file on communication channgl

soL> |

Policy Violations | Incident Management (2] ] |
Start Date; 2008-12-08 10:25:04 End Date: 2008-12-09 11:25

'."inh‘tilm.l_! M Amsmie

i<
‘<

Client IP Server IP
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Connection Terminated — Sent Event to SIEM

ArcSIght

Guardium
© Help

Last Login: 12/3/2008 5:56:15 AM PST @ Options

@ Logout

Guardium ) 2 Modify || @ Save Channel As...
Start Time: 12/5/2008 6:00:00 AM PST Very High: 0 E
End Time: 12/9/2008 6:59:59 AM PST High: 2
Evaluation: Continuous Mediurn: O
Filter: Device_Wendaor Contains [IgnoreCase] "Guardium” Law: O
Inline Filter: <No Filter> Very Low: O :l
Total Events: 2 BLnrind

Displaying: all

O @ O AddtocCase | P Options | © Inline Filter | @ Export : |

Alert unauthorized e acoess to EBS HIGH

End Time -

12/8/2008 4:37:37 PM PST

192.168.2.148

192.1658.2.145 Guardiurm BEQUEATH SYSTEM select * fram

ar_trx_bal_summary

Quard_sender

1921682148 | 192.168.2.148 | R | | Guardwum select * from

ar_trx_Bal_sumimiary

Policy Violations / Incident Management [, | (2] [£]

L
Start Date: 2008-12-08 10:25:04 End Date: 2008-12-09 11:25:04

"."inh‘tilm_l_! Category A.m:_;ll_'.tie

© 2010 IBM Corporation Optim Data Privacy - Test Database Challenges with Sensitive Data



DB2 Information Management

Integrating with IBM TSIEM

Category Hame Access Bule Description Clhent IP Server IP DB User Hame

=4 All Events - Database GEM on Server CIFDB - Microsoft Internet Explorer - 18] x|
Policy Violation File Edit Yiew Favorites Tools  Help | ,@'

QBack ~ &3 - %] 2] .:’hl,oSearch < Favorites 4% | - s B

Address @ http: fflocalhost fiview| ?expert=AlEventsGEMCat alog=GEMAcount =152EPRISEC atalog=EPRISEDE&N avig=Gem&navname=Gem, Gemsurmmary&stid=1 260205141411

Dashboard  Trends Reports Regulations  Policy Groups Distribution  Settings

in Guardium
system

B e |Links »

CIFDB » GEM = All Events I\ Portal
All Events O @ EE)

Database GEM on Server CIFDB

Setup:
Month Day Year Hour Min.

start time |December | |7 =] [2009 = [16 7| [0 =]
End time IDecember j I? j IZDDQj |15j ID j

Execute Reset
Time zone: |Event time zone j
Severity v Date / Time L # L What Bt Where T/ who 3 St Piicr s fiom) TAT on bt e facielo R
(detail (detai) (detail (detail (detam) o)
Events in IBM SIEM = e 200915j00j00 7 Lagin : User Failure gﬂ’;\gﬂfg Jobin Sith 1010956 (ORACLE)  Unavailable : /- 1010.9.244
- g‘;gf’&fﬂ? AT |\ Login : User / Failure ‘%ﬂ’;\zﬂfg Jobin Smith 1921683051 (ORACLE) Unavaiiable : /- 1921682148
10 g‘mf’;ﬂ?ﬂ? ATTEIBAND | Login : User / Failure (%ﬂ::?dﬂtln? John Srith 1010956 (ORACLE)  Unavailable: . /- 1010956 ||
10 s LSRRy Login : User f Failure (%':'J’:Zﬂfn';“ John Srith 1010956 (MYSOLY  Unawallable: /- 1010956
10 gnj?»f[)oeo?ooo? AT (eI Login : User / Failure (%':'J’:Zﬂfn';“ John Smith 10.10.9.244 (DB2) Unavailable /- 1010956
10 gnﬂ??oeo?oou? 200E0000 Login : User / Failure (%ﬂ’;\gﬂfn? John Smith 10.10.9.56 (DB2) Unawvailable - 1010956
10 g“;?f’o%?o%? ARG Login : User / Failure (%'I::Z?L:EHT John Smith 1010956 (ORACLE)  Unawsilable : /- 1010956
o gﬂ;gf)ﬂeﬂcﬂﬂu? 2008 16:00:00 Login: User / Failure (%ﬂ:gﬂt’nr;‘ John Sith 1010 9.56 (ORACLE)  Unawaiiable: /- 10.10.9.56 5
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3. Comply

J Introduction to 50X Act U Plan and Organize U Certify and Control U Assess Risk[, | U Investigate and Disclose [

Qwerview . L. .
- Unauthorized Client IP Activity inancial Data

One Uzer One P — - ZL !
After Hourz Activity
Failed U=zer Login Attemptz Client IP Server IP server Type Period Start Total access
DOL Activity 192 188.1.252 192 183.200.108 ORACLE 2007-04-17 18:00:00 10
DML Activity _ 192.188.20.118 192.188.200.108 ORACLE 2007-04-23 14:00:00 21
Select Activity by Admin 192.168.200.101 192 168.200.108 ORACLE 2007-05-08 15:00:00 3
Unauthorized Client IP Activity
0L Errors 182 168.1.141 192 168.200.108 ORACLE 2007-05-07 17:00:00 12057
Grant & Revoke 192 168.20.107 192 168.200.108 ORACLE 2007-04-23 14:00:00 30

192 1688.1.252 192 168.200.108 ORACLE 2007-04-17 14:00:00 18

* PCl & SOX accelerators
* Application monitoring (SAP, EBS,

&

Cognos, Peoplesoft, etc)
* Authorized application access only

& &
Classify Harden
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3. Comply

JPCIAmEleraturl

J Overview UIEG 3 Protect(, | U REG & Maintain U REG 7 Restrict U REG & Assign U PCI Req. 10 Track & Monitor U REG 11 Test U PCI Policy Monitoring L

Overview
Ps List PCl - Cardholder Server IPs
Cardholders DBs ()
Cardholder Objects Start Date: 2007-01-01 00:00:00 End Date: 2007-05-21 00:00:00
Data Accezz Map Server P Server Type Database Hame Count of Sessions
OB Cilentz to Servers Map 152 168.1.136 ORACLE CARD_DATA 2

Active OB Users

192.168.2.51 ORACLE CARD_DATA 140
Cardholder DB Adminigtration
182 168 200.108 DB2 CARD _DATA 182
Source Programs
. 152 168 200.108 DB2 DNBDENMO3 258
Review Groups
—_— AT A88 NN An2 inli=4r SAMDIF Ad

* PCl & SOX accelerators
* Application monitoring (SAP, EBS,

&

Cognos, Peoplesoft, etc)
* Authorized application access only

Classify Harden
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3. Comply

J\ﬁewU HmﬂnrfAucﬁtUDimrUAmssﬂhrde'mu Protectl
Compliance Automation () (2 (2) X (¥ @

Use an existing Report, Assessment or Privacy Set to..

£

Track data access

A Define how information

=i
Track exceptions should be presented

Define an
Audit Process

Assess data access

¢ >

Track privacy

© .

Audit Process

8 s Procass hidar o Access tracking builder

[ To-do list gl Exceptions tracking builder
ﬁ Flat Log tracking builder

ﬁ Audit Process tracking builder
&5 App events tracking builder
o Alert tracking builder

g7 Rogue connections tracking builder
& Group tracking builder

@ Comment tracking builder

2 custom domain builder

&) Custom query builder

@ Assessment builder
& Privacy set builder

@ report builder

B Group builder
¥ Alias builder

Guardium

Monitor
Py

&
Enforce

Gritical
Data
Infrastructure
Find Assess

& &
Classify Harden
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3. Comply

Guardiunm uE

Weekly Database Change Management Process [Gther Resuts For This Process v] €
Audit process execution began 1/27/09 2:59 PM
A Sign Results | 4 Escalate | &8 Comment | [ Download PDF |

Distribution Status:
Comments:

Report: Database Changes Report [- Change Management] Owverall Value: 2428

Security Assessment: Security Assessment [oracel enterprise assessment] Overall Value: 31

Classification Process: Discover Sensitive Data [Find SSH Process]

Report: Failed DB Logins Report [Failed User Login Attempts] Overall Value: 26

Report: SQL Errors report [SQL Errors]  Overall Value: 140

Close this window ﬂ View

Real-Time Database Security and Monitoring

Safeguarding Databases

Monitor
&

Enforce

Find Assess
& &
Classify Harden
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3. Comply

Guardiun @

Weekly Database Change Management Process [Gther Resuts For This Process »] ©
Audit process execution began 1/27/09 2:59 PM

4 Sign Results | 4 Escalate | & Comment | EannlnadF’DF|

Distribution Status:
Comments:

Report: Database Changes Report [- Change Management] Owverall Value: 2428

Security Assessment: Security Assessment [oracel enterprise assessment] Overall Value: 31

Classification Process: Discover Sensitive Data [Find S5H Process]

Report: Failed DB Loging Report [Failed User Login Attempts] Owverall Value: 26

Report: SGL Errors report [SQL Errors]  Overall Value: 140

Start Date: 2009-04-22 15:00:00 End Date: 2009-01-22 16:00:00
ol . Server _— s . . Assigned DB User .

Timestamp Tupe rizk level priority description change id change id entered Ta Hame Client IP Server IP Sal

2 2DF|9'_D1 -2 CORACLE O 3 -l 500 CRGO00000000042 crgl00i000000042 allen ALLEM  192165.3123192163.58.128 SELECT 7 from dusl
1808120 revenue takble
20_09'_01 22 ORACLE O 3 Aer SOX CRGO00000000042 crgh00000000042 allen ALLEM 1921653129192 16358129 Alter table =0x_sales_east add total_revenue float
1508210 revenue table
2DF|9'_D1 -2 CORACLE O 3 i 500 CRZO00000000042 crgb00i0000o0042 allen ALLEM  192.165.3129192.168.5.129 Aler table s0x_sales_central add total_revenue flost
15:08:29.0 revenue takle
20_09'_01 -2 CORACLE O 3 Alter SOX CRGO00000000042 crgb00000000042 allen ALLEM  1921B5.3.129192168.58.129 Aler table s0x_sales_west sdd tatal_revenue flosat
15:08:36.0 revenue takle
20.09__01 -22 ORACLE O i ST CRZO00000000042 cry000000000042 allen ALLEM 1921658129 192.168.58.129 Alter table sox_sales_international add tatal_revenue flost
15:08:44.0 revenue table
2008-01-22
154144 0 ORACLE O i cry000000000232 allen SYSTEM 1921683129192 1688129 SELECT 7 fram dusl
122215;'_0515'202 ORACLE 0 0 cro000000000232 allen SYSTEM 1921688120 192.158.5.1 29 Ao takle sox_sales_international add totel_rev flost
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3. Comply

BMC REMEDY IT SERVICE MANAGEMENT - Change Management

Guard'i'um- Infrastructure Change
[—— =
WUICK LINKS Change D™+ IEﬂﬂm

Wgekly Datab_ase Change Management Proces Ol Seasch Process Flow Stafis [5)
Audit process execution began 1/27/09 2:59 PM
Select Operatonal Initizte Raviam & _rm Plan & Schedule B
b J E 3
Select Product
Digtribution Status: .
Views Brcadcasts Change Reguest Information
Comments: I ; ; ; ?
View Calend Change Type®  |Change =] Status® [sched

Report: Database Changes Report [- Change

Summany™ IP.I:H S0 resvenue Lable _I Status Reason I

Motes [ .| misk Leverr  [RikL

Requester | Classification | WorkInfo | Tasks | Assignment | Relatior

Funchions

Advanced

assessment]

Security Assessment: Security Assessment [oracel enterprig

Classification Process: Discover Sensgitive Data [Find S5SH Proc

Create Other Requests

Report: Failed DB Logins Report [Failed User Login Attempts Requested By
Support Company™s Cabeo Financial Services ~|
Report: SQL Errors report [SGL Errors]  Overall Value: 140 I —
Start Date: 2009-01-22 15:00:00 End Dste: 2009-01-22 16:00:00
ol . Server _— s . . Assigned DB User .
Timestamp rizk level priority description change id change id entered Client IP Server IP Sal
Type To Hame
2 20,09'_01 -2 ORACLE O 3 -l 500 CRE000000000042 crgQd00000000042 allen ALLEM  192165.8129192168.8.129 SELECT 7 from dual
1808120 revenue takble
20_09__01 22 ORACLE O 3 Aer SOX CRZO00000000042 crg000000000042 allen ALLEM 1921655129 192.168.5.129 Alter table sox_sales_east add total_revenue float
1508210 revenue table
20,09'_01 -2 ORACLE O 3 i 500 CRE000000000042 crgd00000000042 allen ALLEM  192165.8.129 192.168.8.129 Alter takle z0x_sales_certral add total_revenue flost
15:08:29.0 revenue takle
20_09-_01 -2 ORACLE O 3 Alter SOX CREO00000000042 crog000000000042 allen ALLEM 1921855129 192.168.8.129 Alter table s0x_sales_west add total_revenue float
15:08:36.0 revenue takle
20.09__01 -22 ORACLE O 3 i ST CRZO00000000042 cry000000000042 allen ALLEM 1921658129 192.168.58.129 Alter table sox_sales_international add tatal_revenue flost
-1 2 ---revememble_----
2009-01-22
15:41-44.10 ORACLE O cry000000000232 allen SYSTEM 19216588129 192.168.8.129 SELECT 7 from dual
122215;'_0515'202 ORACLE 0 0 cro000000000232 allen SYSTEM 1921688120 192.158.5.1 29 Ao takle sox_sales_international add totel_rev flost
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Granular Policies with Real-Time Alerts & Preventive
Controls

Rule =1 Description [nan-App Source AppUser Connection l
Category [Security | Classification |Breach | Severity
tot [] serverip | ] | andior|Group | Production Servers
I Not [v] Client 1P ! andior Group | Authorized Cliert IPs
tot [] Client MAC | | Net.Protocol | andior Group
ALEAT DALY
% Hot [] DB Hame | | ALERT OHCE PER SESSION
- ALEAT PER TME GRANULARTY
ALLOW
'E' tot []|DB User APPUSER IGNORE RESPONSES PER SESSION
s IGNORE SESSION
S Fleld Name IGNORE SOL PER SESSION
"'2 | Obj|ect | EmployeeTable miﬂtt ﬁ:ﬁ PER SEESON
Application Database Command | Select LG FULL DETALS W VALUES PER SESSION
Server Server Min. Ct. [0 Reset Interval (minutes) |0 i
10.10.9.244 10.10.9.56 Continue to next Rule [  Rec. Vals. gn:m
S-GATE
o
S.TAP TERMMATE
Notification SKP LOGGNG
(2] Notification Type MAL Mail User marc_gamacheg@guardiuem com |
From: GuardiumAlert@guardium.com Sent: Wed 4/15/2009 §:00 AM
To: Marc Gamache

Ce

sample Alert Subject: (1) SQLGUARD ALERT

Subject: (c1) SQLGUARD ALERT Alert based on rule II*noanpp Source AppUser Connection I
Category: security Classification: Breach Severity MED
Rule # 20267 [non-App Source AppUser Connection ]
Request Info: [ Session start: 2009-04-15 06:59:03 Server Twvpe: ORACLli Client IP 192.168.20.160PEIVEIIP2
172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP D otocol: Otocol Version:
3.8 DB User: APPUSER

Application User Name

WNT Authorization Code: 1 Request Tvpe: SQL_TLANG Last Error:
SQL: select * from EmploveeTable s
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S-GATE: Blocking Access Without Inline Appliances

“DBMS software does not protect data from administrators, so DBAs today have the ability to
view or steal confidential data stored in a database.” Forrester, “Database Security: Market Overview,” Feb. 2009

Application Servers

Privileged
Users

IssueSQL |

- SQL (No Latency)

v

Oracle,
Mysal, S
etc.

|_-.;’ root@osprey:~

[root@osprey ~1# sqlplu

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20

Copyright (c) 1982, 2005, Oracle. RAll rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

ISQ¥> select * from creditcardi I

select * from creditcard
*

ERROR at Li u|
ORA-03113§ end-of-file on communication channel

sor> I

Check Policy
On Appliance

I‘\Session Terminated
=
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Chosen by Leading Organizations Worldwide

* 5 of the top 5 global banks * Top government agencies

* 2 of the top 3 global retailers * Top 3 auto maker

* 3 of the top 5 global insurers ° #1 dedicated security company
* 2 of the world’s favorite beverage brands ® Leading energy suppliers

* The most recognized name in PCs * Major health care providers

* 15 of the world’s leading telcos * Media & entertainment brands
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Financial Services Firm with 1M+ Sessions/Day

= Who: Global NYSE-traded company with 75M customers

= Need: Enhance SOX compliance & data governance
— Phase 1: Monitor all privileged user activities, especially DB changes.
— Phase 2: Focus on data privacy.
= Environment: 4 data centers managed by IBM Global Services
— 122 database instances on 100+ servers
— Oracle, IBM DB2, Sybase, SQL Server on AlX, HP-UX, Solaris, Windows
— PeopleSoft plus 75 in-house applications
= Alternatives considered: Native auditing
— Not practical because of performance overhead; DB servers at 99% capacity
= Results: Now auditing 1M+ sessions per day (GRANTs, DDL, etc.)
— Caught DBAs accessing databases with Excel & shared credentials
— Producing daily automated reports for SOX with sign-off by oversight teams
— Automated change control reconciliation using ticket IDs
— Passed 2 external audits
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Major Retailer with PCl & SOX Controls

= Who: National retailer with $50B+ in sales & 6,400 stores
Need: Initially PCI, then extended to SOX, SAS70, data privacy
Environment: 5 major data centers (via M&A)

— Oracle, SQL Server, DB2, UDB on AlX, Solaris, Windows

— Dell, IBM midrange, Sun, IBM Z10 on RACF

— PeopleSoft, SAP plus proprietary claims engines
Alternatives considered:

— Native auditing; DB encryption; DB appliance from major security vendor
Results:

— Implemented in ~ 4 weeks

— PCl certified in stipulated time, saving millions in potential penalties

— Requirement 3.4: Compensating control for DB encryption

— Requirement 6: Maintain secure systems (enforce change controls)
— Requirement 10: Track & monitor all access to cardholder data [automated]

— Failed DB calls identified for performance optimization
— Load distribution quantified between servers

© 2010 IBM Corporation Optim Data Privacy - Test Database Challenges with Sensitive Data




- DB2 Information Management
Global Manufacturer with 239% ROI

Who: F500 consumer food manufacturer ($15B revenue) —

Need: Secure SAP & Siebel data
— Enforce change controls & implement consistent auditing

‘The Total Economic impact™ Of

o=

Environment: .
Commissioned Forrester
— SAP, Siebel, Manugistics, IT2 + 21 other KFS Consulting Case Study
— Oracle & IBM DB2 on AIX; SQL Server on Windows

Results: 239% ROI & 5.9 months payback, plus:
— Proactive security: Real-time alert when changes made to critical tables

— Simplified compliance: Passed 4 audits (internal & external)

« “The ability to associate changes with a ticket number makes our job a lot easier. The other
products didn't have that capability to automatically put in an associated ticket number with the
activity that was going on within the database, which is something the auditors ask about.”

Lead Security Analyst

— Strategic focus on data security

« “There’s a new and sharper focus on database security within the IT organization. Security is
more top-of-mind among IT operations people and other staff such as developers. We now have
a clearer focus on security and compliance, promoted in large part by the presence and operation
of the Guardium product.”
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Major European Telco

=  Who: Global telco with 70M mobile customers; €30B revenue.

Need: Ensure privacy of call records for compliance with data privac
laws.

— Phase 1: Safeguard OSS systems
— Phase 2: Safeguard BSS systems

Environment: 15 heterogeneous, geographically-distributed data centers

— Oracle, SQL Server, Informix, Sybase
—  HP-UX, HP Tru64, Solaris, Windows, UNIX
— SAP, Remedy plus in-house applications (billing, Web portal, etc.)

Alternatives considered: Native auditing; Oracle Audit Vaulit.

— Not practical because of performance overhead; lack of granularity;
non-support for older versions; need for multi-DBMS support.

Results:
— Deployed to 12 initial data centers in only 2 weeks!
— Now auditing all traffic in high-traffic environment; centrally managed.
— Passed several external audits

— Future plans: Implement application user monitoring; 2-factor authentication; expand scope to
other applications.
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Washington DC Based Metro Authority

= Who: The Metro operates the 2nd largest U.S. rail transit system
and transports more than a third of the federal government to work

= Need: Metro needed to safeguard sensitive customer data and simplify
compliance with PCI-DSS -- without impacting performance or changing
database configurations

— Protecting customer data
— Passing audits more quickly and easily
— Monitoring for potential fraud in PeopleSoft system
— Leveraging scalable architecture; automated oversight workflows (electronic sign-offs, escalations);
library of best practices PCI policies and reports; application-layer monitoring
= Environment:
— More than 9 million transactions per year (Level 1 merchant)
— Complex, multi-tier heterogeneous environment

= Alternatives considered: Native logging and auditing impractical

= Customer Impact: “Our customers trust us to transport them safely and
safeguard their personal information.”

— “We looked at native DBMS logging and auditing, but it's impractical because of its high overhead,
especially when you’re capturing every SELECT in a high-volume environment like ours. In addition,
native auditing doesn’t enforce separation of duties or prevent unauthorized access by privileged
insiders.”
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Validated by Industry Experts

> ChannelWeb  ~Je

“Dominance in this space” “Most Powerful Compliance " .
. " 5-Star Ratings: Easy
) Regulations Tools ... Ever ) . o
#1 Scores for Current Offering, installation, sophisticated
Architecture & Product Strategy reporting, strong policy-based
security.”
the group Infom]ahm‘%ek

“Top of DBEP Class”
“Practically every feature you'll
need to lock down sensitive data.”

“Guardium is ahead of the
pack and gaining
speed.”

ORMATION

CURITY

E=[AServer

2007 Editor's Choice Award
in "Auditing and
Compliance"”

“Enterprise-class data security
product that should be on every
organization's radar."
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Summary & Conclusions

= Traditional log management, network scanners, SIEM & DLP
insufficient to secure high-value databases

— No real-time monitoring at data level to detect unauthorized access

— Inability to detect fraud at application layer

— No knowledge about DBMS commands, vulnerabilities & structures

— Native logging/auditing require database changes & impact performance

= IBM InfoSphere Guardium is the most widely-deployed solution,
with ongoing feedback from the most demanding data center
environments worldwide

— Scalable enterprise architecture
— Broad heterogeneous support
— 100% visibility & granular control

— Deep automation to reduce workload
— Holistic approach
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Questions
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