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Chapter 2

Hardening the Database

System hardening is the process by which you securely confi gure a system to protect it from unau-
thorized access. System hardening is necessary in any system that has a range of confi guration 
options and is viable in any system that has enough security measures to make them suitable for 
usage in security-oriented environments. Oracle database falls into both of these categories.

Th e purpose of system hardening is to eliminate as many security risks as possible. Th is is done 
by removing all nonessential elements from the system and by selecting confi guration options that 
limit access and reduce risk. As Oracle has evolved, more and more options have become available 
and these options off er new ways to access data—sometimes by unauthorized users if used inappro-
priately. Th e larger the footprint and capabilities of a system, the harder it is to harden and the more 
security risks may be present. Th erefore, as the Oracle database grows in size and functionality, hard-
ening becomes even more important. Luckily, as Oracle evolves, there are also more and more secu-
rity options available that you can use to secure the data—Chapters 3 through the end of the book 
outline these capabilities and how you should use them. But fi rst, you need to harden the database.

Oracle hardening covers a wide range of activities and involves many types of confi guration 
options. Th e most important guideline is that if there is a feature that you do not use, remove it. 
Th e fact that you don’t use something does not mean that an attacker won’t. Th e smaller the 
surface area of a system, the more secure it is. Examples of this include:

Remove or lock predefi ned accounts that you do not use and change the password for accounts  �
you do use that have a predefi ned password (Oracle 11g already comes confi gured that way).
Remove predefi ned roles that you do not use. �
Remove components in the database software that you do not use. �
Remove options that you do not use—for example, remove EXTPROC from your listener  �
if you do not use external procedures.
Remove privileges from PUBLIC that you do not require. �

Because Oracle has so many capabilities and confi guration options, hardening is usually an exer-
cise that involves hundreds of activities. Coming up with a list of these required activities is a 
monumental task. Luckily, you don’t have to come up with this list. Lists have been created and 
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