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1. About this document

IBM Secure Gateway provides customers with a secure method to access on-premises or cloud data from
within IBM Planning Analytics. This document introduces the IBM Secure Gateway technology and
provides information on infrastructure requirements, configuration options, authentication & security as it
pertains to IBM Planning Analytics.
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2. Important Links

Documentation for Secure Gateway in IBM Planning Analytics:
https://www.ibm.com/support/knowledgecenter/en/SSD29G 2.0.0/com.ibm.swg.ba.cognos.tm1 pris
m_gs.2.0.0.doc/c_paw_administer secure gateway.html

e Secure Gateway (IBM Cloud / Bluemix):
https://www.ibm.com/cloud/secure-gateway
Online doc: https://cloud.ibm.com/docs/services/SecureGateway?topic=securegateway-getting-
started-with-sg&locale=en#getting-started-with-sg
API docs: https://cloud.ibm.com/apidocs/secure-gateway
DeveloperWorks Recipe: https://developer.ibm.com/recipes/tutorials/how-to-integrate-ibm-secure-
gateway-to-a-solution/

e Secure Gateway Clients:
e IBM Secure Gateway Client:
From the Planning Analytics Secure Gateway Panel (go to

https:// <yourPlanningAnalyticsEnvironment>.planning-analytics.ibmcloud.com/monitor/, then
click on ‘Secure Gateway), click the download button

Secure o©[|m
Gateway Q

And follow the instructions on the screen:

How would you like to connect to this gateway?

1 Select option 2 Locate installation 3 Install the
below for your documentation in downloaded
operating system. Bluemix docs or client.
the README.md
file provided.
Software installers
AlX Ubuntu 14+ Mac RHEL
71+ Windows 0SX 6+ MD5
Ubuntu 14+
AlX MD5 Mac RHEL
71+ Windows 0SXMD5 6+

Ubuntu 14+ MD35

PPC

To directly download the Native Secure Gateway Clients you can also use the following URL:
https://sgmanager.ng.bluemix.net/v1/getClientList

e Docker (Windows, Mac OS X, most Linux flavours/platforms):
https://docs.docker.com/engine/installation/#installation

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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For windows, see https://docs.docker.com/windows/step one/ for instructions and
https://www.docker.com/products/docker-toolbox to download
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3. Secure Gateway - Introduction

3.1 What Is It?

Secure Gateway — via its underlying tunnelling protocol - allows providing a network service that the
underlying network does not or should not support or provide directly. The secure gateway tunnel hence
can be thought of as a secure tunnel that connects networks without requiring the networks to open their
source and destination addresses and protocols. Only the secure gateway tunnel needs to be open.

The Secure Gateway service hence provides you with a secure method to access your on-premises or
cloud data from your IBM Planning Analytics application through a secure passageway (a secure tunnel).

3.2 How does it work?

The Secure Gateway Service works by using a Secure Gateway Client to establish a secure tunnel to a
Secure Gateway Service on the IBM Bluemix cloud from where the IBM Planning Analytics cloud
environment (on IBM Cloud) can be accessed.

Application-side TLS Client-side TLS

. n Cllac I
- Gateway | ld--}--p 4----p0 @ ]
\ Destination ™

Database

Cloud Envirenment i Cu S.ttl mer a
Environment

The secure gateway tunnel is established via a secure tunneling protocol connection similar to SSH*. The
tunneling protocol provides an encrypted shell for information transfer via the gateway tunnel, such that
even unencrypted data can travel in safety because the data is re-packaged and sent over the encrypted
shell through the tunnel.

In other words: via the secure gateway shell, other protocols such as TCP, TLS, HTTP or HTTPS are
‘tunneled’ from the gateway service on the cloud to the destination (the gateway client on-premises).
Once the packets reach the end of the tunnel (they are ‘on-premises’), they are ‘unpacked’ to their
original protocol and will *proceed’ as per their original configuration.

The gateway tunnel connection (the tunnel) needs to be opened by the on-premises gateway client (it
cannot be opened by the gateway service itself). At the same time, while the gateway client opens the
connection, it cannot request information from the cloud via the gateway service connection: The
gateway service connection is uni-directional in the sense that all requests have to be initiated by the IBM
Planning Analytics (Cloud) environment. This means the cloud environment — similar to a database client
- has to initiate the request against the on-premises system. Requests can be of types READ/WRITE of
course, but they have to be initiated by the Cloud environment.?

! https://en.wikipedia.org/wiki/Tunneling_protocol#Secure_Shell_tunneling

2 The IBM Secure Gateway Client itself as of version 1.4.0 does support bi-directional connectivity. For more information, see
https://developer.ibm.com/bluemix/2015/12/15/ibm-secure-gateway-updates-version-140/. Yet note that bi-directional connectivity
is at this time not enabled for Planning Analytics, providing an additional safety measure in that the Planning Analytics environment
cannot be queried via the secure gateway.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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3.3 How is a Secure Gateway different from a VPN?

https://developer.ibm.com/recipes/tutorials/ibm-cloud-secure-gateway-service-vs-vpns-whats-the-

difference/
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4. IBM Secure Gateway Specs & Facts

4.1 Supported Protocols

The IBM Secure Gateway tunnel supports the following protocols for the cloud to destination data
connection: TCP, HTTP, HTTPS, TLS®. See <Security: Authentication & Encryption> below for more
information on TLS.

4.2 Tunneling Protocol

The secure gateway tunnel is established via a secure tunnelling protocol connection similar to SSH in
that it is established from one side, is encrypted, is long-lived, and can flow data both up and down
stream. The specific technology is a TLS secure websocket that starts as an HTTPS connection and gets
upgraded to a WSS connection. This results in a long-lived, bi-directional tunnel that is secured using the
same TLS layer protocol as an HTTPS connection.*

4.3 Secure Gateway Clients

4.3.1 Client Options

Secure Gateway client installers are available for Linux, Windows & Mac OS. Options are
a) Native IBM Secure Gateway Client

b) Docker Client (which runs the IBM Secure Gateway Client in a Docker Container)
c) DataPower Client

See <Important Links> for installation information and download links.

4.3.2 Differences

The IBM Secure Gateway native installation package has slightly better performance as Docker virtualizes
the container. Both packages can run several clients. The Docker client on the other hand updates more
easily as it will download the Docker IBM Secure Gateway package on start-up.

The DataPower option is an appliance optimized solution (for WebSphere SOA Data Power Appliances)
with the same base features as the Docker client but with more security enforcements.

3 https://en.wikipedia.org/wiki/Transport _Layer Security
* IBM Secure Gateway TLS is using the native node processes, which uses OpenSSL. OpenSSL supports up to TLS 1.3. Encryption

algorithms are using the following corresponding default cipher suite:
ECDHE-RSA-AES128-GCM-SHA256:
ECDHE-ECDSA-AES128-GCM-SHA256:
ECDHE-RSA-AES256-GCM-SHA384:
ECDHE-ECDSA-AES256-GCM-SHA384:
DHE-RSA-AES128-GCM-SHA256:
ECDHE-RSA-AES128-SHA256:
DHE-RSA-AES128-SHA256:
ECDHE-RSA-AES256-SHA384:
DHE-RSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA256:
DHE-RSA-AES256-SHA256:

HIGH:

laNULL:

leNULL:

IEXPORT:

IDES:

IRC4:

IMD5:

IPSK:

ISRP:

ICAMELLIA

5 See https://www.docker.com/what-docker. The Docker Container includes the IBM Secure Gateway Client software
application and all of its dependencies. Compared to a VM, a Docker Container does not have a ‘Guest OS’, but would share
its Docker kernel with other containers that may be running on the same computer. Docker Containers run as an isolated
process in userspace on the host operating system and will run on any computer.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:

What is it, how does it work, and how can it be configured? 11



https://en.wikipedia.org/wiki/Transport_Layer_Security
https://www.docker.com/what-docker

IBM Data and Al Expert Labs

4.4 Security: Authentication & Encryption

4.4.1 Authentication

The gateway service can be configured to generate a JSON Web Token (JWT) and to then require the
client to use this security token as an authentication mechanism.® Tokens can be set to expire, i.e. to
have to be renewed. The token expiration timeframe can be specified in days.

4.4.2 Encryption

The data travelling through the Secure Gateway tunnel is ‘wrapped’ in an encrypted secure shell, i.e. the
tunnel itself is encrypted and hence protected. The specific technology is a TLS secure websocket that
starts as an HTTPS connection and gets upgraded to a WSS connection. This results in a long-lived, bi-
directional tunnel that is secured using the same TLS layer protocol as an HTTPS connection.

In the Future, optional additional protocol, authentication and encryption methods for the Planning
Analytics Secure Gateway will be HTTPS or TCP over TLS’:

A) Client-Side TLS to secure the on-premises connection between the database and Gateway Client:

¢ TLS Client-Side Authentication: In IBM Cloud, will allow the customer to upload certificates if
desired. Note that certificates would not have to be uploaded if the TLS certificate is not self-
signed, in which case select ‘Enable Client TLS" on the data source destination and then any
connection to the data source destination succeeds once the destination's certificate is verified
against known certificate authorities.

B) Application-Side TLS to secure the connection between Gateway Client and Planning Analytics:

e TLS Server-Side authentication: Only the server needs to present its certificate

e TLS Mutual Authentication: Both Server and Client need to present their certificates. TLS
Mutual Authentication is the best choice for any connections that handle sensitive data transfers.
In IBM Cloud, Certificates and keys can be generated by the Gateway Service by checking the
“Auto generate cert and private key” box. The Certificate can them be downloaded to be used by
the Client. Alternatively, one can upload their own certificates.

C) HTTPS:

e HTTPS: Only the server needs to present its certificate
HTTPS Mutual Authentication: Both Server and Client need to present their certificates.

Note that TLS and HTTPS are supported by the IBM Cloud Secure Gateway technology, the
corresponding configuration for TLS and HTTPS to upload certificates is currently not yet
supported by the Planning Analytics Secure Gateway Configuration UI. The Planning
Analytics Secure Gateway will support such TLS and HTTPS configuration in the future. Once
available, corresponding documentation on Ul-related configuration options and examples will be
provided in an update to this document.

6 See https://jwt.io/introduction/ & https://en.wikipedia.org/wiki/JSON Web Token for additional information on JWTs.

" https://console.bluemix.net/docs/services/SecureGateway/securegateway _destination.html#adding-a-destination
Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:

What is it, how does it work, and how can it be configured? 12



https://jwt.io/introduction/
https://en.wikipedia.org/wiki/JSON_Web_Token
https://console.bluemix.net/docs/services/SecureGateway/securegateway_destination.html#adding-a-destination

IBM Data and Al Expert Labs

4.5 Availability, Scalability & Load Balancing

4.5.1 Availability, Scalability & Load Balancing: The Secure Gateway Service on IBM
Cloud

The IBM Secure Gateway Service Platform consists of a multi-tenant, highly available and load
balanced bare metal cluster of several static servers that share the hosting of all the
gateways. Each gateway destination (=endpoint) gets a unique host/port combination from one of the
available servers, and - using mutual authentication - prevents any other applications from utilizing that
connection. The IP addresses of the secure gateway servers do not change, even in case of failover.

4.5.2 Availability & Scalability: The Secure Gateway Client

As of release 1.4, the Secure Gateway Client supports High Availability: Multiple gateway clients
can connect to a single gateway by starting them using the same gateway ID. The connection to these
clients is load balanced by using round robin to prevent a single point of failure in the connections. If one
of the clients goes down, you'll still be able to connect to the on-premises resource through another client
that is still connected. Assuming you have two separate gateway clients, each of them on its own
machine. To get the round robin working, all you need is to start the client on each machine (using the
same command)

As of release 1.4, the secure gateway client can run in so-called ‘multi-gateway’ mode, allowing multiple
gateway connections to be created from a single client instance rather than requiring a new client for
each gateway connection, thereby improving usability and configurability. An example of how to run the
client in multi-gateway mode with Planning Analytics is shown in section <Multi-Gateway Mode>.

The client HW requirements are strongly related to the number of concurrent connections that the client
will be handling. Also, depending on data volume, memory usage for buffering can grow relatively high
on a single client if it's handling a large amount of throughput and a lot of connections. CPU utilization
will be higher when using TLS encryption. Examples: A 2 CPU - 4GB machine would be sufficient for one
or two client instances with moderate traffic (concurrency). A 4CPU - 8GB machine would be
recommended for hosting three clients with heavier traffic.

Note that in a Planning Analytics Context, concurrency on the Secure Gateway tends to be relatively low,
as end-users typically will not often interact directly with an on-premises database.

4.6 Communication Ports & Network/Firewall Configuration Requirements

The Secure Gateway Client uses outbound ports 443 (SSL) & 9000 to connect to the IBM Cloud
environment.

On client start-up, the
o first call goes to the DataPower proxy load-balancer on port 443 for authentication. Outbound target:
o For SG client v180fp9 and former
= US South: sgmanager.ng.bluemix.net
US East: sgmanager.us-east.bluemix.net
United Kingdom: sgmanager.eu-gb.bluemix.net
Germany: sgmanager.eu-de.bluemix.net
» Sydney: sgmanager.au-syd.bluemix.net
o For SG client v181 and later
= US South: sgmanager.us-south.securegateway.cloud.ibm.com
US East: sgmanager.us-east.securegateway.cloud.ibm.com
United Kingdom: sgmanager.eu-gb.securegateway.cloud.ibm.com
Germany: sgmanager.eu-de.securegateway.cloud.ibm.com
Sydney: sgmanager.au-syd.securegateway.cloud.ibm.com
Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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e The second call goes directly to one of the IBM Secure Gateway Service Server nodes on port 9000.
The IP addresses for those Secure Gateway Servers are not published, but are available upon request
if needed (for firewall configuration).

The tunnel connection between the Secure Gateway Client and the Secure Gateway Service does send
ping-pong messages back and forth. If disconnected, the client will automatically attempt to reconnect to
the server every 5 seconds.

4.7 Provisioning, Installation & Configuration Process

1. Gateway Service: Create one or more Gateway Services by using your IBM Planning Analytics
Control Panel. The Gateway Services are thereby provisioned for you on the IBM Cloud. Provisioning
a Secure Gateway Service in the IBM Planning Analytics Control Panel will provide you with the
gateway unique gateway ID to use when connecting a Secure Gateway Client.

2. Gateway Client Installation: install the gateway client, which can be a Docker container (with
Docker Engine), a virtual DataPower container/engine, or IBM Secure Gateway native clients for
Linux, Mac & Windows.

3. Start the Gateway Client

4. Establish Gateway tunnel connection: using the gateway ID and security authentication token,
establish the secure gateway tunnel connection from the client.

5. Create Gateway Destinations: Once you have created the gateway service, you need to
configure gateway destinations (data sources). The Gateway Cloud destinations (hostname/IP +
port) get created when creating a new data source. Each destination (=endpoint) created in the
Secure Gateway service will have a unique cloud host and Port. This unique cloud host is mapped to
a unique IP address that is independent from the application itself. This IP address is static and can
be filtered at the firewall level. Authentication and Data Encryption is configured per Gateway
Destination.

6. Gateway Client Configuration: Configure the gateway client(s) as needed/desired, configuring
access control by using access control lists etc.

7. Test the gateway destinations/data sources

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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4.8 Secure Gateway Architecture and Data Flow Diagram

Data Source
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Web Control Panel
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< V. Application Side TLS
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[ TLS securi webgotke that starts 33 an HTTPS connection and gets upgraded to 3 WSS connection F

(4) Establish/Connect Tunnel

(3) Call IBM Secure Gateway Service Server node on port 9000 %
____________ !1_)_6_-_!_@[\4_ Secure Gateway Service Server node -
\ _____ (1) Call Datapower proxy load balanceronport443 \ %
Database Server(s) Secure Gateway Client(s) \/ Datapower proxy load-balancer
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(For example sgmanagertm1.integration.ibmcloud.com)
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5. Secure Gateway Analogy: Secured & Ultra-Private Traffic Tunnels

Let’s say you work in NYC and live in New Jersey. Unfortunately, you have to commute by car:

Lincoln &
Holland tunnels

. Em -

(New (NYC)
Jersey)

Now, in order to alleviate traffic congestion in the Lincoln & Holland tunnels the Port Authority of New
York and New Jersey are offering a futuristic, new tunneling service, called the Gateway Service,
connecting NYC (the cloud) with New Jersey (on-premises).

As a New York and New Jersey resident you would get your own private tunnel. Tunnels are created as if
by magic (they do not need to be dug) in that they are established almost immediately. It's like platform
934 at King's Cross, but you do not have to run into a wall. The port authority is customer-friendly.

Gateway ID
(private)

Private Tunnel

Home Work
(New (NvC)
Jersey)

That's pretty nice you would say, I'll never be stuck in Lincoln Tunnel traffic again! Well, it gets even
better: each private tunnel is configured to lead straight home, connecting your company’s NYC car
garage (fortunately, your company provides free parking) to the garage of your home in New Jersey. In
other words, you ‘tunnel right-through’ from your apartment building to your garage, privately and
unseen by other vehicles & drivers. It follows that with this tunnel you never have to worry about inner
city traffic, freeways, dangerous neighborhoods and so forth.® And you do not even have to drive
yourself: The tunnel itself provides its own transport vehicle (it has a rather strange name in that it is
named ‘the secure shell’, but it is more comfortable than it suggests):

Gateway ID
(private)

Private Tunnel

Home Work
(New (NYC)
Jersey)

Once in the tunnel and for as long as being in the tunnel, vehicles of different kinds and with different
cargo are transported by and within the tunnel’s transport vehicle. The tunnel’s transport vehicle supports
the commonly used vehicle kinds (trucks, limos with tinted windows, protected motorcades, you name it).
The port authority gives them cryptic names like TCP, HTTP, HTTPS, TLS.

8 For the sake of maintaining the integrity of our analogy, let us just assume that unlimited parking is available in your garage as
well as for your NYC apartment.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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Each tunnel has its own unique address on the NYC side. They call it the gateway ID. Tunnel addresses
are not shared and not made public. To actually use the tunnel and get to a room within your house, you
need to provide additional information: Each room needs to be mapped via a distinct route, using a
distinct and specific call name (the cloud destination host name and port) and secured individually. The
dispatcher (some call him the Turbo-Integrator or TI - he closely works with a guy referred to as the
ODBC driver’, & together they make up the dispatcher team) on the NYC side only gets to know the
tunnel- & destination-specific call name; it does not need to get to know the final destination’s name (the
room). The final destination (the room) is conveyed to the vehicle once the vehicle is on the New Jersey
side, i.e. in the house where the destination address ‘Living Room’ makes sense and is unique (the Port
authority has some funky names for their living rooms , they are given names like 192.168.1.15). To put
it differently, the dispatcher (that TI guy with the driver support) thinks he speaks to destination
Andy:12345. But Andy:12345 is only an intermediary call name (for a destination on the NYC side) that at
the end of the tunnel (in the NJ Garage) will be mapped to room destination 129.168.1.15:5000 for
example.

You may use one tunnel to access multiple rooms (destinations). Or you may use multiple tunnels to
multiple rooms. It depends on how you would like to monitor/handle and govern traffic to your house. If
for example you would like to be able to shut down traffic to one room in particular, it may be more
useful to create a separate tunnel for that room.

The Port Authority takes your security and safety very seriously and furthermore provides several options
for you to increase security and safety:

- If a tunnel collapses, other tunnels are on standby to immediately fill in. The new tunnel will take on
the address of the old tunnel. Traffic gets re-routed immediately.

- You can secure your tunnel by requiring vehicles to identify themselves via a private token (the Port
Authority calls it the JSON Web Token). If you do not have the token key, forget about using the
tunnel. If you easily forget your keys, keep the tokens at home in a secure place or — if you did not
do that - contact your tunnel service to issue you a new key. The keys can be set up to automatically
stop functioning (to expire) in which case you have to ask the tunnel service to issue you a new key.

- Each tunnel is uni-directional, meaning traffic requests must be dispatched from NYC (the cloud)
only. In other words: you cannot use the tunnel to drive to NYC without being invited (called on).
You can also not use the tunnel network to try to break into a tunnel towards NYC to enter
someone’s NYC apartment. You have to be invited by the folks in your NYC apartment to use the
tunnel (well, you could invite yourself too). NYC must initiate the request for information/traffic.
Traffic can go both ways, i.e. NYC may request a packet to be delivered from home and NYC may
send something back upon request of the packet. But tunnel-use requests cannot be made from
home.

- You can explicitly block traffic from reaching a particular room or allow traffic to reach it. This is done
via so-called Access Control Lists (ACL, not related to Anterior Cruciate Ligaments). By default, a
tunnel connection is blocked at the garage door and not allowed to enter any room. You can block
and/or allow rooms per tunnel connection, i.e. you can use a particular tunnel only for a particular
room etc.

- One cannot put a camera inside the tunnel to see what and who is travelling. The tunnel itself is
secured using camouflage (encryption technology); the vehicles and vehicle content that are being
tunneled will be made unrecognizable while travelling through the tunnel.

- In case you are concerned about being seen while travelling to and from the tunnel: You may have
your tunnels require the use of additional camouflage (encryption technology) to disguise the vehicle
content entering and exiting the tunnel.

° Not to be confused with The Driver.
Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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6. Secure Gateway Example: Connecting to SQL Server, DB2, Oracle

Now let's apply what we learned about Secure Gateway to setting up an ODBC database connection
between the cloud and an on-premises database: Let’s assume you have a SQL Server database on your
premises. The Database is hosted on <mySQLserver>.<yourcompany>.com, port 49244. You would like
to connect your TM1 Server on Planning Analytics with this database. You also have a DB2 Database. It is
hosted on the same server (in our example case) and runs on port 50000. In the following examples, we
will use the Database Server’s IP address, but the machine name can also be used. The IP address of the
machine in our example is 192.168.1.15.

6.1 Configure and Test ODBC access on premises

Test ODBC access: On a client machine within your network domain (on-premises), ensure you can
access the SQL Server and DB2 Server databases via ODBC, using the desired network protocol and
authentication mechanism. This step is important. The secure gateway ODBC connection will only work if
the destination server accepts the ODBC connection and if you provide it with the proper parameters. Do
not test ODBC on the cloud, test it on premises first.

6.2 Create the Gateway Service

6.2.1 Earlier PA Cloud releases

Create a Secure Gateway Service: Now that you have tested and validated ODBC access, you create
a secure gateway service. You do so via Planning Analytics control, which is at

https:/ / <yourPlanningAnalyticsEnvironment>.planning-analytics.ibmcloud.com/control/
t. 10

Te specific URL and login information are provided with your welcome ki

)

. hittps// <yourPlanningAnalyticsEnvironment.» planning-analytics. ibmcloud.com/control

(‘B IBM Planning Analytics Control

SecGtwyTest2 SecureGatewayTest3 SecGtwyTest

-~ -~ -~

Data sources. 0 Data sources. 2 Data sources. 1

Once you have logged into the control panel, click the lock icon (the icon below the cube icon) and click
+ to create a new gateway. Let's call it RDBMSGateway. We will have the gateway enforce a security
token, meaning we will want the Gateway clients to authenticate themselves with a security token
generated by the Gateway service. This way, no unauthorized client can connect to the gateway:

Click ‘Create’. The information in the grey window is important:

1% For the user name and pw, look for the following information in your welcome kit:

Use the following login credentials to control TM1 services:
User name Password
control <Password>

For the URL for the Planning Analytics control panel, look for the following information in your welcome kit:

You can stop and start TM1 services and configure your connection to on-premises ODBC data sources using this web application.
https://<yourPlanningAnalyticsEnvironment>. planning-analytics.ibmcloud.comy/control/

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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Create Secure Gateway

It contains

o information on the gateway client files location (this is for Docker only):

A https// «yourPlanningAnalyticsEnvironment > planning- anatytics ibmcoud comjcontrol/

Create Secure Gateway

o The gateway ID:

Q, https// «yourPlanningAnalyticsEnvironment» planning-analytics.ibmcloud comycontrol/

Create Secure Gateway

o The security token

| https.// <yourPlannmgAnalyticsErironment > planning-analytics ibmdoud.com/control/

Create Secure Gateway

If you use Docker as the ‘Client’ platform to run the secure gateway client, you can just copy and paste
the command

docker run -it ibmcom/secure-gateway-client <GatewaylD> --sectoken <JWT>
into a Docker command line window. If you do use the native IBM Secure Gateway Client to run the
Secure Gateway client, all you will need is the gateway ID and the security token. We will cover this later
in the gateway client section <Secure Gateway Client via Docker>.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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In any case, at this time, for now just copy this text into your clipboard:

Then click ‘close’ to exit the window.

About the data in the clipboard: Don't worry about accidentally overwriting/losing it, because you can
always get it back: click on the == at the top right of the gateway tile:

. hrtps:

AnalyticsEnvironment> planning-analytics fomloud com/control

IBM Planning

Data sources: 0 Data sources 2 Data sources: 1 Data sources: 0

and you will be able to (re-)retrieve all information needed to connect to the gateway service:

RDBMSGateway Details

Gateway Name
RDBMSGateway

Gateway ID

! A st
Gateway Key

PRl e

(POE A AL hTEAT,

docker run -it ibacom/secure-gateway-client AL _

Docker Command with Secure Token
docker run -it fbmcom/secure-gatemay-client /

pL...

Created
2016-03-02T13:55:54.051Z

Last Modified
2016-03-02T13:55:564.051Z

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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6.2.2 Current PA Cloud Release

Create a Secure Gateway Service: Now that you have tested and validated ODBC access, you create
a secure gateway service.

You do so via Planning Analytics Administration which is at

https:/ / <yourPlanningAnalyticsEnvironment>.planning-analytics.ibmcloud.com/monitor/
You can also go to

https:/ / <yourPlanningAnalyticsEnvironment>.planning-analytics.ibmcloud.com

and then click on ‘Administration”:

& Welcome (@ ANDREAS KUGELMEIER  (2)

IBM Planning Analytics <E @

~ 7
Spe

Os Search @ New @Fulder Permissions ﬁ? Filter _:\L sort

T Shared Shared

[ Personal

[ users

Once you are in the main administration and monitor screen, click on ‘Secure Gateway':

Planning Analytics Administration Environment: FOPM Services g Andreas KUGELMEIER

Databases Secure Gateway
Total system resources
TM1 database f 60.0% \ @ @

Memory used CPU used Disk used

Q, sort: Staws: | % Configuration | &, Downloads

Once you are in the Secure Gateway panel, click + to create a new gateway.

L«
= ]

Secure -
Gateway Q

Let’s call it RDBMSGateway. We will have the gateway enforce a security token, meaning we will want
the Gateway clients to authenticate themselves with a security token generated by the Gateway service.
This way, no unauthorized client can connect to the gateway:

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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New secure gateway

RDBMSGateway

Description(optional)

(137/149 characters left)

Security token required to connect clients.
Token Expiration 90  days. (Limit: 365 days)

Close Continue

Click *Continue’. The Gateway will be created.
RDBMSGateway

Details Data sources

Gateway name Gateway ID Enabled
RDBMSGateway (i) nFnkomLExv_pro [ [ ©

Security token Token will expire in 90 days. Client connection

0 ; Disconnected

etht.)GCIOMUZIwIISlnRS [E] Expiration 91 days. (Limit: 365

days) C
Docker command Created

docker run -it ibmcom/secure-gateway-client 11/27/201813:12:26
nFNKDIMLExv_prod_ng
Docker command with security token Last modified
docker run -it ibmcom/secure-gateway-client 11/27/201813:12:26

nFnKDIMLExv_prod_ng —sectoken
eyJhbGciOiJIUzI1NilsInR5cCl6IkpXVCJ9.eyJjib25mawdlc
mF0aw9IuX2lkljoibkZuSORJbUxFeHZfcHJVZFIuZylsInJIZ [E]

The information in the grey windows is important: It contains
o information on the gateway client files location (this is for Docker only):

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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Docker command

docker run -it ibmcom/secure-gateway-client
nFNKDImLExv_prod_ng

o The gateway ID:
Gateway ID

nFnKDImLExv_pro [

o The security token

eyJhbGei0iJIUzITNilsInRS [E]

days) C

Security token Token will expire in 90 days.

Expiration 91

days. (Limit: 365

If you use Docker as the ‘Client’ platform to run the secure gateway client, you can just copy and paste

the command

docker run -it ibmcom/secure-gateway-client <GatewaylID> --sectoken <JWT>
into a Docker command line window. If you do use the native IBM Secure Gateway Client to run the
Secure Gateway client, all you will need is the gateway ID and the security token. We will cover this later

in the gateway client section <Secure Gateway Client via Docker>.

In any case, at this time, for now just copy this text into your clipboard by clicking the copy button:

Docker command with security token

docker run -it ibmcom/secure-gateway-client
nFnKDImLExv_prod_ng —sectoken

eyJhbGeiDiJlUzITNilsinR5cCl6lkpXVCJ9.eyJjb25maWdlc
mF0aW9uX2lkljoibkZuSORJbUxFeHZfcHJvZFOuZylsinJIZ

Then click ‘close’ to exit the window.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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About the data in the clipboard: Don’t worry about accidentally overwriting/losing it, because you can
always get it back by selecting your Gateway on the left:

+
Secure oL RDBMSGateway
Gateway Q
Details Data sources
[=] Name « Status
8 eow ENABLED Gateway name Gateway ID Enabled
£ Gwottawa © ENABLED RDBMSGateway @ nFnkpimLExv pro [ [ [ @
& GW ottawa © ENABLED
Security token Token will expire in 90 days. Client connection
@ RDBEMSGateway ENABLED
i0i ; Disconnected
ethbGaOlJIUzl]Wls\nRS [E] Expiration 91  days. (Limit: 365
8 Test ENABLED
days) C
8 Training GW 1 © ENABLED
Docker command Created
@ Training GW for Gary ¢ ENABLED
docker run -it ibmcom/secure-gateway-client 11/27/201813:12:26
nFNKDIMLExv_prod_ng
Docker command with security token Last modified
docker run -it ibmcom/secure-gateway-client 11/27/2018 13:12:26

nFnKDImMLExv_prod ng —sectoken
eyJhbGciOiJIUzI1 NilsInR5cCI6IkpXVCJ9.eyJjb25mawd1c
mF0aw9uX2lkljeibkZuSORJbUxFeHZfcHJIVZF9uZylsinJlZ [E]
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6.3 Install and configure the secure gateway client

In this example, we will be covering two options for secure gateway client installation:
a) Native IBM Secure Gateway client
b) IBM Secure Gateway client via Docker container

Note that all clients will run/use the same IBM Secure Gateway client software technology to connect and
run the client. The difference between the clients lies in how the client gets initiated. Docker will retrieve
(and on startup, run) the IBM client from the web:

Docker Command with Secure Token

docker [run -it ibmcom/secure-gateway-client|/  .22r?7"02_--z2 =5 --sectoken
g
o L D T T Il I
sty el

With the native client installer, the client is physically installed on the on-premises machine.

Configuration options and methods are primarily discussed under the section <Native IBM Secure
Gateway Client> (right below). This is because the Docker client essentially runs the same client
commands and provides analog command line and configuration capabilities.

Note that during installation, Port 443 (default SSL) needs to be open for outgoing communication in
order to facilitate npm installation: During the installation, the installer will connect to npm registry and
run npm install to install the dependencies required by Secure Gateway Client. Before the installation,
please make sure the machine which the client will be installed on can connect to a npm registry website.
npm is configured to use npm, Inc.'s public registry at https://registry.npmjs.org by default. If there is
npm Enterprise server in your environment, please whitelist all of the dependencies of Secure Gateway
Client on the npm Enterprise server. For the list of dependencies, please refer to
<Installation_directory>\ibm\securegateway\client\package.json file.

To validated that the machine that is hosting the Secure Gateway client can connect to the npm registry

"ping registry.npmjs.org". If this command fails means that you don't have access to internet or your
firewall rules are blocking access to this registry. You may need a proxy server to gain access:

6.3.1 Proxy Setup

If a proxy is required for the install, open a command prompt after initial install and navigate to the
nodex.x.x directory (as an example C:\Program Files (x86)\Secure Gateway Client\ibm\node6.9.4). Run
the following command to set npm to route through proxys:

Then -re-run the client installer. This will let npm pull the files it needs through the proxy. Now, edit the
startup config file -%!Installation_directory%/ibm/securegateway/client/securegw_service.config:

SECGW_ARGS="-xhttp://proxyserverip:proxyport—service"
http_proxy=http://proxyserverip:proxyport

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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Note: 1stline is for the CAP* servers via outbound port 9000. These are the only options you should
need. In the SECGW Args, ignore the examples found in online docs. 2ndline is used for connecting to
sgmanager serverviaoutbound port443.

Ensure the SGW service is NOT running and start the SGW client to test. Example for output in case of a
correct connection:

6.3.2 Native IBM Secure Gateway Client
6.3.2.1 Installation

Download your client as per the links in section <Important Links> above. Following is a sample
installation on Windows,

1. Run the installer

@

ibm-securegatew
ay-client-1.4.1+cl
ient_windows.exe

2. Pick an installation folder:

e IBM - Secure Gateway Client Setup: Installation Folder

Setup will install IBM - Secure Gateway Client in the following folder. To
install in a different folder, click Browse and select anather folder. Click
Next to continue.

Destination Folder

[ c:\Program Files (x85)\Secure Gateway Client Browse...

Space required: 32.8MB
Space available: 121.5G8

Cancel < Back Next >

3. Check the box to run the client as a windows service (recommended) and have it restart

automatically:
@ 10 - Secure Gateway Clentsewp E =

Install 85 2 Windows Service?

Et-em check this option f you would like the Secure Gateway Client to run as
servi estart autamatically
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4. In the next screen, you may (you do not have to) provide gateway service connection &
(destination) configuration information. You can paste the Gateway ID and token into the

provided fields:
@ 13 - Secre Gateway et Sctup [N =

Please provide configuration detads for gateways you wish to run as part of Secure Gatevaay Windows Service.

Check this box to run in multi-chent mode [

Enter the Gateway ids, separated by spaces [~ =imro ——a -

Enter the Security tokens, separated by == [ ___ 11t 1 isimenr svnps s met g s T

Enter the ACL files, separated by —- [

Enter the log levels, separated by -- [

concel | <tock | b |

Or: leave the fields empty and configure after the installation (see <Startup & Configuration>
below).

5. Click install

6.3.2.2 Startup & Configuration
We will look at two options:

(A) manual startup using the secure gateway client console with
0] command line configuration and
(i) config file configuration
(B) configuration as per config file and start of the secure gateway client as a service

We will cover essential configuration options under section (A) below (because they are identical for both
the manual and the service based gateway client). For further information on configuration options
please refer to https://console.ng.bluemix.net/docs/services/SecureGateway/sg 021.html#sg 021.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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6.3.2.2.1 Manual Startup & Configuration Essentials
1. Start the client:

IBM
Secure Gateway Client
@ Secure Gateway Client
'@} Uninstall

A secure gateway client console window will open and will prompted you with a question:

8 Secure Gateway Client HEIRE

Do you want to use the details from the config file (services/securegu_windous.c/
onfig) to launch the Secure Gateway client[y/n]:

2. Gateway Client Startup as per config file

Start of gateway service connection as per connection, access and logging parameters
entered during gateway setup (and setup-generated config file): enter Y if you did enter the
Gateway ID and token before (enter N otherwise, we will show what you can do in section 4 if you
did not enter Gateway ID and token).

If you hit Y and had entered correct Gateway ID and token during installation, the gateway will then
automatically start with the corresponding parameters:

1@ secure Gateway Chers
aly t
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-> Success, your gateway connection is established!

If you go to the Planning Analytics control panel now, you will also see that the gateway is connected
(it says ‘connected’ and is also in green):

o = https: urPlanningAnalyticsEnvironment>.planning-analyti

@ IBM Planning Analytics Control

SecGtwyTest2 SecureGatewayTest3 SecGtwyTest RDBMSGateway

ENABLED ENABLED ENABLED
+ DISCONNECTED DISCONNECTED DISCONNECTED

Data sources: 0 Data sources: 2 Data sources: 1

3. Gateway Client Startup with manual configuration

Manual entry of gateway service connection, access and logging parameters: If you hit N
after the prompt from (2) above, you will be prompted for gateway ID and token:

Q Secure Gateway Client -8 x

nt to use i g @ Fig fi (servi uregu_wWindows . cfg
launch the a ]
LT

If you are using Secure Gateway Client Version 1.5 or higher, you will be prompted if you want to use
the Client UIL:

@ Secure Gateway Client (===

Vo vou want o use tho dotails From the confiy file (socurogu service.confis> tofl

ed by spaces, en
oML, DTSt e c TRk T Jodod
KNudRRo I 1uiallFA] joxNDYBODg2NDeuLEIIeH
29U dNBBuRDmpuaf KBSk

We will look at the new Client UI functionality in section <Secure Gateway Client UI (as of Client
Version 1.5)>, for the time being, please enter N (because we want to stay within the terminal
environment for the time being):
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e Secure Gateway Client ‘E@i‘

eptance of this

license agreement. If you do not want to accept the license, immediately quit
the container by

closing the terminal window or by entering ‘quit’ followed by the ENTER key.
Then, delete any

pulled Docker image from your device.

For client documentation, please view the ReadMe located at:

.rpm and .deb installers: /fopt/ibm/securegateway/docs/

.dmg installer: /Applications/ibm/securegateway/docs/

.msi installer: C:\Program Files (x86)\Secure Gateway Client\ibm\secur
egatewayi\docs\

3¢ ¢ € 3 3 I I 2 3 I I I I HEIE I IE I I IEIE I I I IEIE I X I I IE I M I IE I IE I I IE I I I I I IE I I I I I IEIE I I I I IEIE I I I I IE I I IE I I I I 2 IE 3 3¢ I ¢
3 30 € 3 3¢ € 36 € 36 HE M I MMM X

<press enhter for the command line>

[2016-03-02 11:49:17.207] [ 1 (Client PID 12848) Setting log lewel to INFO
[2016-03-02 11:49:17.225] [ ] {(Client PID 12848) There are no Access Control
List entries, the ACL Deny All flag is set to: true

[2016-03-02 11:49:17.692] [ 1 (Client PID 12848) The Secure Gateway tunnel is|
connected

[2016-03-02 11:49:17.847] [ 1 (Client PID 12848) Your Client ID is ApeWAPJGBD)
G_Qt4

-> Success, your gateway connection is established!

4. Access Control

We have not (yet) configured an Access Control List (ACL) or provided ACL entries. The access
control list ‘opens’ the Database Server destinations to the Gateway Service on the
Cloud. By Default, the Gateway Service on the cloud is DENIED Access to ALL, meaning
while the tunnel is not established, the Gateway service cannot get anywhere from here.

We will need to allow access to your SQL Server & DB2 machine(s) as per the IP address or the
machine name as well as the port. The machine name or FQDN is being resolved on the Secure
Gateway Client (not on the cloud).

. cli> acl allow 192.168.1.15:H9244_ . .
Entering REIICINCUBEIRIERREEELEINto the secure gateway command window hence will open

ports 49244 (SQL Server) and 50000 (DB2) on 192.168.1.15. Again please note: you do not have to
specify an IP address. A machine name is fine too. The name is resolved on the Secure Gateway
client (so testing with ping for example will tell you if the client can resolve the destination name).

Instead of manually providing access control information, it is best to have the Secure Gateway client
use an ACL file when starting up. Place the ACL file in the client directory!, like the two files
ACLGWL.txt & ACLGW2.txt below

»

» v |4 )

The ACL files just need to contain the acl allow or deny entries as per your destination requirements
and security needs, with the format:

acl allow <hostname>: <port>
acl deny <hostname>: <port>
no acl <hostname>: <port>

1 AcL file requirements:
e Do not leave any residual white spaces.

e ACL files must be placed in the <Installation_directory>/ibm/securegateway/client directory or relative to that path. Where:
<lInstallation_directory> is the name of the client installation directory that you chose.
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For example:
acl allow :6666
acl deny localhost:22

or, in our example case:
acl allow 192.168.1.15:49244
acl allow 192.168.1.15:50000

The <hostname> and <port> are optional, but you must enter one or the other. If the host name is
omitted, all host names reachable by the client are affected, the same is true when you omit the port
number. All port numbers are affected by the rule. For example, an 'acl allow <hostname>:'
command allows connections to all ports on that host name and denies all other connections. Allow
rules are mutually exclusive while deny rules are specific. Lines that are not understood or have an
unrecognizable format are ignored. Shortcut commands within this file are not accepted.

Once you have an ACL file, you can configure the gateway client to use the ACL file on startup by
including it into the startup config file:

5. The gateway client config file

The gateway client config file allows to start up one or multiple gateway service connection as per
pre-specified startup parameters.

Version 1.4.*: The gateway config file ‘securegw_windows.config’ can be found at ‘C:\Program Files
(x86)\Secure Gateway Client\ibm\securegateway\client\service”:

Program Files (x86) » Secure Gateway Client » ibm » securegateway P client b service V“'y ‘I

New folder

Name Date modified Type Size

@ securegw_win_service.cmd 3/2/2016 11. Windows Comma... 1KB

6 11:

Text Document 258 KB

CONFIG File 1KB

securegw_win_service.log

2

a’ securegw_windows.config 3/2/2016 1:16 PM

Version 1.5.*: The gateway config file ‘securegw_service.config’ can be found at ‘C:\Program Files
(x86)\Secure Gateway Client\ibm\securegateway\client’

Open ‘securegw_windows.config’/‘securegw_service.config’ with Wordpad. You will see that in case
you provided Gateway ID and token (and possibly even ACL file(s), Log Levels, Multi- vs. Single
gateway mode) during the gateway client installation'?, the config file will already contain those
entries. You can modify the entries as per comments in the config file. Your secure gateway client
will then use the config to start up and configure itself accordingly. This is also the file that will be
used when starting up the secure gateway client as a service:

#Config file for Secure Gateway Client, to start as a Windows Service.
#PLEASE AVOID ANY RESIDUAL WHITE SPACES

#The value of MULTI flag needs to be y or Y if client needs to be launched in multi mode.
MULTI=N

#Enter the gateway id. If launching in multi mode, separate gateway ids by single spaces.
GATEWAY ID=<GatewayID>

#Enter the security tokens. If launching in multi mode, separate security tokens by --.

12 see the screenshot from <In the next screen, you may (you do not have to) provide gateway service connection & (destination)
configuration information. You can paste the Gateway ID and token into the provided fields: >
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SECTOKEN=<JWT>

#Enter the ACL files.
ACL FILE=ACLGWI.txt

If launching in multi mode,

#Enter the log levels.
ERROR, INFO, DEBUG, TRACE
LOGLEVEL=INFO

If launching in multi mode,

separate ACL files by --.

separate log levels by --. NONE,

In the above config, we specified an ACL file called ACLGW1.txt. Its contents are:

Program Files (x86) » Secure Gateway Client » ibm » securegateway b client » v‘*,‘
Print New folder
=
Name Date maodified Type Size
lib File folder
licenses File folder
node_modules File folder
packaging File folder
service File folder
upstart File folder
ACLGW1ixt Text Document 1KB
ACLEAD st IS A oo N
ACLGWL.ixt - Notepad L
@) pgl| File Edit Format View Help

= acl allow 192.168.1.15:1433
B59lacl allow 192.168.1.15:49244
ol wllacl allow 192.168.1.15:50000

In the following screenshot, you can see that the ACL file ACLGW1.txt will be read and applied on

startup as per config file:

[2016-03-02 11:58:11.310] [ ] (Client PID 15620) The current access control 1
ist is being reset and replaced by the user provided batch file: ACLGW1.txt
[2016-03-02 11:58:11.312] [ 1 (Client PID 15620) The ACL batch file process a
ccepts acl allow 192.168.1.15:1433

[2016-03-02 11:58:11.313] [ 1 (Client PID 15620@) The ACL batch file process g
ccepts acl allow 192.168.1.15:49244

[2016-03-02 11:58:11.314] [ 1 (Client PID 15620) The ACL batch file process g
ccepts acl allow 192.163.1.15:50000

-- Secure Gateway Client Access Control List --

value
Allow
Allow

hostname

192.168.1.15
192.168.1.15
192.168.1.15

port
1433
492424

6. Multi-Gateway Mode

If T were to configure the Gateway client in so-called multi-gateway mode, the gateway client would
connect to multiple gateway services on the cloud. Here's an example configuration for two

gateways:

#Config file for Secure Gateway Client,
#PLEASE AVOID ANY RESIDUAL WHITE SPACES

to start as a Windows Service.

#The value of MULTI flag needs to be y or Y if client needs to be launched in multi mode.

MULTI=Y

#Enter the gateway id. If launching in multi mode,
GATEWAY ID=<GatewayID1> <GatewayID2>

#Enter the security tokens.
SECTOKEN=<JWT1>==-<JWT2>

#Enter the ACL files. If launching in multi mode,
ACLiFILE=ACLGW1.tXt——ACLGW2.tXt

#Enter the log levels. If launching in multi mode,
ERROR, INFO, DEBUG, TRACE
LOGLEVEL=INFO—INFO

If launching in multi mode,

separate log levels by --.

separate gateway ids by single spaces.

separate security tokens by --.

separate ACL files by --.

NONE,

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:

What is it, how does it work, and how can it be configured?

32



IBM Data and Al Expert Labs

6.3.2.2.2 Secure Gateway Client Ul (as of Client Version 1.5)
We will now explore the new Client UI available as of version 1.5:

1) Stop the current client (enter ‘quit’)

2) Restart the client and this time, enter Y when prompted if to use the client UI:

3) The UI will open in your default browser. The URL: http://localhost:9003/dashboard

I'nah\e[!‘@ I/_—i;\

\,,/‘

Secure Gateway Client

@ Notifications (0}

Access Control List Connection Info

()

DISCONNECT

4) The UI will allow you to:
a) View configuration, status & logs for multiple gateways:

Enabled (1))
SampleGateway2 = @

Client ID: 9NhDBSNXyGe_JBE

Enabled (1))

SampleGateway
Client ID: xoWJf62aEBY_hEO

b) Add gateways:

SampleGateway2
Client ID: SNhDBSNXyGc_JBE

Enabled (1))

SampleGateway

Client 1D xoWJf62aESY _hEO 1T H®

Enabled (1))
SampleGateway2 |~ @
Enabled O': } @ Client ID° NNDBSNXy Gt _JBE
-
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¢) Disconnect one or more gateway client connections:

A Disconnect Clients

Select which Clients to disconnect

9NhDBSNXyGc_JBE (currently viewing)
xoWJf62aE8Y_hEO

CANCEL DISCONNECT

d) View ACL access credentials and restrictions & to upload an ACL file:

Connected
@ Clints

Access Control List Management
Access Control List entries determine what the client is allowed to access on a host:port basis

Use the tables below to manually input the individual host:port entries. For bulk upload, use the UPLOAD FILE button at the bottom of this
page. For more information on the Access Control List, view the readme file in your installation directory.

Allow access @ Deny access @
Resource Hostname - | port @ Resource Hostname - | Port @
192.168.1.2:49689 Sl @
SELECT ALL | | DENY SELECTED | REMOVE 3E_ECTEJ| | SELECT ALL ALLOW SELECTED REMOVE SELECTED

UPLOAD FILE CLEARLIST

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
What is it, how does it work, and how can it be configured? 34



IBM Data and Al Expert Labs

e) View logs, change log levels, export logs:
View Logs

[ 6/02/2016 01:55:56 PM ] The Secure Gateway tunnel is connected
[ 6/02/2016 01.55:56 PM ] Your Client ID is 9NhDBSNXyGc_JBE

# Info [ClDebug FWarn [ Error [ Fatal

EXPORT LOGS

Connection Information

O 0 Total O O Total O Active O Total
= MB Inbound - MB oOutbound Connections Connections

f) View Connection Info:

SampleGateway2 Details Host:Port Inbound Outbound

Client ID

9NhDBSNXyGec_JBE

Gateway ID

e ————

Last modified by

Thursday, 6/02/2016 13:47-:33 PM
Status

Enabled
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6.3.2.2.3 Startup as a Windows Service

If the Secure Gateway Client was configured to run as a service, it will be available under windows
services:

File Action View Help
e EEc=Hm > nnw

%% Services (Loca|| 5% Services (Local)
ibm-bluemix-secure- Name - Description  Status Startup Type

gateway-client % ibm-bluemix-secure-gateway-client IBM Bluemi.. Started  Automatic

Logging output — mirroring the type of output you get when using the Secure Gateway Client console in
our prior section (the black console screenshots) — will now be generate in the securegw_win_service.log
file in C:\Program Files (x86)\Secure Gateway Client\ibm\securegateway\client\service (V 1.4) or
C:\Program Files (x86)\Secure Gateway Client\ibm\securegateway\client (V 1.5):

Program Files (x86) P Secure Gateway Client » ibm P securegateway P client » service v |44

Print New folder

Name Date modified Type Size

g’J securegw_win_service.cmd 3/2/2016 11:06 AM  Windows Comma... 1KB
| securegw_win_service.log 3/2/2016 3:42 PM Text Document 258 KB

a'| securegw_windows.config 3/2/2016 3:33 PM CONFIG File 2 KB
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6.3.3 Secure Gateway Client via Docker
6.3.3.1 Installation

Check compatibility of your client machine & install the Docker client (via Cocker toolbox) as described in
https://docs.docker.com/windows/step one/. Note: contrary to some documentation on Bluemix, Docker
toolbox 1.8.0 and higher is supported.

Docker will install and configure a lunix virtual machine. The commands that you will be running on
Docker will run in that VM. That includes the IBM Secure Gateway Client. In other words: If you use

Docker as your means for running the IBM Secure Gateway client, the Gateway client will run in a Docker
Container.

6.3.3.2 Startup and configuration

Docker
1. Click to open a Docker Terminal: Docker Quickstart Terminal

2. You will see a command/terminal window pop up. Docker will initiate and start up the Container.
After a little while, you should see it complete:

MINGWES:/e/Users/IBM_ADMIN = =

3 ork to re-create if needed.
g for

ww IP ad You may need to re-run the "docker-m

Warning: this is irreversible. (y/n): Regeneratin

3. If you want to test your Docker installation as per Docker installation page suggestion, enter
Docker run Hello-World and you should see something like

4. You can now start the IBM gateway client in Docker. You can use the Docker command that
you copied to the clipboard in section <Create the Gateway Service>. If you do not have it

anymore, retrieve it as describe in that same section. So we will paste
docker run -it ibmcom/secure-gateway-client <GatewayID> --sectoken <JwT>

into the window it and hit enter, and we will see this:
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"5 MINGWBAic/Users/iBM_ADMIN EE =

ent for Bluemix. When you enter the|

utomatically dounloads as a

leased under an IBM license. The 1

vailable at the following locatiol

mmediately quit

or by entering "quit’ followed by the ENTER key.

t PID 1) The Secure Gateway

1 (Client PID 1) Your Client ID pelAPdGEDG_wy

cli |

-> As you can see from the terminal window, you've been successful; your gateway connection
is established!

Note the information at the top of the window (right below the Docker run command we entered):

ix

ou are running the IBM
docker
conmand the IBM Secure

Docker image and
ed on your

agreement
For IBM Secure Gateway Client for Bluemix is available at the following locatiog
n:

It says: “You are running the IBM Secure Gateway Client for Bluemix. When you enter the provided docker
command the IBM Secure Gateway Client for Bluemix automatically downloads as a Docker image and is
executed on your system/device. This is released under an IBM license. The license agreement for IBM Secure
Gateway Client for Bluemix is available at the following location:”

=> on first run, Docker will automatically pull and run the latest available IBM Secure Gateway client

version, 13,14 15 16

5. Just as with the Windows client, the Docker client was started wtih ACL Deny All. So we have to
provide Access to the SQL Server and DB2 destinations via commands
acl allow 192.168.1.15:49244

13 the following two docker commands are supported: pull, run
1 The Secure Gateway Docker client does not support the --multi option. The intent behind the high-availability support from the
Docker client is supported by the idea of creating an individual container for each client that you are running, rather than creating a
multi-process client in a single container.
15 Updating the Docker client: Every so often you need to update the Secure Gateway client in order to get the latest version, which
can include important security updates and fixes. You are notified when an update is required.

1. To update the Secure Gateway client, issue the following docker command.

2. Restart the client by issuing the Docker run command:

docker run -it ibmcom/secure-
16 At https://docs.docker.com/windows/step two/ you can read a little more about Docker images and containers
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acl allow 192.168.1.15:50000

Kpress enter for the command line>

[2016-03-02 16:55:27.904] [ 1 (Client PID 1) Setting log leuel to INFO
[2016-03-02 16:55:27.943] [ ] (Client PID 1) There are no Access Control Lis|
entries, the ACL Deny All flag is set to: true

[2016-03-02 16:55:28.021] [ 1 (Client PID 1) The Secure Gateway tunnel is co
nected

[2016-03-02 16:55:29.298] [1NF0] (Client PID 1) Your Client ID is ApellAPAGBDG_u|
5

cli> acl alloWw 192.168.1.15:49244
c1i> acl allow 192.168.1.15:50000
cli>

You can also upload ACL files to Docker. Please refer to the aforementioned URL on Gateway Client
configuration for detailed information.

6.4 Secure Gateway Destinations: Data Source Setup and Configuration

Now that we have established a Secure Gateway Tunnel between on-premises and the Planning Analytics
Cloud we need to create and configure the destinations (= data sources) for the tunnel:

6.4.1 DSN Setup and Configuration: The Configuration Panel

1. In the Planning Analytics Control Panel, click on the secure gateway icon (the lock) and then click on
the Tile for the Secure Gateway you want to configure destinations / data sources for. In our
example, this was ‘RDBMSGateway'.

2. You will see the Secure Gateway Dashboard for ‘RDBMSGateway’. Click on ‘Add Data Source':

@ IBM Planning Analytics Control

n RDBMSGateway
ENABLED

CONNECTED

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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Add Data Source

Data Source Hame:

Host or IP Address:

o Data Source Name: The name for your data source. This will be the DSN that you will be
using in Turbo-Integrator when connecting to the on-premises database

o Host Name or IP Address: The Host Name or IP address of the on-premises machine
running the RDBMS database. This will be the destination machine that the Gateway client
will direct the tunnel packet to once the query request has arrived on premises.

o Port: The Port on the on-premises machine that the RDBMS database is running on.
o Protocol: The Protocol by which you want to communicate with the database (TCP, HTTP,
HTTPS, TLS):

Data Source Mame:
Host or IP Address:
Port:

Protocol:

TCP
=] B

HTTP
HTTPS

o Driver: the ODBC driver you want to use. The following drivers are available by default:

0DBC Data Source Configuration
Driver: M

Database Name:

IBM DB2 ODBC DRIVER

Data Source Description: IBM DB2 ODBC DRIVER - IBMDBCL1

Trusted Connection Netezzasql

Oracle in OraClient12Home1
| Hesel || SaL Server
Teradata

Other drivers may be installed per request. Due to required legal procedures, the installation of
such ODBC drivers may take approximately 2-3 weeks.

o Data Source Description: just a description for the DSN (required)
o Trusted Connection: ODBC Driver configuration; specifies if the driver is to establish a ‘trusted

connection’ to the database. Functionalities, features etc. depend on the database. Consult your
database-specific documentation for details.

o User Name: a user name to test the connection. Only used for testing.
o Password: the password for the above user to test the connection. Only used for testing.
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6.4.2 DSN Setup and Configuration: SQL Server Example

Configure the Data Source as follows:

Add Data Source

Data Source Name: SQLServer2014AK1
Host or IP Address: 192.168.1.15

Port: 49244

Protocol TCP M

Data source SQLServer2@l4AKl has been created.

0ODBC Data Source Configuration

Driver SQL Server v
Database Name: ICCC

Data Source Description iccc db

Trusted Connection No

| Reset | | Create DSN

DSN SQLServer2814AK1 has been created.

Test DSN
Username: sa
Password:  [mssssssssess

DSN SQLServer2214AKl test is successful.

1. Enter DSN name, destination, port and communication protocol. Then click ‘Add":

Data Source MName:
Host or IP Address:

Port:
Protocol:

A .-| .-|

.
(=]
5]
[4¥]
—

S0OLServer2014AK1
192.168.1.15

@:source SQLServer2@8144K1 has been cr‘@

2. Specify the Driver, Database, DB Description and Trusted Connection, then click ‘Create DSN":

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
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ODBC Data Source Configuration

Driver:

Database Mame:

Data Source Description:

Trusted Connection:

SqaL Server
ICCC

icce db

Mo ¥

Reset

Create DSN

M SQLServer2@ldAkl has been cr‘e@

3. Enter a user name and pw and click ‘Test DSN'. You should see:

Test DSN

Username:

Password:

Reset

Test DSN

€SN SQLServer2014AK1 test is successtul ™y

Use the RESET Button when making changes to a DSN
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6.4.3 DSN Setup and Configuration: DB2 Server Example

For DB2, the DSN Setup and configuration will be very similar to SQL
is the test user, but apart from that the configuration is the same:

Add Data Source

Data Source Mame: DB2SampleAK1

Host or IP Address: 192.168.1.15

Port: 50000

Protocol: TCP v
Reset Add

Data source DB2SampleAKl has been created.

ODBC Data Source Configuration

Driver: IBM DB2 ODBC DRIVER
Database Name: Sample

Data Source Description: Sample DB

Trusted Connection: Mo ¥

Create DSN

Reset

DSN DB2SampleAKl has been created.

Test DSN

Username: db2admin

Password:

Test DSN

Reset

DSN DB2SampleAKl test is successful.

Accessing on-premises data from IBM Planning Analytics Cloud with I
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6.4.4 DSN Setup and Configuration: Oracle Example

Below is a sample configuration for an Oracle Database (Express Edition). Use the IP address or machine
name of the Oracle Server machine (here 192.168.1.14) and the Oracle Database port (1521 is the
default port for OracleXE). For the database name, use the TNS Service name (without the IP address /
machine name).

Add Data Source

Data Source Name: OraXE

Host or IP Address: 192.168.1.14

Port: 1521

Protocol: TCP ¥
Reset Add

Data source OraXE has been created.

ODBC Data Source Configuration

Driver. Oracle in OraClient12Home?1 v
Database Mame: XE
Data Source Description: OraXE DB
Trusted Connection: Mo ¥
Reset Create DSN

DSWN OraXE has been created.

Test DSN
Username: ORAXPRESS

Password:  |essessee

Reset Test DSH

DSMN OraXE test is successful.

Close
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6.4.5 DSN Troubleshooting

1. Ensure that you can access the Database with the selected protocol and user/pw via on-premises
ODBC. Use the same protocol for your on-premises test. I.e. do not test with Named Pipes if you are
using TCP via the gateway.

2. If you have trouble getting ODBC to work (on prem), consult the customer’s DB admin team to
assist. ODBC setup for some databases can be more involved than for SQL Server for example. DB2
will require you to bind the Database to ODBC and the ODBC driver installation is not as automated
as for SQL Server for example.

3. Take a look at the logs from the gateway console. Do you get Access control errors? You can also
increase the log levels (see config file for the gateway client) to get more information. An ACL
access error may look like this:

Test DSN
Username: sa

Password

MINGW64:/c/Users/IBM_ADMIN

[2016-03-03 09:36:38.179] [ 1 (Client PID 1) Connection #5 is

ed to 192.168.1.15:49244

[2016-03-03 09:36:38.179] [ ] (Client PID 1) Connection #5 to destination 19
.168.1.15:49244 refused due to Access Control List

[2616-03-03 09:36:38.300] [ ] (Client PID 1) Connection #6 is

ed to 192.168.1.15:49244

[2016-03-03 09:36:38.301] [ ] (Client PID 1) Connection #6 to destination 19
cli>

(o
You see that ‘an error has occurred while testing the DSN'. In the log (file), you can see that the
connection to 192.168.1.15:49244 was refused due to ACL. Therefore, issuing the command

acl allow 192.168.1.15:49244

and re-testing will address the issue:
Test DSN
Username: sa

Password:

DSM SQLServer2®ldAkl test is successful.

MINGW64:/c/Users/IBM_ADMIN

[2016-03-03 09:36:38.179] [ ] (Client PID 1) Connection #5 to destination 193
.168.1.15: 49244 refused due to Access Control List

[2016-93-03 09:36:38.300] [ ] (Client PID 1) Connection #B is being establis
ed to 192.168.1.15:49244

[2016-D3-03 ©9:36:38.301] [ ] (Client PID 1) Connection #6 to destination 19
cli> acl allow 192.168.1.15:49244

[2016-D3-03 ©9:39:11.865] [ ] (Client PID 1) Connection #3 is being establis
ed to 192.168.1.15:49244

[2016-D3-03 ©9:39:12.500] [ ] (Client PID 1) Connection #9 to 192.168.1.15:4
244 was closed

i
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4. Changing Log levels: For detailed troubleshooting, Log levels NONE, ERROR, INFO, DEBUG, TRACE
are available. In our example configuration using the IBM Secure Gateway Client, we used log level

INFO. To change the log level in the IBM client, use the following syntax:
loglevel <ERROR | INFO | DEBUG | TRACE> <{process ID>
logpath <file> <process ID>

In the following example, we are changing the log level for PID 12200 to DEBUG:
cli> loglevel DEBUG 12200

[2016-83-03 16:52:01.173] [ ] (Client PID 12200) Setting log level to DEBUG

To change the log level to debug on the Docker client, hit enter in the command line and set the log
level to DEBUG or TRACE by entering | DEBUG or | TRACE, like in

press enter for the command line>
[2015-09-21 04:04:40.414] [ ] The Secure Gateway tunnel is connected

1i> 1 DEBUG
[2015-09-21 04:04:45.775] [ ] Setting log level to DEBUG

Note that for reconnecting to a running Docker container, you can simply type docker ps to get a list
of running container IDs, and then you can type Docker attach $ID to get back into the container.
Pressing the Enter key will get you back to the CLI prompt at any time once you are inside the
container, and you can use the ‘C’ and ‘s’ commands to check the current status of the gateway and
its connections.

5. IP address may change. IF you are using IP addresses, make sure it is still the correct one and that it
is in line with ACL allow entries. Better: use Machine Names and have DNS lookup take care of the
resolution so you do not have to worry about IP’s changing.

6. ACL commands are case sensitive. If you use machine names in your acl lists, be aware that the
machine hame may also be case sensitive.

7. Enter Gateway IDs and Security Tokens exactly as provided by the Gateway UL.
8. Ports may change too. SQL Server for example allows ports to be dynamically assigned. In this case,

it is @ good practice to assign a specific port to SQL Server and to use this port in the ACL. See
<Appendix> for examples.

Accessing on-premises data from IBM Planning Analytics Cloud with IBM Secure Gateway:
What is it, how does it work, and how can it be configured? 46



IBM Data and Al Expert Labs

6.4.6 The Secure Gateway Dashboard
6.4.6.1 The Dashboard with DSNs

After we have configured a DSN, our Secure Gateway Dashboard looks like this:

RDBMSGateway OVerview  (showdetsis)

ENABLED

CONMNECTED

0.00 MB Total Inbound (24hr)
0.00 MB Total Outbound (24hr)

Created on 2016-03-02T13:55:54.051Z B
Last modified on 2016-03-02T13:55:54.051Z Q ROEMZGateway Time

Add Data Source
SQLServer2014AK1 DB2SampleAK1

| ENABLED ENABLED

(because the gateway tile is green we know that it is connected, i.e. that a client has established
connection)

If we go to the Secure Gateway overview panel (the main secure gateway menu accessed via the lock

iconi, we see that the i atewa‘s ‘SecureGatewa‘Test3’ and our ‘RDBMSGatewa" are connected:
@ IBM Planning Analytics Control

Create Secure Gateway

SecGtwyTest2 SecureGatewayTest3 TmpTest SecGtwyTest RDBMSGateway
ENABLED ENABLED ENABLED ENABLED ENABLED

DISCONNECTED CONNECTED DISCONNECTED DISCONNECTED CONNECTED

Data sources: 0 Data sources: 2 Data sources: 0 Data sources: 1 Data sources: 2

They are now both connected because in the example, the secure gateway client was started in multi-
gateway mode as described in section <Multi-Gateway Mode>.

6.4.6.2 Changing DSNs

By clicking on the top right corner of a Data Source tile,

saL Edit / View
Disable

Delete

you can view and edit the DSN configuration:
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SQL Server DSN Example:

SQLServer2014AK1 Details

Data Source Name
QLServer20 44K1

Data Source 1D
ADEWAPIEROE Shit
Cloud Host : Port

Data Source Host - Port

......

Created:
2016-03-03T1 41847 3T Z

Last Madified:
2016-03-03T14:18:47 4307

Test DSH

[ ]

Note the Cloud destination address

<FQDN>:<Port> (<machine>.integration.ibmcloud.com:<port>):

This is the destination for the DSN and ODBC driver. It is the Cloud Gateway Service destination that on
the Gateway client side will get (re-)mapped or ‘forwarded’ to the on-premises address

192.168.1.15:42944

DB2 DSN Example:

DB2SampleAK] Details

Data Source Name

Cloud Hest ; Port

Data Source Host : Port
192.168.1.15

[oroe ]

Note the Cloud destination address

<FQDN>:<Port> (<machine>.integration.ibmcloud.com:<port>)

This is the destination for the DSN and ODBC driver. It is the Cloud Gateway Service destination that on
the Gateway client side will get (re-)mapped or ‘forwarded’” to the on-premises address
192.168.1.15:50000
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6.4.6.3 Using the DSN

6.4.6.3.1 SQL Server Example
Usmg the Data Source Name for SQL Server, we can now configure and use an ODBC connection in TI:

Turbo Integrator: Framework->zSQLServerGWTest
Eile Edit Help
‘d »
Data Source | Variables | Mps | Advanced | Schedule|

Datasource Type
- Data Source Nams_‘SGLSewerZDMAm | ‘ Browse
® ODEC
O Tot UserName ‘sa |
) 0DEO Password: ‘ |
Cube Query: select  from dbo. SFCC_Astion| ~
() IBM Cognos TM1
Cube View

|BM Cognos Package

v
Package < S
O More
Use Unicode
Id Aocesslevel Target Type Targetld Targetld2 ActionZRole
1 1.000000 15.000000 1.000000 0.000000 0.000000 1.000000
2 2.000000 7.000000 1.000000 0.000000 0.000000 2.000000

6.4.6.3.2 DB2 Example

Usmg the Data Source Name for DB2, we can now configure and use an ODBC connection in TI:
Turbc} Integrator: Framework->zDB2GWTest
File Edit Help

‘H o »

Data Source | Varables | Maps | Advanced | Schedule |

Datasource Type

- Data Source Name: | REZEERIAEE | [ Bromee..
® 0DEC
UserName ‘dhzadmm ‘
O Tent
) 0080 Password. ‘ ‘
Cube Guery. SELECT * FROM AKUGELM "ACT"; -
) IBM Cogrios TM1
Cube View
IBM Cognos Packags
-
Packags . S
) None
Use Uinicade
ACTHO ACTIWD ACTDESC
7 |10.000000 MANAGE MANAGE/ADVISE
2 [20.000000 ECOST ESTIMATE COST
3 (30000000 DEFINE DEFINE SPECS
4 [40000000 LEADPR LEAD PROGRAM
5 [50.000000 SPECS WRITE SPECS
6 |60.000000 LOGIC DESCRIBE LOGIC
7 [70.000000 CODE CODE PROGRAMS
8 80000000 TesT TEST PROGRAMS
9 [90000000 ADMOS ADM QUERY SYST
0 |100.000000 TEACH TEACH CLASSES
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7. Appendix
7.1 ODBC Configuration

7.1.1 DB2
7.1.1.1 DB2 ODBC Driver Download

IBM Tech Note: https://www-304.ibm.com/support/docview.wss?uid=swg21418043

32bit DB2 ODBC CLI Drivers: https://www-
933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%?2FInformation%?2BManagement&product=
ibm/Information+Management/IBM+Data+Server+Client+Packages&release=10.5.*&platform=Windows
+32-bit, +x86&function=fixId&fixids=*odbc _cli*&includeSupersedes=0

64bit DB2 ODBC CLI Drivers: https://www-
933.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%?2FInformation%?2BManagement&product=
ibm/Information+Management/IBM+Data+Server+Client+Packages&release=10.5.*&platform=Windows
+64-bit, +x86&function=fixId&fixids=*odbc _cli*&includeSupersedes=0

7.1.1.2 DB2 ODBC Driver Installation & Registration

1. Download and extract the DB2 ODBC Driver package to a folder. In the below example, we
extracted the drivers to folder C:\ipm\DBZ\SQLLIB\cIidriver\bin

- gl x

2. Open a CMD prompt with Administrator privileges (‘run as Administrator’) and go to the folder where
you extracted the driver package (in our case, C:\ibm\DB2\SQLLIB\clidriver\bin)

3. Enter db2oregl —ito install the driver package (to uninstall it, you would enter dbZorgi —u).
MmN Ch\windows\system32\cmd.exe

C:\ibm\DB2\SQLLIB\clidriver\bin>db2oregl -i

4. Enter db2oregl —setup to register the driver:

A C\windows\system32\cmd.exe

C:\ibmy\DB2\SALLIB\clidriver\bin>db2oregl -setup

7.1.1.3 Bind CLI/ODBC

Bind using the Configuration Assistant (or consult your DB2 documentation on how to bind a DB to
ODBC):
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)
| Information

| Monitoring Tools

| Set-up Tools

IF Configuration Assistant

ﬁ Configure DB2 .NET Data Proy

Target Daichase s

[TOOLSDE  Change Database...

Remove Database

Change Password,

Location =

Ci

|

—T—— IBM Data and Al Expert Labs
Configre Selected £ Py
Pt
Fites | Fresuts |
IBM DB2 & vocation =] Lox
: o A—
| DB295PE (Default) O Someo |
| Command Line Tools o pror Uik _sokol |
G | Administration Tool Configure Selected Edit View Help _Dessatn_|
enera ministration 100Is ADMINIE-EHOHENG - DE2
e

Selectihe veie field of sn option 1o charge ks value.

vawe  +]0m | Add. |
ELocia AL Fiow = -
[SCLERROR  CONTINUE sirT‘ _Peroe |
“ v

Test Connection 2ot Zitems displayed

CLI Settings.

90 Default DB2 and Database Cli
{ﬂ First Steps

Also see
https://www.ibm.com/support/knowledgecenter/SSEPGG_9.7.0/com.ibm.db2.luw.apdv.cli.doc/doc/t0006
343.html

7.1.1.4 Register the DB for ODBC

T Frotncal Register this database as a data source
2 Local Tra CLIODBC {Opan Detah
3 Donaze einbmset. CLUGDRC o i
[ Goetowes | i e
5 Sacuny Optons © omeon This dars S i car o s B
Corfigure Selected Edit View Help o m;:.;‘n;ﬁ;ﬁ.sg:ﬁ:ﬁw:;:@'ﬁmmmlﬂm.w
ADMINIB-EHOHBNO - DB2 ¥ Frogstor his daisbase kr CLUDDBE
Target Datahase s | Location & s g e S
B
=
Change Database...
Remove Database
Bind..
Change Password...
Test Co.mmect\on..‘ Al .-
CLI Settings.. e

7.1.1.5 Test the connection

Configure Selected Edt View Help
ADMINIE-EHOHENG - DB2

Alis - [Mame = | Target Detebases [Location =] G|

00LSDE TOOLSDE [=2

Conneclions | Rasuls |

Select connection type:
I~ Standard [~ OLE DB

Configure  Selected Edit View Help %I

ADMIMIS-EHIHENO - DB b romee
~ opbBC I abo
Target Database ¢ | Location & C
Userp [
Change Database... ) ||

Remove Database
Bind...

Change Password.

Cancel
s
View

Help

< ;
Test Connection.., 2ol2itemsdisplayed | 1% 2p do B W I Defaun. ©

CLI Settings..

If the DB is not properly registered for ODBC access and/or the ODBC driver is not installed and
istered, the ODBC box may be grayed out:

[l
jnans ]

1
s L |
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7.1.2 SQL Server
7.1.2.1 SQL Server Database Port

SQL Server for allows ports to be dynamically assigned. In this case, it is a good practice to assign a
specific port to SQL Server and to use this port in the ACL.

File Action View Help

L L IEAlEEE] ] g
48 SQL Server Configuration Manager (Local) Protacol Name  Status ‘Q:M
8 SQL Server Services. ¥ Shared Mem_.  Enabled| e
& S0 Server Network Configuration (320i1) | apomed piges  Enabled|
1 5L Native Cient 110 Configusation (3201)| -y Enabled|

4 4 5L Server Network Configuration
B Protocols for SQLEXPRESS.
# SQL Native Client 110 Configuration

Static Port

File Acion View Help

w228

18 0L Server Configuration Manager (Local) || Protacol Mame  Status || gy
 5QU Server Services Shared Mem., Enabled] | Ane e
L 50U server Network Config bit) || -Nomed Pipes  Enabled| [ o

8 5QU Native Client 110 Can a2 o Enablodll| 165 bymsc bt h

+ 1 5QL Server Network Config: s
e Protacols for SQLEXPRE w
£ 50U Native Client 1.0 Configuration s o
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