How to Configure the Authentication in SamplelLogin.zip and
SampleLoginMultiple.zip (11.0.6+)

The sample files SampleLogin.zip and SampleLoginMultiple.zip are examples of views that replace the
product’s default sign in page with an alternate customized version.

Samplelogin.zip is coded to a single authentication type, and SampleLoginMultiple.zip is coded so that
the user can choose between two or more authentication types via a dropdown.

Caution: These are samples with authentication placeholders. Do not set these samples as your default
Sign In Page until you have configured them to match your installation’s authentication type (you won’t
be able to log in!). Here are some easy instructions on how to do this:

Samplelogin.zip
Samplelogin.zip is an extension coded to a single authentication type.

If you have multiple authentication types in your Cognos environment but you only want to display one
provider to your users, you can create a separate login extension for each namespace and then assign a
specific login page to particular roles by using the Manage > Accounts > Roles slide-out panel.

You will need to make two changes to the files in SampleLogin.zip in order to get them to work with
your specific authentication type:

1. Open IBM Cognos Configuration and navigate down to Local Configuration > Security >

Authentication

@ IBM Cognos Configuration EI@
File Edit Yiew Actions Help

H| ) @@ |

E S | ~uthentication - Component Properties

ED Local Configuration UName ||_“‘u'alue
B [E Environment Inackivity timeout in seconds 3600
[y configuration Group Allows session infarmation ta be shared. .. False
@ Logging Restrict access ko members of the buil,.. False
|E| File Automatically renew trusted credential Primary namespace only
[ 18M Cognos services Advanced properties zclick the edit buttan:
[ 18M Cognos Multitenancy
|E| Portal Services Tenant 1D Mapping
=[S Security Tenant Bounding Set Mapping
—|E| Authentication
: Cognos
Cognos Users
—|E| Cryptography
i |E| Cognos
|E| Replication
|E| IBM Cognos Application Firewall
= [E Data Access
—|E| Conkent Manager
L |E| Content Store
|E| Mobile L n L
@ Motiication Defines general properties related bo authentication that apply to all users,
|E| Human Task and Annotation Services
—|E| IEM Cognos Planning Use this group of properties to set the security environment that all users share,
i @ Cantributor Data Server regardless of user identity or role, or authentication provider,

|Checking if the IBM Cognos service is running. ..




Select the Namespace that you are interested in and write down the Namespace ID (e.g.

CognosEx). This is case sensitive.

@ IBM Cognos Configuration
File Edit ‘Yiew Actions Help

o e ]
|

Local Configuration
=] E Environment
; |E| Configuration Gr...

= |E| IBM Cognos services
[ - IBM Cognos
|E| Portal Services
=-[B security
E—J@ Authentication
: |E| Cognos
L|El] Cognos

E—}-@ Cryptography

i |E| Cognas
|E| Replication
|E| IBM Cognos Application Firewall
=-[& Data Access
E—J@ Conkent Manager

|E| Mobile

[ Motification

|E| Human Task and Annotation Services
E}--@ IBM Cognos Planning

------ @ Contributor Data Server

Cognos Users - Namespace - Resource Properties

I ame 1 |fwalue
Type Dap - Ceneral defaulk values -
* Mamespace ID §

# Host and port

# Base Distinguished Name
User lookup
Use external identity?
External identity mapping
Bind user DN and password
Size limit:
Time out in seconds
Use bind credentials for search?
Allow empty password?
Unigque identifier
Data encoding
S5L certificate database
Advanced properties

Multitenancy
Tarark TN Manninn

v TI03E9
ou=cognos,dc=ibm, dc=com
@ uid=4{userlD}

False

${environment{"REMOTE _ISER"T}

sekkokkkokk kb

-1

-1
@ True

False

dn

UTF-8

m

cacheSize...

4 | i

3

Defines a group of properties that allows the product ko access an LDAP server For user

suthentication.

Use this group of properties to provide access to an existing LDAP server,

Locate the sample extension called SampleLogin.zip and extract it.
Locate the file called SampleLogin\login\js\views\SampleLoginView.html and open it in a text

editor.

Find the sample text “Cognos User” and change it to your Namespace ID from Step 2 above (or
to any other text that would be recognizable to your users) and save the file:

is the code for the

<l

<div class="sampleLoginLabel">Log in with your <spanpCognos Userd

or the instructional

text-->
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span> ID</div>

Locate the file called SampleLogin\login\js\views\SampleLoginView.js and open it in a text

editor.



7. Scroll down to line 36 and change the sample text “CognosEx” to your Namespace ID from Step

2 above and save the file:

thisz.open = function(context, options) {
this.logger = context.logger;
this.options = options;
var deferred = Q.defer();

var root = document.createElement('div');
root.sethttribute('class','welcome') ;

root.innerHTML = html;

var loginBtn = root.getElementsByClassName('sample. ]
loginBtn.onclick = function() {
document . getElementsByClassName ('sampleIncorrectlLo

var uid = document.getElementsByClassName ('

"Y[O].value;

var pwd = document.getElementsByClassName ('sample.password') [0].value;
var loginPrompts = [

{name: "I ', value

{name:"' ', value® pyray

{name:’ ', value:uid},

{name: 'CAMPassword' ,value:pwd}
1;
this.signin(loginPrompts) .catch(this. loginError.bind(this));
}.bind(this) ;

deferred.resolve (root) ;
return deferred.promise;

} r
8. Recreate the file SamplelLogin.zip with the two updated files.



SampleLoginMultiple.zip

SampleLoginMultiple.zip is an extension that provides a dropdown list of authentication types. You will
need to update the options in one of the files in SampleLoginMultiple.zip to make it work with your
authentication types:

1. Open IBM Cognos Configuration and navigate down to Local Configuration > Security >
Authentication

@IBM Cognos Configuration EI@

File Edit Yiew Actions Help
H| > @@ e |

S | ~.uthentication - Component Properties

ED Local Configuration Ul\lame ]U["'alue
E‘J[E Environment Inackivity bimeout in seconds 3600
@ Configuration Group Allow session information to be shared... False
E"ﬁ Loging Restrict access ko members of the buil... False
] |E| File Automatically renew trusted credential Primary namespace only
E"ﬁ IBM Cognos services Advanced properties <click the edit button

Multitenancy
Tenant ID Mapping
Tenant Bounding Sek Mapping

|E| Cognos Users
|E| Mamespacez
|E| Mamespace3
E—}-@ Cryptography
[[] Cognos
@ Replication
@ IBM Cognos Application Firewall
=-[B Data Access
E—J@ Conkent Manager

4| i b

Defines general properties related to authentication that apply o all users,

@ Mobile
@ Motification Use this group of properties ta set the security environment that all users share,
@ Hurnan Task and Annaotation Services regardless of user identity or role, or authentication provider,

E}--@ IBM Cognos Planning

------ @ Contributor Data Server




2. Select each Namespace that you are interested in and write down the Namespace ID (e.g.
CognosEx) for each one. This is case sensitive.
@IBM Cognos Configuration EI@

File Edit ‘Yiew Actions Help

H| ) @@ |

Cognos Users - Namespace - Resource Properties

Local Configuration Name ] [u'alue
=
[=)-[ S Environment Type LDAP - General default values -

; |E| Configuration Group # Namespace ID

= |E| Logging # Host and port {Server »10359
|E| File # Base Distinguished Mame ou=cognos,dc=ibm, dc=com -
IBM Cognos services User lookup @ uid=4{userlD}
' 1B6M Cognos Use external identity? False

- @ Portal Services External identity mapping $4enwironment("REMOTE_LSER"H | 4
=-[B security Eind user DN and password R
E—J@ Authentication Size limit -1
= |E| Cognos Time out in seconds -1
’ 5| Use bind credentials for search? @ True
|E| Mamespacez Allow empty passwaord? False
|E| Mamespace3 Unique identifier dn
= [ Cryptography Data encading UTF-8
i |E| Cognos 55L certificate database
@ Replication Advanced properties cacheSize...
|E| IBM Cognos Application Firewall Multitenancy
B[E Data Access oo oL TR RA-o i o ! x
E—J@ Conkent Manager a i 2
] |E| Content Stare Defines a group of properties that allows the product ko access an LDAP server For user
- [ Mobile autherttication.
[ Metification
@ Hurnan Task and Annotation Services Use this group of properties ko provide access ko an existing LDAP server,

E}--@ IBM Cognos Planning

------ @ Contributor Data Server

|

3. Locate the sample extension called SampleLoginMultiple.zip and extract it.

4. Locate the file called SampleLoginMultiple\login\js\views\SampleLoginView.html and open it in
a text editor.

5. Change the options in the dropdown to match your Cognos environment. The value="" for

each line should be the Namespace ID from Step 2 above. The label can be whatever you want

to display to your users:

<!--This is the code for the Namespace dropdown-->

<! __'ﬁ”ﬁ‘?f'ff'K'#'K'K'K'K'K'ﬁ”ﬁ‘#'ﬁ'ﬁ'ﬁ'ﬁ”ﬁ‘#‘ﬁ'K'#'KH'KHHHHHHHHHHHWHHHHH__}
<div class="sampleTextContainer sampleFlexDisplay sampleFlexRow sampleFlexCenter">
<div style="background-color: #23BOE5S" class="szampleImageContainer">
<img src="vl/ext/Sample Leogin_ Multiple/login/images/namespace.svg" style="disg
</div>
<select id="sample.namespace" name="CAMNamespace" class="sample.namespace samg

w11

"Namespace" LVDSmm
<option valille="Namespacel">Sample Namespace l<foption>
<option vallle="Namespace2">Sample Namespace 2<foption>
<option valle="Namespace3">Sample Namespace 3<foption>

</select>

</div>

6. Recreate the file SampleLoginMultiple.zip with the updated file.



