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Trademarks

The following terms are trademarks or registered trademarks of the IBM
Corporation in the United States and/or other countries

IBM

MVS, MVS/ESA

IMS/ESA

OMEGAMON®
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Avallability Definitions

@ High Availability (HA)

— A system that delivers uninterrupted service during scheduled
periods

— There are no unplanned outages from an end-user perspective.
® Continuous Operation (CO)

— A system that delivers service 7 days a week, 24 hours a day with
no scheduled outages.

—There are no planned outages from an end-user perspective.
® Continuous Availability (CA)

A system that delivers uninterrupted service 7 days a week, 24
hours a day

There are no planned or unplanned outages from an end-user
perspective.
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Spectrum of Availability Factors

Systems
People Management Data

Hardware
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Networks

>

High Continuous
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Software

Environmentals
Continuous <

Availability
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Outage Reasons and Risks

Corporate Computer Disaster Incidents

Other

Earthquake

5%
Hardware Error
7%

ﬂ
|

Power Surges/Spikes

Floods

Source: Contingency Planning Research

When is Company at Risk ?

1hr
3,0%

<1hr 4 hrs

9,0%
72 hrs 8 hrs
40,0% 8,0%

24 hrs

15,0%
48 hrs

21,0%

. <1hr D4hrs D 24 hrs D?Zhrs
D 1 hr DShrs .48hrs

Source: 2001 survey by Eagle Rock Alliance
www.eaglerockalliance.com
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High
Availability

Continuous

Availability

Continuous
Operations

END USER

Availability Requirements

** UNPLANNED **
**  OUTAGE

** PLANNED **
** OUTAGE **

Fault
Tolerance

Fault
Avoidance

Environmental
Independence

Failure-resistant
Applications

Availability
Management

Non-disruptive
Change

Non-disruptive
Maintenance

Continuous
Applications

SYSTEM

Redundancy/Modularity

Automatic

’ -Failure Detection
- Recovery/Bypass
- Reconfiguration

Reliability

Error-free Operation
* Preventive Monitoring

Preventive Actions

Alert Management

Power / Water / A-C / Telecom
l System Backup Facility

HA Sensitive Design / Coding
’ Standards / Functional Isolation

Minimum Recovery Time

Design for Availability

Track Availability

Systems Mgt Processes

Coexistence / co-operation

Online Redefinition

-- System/Subsystem/Network/Data
’ -- Component Add / Removal
System Backup Facility

Redundancy / Modularity
’ Real-Time Fixes

Online Data Reorg / Backup

System Backup Facility

No Batch Interference
No Appl Designed Refresh

COMPONENT
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Continuous Avalilability

Implementation Cycle

Awareness

Problem
Analysis

Goals and
Requirements

Implementation

Product &
Feature
Selection
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Managing for Availability

Availability
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Outage Management

Planned Outage Unplanned Outage
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Tenets of Continuous Availability

® Redundancy

— Spare components
@® Isolation

— Minimise disturbances from other systems
® Concurrency

— Perform maintenance and support concurrently with
ongoing operations

® Automation

— Automate the console operations as much as
possible
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Planning for Redundancy
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Sample Hardware Configuration

i - L
PPRC
PPRC XD
XRC
Shark Shark

Similar configurations for ot ol
TCP/IP with routers, o
Sysplex Distributor and ~_

VIPA
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Planning for Isolation
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Conventional Online System

VTAM

ek TCP/IP

Net

Failure of any one element will result in loss of service to the user
= DASD failure can be mitigated by data duplication (h/w or s/w)
= Processor failure can be mitigated by XRF (and BLDS / SYSPLEX)
= Site failure can be mitigated by RSR or GDPS

A combination can "insure" against most outages.

' ol ®
Pl lee .
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Availability Aspects

For Processor, MVS, IMS, VTAM failure

i
oo
< =
o

CTLR CTLR WKSTN
IMS CTL

MP P

Individual application program failures managed through IMS scheduling
Central host failures covered by extended restart facility (XRF)

Alternate "tracks" Actives work through Log

Takeover decision made by Alternate work through Log

Takeover decision made by Alternate based on user criteria

Only "processor” is duplexed, not DASD or network
Parallel Sysplex is prefrerred solution
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Remote Site Recovery

Data
Loss

Days Traditional
Methods

Custom
Solutions

Hours

Real-time
~ Remote
Site .
Rechery Service

Minutes

Loss

e

Minutes Hours Days

= Mixed requirements in one system
= Cost sensitive
= Availability trade-offs
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RSR System Overview
Scenario

l|:II
|
i1

[Jon]
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¢ Extended outage at primary site
= Planned
= Unplanned

"Remote" site is sufficiently distant that it is not affected by the outage
¢ Remote recovery is the only applicable option
IMS "Instance”

Application Program

DL/I

¢ Support IMS TM/DB, DBCTL, and Batch
- LOGGER  » TRACKING ¢ Minimise/eliminate data loss
= Rebuild DBs and environment to most recent
possible state
DATA
BASE C",'_A(‘)'\EGE

¢ Minimise outage of IT services

= Allow restoration of service within hours or minutes
» |[nstallation dependent

¢ No change to existing applications
= Addition to existing recovery procedures
l ¢ Remain consistent with continuous

availability strategy
= Including XRF and FDBR

[Puces
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IBM Enterprise Storage Subsystem

Peer-to-Peer Remote Extended Remote

Copy (PPRC) Copy (XRC)
Application| Application Data Mover Recovery
Host Host Host Host
|
I
‘..|||..................... I”' I :i'i:~\\
ESS ESS ESS ESS ESS
—H,
Primary Secondary Primary  Staging Secondary

Data Currency
Oriented

Performance
Oriented
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Planning for Concurrency

Concurrent ” Disruptive
Maintenance Maintenance

Online “ Disruptive

Service Batch Window

N, N+1 Approach
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The Parallel Sysplex

What it provides:
e High Performance Data Sharing

e Dynamic Workload Balancing \_

Coupling Technology

e Single System Image

e Platform for Continuously
Available Applications

How it does it:

e Flexible processor options
e Coupling Facility and Links
e MVS/ESASPV 5.1+

e Enhanced Subsystems
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Fewer Planned Outages

-Non-disruptive S/W changes

® Software: -Dynamic change
i (N, N+1 coexistence)
® Hardware: -Dynamic change
. ® Applications:  -Concurrent online/batch
-Dynamic change
SYSPLEX
MVS MVS MVS | =+ IMVS MVS
N+1CPU \ v / v
Software cloning ~
N = N
N, N+1 coexistence 1T Tl
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Shutdown for Planned Outage

MVS1 MVS2

@ Drain System 1

® Application
continues
in Sysplex

® Perform
Maintenance

® Rejoin Sysplex
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Failing MVS or CEC

® Restart IMS
® XRF or ARM
® Clears Locks
® FDBR or restart
MVS2
@ Restart System

@ Rejoin Sysplex
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Sysplex Enablement

IMS
Applications
on z/OS

IMS
Shared

R Queues
—_I_‘

IMS
Data
Sharing

WebSphere
Application
Server

IMS
Connect

Web Servers &
Sysplex Distri

Sockets
connection

Connectivity Duplicate
& Remote

Data
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Planning for Automation
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Systems Management Challenges

Global Business Quality  Skills

<~  Shortage
. N S Growth, Scalability
.
| 4 y o
Productivity ' “
/"
0‘ ““\ Internet
Cost
Technological
Security 11amp . &+*"' Change
- @  zos
o % =8 environment
Management ‘** — <y, _
Consolidation . Complexity
Availability w,
d %, Business
& Requirements for
s “ ‘%, new applications
V4
Increased z
Service Hours 24 x7

Sysplex Advantages
X 365 ysp g
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Tivoli System Automation

SA z/OS Component System Operations

= Tivoli.

e —

&

Configuration

Goals Status
Events

[| Foicy J aviomaionEnaine

f Commands
Resources Monitor ;

Applications Sysplex

Requests
Overrides

= Automation

« Start, recover and termination

Manage applications

Operator task automation

Message monitoring & response

Prevent outages of critical resources
(WTO buffers, spool)

- CICS, IMS, DB2,TWS, SAP,
WebSphere, MQ automation

= Graphical interface

» Applications, systems, events, critical
Sysplex resources

« Command interface
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Integrated IMS Automation & Management

¢ Startup and shutdown with triggers and service periods
iIncluding dependent regions

¢ Support for XRF and FDBR(sysplex)
¢ Extended automation using IMS automation operator exit
¢ State dependant automation (State/action table)

¢ Recovery of OLDS, MSC-links, transactions, programs
and regions

¢ Thresholds, codes
¢ Single point of control operator interface
¢ Alerting to SDF and NMC

¢ Broadcast

Pues
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Co-operation with ARM

System Operations
y P ~ Application-system correlation concept

—-Primary = system where application should be started normally
—-Secondary = system where application should be defined but not
started i.e. backup

ARM - Subsystem statuses:
policy —-EXTSTART: started by an external agent like ARM
-MOVED: application should be active on this system but has been
moved to one of the backup systems
—-FALLBACK: application may be recovered on this (secondary) system

» ARM interface via ARM API and NetView PPI

w ~ During restart after job failure:

- Controlled by the application's ARM automation flag

-SysOps defers to ARM if ARM-enabled application

- If ARM does not restart the application then SysOps continues restart

-SysOps overrides ARM if application failed during SA/MVS initiated
shutdown

—Decision "Don't recover" when application is still active, part of an
active shutdown, suffering from non-restartable ABEND codes or has
to be down by order

SysOps . During restart after z/OS system failure:
Automation policy - SysOps does not restart applications that have been ARM-moved to
Engine another system.
- CICSAO will move them back next service period

MVS Components

PPI
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OMEGAMON for zSeries - IMS

Manage Vital Systems For

Solution Components
Maximum Performance And - OMEGAMON XE for IMS (includes
Minimal Downtime OMEGAMON 1I for IMS)

- OMEGAMON XE for IMSPlex

= Provide a detailed view of CPU, LPARs, = OMEGAMON DE
I/0, and storage resource use

= Reveals Coupling Facility statistics, shared =mEr=crrEmRTT
queue status and database lock conflicts T

IMS Dependent Regions
IMS Device Activity

IM5 Extended Recaovery Facil
IMS External Subsysterns
IM3 Fast Path Balancing Gro
IMS Fast Path DEDB Activity
IMS Fast Path MSDB Informa

= Create complex thresholds, situations,
and alerts to work on the “real problems”

= Analyze historical reports and current
trends to plan for future needs

IMS Fast Path Regions
IMS Fast Path System

IMZ Fast Path VS0 Data Spa
IMS IRLM Informatian

S 9EEEEINEEEEES

IMS710CE 0512/04 20:56:16 | 0512/04 20:56:12 | 00:00:03
IMS710CC | Gontral 05/12/04 20:86:16 | 0512704 20:56:12 | 00:00:03
IMST10CD | DLI_SAS 0512/04 20:86:16 | 05712704 20:56:12 | 00:00:03
IMS710C| IRLM ! 0512/04 20:86.16 | 05112704 20:56:12 | 00:00:03
IMSTCFF1 | FastPath 051 2/04 20:86:16 | 05M2/04 30:56:12 | 00:00:03
IMSTCFP2 | FastPath ! 05M12/04 20:56:16 | 0512704 20:56:12 | 00:00:03
IMS7CFF3 | FastPath 05/12/04 20:86:16 | 0512704 20:56:12 | 00:00:03
IMSTCMST | Message 05r12/04 20:86:16 | 0512704 20:56:12 | 00:00:03
IMSTCMS2 | Message ! 0512/04 20:86.16 | 05112704 20:56:12 | 00:00:03
FARTREFT |BMP 05/12/04 20:56:16 | 05M2/04 30:56:12 | 00:00:03
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Avalilability Solutions in IMS

Parallel Sysplex Support
Fault —» IMS XRF, FDBR
Duplex DSs - MADS, Logs, RECONs...
Tolerance Multiple Address Space Design
. Fault Auto Opns
H Ig h Avoidance ’ Programmed Operator Interface
. - * Self Adjusting Govenors
Avai Iablhty Envi tal Application Task Isolation
nvironmenta /O Error Toleration
** UNPLANNED ** Ind d
ok v naepenaence * l eXtended Restart Facility
0 UTAG E Remote Site Recovery
Continuous Fallu.re-r'eSIS’ta nt * Application vs System Isolation
Applications Controlled Resource Allocation

System/Application Checkpoint/Restart
o @ ( X X X X X X X X X N N X ¥ ¥ ] (X X X X X X X X X X X N X ¥ X J
:'AvalTeTb'lh'fy Measure
:Management _» gggg{cgnt
[ X X X X X X X X X X X X N X N N X N N ¥ N ¥ J ( X X X X X X X X X X X X ¥ ¥ )

Availability

Non-disru ptive Daylight Savings Support
Ch ETO, OLC, VTAM GR
ange _’ MADS, Dynamic OLDS/WADS
Continuous - fap Onine Reorg
0 fi Non-disruptive
perations Maintenance * Parallel Sysplex Exploitation
%k *k XRF
PLANNED I Online Data Reorg / Backup

*k % Continuous
OUTAGE Block Level Data Sharing

Applications _’ I BMPs

Dynamic Allocation

END USER SYSTEM COMPONENT
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What else is important?

MINDSET

If you don't THINK continuous availability......
you won't ACHIEVE continuous availability




