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Disclaimer

Information contained in this material has not
been submitted to any formal IBM review and is
distributed on "as is" basis without any warrant
either expressed or implied. Measurements data
have been obtained in laboratory environment.

The use of this information is a customer
responsibility. Q

The following terms are trademarks or registered
trademarks of the IBM Corporation in the United
States and/or other countries: AIX, AS/400,
DATABASE 2, DB2, 0S/390, z/0S, 0S/400,
ES/9000, MVS/ESA, Netfinity, RISC, RISC
SYSTEM/6000, SYSTEM/390, zSeries, SQL/DS,
VM/ESA, IBM, Lotus, NOTES. The following
terms are trademarks or registered trademarks
of the MICROSOFT Corporation in the United
States and/or other countries: MICROSOFT,
WINDOWS, ODBC.
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Abstract

Business availability 1s more than just having a
reliable hardware and database platform. It also
includes the requirement to quicky diagnose and
fix both physical and (especially) logical errors.
This presentation will review all types of data
recovery; IBM's current recovery offerings; IBM's
recovery tooling philosophy, including autonomic
functions; and point to high priority requirements
that we are working on in the laboratory today.
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Agenda

"Executive Summary

“Types of Recovery (and some terminology)
“IBM Recovery Management Products Today
“Recovery Components

="Future
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Executive Summary

=Target/scope for IBM’s DB2 and IMS Tools Recovery
Solution

=“Logical” recovery scenarios (as opposed to HW failures)

“Fine grained - minimum recovery scope for the application
= Autonomic capabilities
=Strategy / Value Proposition

" Increased application availability and reliability
*Reduced TCO including skills

= Support for skill levels from novice to expert

“Increasing autonomic behavior release by release
=Side effect feature

*Comprehensive data activity and security auditing
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Executive Summary

“Fundamental Components
"Log Analysis
=Object Restore / Selective Application Versioning

*DBMS Recovery Utilities and Change Accumulation
" Autonomic

= Disaster Recovery / Business Continuity
= Fast Backups (Hardware exploitation)
= Autonomic Capabilities

"Perform expert analysis
*Wizard driven

“Manage recovery via policies: Recovery Policy — Insure that I can

recover an application (set of DBMS objects) within twenty minutes
to any point in time in the last week
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Application DBMS System-level Subcritical
Types of Recovery HW Failure
Local Local Remote Local
Point in \/ or IMS \/
Time (PIT) Batch backout
Current \/

= Application Recovery

L Disaster Recovery

= Caused by application logic error
= Always recover to point in time (PIT)
*“DBMS System-level Recovery
= Caused by application logic, middleware/operating system, or hardware error
* Includes DBMS Catalog/DBRC, Logs (active and archive), and User Data
*DB2 for z/OS only: Other Files/Databases (BSDS, Directory, ZPARM, DECP, etc.)
*IMS only: RECON dataset, etc.
*DB2 for LUW only: Control Files (LFH, RHF, SYSBOOT, etc.)
=Recovery from sub-critical hardware failures
= Failure of less than a critical threshold of resources

= Always recover to current
Terminology:
»Remote (or Recovery) Site = A separate hw system (distance 0=> 9 needed upon site failure (proc or many disks)
»DBMS Disaster Recovery = DBMS System-level Recovery to current @ Remote Site
»Full System Disaster Recovery = DBMS Disaster Recovery + OS, Middleware, Application Code Recove
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IBM Recovery Management Products Today

=DB2 for Linux, UNIX, and Windows
= DB2 Recovery Expert for Multiplatforms
*DB2 for z/OS
= DB2 Log Analysis Tool for z/OS
= DB2 Object Restore Tool for z/OS
= DB2 Archive Log Accelerator for z/OS
= DB2 Change Accumulation for z/OS
= DB2 Recover Utility (part of the DB2 Utilities Suite for z/OS)

= Application Recovery Tool for IMS and DB2 Databases
“IMS

= IMS Data Entry DB Fast Recovery for z/OS

= IMS Image Copy Extensions for z/OS

= IMS High Performance Change Accumulation Utility for z/OS
= Application Recovery Tool for IMS and DB2 Databases

= IMS Database Recovery Facility for z/OS
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Recovery Components: Log Analysis

= Ability to
=View user data changes (with filters at many levels) from the log for
auditing or for recovery analysis purposes
*What happened to my tables last night?
*What tables were updated by plan XYZ yesterday?
*What INSERTSs were performed on table ABC this morning?
“Had batch job APPLY updated any tables at the point it ABENDed?

| gy

i'® DBZ Log Analysis Transactions ﬂ
| rGeneral Report Filters

" |Database: SAMPLE Actian: ILID

| Start: 2002/05M1 4 00:00:00  Tablespace: LISERSPACE1
End: 2002/05/14 23:59:99 Options: lgnore Catalog Tables

LRID Date Time Modegroup Tablespace Table Cwiner Table Marme Lipdates Inserts Deletes
0000000001 7F (200250514 (09:41:32 |IBMDEFAULTGRO... [USERSPACET TLEAMOM DEPARTMERT
0000000001 7F (200250514 (09:41:32 |IBMDEFAULTGRO... [USERSPACET TLEAMOM ORG
0000000001 7F (200250514 (09:41:32 |IBMDEFAULTGRO... [USERSPACET TLEAMOM FPROJECT
0000000001 7F (200250514 (09:41:32 |IBMDEFAULTGRO... [USERSPACET TLEAMOM SALES 1
0000000001 7F (200250514 (09:41:32 |IBMDEFAULTGRO... [USERSPACET TLEAMOM STAFF
Qooooooondsn(2002maM 4 (09:41:33 |IBMDEFAULTGRO... [USERSPACET TLEAMOM EMPLCYEE
0000000001 86 (200200514 (09:48:16 |IBMDEFAULTGRO... [USERSPACET TLEAMOM EMPLCYEE

000000000201 (200250514 [09:48:16 |IBMDEFALULTGRO.. |USERSPACE1 TLEAMOM EMPLOYEE
mnnnnnnnao>n2 120023 msM4a n3-A2-1e6 [H1RMOEFEEAL T TR IICFRCPL™FA TI Fakdiril EKMPI MYFE
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Recovery Components: Log Analysis

= Diagnosis of activity

=Report activity by objects and users

DetaiI5| Undo SaL |

ACTION | ROWY STATLIS | EMPMO FIRSTHMME | LASTHAME |\WORKDEPT| PHOMNEMND JOB SALARY BOMLUIS 2 b SE
INSERT FOST-CHAMN... (001100 Bryan Smith 299 3474 dermoguy G0000.00 1000.00 0.0 h -
FRE-CHAMGE |- - - - - - - - - -
INSERT FOST-CHAMN... (001200 Dan YWardman | Z98 4574 toolman 1500000.00 {100000.00 0.0 i
FRE-CHAMGE |- - - - - - - - - -
LIPDATE POST-CHAR. .. CHRISTINE Lalat A a4 PRES 1000.00 F
FRE-CHANMGE 000010 CHRISTINE |HAAS Ao 3a7s PRES 52740.00 1000.00 4220.00 F
LPDATE FOST-CHAMN... (000110 VINCENID  [LUCCHESS!|ADT 34490 SALESREF [46500.00 §00.00 3720.00 i .
FRE-CHAMGE |000110 VINCEMZIO |LUCCHESS! |ADD 34490 SALESREF [46500.00 400.00 3720.00 il
LFDATE FOST-CHAM... [000120 SEAN OCONMELL |A01 2167 CLERK 29250.00 600.00 2340.00 il
FRE-CHAMGE |000120 SEAN O'COoOMMELL |ADD 2167 CLERK 29250.00 600.00 2340.00 il
DELETE FOST-CHAM... |- - - - - - - - - -
FRE-CHANGE |000100 THEODORE |SPENSER  |EX 0avz MAMAGER  |26150.00 500.00 2092.00 i
DELETE FOST-CHAM... |- - - - - - - - - - |

ol

Does NOT require DATA CAPTURE for any tables*
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Recovery Components: Log Analysis

= Generate undo or redo operations from selected log records

Details  Undo SaL

-- UNDO INSERT INTO TLEAMON.EMPLOYEE IN URID 0000000002Z9F
DELETE FEOM TLEAMON.EMPLOVEE

WHERE EMPNO = '001100' AND
FIRSTHME = 'Bryan' AND
MIDINIT = 'F' AND
LASTHAME 'Sumith' AND
WOREDEPRT 1299 AND
PHONENOD = '3474' AND
HIREDATE '2002-05-14"' AND
JOE = 'demogquy' AND
EDLEVEL = 19 AND
SEX = 'M' AND
BIRTHDATE = '1966-05-18' AND
SALARY = &0000.00 AND

LI»

Coaopy SaL

Run SaL

Close

Detect quiet times (coming soon)
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Recovery Components: Object Restore

= Ability to

"Recover to a prior definition of an object set (including undrop)
= Include all dependent objects and data
= Optionally, just generate DDL

*Implemented by

= A Version Repository

= Component to update the version repository with changes
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Recovery Components: Object Restore

Differences sent
to Repository

a) Objects added / \
2 _altered 8

; Dropped from 2=
b) Objects dropped '{:? DE!catalug

L]
llllllllllllllllll

Prepare
3 to

.. Optionally
™ Generate -b iuﬂl |
restore : t T

: DOL
v i
i “Smart Execute” for -
o0 e  coordinated restoral of G
Restore [ %8 objects to “pointin time” :

n—ﬂﬁ tablespace
jii|4— backup
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Recovery Components: Object Restore
JR[=TE

File Tools Help

Datahase Status Ohject Selection | Available Hecuveryﬂ.ssetsl Object Recovery Optionsl Summaryl

Select the object to restore.

If you choose Database, an entered timestamp applies when changing tabs, and only the applicable image is shown in Awailable
Recovery Assets. If you choose Table spaces or Tables, however, entering a timestamp applies along with the filters when you click
Retrieve. In this case, for each object returned, you will see only the version that existed at the point in time entered.

& Database [~ Enteradate andtime  [03/26/2002 > 2 =30 )48 ]

(" Table spaces

Enteratablespace name: I Entera definer: I Retrieve
Name | TID|  Definer | Nodegroup Name | BufferpoolID | Drop Recovery | Dropped |  Object Create Tims_I

4 | s

" Tables

Enter a tahle owner: ' Enter a table narme: I Retrieve |
Owner |  Name | Tablespace |FID| TID| NodegroupName | Dropped |  ObjectCreate Time | e

g

4| |

=< Back | Next == Einish
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Recovery Components: DBMS Recovery Utilities and Change

Accumulation

“DBMS Recovery Utilities
= Ability to
=Restore from a backup/image copy

“Taken by DB2
=Taken outside of DB2

= Apply log records to an objects to a PIT

"Manage backups
“Change Accumulation
= Ability to
=Create specialized recovery assets (image copies or minilogs) for

present or past without disrupting your applications
=Reduce the management of many image copy datasets by creating

minilogs containing changes for multiple objects
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Recovery Components: Autonomic Components

= Ability to
= Perform expert analysis
= Wizard driven

1. Object selection (Database, Table space, Table,...... Multiple objects supported)
2. Point in time selection (Time, Quiesce point, Backup point, Log point)

3. Recovery Paths / alternate recovery resources

4. Options

5. Summary

= Analyzes all possible recovery paths for a version and attaches a relative cost to each
= Recommends the least cost recovery path while allowing other paths to be chosen
= Recovery paths include
= Traditional restore and log apply (forward recovery)
. Generating undo operations (backward recovery)
=  Recommend set of objects to recover (DB2 Grouper)
. Prompts the user to show related objects

. Assists in including these objects in the recovery process
= Manage recovery via policies: Recovery Policy — Insure that I can recover a set of DBMS

objects (application) within twenty minutes to any point in time in the last week.
{Supercedes the need for a backup policy} Integrates with eWLM.
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Recovery Components: Disaster Recovery

= Ability to
= Prepare assets to be transported to remote site
=Inventory and report on the assets (logs, backups, change accum files, etc.)
*Recommend a frequency of preparation in order to meet DR goals
= Assist in performing a DBMS System-level Recovery to current at the remote site
=Initially addresses Tiers 1, 2, and 3 only (next slide)
*Provides means to prioritize order of object recovery
= Assumptions
> Always recover to as close to current as possible
> Always remote site (site could be inches or thousands of miles away)
» Always DBMS System-level Recovery
» Variable is Recovery Time Objective (RTO): how fast
> Input is Recovery Point Objective (RPO): how much data could be lost (next slide)
» Recovery assets are transported to remote site as defined by Tiers 1, 2, and 3 (next slide)
» Applications must be data consistent

» Supporting data and metadata (programs, authorizations....) must be included
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Recovery Components: Disaster Recovery
Recovery Point Objectives (Amount of lost data)

Tier 7 - System Automatic Site Switch (e.g., GDPS)

= Near Zero

Tier 6 - Disk and/or Tape Data Mirroring

— RPO: Near Zero

Tier 5 - Software Data Replication Active User Data at

RPO: >15Min Secondary Site

Tier 4 - Log Replication

RPO: 1+Hrs.

Cost (TCO: Servers, Network, Storage)

* Active Secondary Site ier 3 - Electronic Transport

RPO: 4+Hrs.

ler 2 - Physical Transport and Hot Site

Consistent Point-in-Time Backup

[ including applications, programs...data
- | 1 1 1 1 1 I RPO: 24+Hrs.

15Min. 1-4Hr.. 4-8Hr. 8-12Hr.. 12-16 Hr.. 24 Hr.. Days
Recovery Time Objective (How quickly is application recovered)

RPO: 24+Hrs.

Tier 1 - Physical Transport

Tiers developed by SHARE Technical Steering Committee circa late 1980s

Ref: http://www.eservercomputing.com/mainframe/articles/index.asp?id=781

Puiee
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Recovery Components: Disaster Recovery
Recovery Point Objectives (Amount of lost data)

Tier 7 - System Automatic Site Switch (e.g., GDPS)

Tier 6 - Disk and/or Tape Data Mirroring

_ . DPROP, Replidata (zDB2)
Tier 5 - Software Data Replication

Tracker Site (zDB2); RSR (IMS); HADR (LUW)
Tier 4 - Log Replication

Initial DR support

Tier 3 - Electronic Transport

Cost (TCO: Servers, Network, Storage)

ler 2 - Physical Transport and Hot Site
Tier 1 - Physical T

-1 [ [ [ [ 1
15Min. 1-4Hr.. 4-8Hr. 8-12Hr.. 12-16 Hr.. 24 Hr.. Days

Recovery Time Objective (How quickly is application recovered)

Tiers developed by SHARE Technical Steering Committee circa late 1980s

Ref: http://www.eservercomputing.com/mainframe/articles/index.asp?id=781
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- Fast Backup of database & table space

depending on HW device / OS support
FaSt BaCkU p - Supports several storage devices

- Unified GUI and callable API
- Easy to use

[ i

Control Center  Selected Edit “iew Tools Help

HE®3 8939 98 €3

B e d MTPLATO - DB2 - SAMPLE IBM (SAN)
B Instances
EG pez e I3 Recovery Expert - Network Storage Utility Backup
- 27 Databases [ Tables THKASHI3
E El DWCTRLDB [ views Seleetion | summary
E B AP [ mliases Batkup Narne
[ Tables [ Triggers [BrciUP_2002007700_15:51

) views [ sehemas Deseription:

D Aliases D Indexes

[0 Tringers () Table Gpa... EMC (SAN)
- D Connedtions Selected Sources
o Databases List
I:] Replication ...
Instance |Database  |Mountpoint
I:] Replication ... DB2 HR T
[ Burfier Poals DB2  [FINANCE [T
- DB2  |[MANUFACT |P1,@151
[ Application . DB2 SALES 01
[ User and 6. N\
[ Federated .. \ N Rernove .
N NetApp Filer (NAS)
Mountpoint TaskID Description NLast bacRwg Time
i S 78010781
o4 ¥ Nk e T30ta731
o, T80t0781 Backup
1T 750ta751
=) T40t741
Cancel Help

. Hitachi (SAN

KX L Linux -
T

I

-

SOLARIS

NEC (SAN)
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=7/0OS

=DB2 Version &

*Session this week

"BACKUP/RESTORE SYSTEM with ESS FlashCopy *
=Parallel RECOVER

“Recovery Expert (DB2, IMS)
“Multiplatforms
“New releases of Recovery Expert *
“Fast Backup
between tables

*“DB2 Grouper
= A component that discovers and maintains relationships

=Used by IBM’s DB2 tools to recommend inclusion of objects
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Recovery Expert Products

DB2 Recovery Expert
for Multiplatforms

DB2 Recovery Expert

for z/OS

»Expert Analysis
» Analyzes and recommends best recovery process

IMS Recovery
Expert

»Log Analysis
»Explores all assets (Minilogs / Change Accum Files)
»via Wizard (subsumes PIT Assist)
»Forward and backward recovery
» Can back out selective changes
»Object Restore
» Disaster Recovery

» Application scope recovery of objects (DB2 Grouper or IMS Groups)
»Recovery Policy - Take backups as needed to deliver recovery goal
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Summary
“There are different types of recovery and different approaches to each

“Recovery tools deliver an important component of autonomic

computing
*Common terminology and user interfaces simplify recovery processes
= Advances in hardware technology provide new approaches to business

continuity

*(racias!
Bryan F. Smith bfsmith@us.ibm.com




