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Application Security

This chapter examines the nature of Taskmaster’s Application Security, and procedures
for defining and limiting the scope of user, workstation and shortcut access to an
application’s administrative procedures, data and operations.
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Taskmaster Security—Introduction

Taskmaster Security—Introduction

As Administrator, you are responsible for maintaining the security of your Taskmaster
system on four levels: User, User Group, Station and Shortcuts.

User Administrative User

Privileges
—— Taskmaster Administrator

—— Job Monitor

—— Station Monitor

——Run Task Dialog

Operator «-—— —» Administrator

1 ——General Settings Dialog
——Communications
——Clients
Main:Export
User Group A

——————p —» User Group A, B

User Group User Groups

Main:Recog

Main:Scan

Job/Task
Permissions
)
Station 1 Station 2 Job-Task
Stations

Shortcuts

Users: individuals within your organization who access Taskmaster data and run the
workflow’s tasks.

User Groups: multiple users responsible for the same task(s) or administrative
activities.

Stations: network computers that launch Taskmaster Client activity—retrieving and
processing jobs, tasks, batches and files.

Shortcuts: the Operations window icons that launch Job/Task Combinations.

Page 2-2
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Chapter 5: Application Security

Taskmaster Security provides three control mechanisms:
e |D Codes. You assign unigue access codes to each station, user and User Group.

e Permissions. You give individual users, User Groups, stations and Job-Task
shortcuts permission to carry out one or more Job/Task Combinations - but only
those Job/Task Combinations.

o Administrative privileges. You define and therefore limit an individual user’s
ability to participate in Taskmaster’s Administrative procedures — or the
members of a User Group.

To set up an application’s Security program, you’ll use the Security tabs of the
Taskmaster Administrator. To access the Taskmaster Administrator, select Groups,
Users, Stations or Shortcuts from the Settings menu of the Taskmaster Window.

= For a complete explanation of the Taskmaster Administrator, see Chapter 6 of the
Taskmaster Windows & Dialogs Reference or Taskmaster Help. The discussions in this
chapter examine details of the four Security tabs: Groups, Users, Stations and Shortcuts.

Ui W'leﬂawl s, Madulesl f Groups € Users I Statiansl [7] Shartcutsl 2 D.-’-‘n.l
Users | |
ﬁ Uzer |0 Iadmin Set Pazzword. .. I
E ed] Description: |1D4DEZ Administrator
4 ;ZZT]T Eag Privileges ”

-[w] Job Monitor (K]
.-_i? Administration
Station Monitor

Run T ask dialog

‘? General zettings dialog

¥ System statistics

X

¥ Communications

- Client{s)
[—]@ Permizsions
-

m+g

2% Standard Main
e =

Add Bemave | Copy | Done Al | Help |

1040EZ Taskmaster Administrator — Users tab
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User Security

If you use the Taskmaster Application Wizard to construct a new application (Chapter 4),
the wizard automatically places a number of users in the Users lists on the left-hand side

of the Users tab:

#, Taskmaster Administrator

T Users

'L:E Wnrkflnwl &l', Modulesl E Groups E Uszers | = Stationsl [7] Shortcutxl ,O II!A'

Users Uszer |D: Iadmin

! admin

Set Pazzword... |

E background

D escription: IS_I,Istern adminiztrator
E datagal

- B Privileges
&+-{M Permissions
=-f% Groups

€ de

£ dez

E dezupi
£ docoal
E firupl

E imageqal
f recog

E zcand

| =

Taskmaster Administrator (New Application)— Users Tab

In contrast, the default configuration of the Users tab of the 1040EZ application is more

limited:

*, Taskmaster Administrator

'I_:E Wnrkfluwl NI, Mu:u:lulesl E Groups ﬁ Users | B Statiu:ml [7] Shnrh:ut&l ,O II!A'

Users _\\A Users |
£ admin Uszer ID: Iedit'l Set Passward... |
£ Description: IData entry operatar 1
£ reconl
£ scan .§ Privileges

(-8 Permissions
-8 Groups

1040EZ Taskmaster Administrator — Users Tab

v The difference between the two examples is that none of the users in the first example has
a full set of credentials while each 1040EZ user is fully defined. This means that the

1040EZ users have been assigned:
e Authentication criteria
e User ID’s and Passwords
e Administrative privileges (if applicable)

e User Group affiliation
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Chapter 5: Application Security

e Permission to carry out specific Job/Task Combinations.

Below, the “users” of the new application have nothing but User ID’s.

To remedy this situation, you’ll use the Taskmaster Administrator’s Users tab to
construct a series of formal User Definitions. (The same procedures also modify existing
User Definitions.)

A User Definition begins when you assign a unique User ID and a Password to an
operator, a supervisor...even to yourself. Taskmaster will then give the individual access
to the application if he or she can supply this combination of codes.

You can then fill
Permissions and

out the User Definition with qualifications of three types: Privileges,
Groups. A full discussion of these qualifications begins on Page 8.

First, take a moment to review the fields and functions of the Users tab itself.

*, Taskmaster Administrator x|

'LE Workflowl ‘l', Modulesl E Groups E Users | = Statinnsl [#] Shnrtcutsl ,O E!Al

|zers

E adrmin

ﬁ datagal
€ del
£ ge2
ﬁ dezupl
E docqal

ﬁ imageqal
€ ecog
E zcanl

ﬁ background

iet |

Usger D Ifiﬂup1 Set Paszword... |

Dezcription: IHun Fislp Tazks

- B Privileges
‘]3 Permissions
=-f% Groups

&dd

| Remave | Copy | [ohe | Apply | Help |

Taskmaster Administrator — Users Tab

Field/Function ‘ Explanation

User List A list of User IDs representing the User Definitions you’ve
compiled.
Taskmaster can add a new User ID to this list only after you
provide the new user with a Password (see the next page) and
press the Apply button (below).
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Users Tab (continued)

Field/Function | Explanation

User ID A unique identifying code you assign to the user and,
therefore, to the User Definition.

The user needs this code (and a Password) to sign on to an

application.
Description A brief description of the user and his or her responsibilities.
Set Password button Accesses the User Password dialog.

You’ll use this dialog to add or change a Password.

Qualifications A list of all possible user qualifications, in three categories:
Administrative Privileges, Job-Task Permissions, and User
Group affiliations.

When you define a new user, you’ll select applicable
qualifications from each category

Add button Clears the User ID and Description fields so you can
construct a new User Definition

Alert! You must click on this button to initiate the definition
process.

Remove button Deletes the User Definition you’ve highlighted in the Users
List, after a proper warning.

Copy button Creates a new User Definition by copying an existing
definition.
Done button Closes the Users tab after you’ve assembled, modified or

reviewed a User Definition.

Apply button Adds a new User ID to the Users List (after you’ve supplied
a Password) or updates an existing User Definition with your
changes.

Help button Accesses Taskmaster Help.

@ |f the Taskmaster Application Wizard is responsible for the skeleton of your application,
be sure to review the default criteria, if any, assigned to the User Definitions you are
retaining — and delete the others. For details, see the Guide to the Taskmaster Application
Wizard.
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User Passwords

One of the first steps you take when you define a new user is to click on the Set Password
button. This leads you right to the Change Password dialog.

*, Taskmaster Administrator

'L:; W'leﬂl:nwl ‘IM Mudulesl m Groups E Users l Statians] [7] Shultcuts] ,O D.-’-‘n.l
'f sers
E £ admin Uszer ID: |Edit2 Set Password. . I
£ e Description: |Data Entry 2
E recog]
£ scanl * l§
i e ‘a
B
1040EZ Taskmaster Administrator — Users tab
New User (Edit 2)
B B I I
£ admin Usger ID: |edit2 Set Pazzword...
E edit] Dezcrnption: |Data Entry 2 \/ﬂ\
E recog]
€ scanl + l§
L

Change password for user "edit2’

Mew password: ==

Canfirm: [

oK | Cancel

Change Password Dialog (New User)

v" Very important! An individual can access the application only if he or she can provide the
User ID you entered in the Users tab, and the Password you enter and confirm in the
Change Password dialog.

v As an alternative, you can use Windows Authentication and Windows Group
Authentication to assign individual or group criteria to a user. These criteria are based on
his or her membership in a Windows domain. For details, see Page XX.
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User Qualifications: Privileges, Permissions and Group

Assignments

Administrative Privileges

A User Definition determines the ability of an individual to access administrative dialogs
and data, and to carry out administrative functions. These attributes become the user’s
Administrative Privileges. (You can also assign privileges to members of a User Group.
For details, see Page 20).

Assigning privileges is an important aspect of the User Definition process. Alert! Most
users in a typical application are assigned few, if any, administrative responsibilities.

*, Taskmaster Administrator |

‘I, Mu:udule&l ﬂ Groups ﬁ Users | -} Statiu:ml k| Shurtcutxl ,O Q.-’-'l.l

'I_:E e ork Flow

Uszers |
E User 1D Iadmin Set Password... I

E background Dezcription: IMQSW Syztern Adminiztrator

£ del

€ de2 =gd Privileges "
£ fiwupi =[] Job Manitar ()]

£ scant --[#] More than one JM

--[#] Delete batchles)
--[#] Status change/Rollback,
--[&] Prioity/Operatar/Station change
--[¢] Batch attributes change
--[&#] Jaob attributes change
--[#] Custom fields properties change
-] Save layout
[]--.§ Administration
----- Station Monitor ;I

Mo Toal diole -

Taskmaster Administrator—Users Tab
Administrative Privileges

The chart on the next page identifies all options of the fully-expanded Privileges
hierarchy; the table below the chart explains each option. Please note: for explanations of
each administrative window and dialog, see the Taskmaster Windows & Dialogs
Reference.

v" To assign a privilege to a User Definition, click on the check box next to it in the list.
Later, when you press the Apply button to save the settings of the User Definition,
Taskmaster will add this specification to the database.

v' Because the options in this list represent Administrative activities, User Definitions for
task operators do not usually include any of these options. Be sure to give careful
consideration to the nature and impact of a privilege before assigning it to a user.

v" Note that in the example above, the list of current users has been trimmed significantly.
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User Definition

Privileges
- Job Monitor (IJM) [ ] Station Monitor
[ ] More than one JM .
[ ] Run Task Dialog
[ ] Delete batch(es)
[ ] Status change/Roll-back - General Settings dialog
[ ] Priority/Operator/Station change [J Databases
. Ad d
[ ] Batch attributes change u vance
Loggin
[ ] Job attributes change = g9ging
- Communications
[ ] Custom fields properties change (] Messaging and Chat
L . .
[] Save Layout [ ] Remote Administration
- Administration
- Client(s)

[ ] Workflows i
O] Task Modul [ ] Report Viewer/AutoDelete

ask Modules
O U [] Taskmaster Web

ser groups ] )
O u [ ] Taskmaster Sub (Client Service)

sers

Dat Studi

[ ] Change Passwords [ atacap studio
[] Stations
[ ] Shortcuts
L] QA

User Definition—Administrative Privileges

Privilege Description

Job Monitor Gives the user access to the batch listings of the Job
Monitor as it appears within the Taskmaster Window.

Selection of this option also leads to additional privileges
associated with the use of the Job Monitor. These
additional privileges appear at the next level of the
hierarchy (described below); in most cases, they involve
the selection of menu items from the Taskmaster
Window when the Job Monitor is active.

More than one Job Monitor Gives the user the right to work with multiple Job
Monitors concurrently by selecting New Monitor from
the View menu.

Alert! This privilege also gives the user access to the
tools of the Job Monitor Manager.

Delete Batches Provides access to the Delete item in the Record menu
of the Taskmaster Window, giving the user the ability to
delete processed batches.
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User Definitions—Administrative Privileges (continued)

Privilege Description

Job Monitor (continued) Provides access through the Record menu to the Status
Change/Rollback dialog, allowing the user to “roll back”
a batch to an earlier task.

Status Change/Roll-back Provides access through the Record menu to the Status
Change/Rollback dialog, allowing the user to “roll back”
a batch to an earlier task.

Priority/Operator/Station Provides access to the Change Properties item of the
Change Record menu and, as a result, to the Change
Operator/Priority/Stations dialog.

With this privilege, a user can assign a new operator or
station to a batch, or change its priority in a task’s
processing queue.

Batch Attributes Change Gives the user access to the Batch Attributes item of the
Record menu and its Batch Attributes dialog.

After highlighting a batch in the Job Monitor, a user
with this privilege can modify its Batch 1D, assign the
batch to a new Batch Directory, or link it to a different

Page file.
Job Attributes Change Gives a user access to the Batch History dialog.
Custom Field Properties Provides access to the Custom Field Properties dialog by
Change way of the Record menu, if you have added a “custom”

column to the Job Monitor’s Batch Information Table.

The ability to define new columns is a Taskmaster
feature. For a complete explanation, see Chapter 9.

Save Layout Gives the user access to the formatting functions of the
File menu’s Header/Footer item, and lets the user save
changes to the Job Monitor’s layout.

Administration These options give the user access to the tabs of the
Taskmaster Administrator - tab by tab.

Be careful! Selecting an option from this list gives the
user access to information, procedures and settings
normally reserved for the Administrator.

Workflow Provides access to the Workflow tab.

A user with this privilege can review the set up
parameters of existing workflows, jobs and Job/Task
Combinations—and define new workflow hierarchies
(Chapter 4).
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User Definitions—Administrative Privileges (continued)

Privilege

Description

Task Modules

Provides access to the Modules tab.

A user with this privilege can review and modify the
definition of any Task Module.

User Groups

Gives the user access to the Taskmaster Administrator’s
Groups tab.

A user with this privilege can review the structures of
existing User Groups and define new groups (Page 20).

Be very careful: the User Groups, Users, and Stations tabs
are central components of Application Security. Access to
these tabs should be strictly limited.

Users

Provides access to the Users tab.

Any user with this privilege can review and modfiy details
of existing User Definitions.

However, to set up additional User Definitions, the current
user must have a Change Password permission (below).

Stations

Provides access to the Stations tab.

A user with this privilege can review the security
parameters of each workstation and set up additional
stations (Page 27.)

Change Passwords

Allows a user who is also equipped with a Users privilege
(above) to assign or modify a password a user’s Password.

Because a new User Definition requires a Password, this
privilege is a requirement for any administrator who intends
to add users to an application.

Alert! Change Password is a new privilege in Taskmaster 7.

Shortcuts

QA

Station Monitor

Provides access to the Taskmaster Administrator’s
Shortcuts tab (Page 32).

A user with this privilege can create or modify the Job/Task
shortcuts that appear in the secondary Operations window
of the Taskmaster Window (Page 32).

Provides access to the QA tab.

This tab allows an authorized user to set up Quality
Assurance child jobs.

Gives an authorized user access to information in
Taskmaster’s Station Monitor.
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User Definitions—Administrative Privileges (continued)

Privilege

Run Task Dialog

General Settings

Databases

Advanced

Logging

Communications

Messaging and Chat

Remote Administration

Client(s)

Report Viewer/AutoDelete

Taskmaster Web

Taskmaster Sub (Client
Service)

Datacap Studio

Description

Provides access to the Run Task item in the Database
menu of the Taskmaster Window and to the features of the
Run Task dialog.

Selecting General from the Settings menu of the
Taskmaster Window retrieves the three tabs of the General
Settings dialog.

These options give a user the right to review information
and modify settings in one or more of these tabs (below).

Accesses the Databases tab of the General Settings dialog
and its Data Source specifications.

Accesses the application specifications of the Advanced tab.

Accesses specifications of the Log tab that determine when
and how the application is to generate Log files.

The Communications privileges allow a user to
communicate electronically with members of the Datacap
network—and to run tasks from remote workstations.

Grants a user access to the Open Chat Window and Send
Message features of the Tools menu.

Permits the user to work with the three “remote station”
items of the Tools menu: Start Task, Stop Processing and
Shut Down.

These additional privileges allow the user to employ his or
her Taskmaster Client in three special ways.

Lets the client generate task reports from the Report Viewer
(Chapter 6).

The privilege’s new AutoDelete component allows the user
to use the AutoDelete utility to remove batches on an ad hoc
or scheduled basis (Chapter 7.)

Authorizes the client to access and work within an
application’s Taskmaster Web site. (The Guide to
Taskmaster Web examines all facets of operations in this
Internet environment.)

Authorizes the client to initiate the Taskmaster Client
Service. (For details, see the separate documentation
covering this service.)

A new privilege that gives the user access to Datacap
Studio.

Page 2-12

Confidential and Proprietary Information of Datacap Inc.
Copyright © 2007 Datacap Inc.
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v" In addition to individual users, Taskmaster 6.5 lets you assign privileges to all members
of a User Group. For details, see Page 20.

|x

#., Taskmaster Administrator

'I_:E Wnrkflnwl ‘I, Module&l m Groups ﬁ Uszers | -} Statioml [7] Shortcutsl ,O Q-"-\l

[ Users |
! User ID: Iadmin Set Pazsward... |
g I;a1ckgruund Drescription: IME!S'W' Syztem Adminiztrator

=
£ g2 Elti? Administration ﬂ
£ fimupl work s
E scani Tazk Modulez

Uzer groups
Uszers

Stationz

Shortcuts

1

--[#] Station Monitor

--[#] Run Task dislog

= t@ General settings dialog

i i~|¥] Databases LI

R o TS TR |

Taskmaster Administrator—Users Tab

User Qualifications: Job-Task Permissions

The second component of a User Definition gives the user “permission” to initiate and
run the Job/Task Combinations of an application’s workflow(s).

v" Remember: A Job/Task Combination links a specific task to a specific job, and is
Taskmaster’s fundamental processing entity. Below, the Workflow tab of the MQSW
application’s Taskmaster Administrator highlights these essential elements of a
workflow’s hierarchy:

*. Taskmaster Administrator x|

s, Modulesl ﬂ Gn:nupsl £ Usersl = Statinnsl [#] Shnrtcutsl ,O E!Al

'I_:E W arkFow

Values
hain Jok

=l MOSw
-8 Demo Job

E'-IE FIHL.'IDJDh Deszcription Scan paper
[-Lg MainJob o
B Kscan Priority 5
: s, FuleRuriner Parameters
- m, Werify
- "m, Export
t! wieh Demao Job
128 web MainJob

Taskmaster Administrator — Workflow tab
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In this example, there are four Job/Task Combinations: Main Job.KScan, Main
Job.RuleRunner, Main Job.Verify and Main Job.Export.

Application Security grants permission for one or more combinations to users, User
Groups, workstations and processing shortcuts. But...how do you assign these
permissions? And to whom, and what?

The next few pages show you how to assign Job-Task permissions. Decisions about
which users and workstations can carry out which tasks belong to you, of course —
and are extremely important.

Like its list of Administrative privileges, the Users tab’s list of Job-Task permissions is
hierarchical: if you click on the + icon next to the Permissions title at the top of the list,
Taskmaster will identify the application’s jobs, and provide you with an option
(illustrated in the example on the next page). Select All if this user is an Administrator or
Supervisor you are authorizing to run all tasks in all jobs.

*., Taskmaster Administrator x|

.I:.; Workfluwl y', Modulesl E Groups E Users | Stationsl [#] Shortcutsl ,O Q.ﬂi‘n.l

Uszers |

£ admin User D: Ide'l Set Password... I
g Description: IData Entry Operator 1

r -:I2 H-gd Privileges

E fixupi EI@ Permissions

E zcan] i

z ‘Web Demo Job
-T ‘web Main Jab
E.l_:E Fizup Job

L[] Fisup
Taskmaster Administrator — Users tab

As you can see, however, the other items are accompanied by the + icon. This icon leads
you to Level 2, where the tasks assigned to each job appear—each with a check box.

To give a user permission to run a particular task, click on the check box next to that task.
Taskmaster Security procedures do not allow a user to initiate or operate a task until you
have granted him or her the necessary permission.

Very important! Each of three entities must have permission to launch a specific
Job/Task Combination:

o The user
e The station (Page 27)

e The Job-Task shortcut icon in the Operations window (Page 32)..
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User

#, Taskmaster Administrator

Jzers |

I— E admin |Jzer 1D: Ide'l Set Password... |
\ g akground Description: |Data Entry Operator 1
= -
£ fivupl -0
€ scant E-L3 DemaJob
----- O ¥5can J
----- O RuleRurrer
----- Verify
----- O Expart
=-T3 MainJob
----- O Kscan
----- O FuleRurige
----- Yerify
----- O Export o

.I:£ Warkﬂawl y'\, Madulesl m Groups E Users | Statiunsl [#] Shultcutsl ,O B.-’-‘«l

_7 Permissions

User Definition - Job Task Permissions

An application does not have to rely solely on the Users tab for Job-Task permissions.
Instead, each user is part of at least one User Group and automatically inherits the
permissions assigned to the Group. Alert! Be careful about the Everyone Group (Page

20).

#*, Taskmaster Administrator

Users |
ﬁ admin

E background

€ de

€ de

£ I
ﬂ scanl

.I:£ Workflowl ‘l', Mndulesl E Groups € Users I B Statinnsl [#] Shnrtcutsl ,O QAI

e 1D: |fi:-:up‘|

Set Paszwaord. . |

Dezcription: IHun Fixllp Tazks

. @-p¥ Client(s)
E{Q Permissions

Demo.Job
Lt Mainlaob
"% Wb Demo.Job
Web Main Job
% Fisup Job

. Fisup
I'_—'IE Groups

[

Taskmaster Administrator — Users Tab
Job-Task permissions and Group Affiliations
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User Definitions: User Group Affiliations

The third component of a User Definition is the user’s affiliation with a User Group.

This is an optional attribute of a User Definition. In the example below:
e There are three User Groups: Data Entry, DE/FX Sup, and Everyone

e The Data Entry and FixUp operators pick up their Job-Task permissions as well
as limited Administrative Privileges - from the Data Entry group.

e Similarly, their supervisors can launch the same Job/Task Combinations but have
more extensive privileges (Page 20).

*, Taskmaster Administrator g

'L:E Wnrkflnw] ‘I, Modules E Groups } E Uxerxl B Stationxl [7] Shurtcutxl ,O QA]

Groups

Grap 0. Doy

€8 DE/FX Sup
E Evervone

Dezcnphion: |Verif_l.J and FisUp operators

O PagelD ”
[0 Recognize
"erify
[ Expart
- % Users

O admin

O CESupl

editl

O FisUpSupl

Fl

O recagl

O scan 7

Taskmaster Administrator — Groups tab

v" In Taskmaster 6.5, the definition of a User Group does allow you to assign
Administrative Privileges. Keep in mind, however, that a User Definition takes
precedence over a User Group Definition — if the User Definition provides the user with
additional privileges and permissions.

For a full explanation of the Groups tab and User Group definitions, see Page 20.
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How to Define a User: Step-by-Step

To put together a new User Definition, take these steps:

Step Action

1. Select Users from the Taskmaster Window’s Settings menu: the Users tab
will appear on your screen.

2. Press the Add button to clear the tab’s interactive fields.
3. Enter a unique User ID.
4. Enter a brief Description of this user.

#*,; Taskmaster Administrator X|

.I_:i W’Drkﬂowl "I& Mudulesl ﬁ Groups E sers I Stationsl [#] Sholtcutsl ,O Q.t'-‘-.I

|Jzers |
€ admin User D |d85u|3 Set Pazzword... |
E Ea:kground Dezcription: ISupewise Diata Entry
&

£ de? EI& Privileges ~
£ fiwupl i E-0O Job tanitor (1)
£ scanl . g Administration

i [ Station Manitar

P D Tl dicl
5. Click on the Set Password button to access the Change Password dialog.
hange password for user ‘de E

E & TH authentication

xxxxx

Mew pazsword: I

Canfirn: | “““““

E " windows authentication

| 0K | | Cancel |
6. Enter a New Password.
7. Select TM Authentication or Windows Authentication (Page 7).
8. Confirm the Password, and press the OK button to return to the Users tab.
9. Press the Apply button at the bottom of the Users tab: be sure that Taskmaster

has included the new User ID in the Users List and has activated the
Qualifications field (Privileges, Permissions, and Groups).
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To Define a User (continued)

Step Action
10. From the Privileges options, specify this user’s administrative
responsibilities, if any.
*, Taskmaster Administrator Ed
'I_:E W’u:urkflnwl “l',, Mndule&l ﬂ Groups E Uszers | = Statinn&l [7] Shortcutxl ,O Ilf-‘«l
zers |
£ admin User 1D IdeSup Set Pazzword... |
E :a1ckgmund Description: ISupewise [ata Entry
=
E de2 E‘"ti? Privileges -
deSup =[] Job Maritor [J#)
Chpr | More than one JM
Cwort | [ Delete batchles)]
----- Status change/Rollback
----- Priority/0perator/Station change
: Batch attributes change
k4
----- Job attributez change
)
----- [ Custon fields properties change
----- M1_Save layout
11. Scroll to the Permissions area. Select those Job/Task Combinations for which
this user will be responsible.
*; Taskmaster Administrator x|
T Wnrkflnwl s, Mu:u:lulesl E Groups € Users | B Stationsl @ Shortcutsl ,O DA'
Lsers |
E admik User 1D IdeSup Set Pazzword... I
E I;a;:kgmund Dezcription: ISupewise Data Entry
e
0 dez . gy Client(s) =]
E@ Permizsions
£ fiupl W
€ scan E-Lg DemaJab
=[] %Scan
-] RuleRunner
O Verity
] Ewport
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To Define a User (continued)

Step Action

12. Scroll to the Groups area. If you are assigning this user to a User Group other

than Everyone, select the applicable Group ID(s). Remember: You can

define a User Group later on, then update this User Definition with a new

Group assignment.

#,, Taskmaster Administrator

.I:i Wnrkflnwl “I, Mu:u:lulesl ﬂ Groups € Users | g Stationsl [7] Shortculsl ,O QAI

Users |
£ admin User 1D: IdESup Set Password... |
E Ea1ckgrnund Dezcrnphion: ISupewise [ata Entry
e
£ dez #a) Privileges
{g Permissions

£ fiupl EIE Groups
© scanl -[¥] DataEntry

W | Evervone

~[ Sean

13. Review your settings.

14. Press the Apply button at the bottom of the tab.

15. Press the Done button to close the Taskmaster Administrator.
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User Groups

A User Group identifies individuals with the same or similar responsibilities, and assigns
all members the same Job-Task permissions and, if applicable, identical administrative
privileges. As a result, a particular User Definition does not have to include permissions
and privileges: the user can “inherit” those of a group.

User Group Qualifications: Privileges and Permissions

Below, the Users tab (Page 4) lists six users, in addition to the all-powerful admin user.
The editl and FX1 operators are responsible for interactive Data Entry and FixUp
procedures. DESupl and FixUpSupl supervise these procedures, and their operators.

*4 Taskmaster Administrator, @

Ti Workflow] s, Mu:u:lulesl ﬂ Groups € User } B Statinns] [# Shnrtculs] ,O DA]

zers
ﬁ Izer | |admin M
E D:t51up‘l Dezcription; |Administratcnr
edi
€ FislpSupd -l Privileges =
£ F + Job Manitor [Jk)
E recogl - é Administration
& ccanl workFows
Tazk Modules
Uzer groups
Users
Stations
Shartcuts
LS

Station kanitar
Run T ask dialag

[ Y R N T T,

Taskmaster Administrator — Users tab

In the Groups tab (illustrated on the next page), there are three User Groups:

L

L

The Data Entry group includes the editl and FX1 users. The group’s members
have one only privilege: they can use the Job Monitor to “roll back” batches to
an earlier task and change the processing status of a batch. The editl and FX1
operators have permission to run the application’s FixUp Job.FixUp and Main
Job.Verify Job/Task Combinations.

The DE/FX Sup group consists of the supervisory users — DESupl and
FixUpSupl. They have more Job Monitor privileges than the Data Entry group,
and can use the application’s Station Monitor and Run Task dialog (see the
illustrations on Page 22). However, the group’s privileges do not include access
to the tabs of the Taskmaster Administrator.

At the bottom of the Groups list, Everyone is a catch-all. All users belong to this
group, but the group does not have administrative privileges or Job-Task
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permissions. You can, however, remove a user from the Everyone group, and you

can provide the group with privileges and permissions.

*4 Taskmaster, Administrator &
'L:: Wnrkflnw] \‘I, Modules E Groups } E Uxerxl B Stationxl [7] Shurtcutxl ,O QA]
Groups
Group D: [Daa Ery
m DE/FA Sup Dezcnphion: |Verif_l.J and FisUp operators
EEveryDne
O PagelD S
[0 Recognize
"erify
[ Expart
- % Users
O admin
O CESupl
it
O FisUpSupl
F1
O recagl
O scan 7

Taskmaster Administrator — Groups tab
Members of the Data Entry Group

*; Taskmaster, Administrator

'L:: Wnrkflnw] \‘I, Modules E Graups } E Uxerxl B Stationxl [7] Shurtcutxl ,O 1A,

Groups

Group |D: |Data Entry

m DE/F Sup Dezcription: |Verify and Fixllp operators
E Everyone

- & Privileges ~
--[O Job Manitar [Jk]
O More than one JM
[ Delete batchies)
Status change/Rollback
[ Priority/0 perator/Station change

Data Entry Group — Privilege

Group (D |Data Entry

Dezcription; |‘\-fEIif_l,l and FisUp opera

= Q Permissions
m
—-'U'% Fixup Joh
FixUp
=% MainJob
O +scan
O PagelD
[0 Recoanize
Werify
[ Export

Data Entry Group — Job-Task Permissions
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*. Taskmaster Administrator

[Eroups
ﬁ Drata Entry

T:E 'W'u:-rkfl-:uw] MIN Modules ﬁ Groups l ﬂ Llsersl Statiunsl [#] Shortcuts

Group (D |DE£F>< Sup

D escription; |Data Entry and Fisllp Supervisors

= .:i? Privileges

= Job Monitar [Jh]
Mare than one J
Celete batchles)
Statuz change/Rollback
Pricrity/0peratordStation change
[ Batch attributes change
O Job attributes change
O Custom fields properties change
O Save lapout

DE/FX Sup Group — Job Monitor Privileges

Group D |DE!F>< Sup

O
O
O
O
O
O
O

Drescription: |Data Entry and Fisllp Supervizors

SR Administration

Station Monitor
[¥]_Biun Tazk dislog

Workflows
Tazk Modulez
User groups
Users
Stations
Shortcuts

G

DE/FX Sup Gr

oup — Job Monitor Privileges
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Fields and Functions of the Groups Tab

The table below describes the Groups tab (illustrated on the previous page.)

Field/Function ‘ Description

Group List

A list of identifying codes representing previously defined User
Groups.

Alert! Everyone is a default User Group without Administrative

Privileges and Job-Task Permissions. You can, however, assign

privileges and permissions to the group, and these will be picked
up by its users.

Taskmaster will automatically assign a new user to this group.

Group ID

A unique code you assign to identify a User Group.

When you define a new User Group and press the Apply button at
the bottom of the Taskmaster Administrator, Taskmaster
automatically adds the Group ID to the Group List field.

Description

A brief description of the Group’s nature and membership.

Qualifications

This dynamic field lists an application’s jobs and tasks, and its
users. Next to each item is a check box; activating the check box
adds the item to the User Group’s qualifications.

If there are changes to an application’s jobs, tasks and users, the
Qualifications field immediately incorporates the results.

Privileges

Administrative privileges covering use the Job Monitor and other
runtime dialogs, tabs of the Taskmaster Administrator, and
special communications dialogs.

Permissions

This is a two-level list:

Selecting All grants members of this User Group permission to
carry out all tasks in all jobs.

Alternatively, you can select one or more tasks in one or more
jobs.

Very important! The permissions you assign to a User Group do
not appear as selections in the User Definitions of individual
members.

Users

A list of User IDs representing the application’s active users.

Selecting a user automatically accords him or her the
administrative Privileges and Job-Task permissions you checked
above.
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How to Define a User Group

There’s a chicken-and-the-egg relationship between definitions of users and User Groups:
e A User Definition (Page 4) assigns the user to one or more User Groups.

e A User Group Definition includes previously defined users as members.

As a guideline, we recommend that you construct an application’s User Definitions
before you set up your User Groups.

I
*4 Taskmaster Administrator

.I:.ﬁ Wulkﬂuwl &'\, Madules] m Groups E Uszers l Statiansl [7] Shartcutsl ,O BA]

Uszers

£ admin Uzer ID: |Edit1 Set Pazzword...
g Dezcnphion; |Data entry operator 1

recog
£ cant - é Privileges -

+-[] Jab Manitar [JM)
+ & Administration
O Station Manitor
[0 Fun Task dialog
¥ General settings dialog
+ Communications

Chent[s]

+

To define a User Group, take these steps:

Step Action

1. Select Groups from the Taskmaster Window’s Settings menu.

2. When the Taskmaster Administrator’s Groups tab appears, press the Add
button at the bottom of the tab to clear the interactive fields; this step will also
“gray out” the Qualifications field on the right.

3. Enter a unique Group ID.

4. Add a brief Description of the User Group.

5. Press the Apply button.

6. Read Taskmaster’s message about the updating procedures; click on the

Message Pad’s Ok button.

7. Verify that Taskmaster has added the Group ID to the Groups List.
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To Define a User Group (continued)

Step Action

8. At the bottom of the Qualifications list, check the users that will belong to

the group.

O DESupl
it

O FisUpSupl
Fx1

O recagl
O scan

9. Back at the top, specify which administrative privileges, if any, you are
e group.

according to members of th

*3 Taskmasten Administrator

Groups

.I:.i W’orkflow] ‘I& Modules E Groups l E Users] Stations] [#] Shortcuts

Group D |DEfF>< Sup

Dezcription: |Data Entry and FixUp Supervizors

- .:i? Privileges

=-[ Job Monitor [Ji)
More than one Jk
Delete batchles]
Status change/Rollback
Frionty/Operator/Station change
[ Batch attributes change
[ Job attibutes change
[0 Custam fields properties change
O Save layout

10. Use the Permissions list to assign Job-Task permissions to the group (and all

its members!)

Group 10 |Data Entry

Dezcription: |\-"erify and FixUp operal

—-7% Permissions
0O &l
- T_':i Fiwp Job
FixUp
-5 Main.Job
O “scan
[ PagelD
[0 Recognize
Werify
[[] Export
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Step Action

11. Review the new group’s criteria — its members, privileges and Job-Task
permissions.

12. Press the Apply button at the bottom of the Taskmaster Administrator.

13. Review the content of the following message and click on the OK button.

Taskmaster Client

Settings have been zaved and changed for curent
ZEEZION.

Other ugers currently logged into T azkmaster will need to
log out and log back in to zee theze changes.

0K,

14. Press the Taskmaster Administrator’s Done button.

LDAP Group Authentication

LDAP Authentication in Taskmaster supports enterprise management of users in groups,
with either Active Directory (AD) or any LDAP provider. Group permissions are set in
Taskmaster, then a Domain System Administrator assigns users to groups. For example, a
Taskmaster group named TMVerify.mydomain matches the TMVerfiy group in
AD/LDAP.

This feature replaces the previous “NT Authentication” method which is no longer
supported. A Technical Note is available with details about this feature.
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Station Security

Overview

Settings in the Stations tab authorize the involvement of the individual computers from
which users run tasks. To access this tab, select Stations from the Settings menu.

v" The Datacap Taskmaster Client Installation and Configuration process sets up “client”
software on each workstation. However, a workstation cannot use this software until the
Administrator has provided it with a Station Definition authorizing its activities. In
addition, an authorized user cannot access Taskmaster unless both user and workstation
have comparable authorization.

The table on the next page describes the settings of the Stations tab. As you review these
descriptions, consider the following points:

Security parameters designate limits. If a User Definition (Page 4) grants an operator
the right to process a particular set of Job/Task Combinations but the Station
Definition’s permissions allow only a few of those combinations, the user’s scope is
limited by the Station Definition. The same rule applies if a User Definition is more
restrictive than a corresponding Station Definition.

Station Definitions are not transferable. The Administrator’s User 1D and Password
gives you the ability to construct Station Definitions from any workstation in your
Datacap network. However, an individual Station Definition does not take effect until
you have accessed it from the workstation to which it applies and have clicked on the
Stations tab’s This station button (see the illustration).

*5 Taskmaster Administrator |
Ti workflow | =, Modules Groups Users B Stations Shartcuts i . .
- l |ﬁ = I L |IE| |,O o l —  This station
Statiors | K
! Station [D: |1 l Thiz station
g Description: IDefauIt station [0 Advanced... |
E.-’-'l.dmim Eﬁy Permiszions -
B hackground """ Al
[E E-LE DemoJob
de2 -] %Secan
t -+ RuleRunner
Elemu1e [ Verty
= ¥Ean -] Ew=part
E-Ty MainJob
- Kscan
-] RuleRunner
- Werify
-[7]_Export i

Taskmaster Administrator—Stations tab
Station List — New Application
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Is this a virtual station? If your Datacap configuration includes a Taskmaster Web
Site, remote workstations can use the Web Site to access the application and carry out
certain, very specific Job/Task operations. However, a station can be part of the
Taskmaster Web network only if you set it up as a “virtual” station. Page 29 briefly
introduces virtual workstations; the Guide to Taskmaster Web contains complete

explanations.

Fields and Functions of the Stations Tab

The table below describes the fields and functions of the Stations tab.

Field/Function ‘ Description

Station List

A list of Station 1Ds that represent active workstations.

When you highlight a Station ID in this list, the Stations tab
displays the specifications of that Station Definition.

Important: the Taskmaster Application Wizard (Chapter 4)
provides skeletal definitions for a number of stations.

Station ID

A unigue code you assign to the Station Definition.

Activating the This Station check box automatically
assigns this Security code to the current computer.

You can, however, assign multiple Station Definitions to
one computer.

This Station button

Assigns this Station Definition to the computer on which
you are working.

Advanced button

Accesses the Virtual Stations dialog.

Settings in this dialog apply the Workstation Definition to
remote computers serving as Taskmaster Web clients (Page
29).

Description

A brief description of the workstation and its role.

Although this is not a required entry, a description helps
clarify the use of the workstation.

Permissions

The set of Job/Task Combinations authorized by this
Station Definition.

When you assign a Station Definition to a particular
computer, the computer can carry out only the jobs and
tasks you’ve selected.

Add button

Clears the fields of the Stations tab so you can prepare a
new Station Definition (see the next page).

Remove button

Deletes the Station Definition associated with a Station ID
you’ve highlighted in the Stations list.
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Taskmaster Administrator — Stations tab (continued)

Field/Function ‘ Description

Copy button Retrieves the Copy Stations dialog box.

You can use this box to create a new Station Definition by
copying the specifications of the Station Definition you’ve
selected from the Station List.

Done button Confirms new or modified Station Definition settings and
closes the Stations tab.

Apply button Adds the identity of a new Station Definition to the
application’s database, and activates the Permissions list.

Help Accesses Taskmaster Help.

Virtual Stations

Suppose that you decide to add Taskmaster Web capabilities to your Datacap
Taskmaster configuration — and three Data Entry operators who work from computers at
home. The new configuration might look something like this:

— Taskmaster Client

Taskmaster Web Browser Scanning A
Data Entry
= =
P s
|- > |
qonnnoo qonnaon
0000000 0000000
¢' — Taskmaster Client
Taskmaster Web Browser Taskmaster Web MQSW Background
Data Entry Web Site: Application
MQSW
- L Taskmaster Client
Taskmaster Web Browser Scanning B

Data Entry

v Although each of the standard Taskmaster Clients on the right has a distinct Station ID
representing a unique Station Definition, the remote clients on the left are all covered by
a single Station Definition (Data Entry).
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The uniformity on the Taskmaster Web side results from:

e The completion of single Station Definition which gives the remote stations
permission to carry out identical Job/task combinations;

e The Administrator’s use of settings in the Virtual Stations dialog.

The definition of the Data Entry station allowed only one Job/Task Combination: Web

Main Job.Verify. (In today’s Taskmaster Web environment, however, remote stations can
launch most Job/Task Combinations!)

O T

B backgoundt | 0 i O Hubﬁﬁunner
Byt Werify
Bl | o O Esport
= =T web Main Job
L A remote
..... D
Sseanl L 0 ipload
----- O RuleRunner
----- Werify
----- 1_Esport
Virtual stations I

b axirmurn number of wirtual stations allowed |3 3:

Current number of wirtual station IU Reset * I

*MOTE: | Reszet curent number of wirtual stations anly if you are sure
there are no ztations logged in with thiz |0 &t the moment

I Ok l | Cancel I

Virtual Stations Dialog

The specifications in the illustration above limited the number of remote Data Entry
stations in the Taskmaster Web network to “3.”

When the Administrator applied the Data Entry definition to a specific remote computer
and clicked on the This Station button (see the next page), the computer assumed the
Data Entry attributes — and Taskmaster automatically checked to be sure that the addition
of this computer did not exceed the “Maximum number of virtual stations allowed.”

Don’t forget: The Guide to Taskmaster Web explores all aspects of this environment’s
Web Sites and operations.
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How to Construct a New Station Definition

To set up a new Station Definition and assign it to a specific workstation within your

Datacap network, take these steps:

Step Action
15. From your Administrator’s workstation, access the Stations tab of the
Taskmaster Administrator.
*; Taskmaster Administrator =
T 'W'Ulkflowl s, Modulesl " Groupsl £ Users 2l Stations ||E| Shurtcutsl 0 Q.-’-‘«l
Stations |
B Station D: |Monitor This station |
% :a1ckgruund1 Description: IEatch Supervision/Feports Advanced... |
= de
B gez E@ Permissions -
! b aritar Al
Bl emate EI'L,; Demo Job
scand - O Vsean
= - RuleRunner
- Werify
. =[] Ewport
=-Li Mainlab
16. Press the Add button to clear the fields of the Stations tab.
17. Enter a unique Station ID code.
18. Provide a brief Station Description.
19. Press the Apply button.
20. Verify that Taskmaster has added the Station ID to the Stations list.
21. From the Permissions hierarchy, select those Job/Task Combinations this
station may initiate.
22, If the Station Definition covers the computer you’re working from, press the
This Station button.
23. Review your settings.
24, Press the Done button.

In the illustration above, a user with permission to run All Job/Task Combinations can

launch any task from this station — as long as the shortcut icon he or she is using has the
same permission. For details, see the next page.
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Job-Task Shortcuts

Overview

The Shortcuts tab defines the Job-Task processing shortcuts that appear in the secondary
Operations window of the Taskmaster Window (Chapter 4).

A shortcut (and its corresponding icon) link an authorized user to a set of Job/Task
Combinations for which he or she is responsible.

The Taskmaster Application Wizard (Chapter 4) automatically supplies icons that have
been linked to the default jobs and tasks of the new application. Be sure to study the
properties of any icon you intend to use; if you remove a Job/Task Combination from a
Workflow Hierarchy (Chapter 4), remove the corresponding icon or modify its properties
accordingly.

# . Taskmaster - MQSW

File Wiew Settings Database Tools Window Help
o w|ores weE s 2w | »Y

=10l

B Operations <Auto arranged>= User ID -- "admin’

L= a=ra i
5 3 ¢ = 7
=) L =
Scan Fixup Rule Runner Werify Export Backaround Upload Wacan

racan

T |

Taskmaster Window — with secondary
Operations Window

After your jobs and their tasks have been fully defined (Chapter 4), double-clicking on an
icon with the left button of your mouse initiates a sequence that begins the batch
processing activity of jobs and tasks represented by the icon.

If you click on the shortcut icon with the right button, the dialog at the top of the next
page appears. Selecting Properties from the list of options accesses the second dialog.

Although the dialogs’ functions differ somewhat, the information they hold comes from
the settings you assign when you define the shortcut. For more about the Shortcut
Properties dialog, see Page 39.
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Select this
option.

Jobs

anged> User ID —- ‘admin’

| B2

L €

<z ¢

W WeriFu F-erinrt Farckaronnd
# Run
Run specific
\ ¥ Remove
ET Properties. .,
Lemo Job RuleRunner
IMain Job RuleRunnet
/ Web Demo Job RuleRunner
‘eb Main Job RuleRunnet

L——  Tasks
A

Shortcut Actions dialog — Rule Runner Icon

ortcut Properties x|
Shorbcut |
Shortcut 1D Permizzian lizt
IHuIe Riunner Derno Job. FuleRunner AT Job/Task
tain Job. RuleRunner Combinations
Shartcut Description Yweb Demo Job. RuleRunner
YWeb Main Job.RuleR unner
IFHun Rule Runner T azk
— Batch Selection mode
{ Auto
" Manual
™ Manual for hald only
" Prompt
evg .
i
k. I Cancel | Spply Help

Shortcut Properties Dialog — RuleRunner Icon
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Fields and Functions of the Shortcuts Tab

The Shortcuts tab has these elements:

Field/Function ‘ Description

Shortcut List A list of Shortcut IDs representing active Shortcut
Definitions.

Alert! The set up of a new application (Chapter 4)
automatically supplies you with five default shortcuts and
their corresponding icons. A default icon can appear in the
application’s Operations window only after you provide it
with specific Job-Task permissions.

Shortcut ID A unique code you assign to identify this Job/Task shortcut.
Description A brief description of the shortcut’s role and coverage.
Batch Selection Mode These radio buttons represent alternative responses to an

operator’s selection of a shortcut icon. When defining a
shortcut, you must choose a Batch Selection Mode.

The descriptions which follow summarize each mode.

Auto Automatically selects and begins to process the next batch
in line for any of the shortcut’s Job/Task Combinations.

This “line” of waiting batches is known as the icon’s
Job/Task queue.

Because this mode initiates behind-the scenes activity, it is
usually a property of shortcut icons representing unattended
tasks...tasks that require little if any operator intervention.

Manual Retrieves the Batch Selection dialog.

The Batch Selection dialog lists every batch in the icon’s
queue. Before processing can begin, the operator must first
select a batch from the list.

Manual for Hold Only Automatically processes all batches in the icon’s queue
except those with a Hold status.

A shortcut with this Batch Selection Mode operates in a
two-step sequence. The first step retrieves the Batch
Selection dialog, which lists batches in the queue with a
Hold status. Taskmaster cannot automatically handle the
remaining batches until you have successfully dealt with
these problem batches.
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*, Taskmaster Administrator

Shortcuts |

e [#] Sean
[#] Fisup
[EARRule Bunner
[A] Werify

[#] E=paort
< @ Background
@ Upload
@ ¥Scan
[#] 15can
\ [#] Aszemble

Shortcuts

x| .
—— Taskicon
Ti Warkflnwl s, Mndulesl ﬁ GrDupsl 5 USEISI Bl Stations [7] Shortcuts |D '.r_\l
a=a
Shartcut (D IHule Runner L.: B
Dezcription; |F|un Rule Runner Tasgk Batch

i

») Batch SW I~ Selection
e ® Auto mode

----- O tanual for Hald only

o O Prompt Job
M Permissions / b

EIT_E Demao Job

O ¥Sean
: HuIeHunner'\
- Werify Task

D Expart
| i~ B P

Taskmaster Administrator — Shortcuts Tab

Shortcuts Tab (continued)

Field/Function ‘ Description

Prompt

Displays a modified version of the Shortcut Properties
dialog each time the task selects a batch automatically.

This allows an Administrator to change the Batch
Selection Mode setting before the task processes the next
batch, and can be a helpful testing device.

Permissions

A list of the application’s jobs, and the tasks assigned to
each job (Page 13).

If you place a check in the check dialog next to a Task ID,
Taskmaster adds the Job/Task Combination to the shortcut.
This Job/Task Combination then appears in the Permission
List of the Shortcut Properties dialog.

Shortcut Icon

The graphic of the shortcut icon you’ve highlighted in the
Shortcuts List.

The example above shows the default graphic that
represents Rule Runner tasks.
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Shortcuts Tab (continued)

Field/Function ‘ Description

Ellipsis button (...)

Accesses the Select Icon dialog (illustrated on the next
page).

A variation of the standard Windows Open File dialog, the
Select Icon dialog has an additional field, and behaves a
little differently.

An icon is the shortcut’s interactive connection to a user —
an operator, Supervisor or Administrator who is initiating a
task. When you define a new shortcut (Page 37), clicking
on the Ellipsis button retrieves the Select Icon dialog.

In the Look in field, open the Datacap directory’s tmclient
folder. After a moment, the Select Icon dialog fills its

Icons field with more than forty cartoons it extracts from
the tmclient.exe file.

To add an icon to a shortcut (or change an icon):

e  Open the Datacap directory’s tmclient folder.

e Be sure that tmclient.exe is specified in the File
Name field.

e Select a picture from the Icons field of the Select
Icon dialog.

e  Click on the Open button.

Add button

Clears the fields of the Shortcuts tab so you can add a new
Shortcut Definition.

Remove button

Deletes the Shortcut Definition of a shortcut you’ve
highlighted in the Shortcuts List.

Copy button

Retrieves the Copy Shortcuts dialog.

You can use this dialog to create a new Shortcut Definition
by copying the specifications of the shortcut you’ve
selected from the Shortcuts List (Page 34).

Alert! For most applications, the shortcuts in the
Operations window cover specific Job/Task Combinations
and do not share properties. As a result, the Copy function
is useful only during the installation and testing of a new
application.

Done button

Confirms new or modified Shortcut Definition settings and
closes the Shortcuts tab.

Apply button Adds properties to a new Shortcut Definition (Page 37).
Help button Accesses Taskmaster Help.
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Selelct Icon dialog

How to Define a New Job/Task Shortcut

To set up a new shortcut linking users with one or more Job/Task Combinations, take the

steps below.

Step Action

25. Select Shortcuts from the Taskmaster Window’s Settings menu: the
Shortcuts tab of the Taskmaster Administrator will appear on your screen.

26. Press the Add button to clear the tab’s fields.

217. Enter a unique Shortcut ID.

28. Add a brief Description of the shortcut and its scope.

29. Press the Apply button.

30. Confirm that Taskmaster has added the new Shortcut ID to the Shortcuts
List and has activated the Batch Selection Mode and Permissions options.

Continued on the next page —>
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Job-Task Shortcuts

To Define a Job/Task Shortcut (continued)

Step

Action

31.

32.
33.

34.

35.

36.

Select a Batch Selection Mode. Remember: This mode will be in force every
time a user double-clicks on the shortcut’s icon.

*.. Taskmaster A
i Wu:urkflu:uwl “n, Modulesl " Group&l r Uxersl Bl Station: [7] Sho
Shortcuts |
[#] Scan Shortcut 10: IHuIE Funier
(7] Fixup Dezcription: IHun Fule Runner T azk
[E4l| Fiule Funner
[ ey E|.§ Batch Selection Mode
[7] Ewxport R C R
[#] Backaground :
[7] Upload
Y

From the Permissions list, select the shortcut’s Job/Task Combinations.

Click on the Ellipsis button to access the Select Icons dialog. Select a graphic
match the task and click on the OK button.

Press the Apply button at the bottom of the Shortcuts tab, then the Done
button to return to the Taskmaster Window.

Open the Operations window to be sure the new shortcut icon is in place.
Alert! In a crowded window, the new icon may “hide” behind another icon. If
you do not see it immediately, use your cursor to nudge the others to the side.

Access the Shortcut Properties dialog (Page 39) to confirm the shortcut’s
attributes.

v’ Important! The convergence of identical Job/Task permissions in the definitions of both
a user and a shortcut icon means that this user will see and can use the icon. In the
example below, the Scan operator and the Scan shortcuts are authorized to run only Scan
tasks — if the workstation has identical permissions!

#, Taskmaster - MQSW

File Views Settings Database Tools ‘Window Help

[ e W[ B E (o2 (2B

E Operations <Auto arranged>= User ID -- 'scanl®
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Shortcut Properties

Once a shortcut has been defined and its icon has a place in the Operations window,
right-clicking on the icon, and selecting Properties in the Shortcut Actions dialog will
present you with the Shortcut Properties dialog. This dialog is a source of both
information and action, and is available only to users to whom you have granted a
Shortcuts privilege (Page 8).

Shortcut Properties
Shortcut |
Shaortcut 1D Permizzion ligt
[\erity REP4IR.MOFixUp
M&IM MO erify

Shortcut Description

I'v'erificatinn and Fixllp

— Batch Selection mode
= duto
" Manual
£ Manual for hald only
" Erompt

€
0Ok I Cancel | Lppl Help

Shortcut Properties Dialog

The data and settings of this dialog duplicate the specifications of the Shortcuts tab for
this shortcut. However, you can modify any setting except a Job/Task permission from
the Shortcut Properties dialog; the changes will appear in the Shortcuts tab as well.

Clicking on the Browse button brings you immediately to the Select Icon dialog, where
you can assign a different graphic to the shortcut.

Confidential and Proprietary Information of Datacap Inc. Page 2-39
Copyright © 2007 Datacap Inc.



	Taskmaster Administrator's Guide
	Chapter 5: Application Security
	Contents
	Taskmaster Security—Introduction
	User Security
	User Passwords
	User Qualifications: Privileges, Permissions and Group Assig
	Administrative Privileges
	User Qualifications: Job-Task Permissions
	User Definitions: User Group Affiliations

	How to Define a User: Step-by-Step

	User Groups
	User Group Qualifications: Privileges and Permissions
	Fields and Functions of the Groups Tab
	How to Define a User Group
	LDAP Group Authentication

	Station Security
	Overview
	Fields and Functions of the Stations Tab
	Virtual Stations

	How to Construct a New Station Definition

	Job-Task Shortcuts
	Overview
	Fields and Functions of the Shortcuts Tab
	How to Define a New Job/Task Shortcut
	Shortcut Properties


	Text Links
	Cover & Legal Page
	Table of Contents
	Index
	Glossary


