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Preface

Business Performance Management with Applix TM1

Business Performance Management is the continuous management and
monitoring of Financial, Operational, Customer, and Organizational
performance across the enterprise. Business Performance Management
solutions facilitate the proactive steering of business direction in the following
ways:

= Wide deployment

= Collaborative decision making

= Continuous and real time review and refinement
= Monitoring of Key Performance Indicators

Applix TML1 integrates business planning, performance measurement, and
operational data to enable companies to optimize business effectiveness and
customer interaction regardless of geography or structure.

Applix TM1 provides:
= Immediate visibility into data
= Accountability within a collaborative process

e Consistent view of information

With TM1, managers can quickly stabilize operational fluctuations and take
advantage of new opportunities.
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Book Description

The T™M1 Security Guide guide describes two aspects of TM1 security.

= Authentication — Creating users and groups and controlling who logs in to
your TML1 server.

= Access Control — Fine-tuning your TML1 server data to control what objects
your TM1 clients can access.

Audience for this Manual

The T™M1 Security Guide is intended for a TM1 developer or system administrator
who wants to gain a basic understanding of TM1 authentication and
component security.

iX TM1 Security Guide
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Conventions Used in This Manual

This manual uses the following conventions:

Font Convention
Arial Arial text indicates that this option or object appears as part of the user
interface.

File names and directories are also indicated by Helvetica text.

Arial Bold Bold Arial text indicates an option to chose or text to type. It usually
appears in numbered steps.

Italics Words are italicized for emphasis or to draw your attention to a new
term. For example, “Do not press the RETURN key.”

Menu Name — Whenever you see a reference to a menu option, the option is identified
Option Name using the following notation:

Menu Name — Command Name
For example, “Click Forms — More.”

Preface X
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How This Manual is Organized
This manual consists of the following chapters:
Chapter Description
1 “TML1 Security Overview” describes information you must know before you

manage TML1 security. This chapter includes terminology, a discussion of
several authentication methods, and a summary of TM1 access control.

2 “ETLDAP Utility” is a utility that is packaged with TM1. This utility allows you
to query user and group information from your LDAP server, and export that
information to your TM1 database. You must use this utility when you
configure integrated login.

3 “Integrated Login” describes how to use Windows authentication to control
access to your TM1 database. This authentication method synchronizes the
TML1 security cubes with LDAP or Active Directory users and groups. Users
that successfully log in to the windows domain are allowed access to TM1
server objects.

4 “LDAP Authentication” describes how to set up your TM1 server to perform
user authentication against an external LDAP server.

5 “Managing Users and Groups” describes how to create individual users and
user groups on your TM1 server.

6 “Controlling Access to TM1 Objects” describes how to limit a user’s access
rights to objects in your TM1 database. TM1 offers security for cubes,
dimensions, processes, chores, elements, and cells.

Xi TM1 Security Guide
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The TM1 Documentation Set

The TM1 documentation set is delivered as part of the TM1 installation. All
TM1 manuals are available on the Applix web site at http://www.applix.com.

Preface Xii
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1 TM1 Security Overview

Applix TM1 security allows you to control who logs in to your TM1 server,
and what objects those users are allowed to access.

The following topics are covered in this chapter:

e TM1 Authentication
e TM1 Object Security

TM1 Security Overview 1-1
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TM1 Authentication

When you install the TM1 server, you can select one of these authentication
methods.

= TML1 Authentication — TM1 server asks you for a user name and password,
and validates the login information against the security cube login
information.

= Integrated Login — Microsoft Windows performs the TM1 authentication.

< LDAP Authentication — TM1 server asks you for a user name and
password, and validates the login information against an external LDAP
server.

After you install the TM1 server, you can change the authentication method by
changing the parameters in the TM1 configuration files.

4>
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TM1 Authentication

With TM1 authentication, the TM1 server checks the user name and password
against the user names and passwords in the TM1 database.

Standard TM1 Security

Clients TM1 Server

Attempt to Establish a Connection
TM1 Architect
TM1 Perspectives Ask for a User Name and Password
TM1 Web Client
Supply a User Name and Password -

Check
Name
and
Password

T

Establish Connection

i

Integrated Login

With integrated login, TM1 uses the Windows network authentication to
access your TM1 data. After you log in to your Windows workstation, you can
access TM1 without entering a user name and password again.

Integrated login is supported on Windows only. You cannot use integrated
login to access a UNIX TM1 server.

TM1 Security Overview 1-3
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Windows
Authentication

User supplies a
user name,
password, and
Windows domain
name while
logging into a
Windows
workstation

(1) Windows Login Completed

Table of Contents | Index
Integrated Login
Clients
. - Windows
TM1 Architect (2) Attempt to Establish a TM1 Connection “4 Domain
TM1 Perspectives Controller
TM1 Web Client
-t (3) Return Windows Network Identity -

h J

(4) Supply Windows Identity as a Log In request

< Gowmcmen e

4>

TM1 Server

]

Check
Name
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With LDAP authentication, an LDAP security service that is external to TM1
authenticates a login (as of TM1 version 8.2.2). You can add, modify, and delete
user security information from one location — the LDAP server or Windows

Active Directory..

Authentication using LDAP

User Interface

(1) User Supplies name and
password

(8) TM1 logs in the user and
gives the user access to
objects on the server.

™1
Server

(2) TM1 logs in to LDAP with a
well-known name and password.

(3) LDAP acknowledges a successful
login using the well-known name and
Password

(4) Lookup - TM1 passes the
name to LDAP

(5) LDAP returns a distinguished
name from its database that
corresponds to the user’s requested

name.

(6) TM1 passes the distinguished
name and the user’s password to
LDAP.

(7) LDAP acknowledges a successful
login using the user-supplied name
and password

LDAP Server
(Active
Directory,
Netscape,
etc.)

TM1 Security Overview
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TM1 Object Security

As a TM1 administrator, you can control access to TM1 objects by assigning
specific levels of object security to a TM1 group.

Suppose you have a group named Executives in your TM1 database. You want
these executives to review the company budget summary data, which is stored
in the BudSummary cube in your TM1 database. You can use TM1 Architect or
Perspectives to assign the Executives group Read privileges to the
BudSummary cube.

You set TM1 access control the same way for any of the products in the TM1
suite. For example, if users in the Executives group have Read access to the
BudSummary cube when they run Perspectives, they also have Read access to
that cube when they run the TM1 Web Client.

4>
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The ETLDAP utility allows you to move information from your LDAP directory to
TM1.

The following topics are covered in this chapter:

ETLDAP Utility Overview

Running ETLDAP

Building an LDAP Query

Connecting to the TM1 Server
Exporting LDAP Informationto TM1
Synchronizing TM1 Datawith LDAP

ETLDAP Utility
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ETLDAP Utility Overview

Using ETLDAP

ETLDAPR, an LDAP load tool, provides the following functionality:

Extracts user information from an LDAP or Active Directory server.
Creates the element UniquelD in the } ClientProperties dimension.
Adds usersto the }ClientProperties cube.

Populates the UniquelD field in the }ClientProperties cube with the domain-
qualified user name of the user you add to TM1 database. For example, ETLDAP
writes the name robert@applix.com to the }ClientProperties cube.

AsaTM1 administrator, you can perform these tasks using ETLDAP:

Add many user names from an LDAP server to the TM 1 database quickly.
Migrate information from alegacy LDAP database to TM1, when you install TM 1.

Perform one or more queries to specify the users you want to create in TM 1, and
then export the users into the TM 1 security cubes.

Maintain user information after you initially load the user datainto TM 1, by
synchronizing the TM 1 datawith the LDAP server.

Here are the mgjor stepsinvolved in using ETLDAP:

Modify LDAP Attributes
Run ETLDAP
Configure the LDAP Login Parameters

2-2
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* Buildan LDAP Query

» Connect to the TM1 Server

 Map LDAP Attributesto TM1 Fields
» Export LDAP Informationto TM1

» Synchronize TM1 Datawith LDAP

Important: You must use ETLDAP with integrated login and L DAP authentication.
Otherwise, you will experience problems when you synchronize your TM 1 users with
your Windows security information.

Modifying LDAP Attributes

In some cases, the value of an attribute you retrieve from an LDAP directory does not
precisely match what you want to enter in the TM 1 security cube. If so, you must
modify certain LDAP attributes before you can run ETLDAP.

For example, you could combine all users from the R& D, Quality Assurance, and
Documentation LDAP groupsinto asingle TM 1 group named Engineering. To support
these requirements, you can extend a Java class with a single method you need to
override.

The 'stringFilter' class contains one method with the following signature:
String filterString(String attrName, String value)

At run time, this method is passed the name of each LDAP attribute that matches a
mapping entry and its value. The String it returnsis added to the TM 1 database.

The following code demonstrates the implementation of the stringFilter class,
combining all users from the R& D, Quality Assurance, and Documentation LDAP
groupsinto asingle TM1 group named Engineering.

ETLDAP Utility 2-3
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The stringFilter class looksfor instances of the LDAP 'ou’ attribute, whichisthe TM 1
Group namesfield. If thevalueis’R&D’, 'Quality Assurance’, or 'Documentation’, it
returns 'Engineering’. The users from any of the 3 LDAP groupsis added to asingle
TM1 Engineering’ group. Any other group value remains unchanged.

// The stringFilter class provides the ability to transform strings
// which are read from the LDAP database before they are inserted into // TM1l's
datastore.

// To implement this feature, create a class which extends stringFilter
// and contains a method ’'filterString’ with the following signature:
//

// String filterString(String attrName, String value)

//

//

public class myStringFilter extends stringFilter

{

public String filterString(String attrName, String value)

{

if (attrName.equals("ou"))
if ( (attrName.equals("R&D")) ||
(attrName.equals ("Quality Assurance")) ||
(attrName.equals ("Documentation")) )
return "Engineering";
else
return value;
else
return value;

}
}

After you write and compile the Java code, put the class somewhere in your Classpath,
and enter its name in the Class Name field of the Options dialog on the Edit menu.

Running ETLDAP

You can run ETLDAP from Windows or the DOS command prompt.

2-4 TM1 Security Guide
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Click Start — Programs — Applix - TM1 — Administration — ETLDAP.

The LDAP Load Tool dialog box appears. After you build an LDAP query, the LDAP
Load Tool dialog box looks like this.

& LDAP Load Tool
File Edit VWiew

[Idap:/f10.110.0.63]

=1 E3

Search DH: |ou=Peop|e, o=applix.com |

Filter: |(manager=uid=kvaughan,nu:F'enple,n:applix.cum) |

Attributes: |cn, mail |

Search Scope:

) One level

D

Uid=ashelton, ou=People, o=applix.com  Alexander Sheltan
lid=hfrancis, ou=Feople, o=applix.com
vid=hjahlons, ou=People, o=applix.com
lnid=hbfree, ou=Feople, o=applix.com
Uid=hrigden, ou=People, o=applix.cam
Uid=htalbot, ou=Feaple, o=applix.com
Uid=hplante, ou=Feople, o=applix.com
Uid=cschmith, ou=Feople, o=applix.com
Uid=d=smith, ou=Peaple, o=applix.com
Uid=dakers, ou=Peaple, o=applix.com
Uid=eward, ou=Feople, o=applix.com
lid=njenszen, ou=Feople, o=applix.com
did=hmiller, ou=Peaple, o=applix.com
nid=jburrell, ou=Feople, o=applix.com
Uid=jlut?, ou=Feople, o=applix.com

) Sub-tree level
| e | rnail
ashelton@applix.com
Barbara Francis bfrancis@applixcom
Barbara Jahlonski biablonz@applix.com
Bjorn Free bfree@applix.com
Bjorn Rigden brigdenig@applix.com
Brad Talbot btalbot@applixcom
Brian Flante bplanted@applix.carm
Chris Schmith cschmith@applis.com
Draniel Smith dsmithi@applix.com
David Akers dakers@applix.com
Eric Ward eward@applixcom
Gern Jensen giensen@appliz.com
Harry Miller hmilleri@applix.com
James Burrell jhuarrell@applixcom
James Lutz jlut2i@applix.com =

=l

Matching entries: 47

Search || Export || Cancel |

ETLDAP Utility
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The following table describes the elementsin the LDAP Load Tool dialog box.

|
Field or Button

Description

Search DN

Displays the LDAP node at which the search originates. ETLDAP does
not search for entries above thislevel in the tree.

Filter

Displays the query string that filters the entriesin the directory and
generates the matching records.

Attributes

Displays the attribute values for LDAP entries that assist in validating
the records returned by the search. When you export the LDAP
information to TM1, ETLDAP retrieve the attributes required to create
valid TM1 users.

Note: The attributes are for display purposes only.

Search Scope

Specifies the starting point of the search, and the search level. Select
One level to specify all entries one level below the base Search DN, but
not the base DN itself. Select Sub-tree level to search al entries
beneath the base DN, including the base DN.

Results Table

Displays the search results. Click the column headersto sort the data, or
right-click in arow and click View Entry to examine all attributes for
that entry.

Search Button

Performs the search using the parameters you select.

Export Button

Exports the displayed set of usersto TM 1 based on the settingsin the
Options dialog box.

2-6 TM1 Security Guide
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You can run ETLDAP from a DOS command window, with command-line parameters.

1. Click Start — Programs — Accessories — Command Prompt.

2. Enter the following command line:

java etldap <options>

TM 1 supports these command-line parameters.

|
Parameter

Description

-f <filename>

Passes the name of a saved session file to load all configuration
settings from a previous session.

When you run ETLDAP in unattended (batch) mode, you must
include aname for the session savefile. If thisfile does not contain
the passwords necessary to connect to the LDAP and TM1 servers,
an error message is written to the log file and the session is
terminated.

-batch

Runs ETLDAP in command-line mode with no user interface.
Requires the -f option.

ETLDAP Utility
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Parameter Description

-secure When you run ETLDAP in batch mode, passing this flag removes
all passwords from the session file referenced by the -f flag after
they have been read.

This parameter reads the save file at the beginning of the session,
and then re-writes the file with the passwords removed. Whilein
use, you would run ETLDAP and specify the passwords with the
user interface. Then you would exit ETLDAP and run the
command line version specifying the -secure’ option. Thiswould
insure that the passwords were only availablefor the short period of
timeit takes for the utility to initialize.

-help Displays online Help for these command-line parameters.

2-8 TM1 Security Guide
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1. Inthe LDAP Load Tool dialog box, click File — Connect.

The LDAP Login dialog box appears.

LDAP Login

~Host Info

Host: |

] SSL

[_] Anonymous

Port: (389

Yersion: (3

-

—User Info

User DH:

Password:

Test

OK

Cancel

2. Enter the following host and user information.

Index

e

Panel Field

Description

Host Info |Host

Enter the host name or |P address of the machine where the
LDAP server isrunning.

Port

The default port is 389, an LDAP standard port number.

ETLDAP Utility
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P
.9 |
Panel Field Description
Host Info  |Version ETLDAP will most likely ignore the version number. Most

LDAP servers support version 2 or version 3 type connections,
ETLDAP does use any functionality specific to either version.

SSL option

Determines whether the communication between the LDAP
server and ETLDAP happens over a secure encrypted channel.
Unless you are viewing secure information over an insecure
network, leave this option turned off.

Anonymous option

Most LDAP servers have some layer of security configuration
that requires you to authenticate as a known user. In some
systems, anonymous users can browse the directory, but not
retrieve the schema. In other systems, an anonymous user
might have access to certain insecure areas of the directory,
but not others.

2-10
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]
Panel

Field

Description

User Info

User DSN

In many cases, your LDAP directory prevents Anonymous
users from accessing or modifying data. In this case, you may
need a Distinguished Name (DN) and password to complete
the extraction of your LDAP security information.

For example, the name Norm Lodin might refer to a person
who works at Blodget, Inc. Inside LDAP, he hasa
Distinguished Name that uniquely distinguishes him from all
other entities in the network.

Norm might enter the following information in the User Info
field.

uid=nlodin, ou=People, 0=Blodget.com

Password

Enter a password that corresponds to the User DN.

3. Click Test.

If you successfully connect to the LDAP server, the status bar displays the
Connection Succeeded message in green.

ETLDAP Utility 2-11
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Host Info
Host: (10.110.0.31 Puort: (3249 Yersion: |3 -

[1SSL [] Anomymous
User Info

User DH: \cr=robert, ch=users, de=appli, de=com

Password; [~

Message indicating
asuccessful  —p | Connection Succeeded
connection

Test OK Cancel

If you do not connect to the LDAP server, the status bar displays an error message
in red.

4. Click OK.

You have established a connection to your LDAP server with the parameters you
specified.

Examining the Elements of an LDAP Query

An LDAP query consists of four major elements. Search DN, Filter, Scope, and
Attributes.

» Search DN —An LDAP directory is organized as a tree structure, with aroot node
and anumber of branches off thisroot. The Search DN specifies at which node the
search originates. Entries above thislevel in the tree are searched. You must specify
the correct base DN to obtain the results you want.

2-12 TM1 Security Guide
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Filter — A query string that filters the entriesin the LDAP directory and generates
the matching records. You can create complex filters by using a combination of the
following symbols:

& (AND)

| (OR)

I'(NOT)

* wildcard character

() parentheses for nesting

For instructions on building LDAP filter strings, refer to LDAP books and online
resources, including the LDAP standard, RFC 2254, The Sring Representation of
LDAP Search Filters.

Scope — While the Search DN specifies the starting point of the search, the Scope
attribute indicate the level of depth to which the search occurs. There are two Scope
levels:

One Level — Specifiesthat LDAP search all entries one level below the base
DN, but does not include the base DN itself.

Sub-Tree Level —Indicates that LDAP search all records at all levels
including the base DN.

ETLDAP Utility
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The following diagram illustrates the effect that the Scope setting has on a search.

oearch base: c=Appliv com
o: Applix.com

Scope: One

—— e :
R e [ e
i i ou: People ou: Groups i i
§ | | |
| cn: Rob Smith cn: Jill Benszan |
! uid: rsmith uid: jbenson !
E Scope: Subr

» Attributes— Describe every LDAP entry and their values. Includes a comma-
separated list of values to return for the records that match the filter string. There
aretwo LDAP attributes:

- User attribute— You add this attribute to the LDAP directory. For example, cn
or mail.

- Operational attribute—The LDAP server creates and maintains this attribute.
For example, numSubordinates.

The attributes for an entry could include:
- Present with no value

- Present with one or more values

- Not present. If an attribute is optional, the attribute may not exist for an entry.
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Important: Be sure to request only the attributes you need. If you request all
attributes, alarge result set can significantly increase processing time on the LDAP
server and memory requirements on both the server and the client.

Building an LDAP Query

1. Specify the Search DN, Filter String, Attributes, and Scope for your query.

CBX

{& LDAP Load Tool

[ldap:/10.110.0.31]

File Edit View
Search DM: |cn=u5ers,dc=.ﬂppli:,l:lc=mm
Filter: []ideparment=RED)(depatment= R*)
Aftributes:  |department displayName cn
Search Scope: & Oneleval © Sub-trae leval
(n]] | department displayName &
CH=michaelc, CH=User.. R&D QA Caolangelo, Mike michaglc =
Ch=mmerigol Ch=lUse... RED 04 Meriggi, Marco mmeriggi
CH=mberenso, CH=Us_. RE&D Development Berensaon, Maxwell mberenso
CH=radames, CH=User.. RED Development Garcia, Rad radames
Ch=piyush,CH=lsers,.. R&D Development Jain, Phyush iy sh
CM=kiran,ChN=Users D... R&D Development Srinivasiah, Kiran kiran |
Ch=kate, Ch=Users DT RED QA Fyder, kate keate
Ch=manmp,Ch=Users . R&ED Development FPeraz, Manny (R ETal]
CH=lchockal CH=Usear.. RED QA Chockalingam, Lakshm... Ichockal
ChH=toddk CH=Users,D... RED QA Kuindersma, Todd toddk
CH=tpallie,CN=Users .. RE&D QA Fallie, Tuan tpallie
Ch=shong CH=Users,.. RED Development Hong, Stephanie shong
ChH=yu,CH=Users DC= RE&D Development Lou, Yu Wl
CH=tphillip,CN=Usars,... RED Development Fhillips, Ted tphillip j
j. T rm b e e Pl e |ﬂ
Matching entries: 36 | Search | Export | Cancel |

Click Search.
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If you did not make any syntax errors or create afilter string that does not match
any recordsin the directory, you should see alist of entriesin the table. A status
message indicates how many records match your search requirements.

3. Examine the result set.
* Doesit include names you do not want to see?
* Areimportant entries missing?

* Do you need to build multiple queries to capture the list of records you are
interested in?

Make your changesto the filter string.
Click Search.
Examine the result set.

Repeat steps 3 through 6 until you have alist of valuable records.

© N o a &

Click File — Save As to saveyour LDAP query as atext file.

NOTE: You can usethe saved LDAP query at alater time. To do so, click File —
Open inthe LDAP Load Tool dialog box. ETLDAPfillsin the DN, Filter String,
Attributes, and Scope for your LDAP query.

Connecting to the TM1 Server

1. Click Edit —» Login —» TML1.

4>
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The TM1 Login dialog box appears.

TM1 Login

Table of Contents

~TM1 Admin Server

Host:

~TM1 Server

SEerver:

Usernarme:

Password:

Test

OK

Cancel

2. Enter the following server information:

Index

e

. ________________________________________________________________________|

Field Description

Host The machine name of the server on which your TM1 Admin Server
IS running.

Server The name of the TM1 server to which you want to connect. Click
Server to select a server from the Server list.

Username The name of auser with Admin privileges on the target TM1
server.

Password The password of the admin user.

ETLDAP Utility
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3. Click Test.

Table of Contents | Index

4>

The status bar displays the Connection Succeeded message in green.

~TM1 Admin Server

Host: |riordon

~TM1 Server

Server: [sdata

Username: |[admin

Password: [~

Connection Succeeded

Test

OK

Cancel

4. Click OK.

Mapping LDAP Attributes to TM1 Fields

LDAP directories contain many attributes, some of which you standardize, and others
which you add or customize for your environment. You must specify the relationship
between the LDAP attributes and the required TM1 fields manually. You should be

familiar with the LDAP schema.
1. Click Edit - Mapping — TM1.
The TM1 Mapping dialog box appears.

2. For eachrequired (red) TM1 field, select an LDAP schema attribute.
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For each user, TM1 requires a unique name and group name. For example, you
could map the name attribute in your LDAP schemato a TM1 user, and map the
department attribute to a TM 1 group.

TM1 Mapping rz|
client: | name - |
group: |department - |

email: ||ms-[)5-l'l.l'lachinen[:[:u... w ||

*indicates required fields

0K Cancel

3. Click OK.
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Specifying the ETLDAP Export Options

1. Click Edit — Options.

The Options dialog box appears.

Options
Tool Options

[v| Enable Integrated Login

Realm Hame: |app|i:{

[v] Save Passwords

LDAP Search Options

[_] Format Strings with

Mazimum Search Resulis: |0 |
Search Time Limit: [0 |

0K

Cancel

When you clear Save Passwords, ETLDAP removes all passwords necessary to
connect to the servers before the session save file is written. The next time you run

Clear Save Passwords.

Select Enable Integrated Login.

Table of Contents

Enter the realm name that contains the users you want to transfer.

ETLDAP, you would have to enter the passwords again.

Set Maximum Search Results and Search Time Limit to 0.
6. Click OK.

Index

4>
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Exporting LDAP Information to TM1

1. Click Export.

ETLDAP movesthe records you retrieved from the LDAP directory into TM1, and
logs the data export activity in alog file.

NOTE: You can open the log before you export records to track the export
progress.

2. Click View — Log to open the log.

The Session Log showsthat ETLDAP exported three LDAP users and created them
on TM1. ETLDAP randomly generates the TM 1 user passwords and adds them to
the TM 1 database.

L

created TM1 user: ‘Userl’

assigned TM1 user ‘Userl’ to group ‘Corp’
created TM1 user: ‘User2’
assigned TM1 user ‘User2’ to group ‘Corp’
created TM1 user: ‘User3’
assigned TM1 user ‘User3’ to group ‘Corp’

added 3 users

Assigned TM1 user userl password: <_bAslap3>
Assigned TM1 user user2 password: <CYxgsDm>

Assigned TM1 user userl password: <GLfED3Jm>

Clear Save || Cancel

L4 [ s
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NOTE: If you use integrated login, TM1 users do not use the TM 1 passwords, and
you do not have to coordinate passwords between TM 1 and Windows. If you do not
use integrated login, TM 1 users must change their password during their first login
session. For details, see the TM1 Administration Guide.

Synchronizing TM1 Data with LDAP

When you run ETLDAP thefirst time, you must retrieve all records from the LDAP
server that meets your organizational requirements. You define these requirements
using the the Filter parameter. After you retrieve all user and group records, you load
them into the TM 1 database.

After you load theinitial datainto TM1, you must make all subsequent changesto the
records in the LDAP directory, and not with the TM1 Administration tools. Asthe

L DAP data changes over time, you should periodically run ETLDAPin Update mode.
Select only the records that meet your original search requirements, which changed
since the last time you ran ETLDAP.

Modified Record Attribute

All LDAP servers support alast modified record attribute, which includes these
timestamp attributes:

* Sandard LDAP — modifytimestamp
e Microsoft Active Directory —whenChanged

During an export session, ETLDAP examines all records as it processes them and
stores the date of the most recently changed record in the Session Log file, asshownin
the following sample:

newest record modified: Thu Jan 23 07:00:42 EST 2003(20030123070042.02)

4>
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Updating TM1 with LDAP Changes

1. Locatethe newest record linein the LDAP Session Log.
2. Insert the timestamp portion of the string in parentheses into your Filter line.

Important: Be sure to adhere to the syntax supported by LDAP Filters. See RFC
2254, The Sring Representation of LDAP Search Filters.

The following table shows a sample Filter string without any changes, and after
modification for both LDAP and Active Directory servers.

NOTE: Remember, astandard LDAP server uses the modifytimestamp attribute, and
an LDAP server with Microsoft Active Directory uses the whenChanged attribute.

Sample Filter String |Filter String After Modification

Initial string (& (objectclass=person)(|(department=R& D) (department=Docum
entation)))

Modified for standard | (& (objectclass=person)(modifytimestamp>=20030515162433Z)(|
LDAP (department=R& D*) (department=QA)))

Modified for Active (& (objectclass=person)(whenChanged>=20030515162433.0Z)(|(
Directory department=R& D*) (department=QA)))

3. After you make the necessary changesto the Filter line, save the session datawith a
name that clearly identifiesit as an incremental update query.
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3 Integrated Login

This chapter describes the TM1 integrated login feature. The following topics are
discussed:

* What IsIntegrated Login?

e Setting up Integrated Login

» Configuring Integrated Login for TM1 Web Using NTLM

» Configuring Integrated Login for TM 1 Web Using Kerberos

e Setting up Integrated Login Manually

* Logging Inwith Integrated Login

Integrated Login 3-1



What Is Integrated Login?

What Is Integrated Login?

Table of Contents

4>

Integrated login allows you to use Windows network authentication to control access
to TM1 data. In this security model, you must use ETLDAP (see Chapter 2, ETLDAP
Utility) to move user and group Windows log in information into the TM 1 database.
Users who want to access TM 1 data through Architect or Perspectives must log in to
Windows first. After they successfully log in to Windows, TM 1 does not ask for log in
information.

Integrated login matches the domain-qualified name you useto log in to Windows with
anamein the UniquelD field of the }ClientProperties cube. If thereisamatch, TM1

alowsyoutologin.

As an example, suppose you log in with the user name Robert into the domain

applix.com. When you double-click a server in the TM 1 Server Explorer, TM1 looks
in the }ClientProperties cube and examines the UniquelD field of that cube. Robert
has a domain-qualified name of robert@applix. Aslong as Robert logsin to the
APPLIX domain with the name Robert, integrated login should work for this user.

WChents

Troy
Reed
Camphbel
Davig
Lambert
toore

Fobert

IClierProperties

MarrumPorts PasswordLastTemellpdated  PasswordE wpiationDays | PASSWORD | STATUS | ReadOryU ser| UniquelDr

0

0
100
100
|
100

0
0
0
0
0
0
0

roberi@applic

If integrated login cannot match the domain-qualified name you useto log in to
Windows with aname in the UniquelD field of the }ClientProperties cube, TM1

displays the following error message.
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TMA X
@ Client name does not exist on the server

Integrated login is supported on Windows only. You cannot use integrated
login to access a UNIX TM1 server.

Setting up Integrated Login

To set up integrated login for TM1 clients, compl ete the following procedures:

» Step 1 — Select the Integrated Login option during the TM1 installation.
* Step 2 — Update your TM1 security data by running ETLDAP.
o Step 3-— Set accessrightsfor TM 1 users and groups.

Step 1 - Select Integrated Login Option During TM1 Installation

1. Runthe Applix TM1 setup program.

2. Select the Integrated Login option during the TM1 installation, as described in the
TM1 Installation online Help.

3. Complete the installation.
Step 2 - Run the ETLDAP Utility

Run ETLDAP to extract the user and group login datafrom your LDAP directory and
load that data into the TM1 security cube. For details, see Chapter 2, ETLDAP Utility.

Integrated Login
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ETLDAP creates TM 1 users from the LDAP data that you specify. These users are
members of the same group to which they were assigned in your LDAP directory.

Step 3 - Set Access Rights for TM1 Users

For aTM1 user to access any data, you might have to assign that user to other TM1
groups. For example, for a user to publish public objects to the Web through TM 1
Web, the user must be a member of the TM1 Admin group.

To add a user to the Admin group:
1. Start TM1 Architect.
2. Click File — Options.
The TM1 Options dialog box appears.

3. Clear the Integrated Login option, as shown in the following figure.
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T Options rz|
Login Parameters Local Server
Admin Host: [] Connect to Local Server on Startup
|fi'3"'ja” W | Local Server Data Directory:
F 1 Integrated Login |E:"~F'ru:ugram FileshbpplishCustormhTM1D ata P | Browsze...
POF Frinter Local Server Execution Mode
) Independent Process

PoztScript Printer:
| T | (%) In-Process

Tk HTTF Connector
[JUse TM1 HTTP Connector to connect to TM1 Server

URL: |

Huost: | |F'|:|rt: | |

4. Click OK.

5. Inthe Tree pane of the Server Explorer, double-click TM1 to open the list of
servers.

6. Double-click a server name.
7. Loginusing your administrator login ID and password.

e Administrator name (default) —admin

* Administrator password (default) —apple

8. Right-click the server name, and click Security — Clients and Groups.
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The Clients/Groups dialog box appears.
i Clients/Groups on sdata =10 =]
Security  Clients  Groups  Help

Uzername| Password Espiration D ays b ax Connectians 0K

Adrnin Defined Mo Expiration. 100 '

dee | Defined No Expiration. | 100 | Cancel
bbares | Defined Mo Expiration. 100 |

briart Defined Mo Expiration. 100 |

cilacqua | Defined Mo Expiration, 100 I

dmenning | Defined Mo Expiration, 100 I

gregw Defined Mo E xpiration, 100 [

liza Defined Mo E xpiration. 100 |

ramurphy | Defined Mo Ewpiration. 100 |

robert Defined Mo Expiration. 100 '

sthorpe | Defined Mo Expiration. 100 I

Izl Defined Mo Expiration. 1 |

Izr2 Defined Mo Expiration. 1 |

Ilzr3 Defined Mo Expiration. 1 |

1] | |

9. Select auser to add to the admin group.

4>
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NOTE: Usethe scroll bar to scoll to the left, where the list of groups appears.

! Clients/Groups on sdata 10| x|
Security  Clients  Groups Help
zemarme | Status AOMIM | Marth America Product Dacu ok
Admin | Active [ ] ]
alee Mot Active ] ] ] Cancel
bbames | Mot Active OJ OJ ]
briant Mot &ctive [l OJ X
cilacqua | Mot Active ] ] ]
dmenring| Mot Active ] ] ]
aregia Mot Active ] ] ]
liza kot Active ] ] X
ramrply | Mot Active ] ] ]
mbert | Active [ ] |
sthorpe | Mot &ctive ] ] ]
Uarl Mot &ctive ] [ OJ
Jar2 Mot &ctive ] ] ]
Jar3 Mot Active ] X ]
Rl 1 i
10. Click the check box for a user in the ADMIN column to add the user to the Admin
group.
11. Click OK.
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Configuring Integrated Login for TM1 Web Using NTLM

If you select the Integrated Login option during the TM1 installation, TM1 Web is
correctly configured to use integrated login. All you must do is set the
SecurityPackageName parameter in the Tmls.cfg file for your TM 1 server.

NOTE: If you use the NTLM protocol, both the Web server and the TM 1 Server must
reside on a single computer. The NTLM protocol does not support system delegation.
In a scenario where the Web server and the TM 1 Server reside on different computers
you should use the Kerberos security protocol, as described in the next section. For
complete details on authentication with 1S, see
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vsent7/htmi/

vxconl | SAuthentication.asp.

To set the SecurityPackageName parameter:

1. Shut down your TM1 server.

2. Open Tmls.cfg in atext editor.

3. Set the SecurityPackageName parameter to NTLM.
SecurityPackageName=NTLM

4. Save Tmls.cfg.

5. Restart your TM1 server.

Configuring Integrated Login for TM1 Web Using Kerberos

This section describes how to set up TM1 Web to use Integrated Login with the
Kerberos security protocol. If you use the Kerberos security protocol, you can
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configure your Web server to use either a system account or domain user account,
according to your preference.

Determining if Your Web Server is Running in 1IS 5.0 Isolation Mode

If you install TM1 Web on I1S 6, but your web server isrunning in 11S 5.0 Isolation
Mode, you should follow the instructions for Configuring TM1 Web with Integrated
Loginon 1S5 Using Kerberos later in this chapter.

To determine if your web server isrunning in 11S 5.0 I solation Mode, follow these
steps:
1. Run Computer Management.

2. Right-click Web Sites and choose Properties.
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3. Click Services.

Web Sites Properties EE

Wieh Sike I Performance I I54PI Filkers I Home Direckary I Documents |
Direckary Security I HTTF Headers I Cuskamn Errars Service

—Isaolation mode

If this Option is ON, you are
running your web server in
IIS 5 isolation mode.

[T Run Wi service in 115 5.0 isolation mode! <

—HTTP campression
[~ Compress application files

[ Compress static Files
Temporary direckary: | %awindire4IIS Temporary Compress Browse, .., |

[ e Eemporary. direchory size;
£ Unlimited

£ Limited bo in megabytes: I a5

K I Zancel Gpply Help
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Configuring TM1 Web with Integrated Login for a System Account on IIS 6 Using Kerberos

To configure TM 1 Web with Integrated Login on |1S 6 using Kerberos, you must
complete the following procedures:

» Step 1 — Set your security protocol to Kerberos.
o Step 2 — Grant the Web server system delegation rights
Step 1 — Set Your Security Protocol to Kerberos
Follow these steps to configure your Web server to use the Kerberos security protocol :
1. Open acommand prompt.
2. Migrate to the inetpub/AdminScripts directory.

3. Run the following command to set the security protocol to Kerberos:

C:xInetpubsAdminScriptsescript adsutil.vhbs zet wizversl vrootsTHileb- HTAuthentica
tionProviders "“"Wegotiate, MNTLM"
Microsoft <R} Windows Script Host Uerszion 5.6

Copyright <C» Microsoft Corporation 19796-20H1. All rights reserved.
MTAuthenticat ionProviders : {STRIHG> "Megotiate, MWTLH"

C:sInetpubsAdminScripts>

The Negotiate, NTLM setting forces the Web server to try to use Kerberosfirst. If
Kerberosfails, the web server will use NTLM.

Step 2 — Grant the Web Server System Delegation Rights

From the network’s domain controller, run the Active Directory Users and
Computers control panel. Assign delegation rights to the Web server system. To do
this from a Windows 2000 domain controller, follow these steps:

1. Runthe Active Directory Users and Computers control panel.

2. Click the Computers folder.
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3. Right-click the Web Server system and choose Properties.
4. Select the Trust Computer for Delegation check box.
5. Click OK.

Configuring TM1 Web with Integrated Login for a Domain User on IS 6 Using Kerberos

To configure TM 1 Web with Integrated Login on 11S 6 using Kerberos, you must
complete the following procedures:

e Step 1 — Set your security protocol to Kerberos.
o Step 2 —Build anew application pool for TM 1 Web.

» Step 3-— Set the TM1 Web application pool to run under the Applix network user
ID.

» Step 4 — Add the Applix network user ID to the IS WPG group.

* Step 5-— Set the TM 1 Web directory to run under the TM 1 Web application pool.
» Step 6 — Grant the Applix service account delegation rights

o Step 7 — Set the Service Principal Name (SPN)

Step 1 — Set Your Security Protocol to Kerberos
Follow these steps to configure your Web server to use the Kerberos security protocol
1. Open acommand prompt.
2. Migrate to the inetpub/AdminScripts directory.

4>
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3. Run the following command to set the security protocol to Kerberos:

C:sInetpubs~AdminScripts>ecscript adsutil.vbs set wisvcocsl- oot -TMiWeb NTAuthentica
tionProviders "Megotiate,. MTLHM"

Microzoft ¢H» Windows Script Host Uersion 5.6

Copyright <C» Microsoft Corporation 1996-28081. All rights reserved.

MIAuthenticationProviders : (STRING> "Megotiate, MNTLM"

The Negotiate, NTLM setting forces the Web server to try to use Kerberosfirst. If
Kerberosfails, the web server will use NTLM.

Step 2 — Create a New Application Pool for TM1 Web

To create anew application pool for your TM1 Web virtual directory, follow these
steps:

1. Right-click Application Pools and choose New — Application Pool. The
Add New Application Pool dialog box appears.

Add New Application Pool
Application pool 10 | AppPool #1

Application pool settings

{+ lse default settings For new application pool

(" Use existing application pool a5 template

application pool name; | J

Ik | Zancel | Help |

2. Enter TM1Web for the Application Pool ID.

3. Choose Use Default settings for new application pool, and click OK.

Integrated Login
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Step 3 — Set the TM1 Web Application Pool to Run Under the Applix Network User ID

The TM1 Web application pool should run using the network identity under which you
run the Applix services. Follow these steps:

1. Right-click the TM1 Web application pool and choose Properties.
2. Click the Identity tab.
MiwebProperties @K

Recycling I Performance I Health Identity I

—Application pool idenkity

Select a security account For this application poal;

INetwurk Service j

" Configurable

User name: | TIWAM_ELADES Brovise |

Password: I YT

(] 4 I Cancel Apply Help

3. Click Configurable.
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4. Enter avalid domain user and password in the fields provided. This should be the
same user name and password as your Applix services are running.
5. Click OK.

Step 4 — Add the Applix Domain User to the IS WPG group

The Applix domain user must belong to the IS WPG group on the web server. To add
the Applix domain user to this group, follow these steps:

1. Runthe Computer Management administration tool.

2. Navigate to the Groups folder under System Tools — Local Users and
Groups — Groups.

Integrated Login
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E; Computer Management

Table of Contents |  Index

=) Fle Action  Miew Window  Help

e« A XTE 2

Q Computer Managerent (Local)
B E}, 5'5*5::311 Took
i EI Ewent Viswer

[ Users
-3 Groups
[ Perfarmance Logs and
i Drevice Manager
=18 Storage

[# Removable Storags
Cisk Defragmenter
i Disk Managerment
F- 8 Services and Applications

Shared Folders
H- Local Users and Groups

Alerk:

| 2

Distributed COM Users

EGU&S&S

#3 Performance Log Users

5 Power Usars
Print Cperakors

gﬂ:aﬂuta Deshiop Users
£ replicator

Users

%Debu;gew Users

ﬁ HelpServicesGroup

£ Teketclients
¥ vs Developers

gﬂetmrk Configuratian ...

gP‘arFurmenca Monitor U...

“‘ OS5 _25869105050_admin

Marne | Description |
E.ﬁdmhistral‘ars Bdministrakors have complete and u...
Backup Operators Backup Operators can override secu...

Members are allowed bo launch, acti...
Guests have the same access asme. ..
Members in this group can hawve som. ..
Members of this group Bave remaoke .,
Members of this group have remote ..,
Power Lsers possess mosk administr ..
Members can administer dorain prin, ..
Members in this group are granked &...
Supports file replication in a domain
Users are prevented From making ac...
Debugger users can debug processs.. .

Group Fur the Help and 5!.||;||:|nrt Cenber

Microsoft SharePaink rnle ‘admin' Far ..
rembers of this group hawve access £,
Wisual Studio developers can author ...

3. Right-click the group IIS_WPG and choose Add to Group. ThellS_WPG
properties dialog box appears.
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IIS_WPG Properties |

General |

@ II5_w/PG

Description: 15 Worker Process Group

Members:

[ 5 hw/it_BLADEE

€T NT AUTHORITYALOCAL SERVICE (5-15-19)

€7 NT AUTHORITY\NETWORK SERVICE (5-1-5-20)
€T NT AUTHORITYASYSTEM (5-1-5-18)

Bemowve |

k. | Cancel | Smply |

4. Click Add and add the domain-qualified nameto the llS_WPG group. This should
be the same name used by your Applix services.

Step 5 - Set the Application Pool for Your TM1 Web Virtual Directory

This procedure describes how to configure the TM1 Web virtual directory to runin the
TM1 Web application pool.

1. RunthellS Manager.
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2. Right-click the TM1 Web virtual directory and choose Properties.

TM1Web Properties [ 7|

Mirtual Directary ID::u:uments I Directory Security I HTTP Headers I Custom Errars I

The content For this resource shaould come Fram:

i ;ﬁ. directory located on this computer

= 4 share located on anather computer
™ 4 redirection ko a LURL

Lacal path: I i\ Inetpubivanroot TM1Wehb Erowse.., |
r Scripk soUrce access v Log wisits

v Read [~ Index this resource

[ write

[ Directory browsing

Application settings

application name: I TM1web Remowve |
Starking point: «Defaul; Web Site=\THM1. ..

Configuration. . |
Execute permissions: IScripts only j
Application poal; IDEFault.ﬁ.ppF'Dnl j Wnlzad |

| i I Zancel | Apply | Help |

3. Set the Application Pool option to TM1 Web.

Step 6 — Grant the Applix Service Account Delegation Rights

From the network’s domain controller, run the Active Directory Users and
Computers control panel. Assign delegation rights to the account used to run your
TM1 services. To do this from a Windows 2000 domain controller, follow these steps:
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Run the Active Directory Users and Computers control panel.
Click the Users folder.

Right-click a user and choose Properties.

Click the Account tab.

o ~ WD PE

Scroll down the Account Options list and enable the Account is Trusted for
Delegation option.

This procedure will vary somewhat with other versions of Windows. Refer to your
Windows documentation for more information.

Step 7 — Set the Service Principal Name (SPN)
To set the SPN:

1. Download the SetSPN.exe utility from http://www.microsoft.com/windows2000/
techinfo/reskit/tool s/existing/setspn-0.asp.

2. Asadomain administrator, execute the following commands:
setspn -A HTTP/web_server_name domain_name\user_acct_for_ TM1_services

setspn -A HTTP/webservername.domain_name domain_name\user_acct _for_ TM1_services

Configuring TM1 Web with Integrated Login on IS 5 Using Kerberos

To configure TM 1 Web with Integrated Login on 1S 5, you must complete the
following procedures.

e Step 1 — Set your security protocol to Kerberos.
o Step 2 — Grant the web server system delegation rights
o Step 3—Modify the .Net Configuration Files
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Step 1 — Set the Security Protocol on the Web Server to Kerberos

You must be sure that your web server is running the Kerberos security protocol.
Follow these steps:

1. Open acommand prompt.
2. Migrate to the inetpub/AdminScripts directory.

3. Run the following command to set the security protocol to Kerberos:

C:sInetpubsAdminScripts *escript adsutil.vhs set wisvc Al MTAuthenticationProviders "Megotiate. NWTLMY
Microszoft (R> Windows Script Host UVewsion 5.6
Copyright <G> Microsoft Corporation 1996-2881i. All rights reserved.

NT AuthenticationProviders : (STRING?» "Megotiate, MILHM"

The Negotiate, NTLM parameter forces the Web server to try to use Kerberosfirst. If
Kerberosfails, the web server will use NTLM.

Step 2 — Grant the Web Server Machine Account Delegation Rights

From the network’s domain controller, run the Active Directory Users and
Computers control panel. Assign delegation rights to the Applix service account. To
do this from a Windows 2000 domain controller, follow these steps:

1. Runthe Active Directory Users and Computers control panel.

2. Click the Computers folder.
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3. Right-click a computer and choose Properties.

BLADEG Properties EH

tanaged By I Object I Security I Dialk-in
Gieneral | Operating System I tember Of I Location

BLADER
=l

Computer name [pre-wWindows 2000):

DHS name: II:nIau:IeE. apl=lab.com
Bole: IWDrkstatiDn ar Server
Dezcription: I

[T Tust computer for delegation

Thiz securty-zenzitive option means that zervices running as
lozalzyztem an thiz computer can request services from ather
TEIVETS.

] I Cancel | Smply |

4. Onthe General tab, click Trust computer for delegation.
5. Click OK.

This procedure will vary somewhat with other versions of Windows. Refer to your
Windows documentation for more information.
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Step 3 — Modify the .Net Configuration Files

Add the Applix service account to the machine.config file on your web server. To do
this, follow these steps:

1. Edit machine.config on your web server. The machine.config fileislocated in
the following location:

C:\WINDOWS\Microsoft. NET\Framework\v1.1.4322\CONFIG

2. Locatethe processModel Attributes section.

<processModel

enable="true"

timeout="Infinite"
idleTimeout="Infinite"
shutdownTimeout="0:00:05"
requestLimit="Infinite"
requestQueueLimit="5000"
restartQueueLimit="10"
memoryLimit="60"

webGarden="false"
cpuMask="0xffEfEfE££E"
userName="machine"
password="AutoGenerate"
logLevel="Errors"
clientConnectedCheck="0:00:05"
comAuthenticationLevel="Connect"
comImpersonationLevel="Impersonate"
responseDeadlockInterval="00:03:00"
maxWorkerThreads="20"
maxIoThreads="20" />

3. Change the userName and password fields to the domain-qualified name and
password of the Applix service account.

userName="applix\service"
password="mypassword"

4. Savethefile and exit the editor.
5. Restart the IIS admin service.
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Configuring Internet Explorer for Integrated Login

Additional Resources

Tologinto TM1 Web using Integrated L ogin through Microsoft Internet Explorer, you
must set the following parameters, regardless of your security protocol:

* Addthe TM1 Web server to the Local Intranet with default security settings. The
procedure for doing this varies depending on the operating system you are running.
Refer to the Internet Explorer help for more information.

* Onthe Advanced tab under Tools — Internet Options, set Enable Integrated
Windows Authentication.

The following online resources provide more information for setting up ASP
applications on 1S with Windows authentication.

e HOW TO: Troubleshoot Kerberos-Related Issuesin 1S
http://support.microsoft.com/defaul t.aspx ?scid=kb:en-us; 326985

* How to configure IS to support both Kerberos and NTLM authentication http://
support.microsoft.com/?1d=215383

* How to configure an ASPNET application for a delegation scenario http://sup-
port.microsoft.com/default.aspx?scid=kb:en-us; 810572

* Integrated Windows Authentication (11S 6.0)

http://www.mi crosoft.com/technet/prodtechnol /WindowsServer2003/Library/I1S/
523ae943-5e6a-4200-9103-9808baa00157.mspx
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Setting up Integrated Login Manually

You can modify a TM1 Web installation to use integrated login without re-installing
TM1. To do so, you can run ETLDAP and modify several TM 1 configuration files.

1. Run ETLDAP and import the user and group information from your LDAP server,
as described in Chapter 2, ETLDAP Utility.

2. Shut down the TM1 Server.

3. Edit TM1S.cfg inyour TM1 server data directory, and set the IntegratedSecurity-
Mode parameter to 2.

4>
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<>

4. Edit TM1S.cfg in your TM1 server data directory, and set the SecurityPackage-
Name parameter to the security protocol you use for integrated login. In the
following example, the server is configured to use Kerberos.

Security mode

If IntegratedlecurityMode is set
username and password. This is tr

If IntegratediecurityMode is set
to connect provide a database use
mechanism for authentication.

If IntegratediecurityMode is set
mechanism for authentication.

SH:oHD GH: SR HD R M H HE H: HE H: H:

If this is not set the parameter

[TH13]

ServerLogging=F
JecurityPackageName=Kerheros
Integratediecuritylode=2
Serverlame=myserver
DataBaselirectory=C: Program Filesh

5. Saveand exit TM1S.cfg.
6. Restart your TM1 Server.

You should now be ableto log into your TM1 server using integrated login through
TM1 Architect or TM1 Perspectives.
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Logging In with Integrated Login

After you set up integrated login, you can use it to access your TM 1 data through the
following clients:

e TM1 Architect
* TM1 Perspectives
e TM1Web

Integrated Login with TM1 Architect

1. Run TM1 Architect.
2. Click File — Options.
The TM1 Options dialog box appears.

4>

3-26 TM1 Security Guide



Logging In with Integrated Login Table of Contents |  Index

3. Verify that theIntegrated Login check box is selected, as shown in the following

figure.
T Options rg|
Login Parameters Local Server
Admin Host: [ Connect to Local Server an Startup
j Local Server Data Directony:
¥ Integrated Login |E:'xF'rcugram FileshbpplihCustomsTh 1 Data'xF'j Browsze...
POF Frinter Local Server Erecution Mode

) ) " Ind dent P
PoztScript Printer; VR AR

|"-."-.-'-‘-.|:|I:-:ma|:|rt1 “SALES-COLOR j {* |n-Process

Tk HTTP Cannectar
[ Use TM1 HTTF Connectar to connect to TH1 Server

LRL: |
[
Host: | Part: |
4. Click OK.

5. Inthe Tree pane of the Server Explorer, double-click TM1 to open the list of
servers.

6. Double-click the server into which you exported your LDAP user and group
information.

Architect should automatically log you into TM 1 without asking for a user name or
password.
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Integrated Login With the TM1 Perspectives

1. Run Microsoft Excel.
2. Click TM1 — Server Explorer.

Table of Contents |  Index

The TM1 Perspectives Server Explorer appears.

Z2TML - Perspectives: Server Explorer
File TrM1 Edit Wiew Help

4>

3| x| A2

[#-

3. Click File — Options.

The TM1 Options dialog box appears.

Mame

| Data Direckory | Metwork Address | Login ID

sdata
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4. Verify that the Integrated Login check box is selected, as shown in the following

figure.

T1 Options

Lagin Parameters
Adrin Host:

Lacal Server

[ Connect to Local Server on Startup

v |ntegrated Login

FDF Printer
PostScrpt Printer:

j Local Server Data Directony:

|E:'\F'r|:|gram FiIes'\.ﬂ.ppIi:-:'xEustDm"\TWData'\F‘j Browse...

Lacal Server Erecution Maode
(" Independent Process

Tk HTTF Connector

|'\.'\.-'-‘-.|:|I:-cmaprt1 “SaLES-COLOR ﬂ * |n-Process

[ Use TW1 HTTF Connectar to connect to TH1 Server

%]

URL: |

-

Host: |

5.Click OK.

Part: |

Cancel

6.1n the Tree pane of the Server Explorer, double-click TM1 to open the list of servers.

7.Double-click the server into which you exported your LDAP user and group

information.

Perspectives should automatically log you in to TM 1 without asking for a user

name or password.

Integrated Login

3-29



Logging In with Integrated Login Table of Contents |  Index

Integrated Login With TM1 Web

1. Run Microsoft Internet Explorer.

2. Enter the following URL in the browser Address box:
http://<Web Server Name>/<Virtual Directory Name>/TM1WebLogin.aspx
The Applix TM1 login page appears.

Appl 'x TM1Web

. SRR - T
= T - a i i
i ,_ ,_‘i JEIEH = ; 3{5 3 24
- L e . = 'I.i:.' I s o
: o 'C} e ;- .'“'"‘JT.i_é“ .f i
el G N R
e R R 3 _*f
RS S g
e _;T::'_‘iﬁ" - :3: 5= -E
EEE;:!--"FE‘-, S Hla 5
It‘-ﬂi "l':' -_:.
;...r r
=—" Adrin Host: | Fjordan
= TM1 Server: | planning manager v ﬂ
E Login E
3. Enter aTM1 Admin Server host name in the Admin Host field

3-30 TM1 Security Guide



Logging In with Integrated Login Table of Contents |  Index

4. Click TM1 Server 3 and select aTM1 Server.
5. Click Login.
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4 LDAP Authentication

4>

This chapter describes how to set up TM1 authentication using an LDAP
server, and covers the following topics:

= Validating Users with an LDAP Server
« Configuring LDAP Validation
e Example TM1S.CFG File
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Validating Users with an LDAP Server

Important: As a prerequisite to setting up LDAP authentication, you must
have significant knowledge of LDAP and its role in your network security
structure. If you are not the LDAP administrator for your network, consult
with your LDAP administrator to properly set up TM1 to use LDAP
authentication.

LDAP validation allows you to centralize all of your user passwords in an
external LDAP server. When your TM1 users log in, the user name and
password they provide is validated against the information held in your LDAP
server.

To configure LDAP validation, you need the following information:

= A well-known name and password that the TML1 server can use to log in to
LDAP. You can test the validity of this name using ETLDAP.

= The port on which your LDAP server is running. The default is 389.
e The name or IP address of the LDAP server you want to use for validation.

Configuring LDAP Validation

You can configure a TM1 product to use LDAP validation by completing the
following procedures:

e Step 1-Run the TML1 Installation Wizard and select the LDAP
authentication options.

= Step 2 -Edit the TM1S.cfg file to change the PasswordSource parameter to
TML.

4-2

TM1 Security Guide



Table of Contents | Index

4>

e Step 3- Run the ETLDAP utility and import names from your LDAP
directory into TM1.

= Step 4 - Modify group assignments for your new TM1 users.

e Step 5 - Edit the TM1S.cfg file to change the PasswordSource parameter to
LDAP. Recycle your TM1 server.

Step 1 — Run the TM1 Installation Wizard and Select LDAP Authentication

1. Run the Applix TML1 Installation Wizard.

2. Select the LDAP authentication options, as described in the TM1
Installation online Help.

3. Complete the installation.

Step 2 — Change the PasswordSource Parameter in TM1S.cfg to TM1

1. Edit TM1S.cfg in your TM1 server data directory.

2. Modify the following line:
PasswordSource=LDAP

3. Change the line to read as follows:
PasswordSource=TM1

4. Save and exit TM1S.cfg.

5. Recycle your TM1 server.

LDAP Authentication
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Step 3 — Run the ETLDAP Utility

Run ETLDAP and import names from your LDAP directory into TM1, as
described in Chapter 2, ETLDAP Utility.

Use the following TM1 login information:

= Admin user (default) - Admin

= Admin password (default) — apple

Use the well known user you specified during the installation to log in to
LDAP.

Step 4 — Modify Group Assignments for New Users

1. Log into TM1 as an administrator.

2. Right-click the server name in the Server Explorer and click Security — Cli-
ents and Groups.

3. Modify the groups assignments for your new users as required.

4-4 TM1 Security Guide



Table of Contents | Index

For each TM1 user ETLDAP added to your database, you must assign that
user to the same group they belong to in the LDAP directory. For example,
If NadiaC is a member of the group gymnasts in your LDAP directory,
ETLDAP creates the user Nadiac, and creates the group gymnasts within
TML1. Nadiac appears in the Clients/groups dialog box as a member of
gymnasts.

Step 5 - Change the PasswordSource Parameter in TM1S.cfg to LDAP

1. Edit TM1S.cfg in your TM1 server data directory.

2. Modify the following line:
PasswordSource=TM1

3. Change this line to read as follows:
PasswordSource=LDAP

4. Save and exit TM1S.cfg file.

5. Recycle your TML1 server.

You should now be able to log in to TM1 with a name that you added from
your LDAP directory.

Example TM1S.CFG File

The following example TM1S.cfg file shows all of the parameters required for
LDAP validation.

[TM1S]
ServerLogging=F

LDAP Authentication
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SecurityPackageName=Kerberos
IntegratedSecurityMode=1
ServerName=myserver
DataBaseDirectory=C:\Program Files\ApplixX\Custom\TM1Data\MyServer\
AdminHost=RJORDAN

PortNumber=5432

Language=ENG

SaveTime=

DownTime=

PasswordSource=TM1

LDAPPort=389

LDAPHost=aplxmadc
LDAPWellKnownUserName=robertg@applix.com
LDAPWellKnownPassword=2weston
LDAPSearchBase=cn=users,dc=applix,dc=com
LDAPSearchField=cn
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5 Managing Users and Groups

This chapter explains how to manage users and groups in TM1, and covers the
following topics:

TM1 Users and Groups Security Overview
Understanding Administrative Authority

Adding and Deleting Users and Groups

Adding Users to Groups

Configuring Read-Only Users

Securing TM1 Data

Setting and Clearing Passwords

Setting a Maximum Number of Connections for a User

Setting an Expiration for a User

Managing Users and Groups
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TM1 Users and Groups Security Overview

TM1 users must have a Perspectives license on their machines. As a TM1
administrator, you also must have a Perspectives license on your machine.
Otherwise, you cannot administer security on the TM1 server.

You can implement a TM1 security scheme to secure objects on a remote
server, in the following way:

1. Define security groups.

2. Assign access rights to the groups.

3. Define the TM1 users.

4. Assign users to groups.

The security levels you can implement are:

e Cube-level security — Controls access to cubes.

= Element-level security — Controls access to the cells identified by elements.

= Dimension-level security — Controls the ability to add, remove, and reorder
the elements in a dimension. This type of security is independent of cube-
level and element-level security, except when users have no access to a
dimension.

= Cell-level security — Controls access to a cell.

NOTE: The TM1 Client and server communicate directly over the network by
using a TM1 username and password. This security is completely independent
of standard file system security and is not affected by user rights on network
directories or file servers.
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To illustrate security and allow you to experiment with security features, the
TM1 sample data (Sdata) that is installed with the TM1 server comes with
three pre-defined groups and four pre-defined users. To view these groups and
users, right-click the Sdata server in the Server Explorer and click Security —
Clients/Groups.

B Clients/Groups on sdata

Security  Clients  Groups  Help

lzername | Pazsword | Ewpiration Days tax Connections | Status ADKIM | Marth &merica South America 1= s
Admin Defined Mo Expiration. a0 Active [ ] ]
Usr] Defined | No Expiration. |1 Nothctive (] | [ Cancel
a2 Defined Mo Expiration. 1 Mot Active ] ] [ —
=3 Defined Mo Expiration, 1 Mot Active ] ¥ > -

Serverzdata Client:admin

The following table contains the passwords for the sample users, which are
hidden in the Client/Groups window.

User Name Password Group Membership
Admin apple ADMIN

Usrl red North America

Usr2 orange South America

Usr3 blue North America and

South America
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Understanding Administrative Authority

The ADMIN group, which is created for administrative purposes only, should
contain only a very small group of trusted TM1 administrators.

Members of the ADMIN group always have the highest level of security for all
objects on the remote server, and can do the following:

Assign and revoke other user’s access rights.

Create and delete cubes, dimensions, elements, processes, and chores.
Add, remove, and reorder elements in a dimension.

Change cube data.

Create and delete public views and subsets.

Reserve and lock cubes, elements, and dimensions, so that other users
cannot update them.

Remove reservations and locks from cubes, elements, and dimensions.
Create replicated objects on the server.

Change TM1 cell security.

Create and delete TM1 rules.

Adding and Deleting Users and Groups

You can add and delete users and groups on a TM1 server.
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Adding a User

To add a user:
1. Open the Server Explorer.
2. Select the icon for the server you are working with.

3. Right-click the icon and click Security — Clients/Groups.
The Clients/Groups dialog box appears.

M Clients/Groups on sdata

Seowity Clients Groups Help

Usemarme | Password Ewparation Daps Maw Cormechon: | Statuz ADMIM | Morth Smenica South Ametica 0k |
Admin [iefined Mo Esgpiration 5 Active = O O

Usl | Dedined No Expiralion 3 Nat Aciive 0O 1= O boiee
U2 D edired Mo Expiration 1 Mot Active O O

Uerd Diefired Mo Espiration 5 Nt Active M| i

4 | | ¥

[Serverzdata Clientadmin

4. Click Clients — Add New Client.

The Creating New Client dialog box appears.

Creating New Client

Enter Mew Client name N

K |
|| Cancel

5. Enter the name of the new user in the Enter New Client Name box.
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NOTE: TML1 ignores spaces in user names and passwords. For example,
TML1 treats the name App lix with a space and the name Applix without a
space as the same name.

6. Click OK.

TM1 adds the user as a new row in the Clients/Groups grid:

i Clients,/Groups on sales

Security  Clients  Groups  Help

=10l %]

Usernarme Pazzword Expiration Days | Max Connections | Status 0k,
Adrnin Defined Mo Expiration, |50 Active
- — - Cancel

Izl Defined Mo Expiration. 1 Mat Active

Ilzr2 Defined Mo Expiration. 1 Mk Active

23 Defined Mo Expiration. 1 Mk Active

Ilzrd Undefined Mo E=piration. [ Mok Active

4| I

ISewer:sales Client: admirn

A TM1 server can contain up to 65,535 groups. The GroupsCreationLimit
parameter on the server’s TM1S.cfg file determines the number of groups you
can create during a single TM1 server session. For details, see the TM1
Administrator’s Guide.

To add a group:
1. Open the Server Explorer.
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. Select the icon for the server you are working with.

. Right-click the server icon, and click Security — Clients/Groups.
The Clients/Groups dialog box displays.

. Click Groups — Add New Group.

The Creating New Group dialog box displays.

Creating Mew Group x|
Enter Mew Group name 0. I

I Cancel

. Enter the name of the new group in the Enter New Group Name box.

. Click OK.

TM1 adds the group as a new column in the Clients/Groups dialog box.

NOTE: By default, you can add up to 20 groups per session. To increase the
number of groups you can add per session, change the value of the
GroupsCreationLimit parameter in the TM1S.cfg file.

Managing Users and Groups
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Deleting a Group
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a
-iBix]
Security  Clients  Groups  Help
Izername Statuz ADMIM | Marth Amenica South America ok

Admin Active X ] ]

HET Motk Active ] X ] Cancel

2 Mot &ctive ] ] X

=r3 kot Active ] [ Eq

L=rd Mot &ctive ] ] ]

4

Serverzales Clent admin

1. From the Server Explorer, right-click the server icon, and click Security —

Clients/Groups.

2. Inthe Clients/Groups dialog box, click the user you want to delete.

3. Click Clients — Delete Client.

4. Click Yes to confirm the deletion.

1. From the Server Explorer, right-click the server icon, and click Security —

Clients/Groups.

2. Inthe Clients/Groups dialog box, click a cell in the column that represents

the group you want to delete.
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3. Click Groups — Delete Group.

4. Click Yes to confirm the deletion.

Assigning Users to Groups

You can assign users to the following groups:

1. From the Server Explorer, right-click the server icon, and click Security —
Clients/Groups.

2. In the Clients/Groups dialog box, click the check box at the intersection of
the user name and the group name.

The X in the check box (highlighted in yellow) assigns Usr4 to the Europe
group.

i Clients,/Groups on sales ;IEIEI

Security  Clients  Groups  Help

|lzername Statuz ADMIM | Marth Armerica South America Europe 0K

Adrin Active [ ] ] ]
- Cancel
IJarl Mok Active ] [ ] ]
|z Mak Active ] ] ] ]
IJar3 Mok Active ] [ X ]
Usrd Mot Active O 0 ] @
4 | 3
ISewer:sales Clent: adrmin

3. Click OK.
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Membership in Multiple Groups

A user who is a member of multiple groups receives the highest level of rights
from all groups.

For example, in the sample data, Usr3 is a member of two groups. TM1 gives
Usr3 Write access to the Argentina, Brazil, Canada, Chile, Mexico, United
States, and Uruguay elements, and Read access to the other elements in the
Region dimension.

< North America, which has Write access to the Canada, Mexico, and United
States elements in the Region dimension, and Read access to the other
elements in the Region dimension.

= South America, which has Write access to the Argentina, Brazil, Chile, and
Uruguay elements in the Region dimension, and Read access to the other
elements in the Region dimension.

Configuring Read-Only Users

Applix TM1 allows you to configure certain users to have only Read access to
your database. To do this, you must have read-only licenses on your server.

The following is an example of a TM1s.cfg file that supports three read-only
licenses.

DATABASE_TYPE=Generic

CLASS=3850
LICENSE=8d56107497df2150,16699,1063
MAX_ USERS=3

MAX READONLY_ USERS=3
EXPIRE_DT=--

LOCATION=Westboro, MA
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ORGANIZATION=INTRINZIX
LICENSOR=16699

INSTALL ID=1063
PRODUCT=Tm1Server8

Read-only users are incremental to your standard license. In this example,
you can have 3 standard TM1 users accessing the database, and you can
have three other users accessing the database with Read privileges.
Therefore, a total of six users (MAX_USERS + MAX_READONLY_USERYS)
can access your database at a time.

For information about adding read-only users to your license, call Applix at
1-866-403-2991.

To configure read-only users, follow these steps:
1. Run the TM1 Server Explorer. Log in as an administrator.
2. Click View — Display Control Objects.
You must have access to the TM1 control cubes to add a read-only user.

3. Double-click the }ClientProperties control cube.

4. Click Recalculate E to recalculate the control cube.

In the }ClientProperties control cube, the ReadOnlyUser field is a boolean
value. If this field contains a value of 0, the user is a standard TM1 user
whose access to TM1 objects is controlled by the TM1 security system. If the
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ReadOnlyUser field is 1, this user is a read-only user, and they can never
have more than READ access to any TML1 object.

Cube Yiewer: mysenver-= JClientProperties- ={Unnamed)
File Edit Miew Options Help

@l - 8| ol&

IClientProperties
ReadOnlyUzer | MasimumPorts | PaszwordLastTimel pdated | PazswordE xpirationD ayps F'.-’-'-.SSWEIFI

Adrmin o 1]

Eaob o 0] 200403101531 44 "] i
piyuzh o 0] 20040826183153 <150
Ejakum 0 0] 20040826183154 B 1xd
kjezzop 0 0] 20040326153154 al ™l |
[Eean| o 0] 20040326153154 JEEQEIE
kwittbro 0 0] 20040326153154 IFIEn

NOTE: Read-only users can have only one login session open with the TM1
server at any time. For example, suppose robert was a read-only user. If you
log in to TM1 as robert from a workstation, you have Read access to cubes
and dimensions. As long as this user is logged in, if you try to log in to TM1
as robert from another workstation, the login fails.

Select one or more users and change the ReadOnlyUser field to 1.

These users are now read-only users.
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Securing TM1 Data

Because your company uses TM1for high-level planning and analysis, TM1
data can be sensitive and confidential. TM1 provides all the tools you need to
secure your data, but as with any security system, real security is only as good
as the procedures you implement. Applix suggests implementing the
following procedures to enhance TM1 security.

= Restrict network access to the Data directory.
= Assign ADMIN passwords carefully.

= Use standard security for passwords.

Restricting Access to the Data Directory

Using your network file system security, you should always protect the data
directory so it is invisible to everyone but the network login used by the server
itself. No matter how elaborate the security on the server, if users can see the
data directory, they can view data using TM1 directly from the disk, without
connecting to the TM1 server.

Assigning ADMIN Passwords

Members of the ADMIN group have rights similar to those of super users or
root users on network systems; they can go anywhere and do anything. Give
out ADMIN passwords carefully, and be sure ADMIN users know they should
not reveal or share their passwords with anyone.
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Using Standard Security for Passwords

Treat TM1 passwords the same way as other network passwords. Be sure that
users know not to share passwords. Also, either encourage or require users to
change their passwords often.

Setting and Clearing Passwords

You can set, clear, and change passwords for users.

Setting a Password

1. From the Server Explorer, right-click the server icon, and click Security —
Clients/Groups.

2. In the Clients/Groups dialog box, click the cell at the intersection of the
user name and the Password column.

The selected cell (highlighted in yellow) in the Password column for Usr4
contains a value of Undefined.
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Security  Clients  Groups  Help
Ilzername Pazsward Expiration D ayz Max Connections | Status Ok
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Izrd Undefined Mo Expiration. 1] Mot Active

1
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3. Type the new password for the user and press Enter.

A password can contain a maximum of 256 characters.

TM1 prompts you to retype the new password.

4. Retype the password and click OK.
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The cell now contains a value of Defined.
-iBix]
Security  Clients  Groups  Help
Ilzername Pazsward Expiration D ayz Max Connections | Status Ok

&drnir Defined Mo Expiration. a0 Artive

Izl Defined Mo Ewpiration. 1 Mot Active Ll

g Defined Mo Expiration. 1 Mot Active

23 Defined Mo Ewpiration. 1 Mot Active
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1

ISewer:sales Clent: admin

Click OK.

From the Server Explorer, right-click the server icon, and click Security —
Clients/Groups.

In the Clients/Groups dialog box, select the cell at the intersection of the
Password column and the user name.

Click Clients — Clear Password.

TML1 asks you to confirm whether you really want to clear the password.

Click Yes.

TML1 clears the password, and displays a value of Undefined in the cell.

Click OK.
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NOTE: When you clear a password, the user can re-establish it the next
time they log in to the TM1 server.

Changing a Password

NOTE: You can change your password any time you are connected to a remote
server. Users who are not administrators can do the same.

1. In the Server Explorer, select the icon for the server you are working with.
2. Click Server — Security — Change Password.

The Password Change dialog box displays.
3. Type the new password in the Password box, and click OK.

TM1 prompts you to retype the new password.

4. Retype the password, and click OK.

Setting a Maximum Number of Connections for a User

When you add a user to a TM1 server, the MAX_USERS parameter in the TM1
server license file TM1S.lic determines the number of concurrent connections
the user can establish on the TML1 server. For example, if the MAX_USERS
parameter value is 50, each user can establish a maximum of 50 concurrent
connections to the TM1 server.

However, you can restrict the number of concurrent connections a user can
establish on the TM1 server. To do so, follow these steps:

1. From the Server Explorer, right-click the server icon, and click Security —
Clients/Groups.
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2. In the Clients/Groups dialog box, in the cell at the intersection of the user
name and the Max Connections column, enter the maximum number of
connections you want to allow for the user.

Important: You cannot set the Max Connections for a user to zero (0). TM1
interprets a Max Connections value of 0 as undefined, and uses the
MAX_USERS parameter setting to determine the maximum number of
connections.

i Clients,/Groups on sales ;IEIEI

Security  Clients  Groups  Help

Izername Pazzword E=piration Days b ax Connections | Status 0k
Adrmin Defined Mo Expiration. a0 Active
- — - Cancel

Idzrl Defined Mo Expiration. 1 Mot Active

Iz Defined Mo Expiration. 1 Mot Active

23 Defined Mo Expiration. 1 Mot Active

I=zrd Defined Mo Expiration. {éﬂ Mot Active

4| | 3
ISewer:sales Clent: adrmin

3. Click OK.

Setting an Expiration for a User

When you add a user to an TM1 server, you can set a limit on the number of
days the user can access the server.

5-18 TM1 Security Guide



Table of Contents

Index

1. From the Server Explorer, right-click the server icon, and click Security —
Clients/Groups.

2. Inthe Clients/Groups dialog box, in the cell at the intersection of the user
name and the Expiration Days column, enter the number of days you want
to allow the user to access the TML1 server.

After the specified number of days, the user will not be able to log in to the
server.
1ol x]
Security  Clients  Groups  Help
Ilzername FPazsward Ewpiration Dayz bax Connections | Status 0k
Adrnin Defined Mo E=piration. a0 Artive
- — - Cancel

zrl D efined Mo Expiration. 1 Mot Active

a2 Defined Mo E=piration. 1 Mot Active

23 D efined Mo Expiration. 1 Mot Active

Ulsrd Defined 1 3 Not Active

1] I

IServer:saIes Clignt: adrmir

3. Click OK.
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6 Controlling Access to TM1
Objects

This chapter describes how you can limit access to objects on a TM1 server for
all TM1 installations, regardless of the authentication method.

This chapter covers the following topics:

= Assigning Security Rights to Groups

= Interaction of Different Object Security Rights
= Securing Cubes

= Securing Elements

= Securing Dimensions

= Securing Cells
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Assigning Security Rights to Groups

By assigning security rights to groups, you can control a user’s access to TM1
objects. The security rights are:

Admin — Group has complete access to a cube, element, dimension, or other
object.

Lock — Group can view and edit a cube, element, dimension, or other object
and can permanently lock objects to prevent other users from updating
them.

Read — Group can view a cube, element, dimension, process, or chore, but
cannot perform operations on the object.

Reserve — Group can view and edit a cube, element, dimension, or other
object, and can temporarily reserve objects to prevent other users from
updating them.

Write — Group can view and update a cube, element, dimension, process, or
chore.

None — Group cannot see a cube, element, dimension, process, or chore,
and cannot perform operations on the object.

4>
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The following table describes the security rights that you can assign to groups.

Privilege  Object

Admin Cube

Description

Members of the group can read, write, reserve, lock, and delete
the cube. They can save public cube views. They can also grant
security rights to other users for this object.

Element

Members of the group can access, update, reserve, lock, and
delete the element. They can also grant security rights to other
users for this object.

Dimension

Members of the group can add, remove, and reorder elements in
the dimension, and can reserve or lock the dimension. They can
save public dimension subsets. They can also grant security
rights to other users for this object.

Application

Members of the group can see the application, use references
within the application, and create both public and private
references in the application.

When a group has Admin privilege to an application, members
of the group can set security privileges for all references and sub-
applications within the application for other groups but not their
own group.

Reference

Members of the group can use the reference, as well as update or
delete the reference. They can publish private references, and
privatize public references.
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Privilege

Lock

Object

Cube
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Description

Members of the group have all privileges implied by Write
permission, and can also lock the cube. When a cube is locked,
nobody can update its data.

The lock can be removed only by users who have Admin rights
for the cube.

Locks stays in place after the remote server shuts down.

Element

Members of the group have all privileges implied by Write
permission, and can also lock the element. When an element is
locked, nobody can update cube cells identified by the element

The lock can be removed only by users who have Admin rights
for the element.

Locks stays in place after the remote server shuts down.

Dimension

Members of the group have all privileges implied by Write
permission, and can also lock the dimension. When a dimension
is locked, nobody can edit the dimension structure.

The lock can be removed only by users who have Admin rights
for the dimension.

Locks stays in place after the remote server shuts down.
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Description

Members of the group can see the cells in the cube, but cannot
change their data.

Element

Members of the group can see the cells identified by the element,
but cannot change their data.

Dimension

Members of the group can see the elements in a dimension, but
cannot add, remove, or reorder the elements.

Process

Members of the group can see the process in the Server Explorer,
and can manually execute the process, but cannot edit the
process.

NOTE: Privileges assigned to processes are ignored when a
process is executed from within a chore.

Chore

Members of the group can see the chore in the Server Explorer,
and can manually execute the chore, but cannot edit the chore.

Application

Members of the group can see the application and use any public
references within the application to which they have at least
Read privilege. They can create private references in the
application, and also create private sub-applications

Reference

Members of the group can open the reference, but cannot update
the reference in the application. Members of the group can,
however, perform a “save-as” operation to save a new private
version of the reference.
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Reserve
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Cube
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Description

Members of the group have all privileges implied by Write
permission, and can also reserve the cube to prevent other users
from applying edits. The reservation can be removed either by
the user who reserved the cube or by users who have Admin
rights for the cube.

A reservation expires automatically when the reserving user
disconnects from the remote server or when the server shuts
down.

Element

Members of the group have all privileges implied by Write
permission, and can also reserve the element to prevent other
users from updating cube cells identified by the element. The
reservation can be removed either by the user who reserved the
element or by users who have Admin rights for the element.

A reservation expires automatically, when the reserving user
disconnects from the remote server or when the server shuts
down.

Dimension

Members of the group have all privileges implied by Write
permission, and can also reserve the dimension to prevent other
users from redefining the dimension. The reservation can be
removed either by the user who reserved the dimension or by
users who have Admin rights for the dimension.

A reservation expires automatically when the reserving user
disconnects from the remote server or when the server shuts
down.
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Privilege  Object Description

Write Cube Members of the group can read and update cells. They can save
private cube views. Write access does not apply to cells identified
by consolidated elements or to cells derived from rules.

Element Members of the group can read and update the cells identified by
the element and edit attributes of the element.

Dimension Members of the group can edit element attributes, edit element
formats, and create private subsets for the dimension. Members
can also edit attributes for the dimension itself.
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None
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Object Description

Cube Members of the group cannot see the cube in the Server Explorer,
and thus cannot browse the cube.

Element Members of the group cannot see the element in the Subset
Editor or Dimension Editor, and cannot see the cells identified by
the element when browsing a cube.

Dimension Members of the group cannot see the dimension in the Server
Explorer, and cannot browse a cube that contains the dimension.

Process Members of the group cannot see the process in the Server
Explorer, and thus cannot execute the process.

NOTE: Privileges assigned to processes are ignored when a
process is executed from within a chore.

Chore Members of the group cannot see the chore in the Server
Explorer, and thus cannot execute the chore.

Application Members of the group cannot see the application or its contents
in the Server Explorer.

Reference  Members of the group cannot see the reference in the Server

Explorer.
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Interaction of Different Object Security Rights

Scenario 1

Scenario 2

If you apply different security rights to the objects that identify a cell of data,
TML1 applies the most restrictive security right to the cell.

Suppose you assign a user Read access to the SalesCube cube, and Write
access to the elements in this cube. In this scenario, the Read access of the cube
overrides the Write access of the elements, and the user can view cube data but
cannot update the cube data.

The SalesPriorCube cube contains the following dimensions:

* Actvsbud
* Region

* Model

* Accountl
* Month

Suppose a user has Write access to the SalesPriorCube cube, Read access to all
of the elements in the Actvsbud dimension, and Write access to all of the
elements in the other dimensions. The elements in the Actvsbud dimension
identify every cell in the cube, and therefore the user cannot update any cube
data.

4>
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Scenario 3

You can change the security rights for both cubes and dimensions. When
groups have security rights for a cube, those rights apply to all dimensions in
the cube, unless you further restrict access for specific dimensions or elements.

Suppose you want several regional groups of users to read all data in the

SalesPriorCube cube. You also want each group to update data in its own
region. For example, you want salespeople in the North America group to
update North America data.

To implement this security scheme, you could:

= Create groups that reflect sales regions.

= Add users to the appropriate groups.

= Grant each regional group Write access to the SalesPriorCube cube.

= Grant the North America group Read access to those elements that do not
reflect data for the North America region.
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The TM1 sample data reflects this security scheme. Usrl is in the North
America group, which has Write access to the data associated with countries in
the North America region, and Read access to the data associated with

countries in other regions.

M Clients/Groups on sdata

Security  Clients  Groups  Help

Izername | Fassword | Expiration Dayps bax Connections | Status ADMIMN | Horth Amernca South America |+ | Ok
Adrnin Defined Mo E=piration. a0 Active > ] ]

Usr1 Defined  |NoEspration, |1 Nothotve  |[]  |X 0 Cancel
a2 Defined Mo E=piration. 1 Mot Active ] ] > —

=3 Defined Mo Expiration. 1 Mot Active ] | [ -

Serverszdata Clientadmin

Securing Cubes

You can enhance or restrict a group’s access to individual cubes. When you
create a new cube, other groups initially have None access to the new cube.
You must assign security rights to the new cube for other groups.

Assigning Security Rights for Cubes

To assign security rights for a cube:
1. Open the Server Explorer.
2. Select the Cubes icon for the server you are working with.

3. Click Cubes — Security Assignments.
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The TM1 Security Assignments dialog box appears.

1 TM1 Security Assignments: sales-=Cubes

Azsignments of access rights to data in cubes;

=101 %]

Mame Logging | ADMIMN | Europe | Morth America =
PNLCube X Admin [Mone  [wirite |
PriceCube ] Admin  [Mone | Write
5 alezBuluarterCube X Admin [Mone [ write
5 alesByQuarterCube-Totaltdd [ Admin  [Mone | Write
SalezCube X Admin [Mone [ write
5 alesPriorCube ] Admin  [Mone | Write =
| | r
—Select one of the following
" Mone " Read = Wwiite Ok |
" Reserve  Lock = Admin Cancel

IServer:sales lient: admin

4. Click the cell at the intersection of the cube name and the group name for
which you want to assign rights.

You can assign rights for multiple cubes or to multiple groups by selecting a
range of cells. To select a range of cells, click a cell to establish the top of the
range, hold down Shift, and click further down the column or row to

establish the bottom of the range.

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the cell.

6. Click OK.

4>
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Reserving and Releasing Cubes

When a user reserves a cube, that user gains exclusive rights to update the data
in the cube. Other users cannot update the cube data until the cube is released.
A cube can be released by either the user who reserved it or by a user who has
Admin rights for that cube.

Consider reserving a cube as a way to temporarily freeze its data. A
reservation expires automatically when the reserving user disconnects from
the remote server or when the server shuts down.

To reserve a cube:

1. Open the Server Explorer.

2. Select the cube you want to reserve.

3. Click Cube — Security — Reserve.

To release a cube:

1. Follow Steps 1 and 2 for reserving a cube.

2. Click Cube — Security — Release.

Locking and Unlocking a Cube

When a user locks a cube, only those users who have Admin rights for that
cube can update its data or unlock the cube. Even the user who locks the cube
cannot update the cube data or unlock the cube, unless he/she has Admin
rights for that cube.

Consider locking a cube as a way to permanently archive its data. Locks stays
in place after a server shuts down.

Controlling Access to TM1 Objects
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To lock a cube:

1. Open the Server Explorer.

2. Select the cube you want to lock.

3. Click Cube — Security — Lock.

To unlock a cube:

1. Follow Steps 1 and 2 for locking a cube.

2. Click Cube — Security — Unlock.

Securing Elements

You can enhance or restrict a group’s access to individual elements in the
Element Security Assignments dialof box.

Assigning Security Rights for Elements

To assign security rights for elements

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension — Security — Elements Security Assignments.

The TM1 Security Assignments dialog box displays.

4>
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Select Dimenzsion: |region

Azsignments of access nights to data in cubes;

~

M arne ADMIM | Europe | Maorth Amernica South America
Argenting [Admin [Mone  |Fead Wirite
Belgium | A&dmin |Mone  [Read Fead
Brazil Admin [Mone  [Read Wirite
Canada [Admin |Mone | 'wiite Fead
Chile: Admin [Mone  [Read Wirite
Denmark. | &dmin |Mone  |Read Read
France Admin [Mone  [Read Read

-

— Select one aof the following
" Mone
" Rezeve

" Read
i Lock

* Admin

Cancel

Save

= Write Ok, |

IServer:saIes Clignt: adrmirn

4. Click the cell at the intersection of the element name and the group name.

You can assign rights for multiple elements or to multiple groups by
selecting a range of cells. To select a range of cells, click a cell to establish
the top of the range, hold down Shift, and click further down the column or
row to establish the bottom of the range.

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the cell.
6. Click Save or OK.
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NOTE: If you click Save, you can continue to assign security rights to
different elements. You can access elements in other dimensions by
selecting a dimension in the Select Dimension field.

Interaction of Security Rights for Leaf and Consolidated Elements

You can set different levels of security for a consoldated element and the leaf
elements that belong to the consolidation.

For example, the Region dimension in the sample data has the following
element hierarchy:

E|-|E| Marth America

[11] Canada
[12] Mexico

[1]United States

Suppose Usr4 has Read access to the Canada leaf element and None access to
the North America consolidated element. Usr4 can see the data identified by
the Canada element, but cannot see the consolidated data identified by the
North America element.

Reserving and Releasing Elements

When a user reserves an element, that user gains exclusive rights to update the
data identified by that element. Other users cannot update the element’s data,
until the element is released. An element can be released by either the user
who reserved it or by a user who has Admin rights for that element.

Consider reserving an element as a way to temporarily freeze the data that it
identifies. A reservation expires automatically when the reserving user
disconnects from the remote server or when the server shuts down.
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To reserve an element:

1. Open the Server Explorer.

2. Double-click the dimension you want to work with.
The Subset Editor displays.

3. Select the element you want to reserve.

4. Click Edit — Security — Reserve.

To release an element:

1. Follow Steps 1 through 3 for reserving an element.

2. Click Edit — Security — Release.

Locking and Unlocking an Element

When a user locks an element, only those users who have Admin rights for that
element can update the data that it identifies. Even the user who locks the
element cannot update its data, unless they have Admin rights for that element.

Consider locking an element as a way to permanently archive the data that it
identifies. Locks stays in place after the remote server shuts down.

To lock an element:

1. Open the Server Explorer.

2. Double-click the dimension you want to work with.
The Subset Editor displays.

3. Select the element you want to lock.

4. Click Edit — Security — Lock.
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To unlock an element:
1. Follow Steps 1 through 3 for locking an element.

2. Click Edit — Security — Unlock.

Securing Dimensions

You can enhance or restrict a group’s access to individual dimensions.
By default, TM1 security controls dimensions on a remote server, as follows:

= Only members of the ADMIN group can create and delete dimensions on a
remote server.

= Groups with READ access to a dimension can view dimension and element
attributes through the Server Explorer, but cannot edit attribute values.

= Other groups initially have None access to new dimensions.

< When no security has been assigned to an element in a dimension, groups
have Write access to new elements in that dimension.

= When you assign security rights to at least one element in a dimension,
groups have None access to new elements in that dimension. Existing
elements keep their original access (Write), unless you change that access.

NOTE: If you change the security in a dimension, and you want to reset
that security to the default setting (groups have Write access to new
elements added to the dimension), shut down your TML1 server and
manually delete the }ElementSecurity<dimname>.cub file.

4>
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Assigning Security Rights for Dimensions

To assign security rights for a dimension:

1. Open the Server Explorer.

2. Select the Dimensions icon for the server you are working with.
3. Click Dimensions — Security Assignments.

The TM1 Security Assignments dialog box displays.

1 TM1 Security Assignments: sales-=Dimens =10 x|

Azsignments of access nights to dimengion structure;

REN= ADMIM | Europe | Maorth America | D=
account] Admin [More  |Read F—
accountZ Admin [Mone  |FRead F
actvsbud Admin  [Mone | Fead F
mode] Admin [Mone  |FRead F
matth Admin  [Mone | Fead F
Cluarter Admin [Mone  |FRead i
ol | b

—Select one of the following

* Mone " Fead = wiite Ok |

" Reseve " Lock " Admin Cancel |

IServer:sales LClient: admin

4. Click the cell at the intersection of the dimension name and the group
name.
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You can assign rights for multiple dimensions or to multiple groups by
selecting a range of cells. To select a range of cells, click a cell to establish
the top of the range, hold down Shift, and click further down the column or
row to establish the bottom of the range.

5. Select the access level you want to assign.
The name of the assigned access privilege appears in the cell.
6. Click OK.

Reserving and Releasing Dimensions

When a user reserves a dimension, that user gains exclusive rights to add,
remove, and reorder elements in that dimension. Other users cannot modify
the dimension, until it is released. A dimension can be released by either the
user who reserved it or by a user who has Admin rights for that dimension.

Consider reserving a dimension before you re-define it. A reservation expires
automatically when the reserving user disconnects from the remote server or
when the server shuts down.

To reserve a dimension:

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension — Security — Reserve.

To release a dimension:

1. Follow Steps 1 and 2 for reserving a dimension.

2. Click Dimension — Security — Release.
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Locking and Unlocking a Dimension

When a user locks a dimension, only those users who have Admin rights for
that dimension can add, remove, or reorder elements in that dimension. Even
the user who locks the dimension cannot modify it, unless they have Admin
rights for that dimension.

Consider locking a dimension if you want exclusive control of its definition.
To lock a dimension:

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension — Security — Lock from the pop-up menu.

To release a dimension:

1. Follow Steps 1 and 2 for locking a dimension.

2. Right-click the mouse, and click Dimension — Security — Unlock.

Securing Processes

You can enhance or restrict a group’s access to individual Turbolntegrator
processes.

IMPORTANT: TM1 ignores security rights assigned to Turbolntegrator
processes when you execute a process from a chore. The security rights you
assign to the chore determine the ability of a group to execute a process from a
chore. For example, if a group has None access to Process1, but Read access to
a chore that includes Processl, the group can execute Processl from the
chore.
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Assigning Security Rights for Processes

To assign security rights for a process:

1. Open the Server Explorer.
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2. Select the Processes icon for the server you are working with.

3. Click Processess — Security Assignments.

The TM1 Security Assignments dialog box appears.

B Tk Security Assignments: sdata-=Processes

Agzignment of access rights to proceszes.

S=1/ey

Marmne ADMIN | Morth Amernica South America
build_cuzstomer_dimenzion Admin § Mone Mone
create_ 2k zales_cube Admin [ Mone Hone
import_exchange_rates Admin | Mone Mone
update_zales_cube Admin | Mone Mone
4 3
Select one of the following
" Maone " Read .
{ { {
] | | Cancel |

|Server:sdata Client: adrmin

4. Click the cell at the intersection of the process name and the group name.
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You can assign rights for multiple processes or to multiple groups by
selecting multiple cells.

To select a range of adjacent cells, click a cell to establish the top of the
range, hold down Shift, and click further down the column or row to
establish the bottom of the range.

To select multiple non-adjacent cells, hold down CTRL, and click each cell.
Select the access level you want to assign.

The name of the assigned access privilege appears in the cell(s).

Click OK.

You can enhance or restrict a group’s access to individual chores.

Assigning Security Rights for Chores

To assign security rights for a chore:

1.
2.
3.

Open the Server Explorer.

Select the Chores icon for the server you are working with.

Click Chores — Security Assignments.

The TM1 Security Assignments dialog box appears.

Click the cell at the intersection of the chore name and the group name.

You can assign rights for multiple chores or to multiple groups by selecting
multiple cells.

Controlling Access to TM1 Objects
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To select a range of adjacent cells, click a cell to establish the top of the
range, hold down Shift and click further down the column or row to
establish the bottom of the range.

To select multiple non-adjacent cells, hold down CTRL, and click each cell.
5. Select the access level you want to assign.
The name of the assigned access privilege appears in the cell(s).

6. Click OK.

Securing Applications and References

You can assign security privileges for public items (references or sub-
applications) within public TM1 applications to user groups on the TM1
server. You must have Admin privilege to an application to assign security to
items within the application.

You cannot assign security for private applications and references; only the
user who creates a private item can access the item.

To assign security privileges:

1. In the Server Explorer, right-click the application that contains the items to
which you want to assign security.

2. Click Security — Security Assignments.

The TM1 Security Assignments window appears. The Name list contains all
public items (TM1 objects, Excel files, and sub-applications) that reside in
the current application.

4>
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Select the cell at the intersection of the item for which you want to define

security and the user group to which you want to assign security.

Click one of the available security privileges.

For details, see “Assigning Security Rights to Groups,” earlier in this

chapter.

4>

Repeat steps 3 and 4 for any other items for which you want to define security.
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6. Click OK.

For any given user group, you can assign the READ or ADMIN privilege to a
reference when you assign the NONE privilege to the source object
associated with the reference. In this scenario, members of the user group
cannot see the reference in an application.

For example, if you assign the NONE privilege to a user group for a cube,
but assign the READ privilege for a reference to the same cube, members of
the user group cannot see the reference to the cube in an application.

Cell-level security applies to a specified cell and overrides all other TM1
security. Cell-level security requires:

= Creating a security control cube that contains all of the dimensions of the
cube whose cell-level security you configure.

= Setting security for the appropriate cells in the security control cube by
assigning security rights for TM1 security groups.

NOTE: For element-level security to apply to a cell, no security rights can be
assigned to any TM1 security group for the cell. Cell-level security overrides
element-level security, so cell-level security for the cell must be undefined.

Cell-level security applies to leaf elements and generally does not apply to
consolidations, although you can use the None and Read security rights to
control the display or editing of consolidations.

4>
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Creating a Security Control Cube

To create a security control cube:

1. In TM1 Architect or TM1 Perspectives, click View — Display Control
Objects, if the control cubes are not already visible.

2. Create a security control cube named }CellSecurity CubeName, where
CubeName is the name of the cube for which you want to define cell-level
security.

For example, if you want to define cell-level security for the cube
SalesCube, create the security control cube }CellSecurity SalesCube.

3. Inthe security control cube, include all the dimensions of the cube for
which you want to define cell-level security, plus the }Groups dimension as
the last dimension.
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4. Click OK.

5. Right-click the security control cube, for example, =-# CelSecurity_SalesCube , and
click Security — Refresh Security to refresh cube security.

To apply security to cells in the security control cube, by TM1 security group:

1. Open the security control cube you just created by double-clicking the

security control cube, for example, w=-# ICelSecuriy_SaslesCube ,

Index

2. Click Recalculate El to display the security control groups, or click
Options — Show Automatically.

4>
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3. Expand the rows to display the cells to which you want to assign security
rights.
NOTE: Remember, cell-level security applies to leaf elements.

4. Enter the security level in the cube cells to assign security rights by user
group.
For details, see “Assigning Security Rights to Groups.”

For example, the months in the second quarter for Inspectors security
group are assigned None.
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5. Close the security control cube.
6. Save the view.

7. Test the security levels by logging in as a user who is a member of the
affected security group and viewing the cube for which you have set
security.
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Using Rules to Define Cell-level Security

In the security control cube, you can use TM1 rules to apply cell-level security
instead of entering security rights into security control cube cells. For details,
see the TM1 Administrator’s Guide.

Suppose you want to create a TM1 rule to apply cell-level security for the
}CellSecurity SalesCube cube. The following rule prevents any users in the
Inspectors group from viewing any cells identified by the element Greece.

[Greece’,’Inspectors’] = S:’'NONE;

NOTE: Make sure that security group names are unique and other dimensions
or elements do not use the same name.

The benefits of using rules to implement security are:

= You do not enter security rights into cells in the security control cube,
saving data entry time.

= Because TM1 does not store string rule values in memory nor saves them to
disk, you save on memory consumption and disk storage.
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Glossary

access control Limits on the rights of TM1 groups to access, modify, or create data.

admin group TM1 users who are members of the Admin group have completely open privileges to modify,
create, and delete data.

authentication Validates a user attempting to access the TM1 server. A TM1 server, Windows, a Web server
with a secure realm, or an external LDAP server performs the authentication.

cell security Assigns access security to specific cells in a TM1 cube.

chore security Limits which chores a group of users can run on the TM1 server. For each chore, you can
assign a group to Read or None privilege levels.

client A TM1 user with a name, such as Admin, and a password. TM1 does not require a password, and so
you can leave it blank.

cube security See Object Security.
dimension security See Object Security.
element security See Object Security.

ETLDAP LDAP Load Tool. Allows you to query information from an LDAP server and export that
information into the TM1 database. Also synchronizes LDAP information with TM1 user and group
information.

group A set of clients. In some instances, a group does not contain clients.

integrated login Allows a TM1 administrator to use Windows authentication to control access to TML1.
After you log in to Windows, TM1 uses the same user name and password from the Windows login to
automatically log you in to TML1. You cannot use integrated login when running a UNIX TML1 server.
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IntegratedSecurityMode A security parameter in TM1S.cfg that uses TM1 security, mixed mode, or
intergrated login to authenticate the TM1 server.

LDAP authentication Authenticates users and passwords against an external LDAP directory on an LDAP
server, such as Active Directory.

mixed mode Allows the client software to select standard TM1 authentication or integrated login

object security Controls access to cubes in your TM1 database. For any cube, you can assign a TM1 group
to access rights, which include Admin, Lock, Read, Reserve, Write, and None.

process security Limits which processes a group of users can run on the TM1 server. For each process, you
can assign a group to Read or None privilege levels.

read-only user A TML1 user that can browse cubes and views depending on their group membership, but
cannot modify data in the TM1 database.

SecurityPackageName A security parameter in TM1S.cfg that determines the protocol TM1 uses to
authenticate your user name and password against Windows. Use only with integrated login.

standard TM1 authentication Authenticates users and passwords against against the security cube login
information.

TM1 objects A TM1 administrator controls the security settings for cubes, dimensions, elements, cells,
chores, and processes on a TM1 server. For example, a TM1 administrator can set a specific cell in a cube to
be read-only for all users.

TM1S.cfg A TML1 configuration file that contains the security parameters, IntegratedSecurityMode and
SecurityPackageName.

2 Glossary



Index

A

access control 1-6
access privileges
admin 6-3
assigning to chores 6-23
assigning to cubes 6-11
assigning to dimensions 6-19
assigning to elements 6-14
assigning to processes 6-22
consolidated elements 6-16
groups 5-2
interactions 6-9
Lock 6-6
lock 6-4
none 6-8
read 6-5, 6-8
reserve 6-6
write 6-7
active directory 2-2
admin access privilege 6-3
ADMIN group 5-4
admin group
assigning passwords 5-13
application

Table of Contents |

4>

admin access privilege 6-3

none access privilege 6-8

read access privilege 6-5
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security privileges 6-24
assigning security rights 6-2
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admin access privilege 6-3
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