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B

ment and 
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rement, and 
ectiveness and 

tions and take 
Preface

usiness Performance Management with Applix TM1

Business Performance Management is the continuous manage
monitoring of Financial, Operational, Customer, and Organiz
performance across the enterprise. Business Performance Man
solutions facilitate the proactive steering of business direction
ways:

• Wide deployment

• Collaborative decision making

• Continuous and real time review and refinement

• Monitoring of Key Performance Indicators

Applix TM1 integrates business planning, performance measu
operational data to enable companies to optimize business eff
customer interaction regardless of geography or structure.

Applix TM1 provides:

• Immediate visibility into data

• Accountability within a collaborative process

• Consistent view of information

With TM1, managers can quickly stabilize operational fluctua
advantage of new opportunities.
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ook Description

The TM1 Security Guide guide describes two aspects of TM1 secur

• Authentication – Creating users and groups and controllin
your TM1 server.

• Access Control – Fine-tuning your TM1 server data to con
your TM1 clients can access.

udience for this Manual

The TM1 Security Guide is intended for a TM1 developer or system
who wants to gain a basic understanding of TM1 authenticati
component security.
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C

ct appears as part of the user 

ed by Helvetica text.

e or text to type. It usually 

w your attention to a new 
RN key.”

tion, the option is identified 
onventions Used in This Manual

This manual uses the following conventions:

Font Convention

Arial Arial text indicates that this option or obje
interface.
File names and directories are also indicat

Arial Bold Bold Arial text indicates an option to chos
appears in numbered steps.

Italics Words are italicized for emphasis or to dra
term. For example, “Do not press the RETU

Menu Name → 
Option Name

Whenever you see a reference to a menu op
using the following notation:
Menu Name → Command Name
For example, “Click Forms → More.”
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H

ou must know before you 
nology, a discussion of 
f TM1 access control.

 TM1. This utility allows you 
AP server, and export that 

his utility when you 

 authentication to control 
ethod synchronizes the 

y users and groups. Users 
 allowed access to TM1 

our TM1 server to perform 
er. 

reate individual users and 

 to limit a user’s access 
 security for cubes, 
TM1 Security Guide

ow This Manual is Organized

This manual consists of the following chapters:

Chapter Description

1 “TM1 Security Overview” describes information y
manage TM1 security. This chapter includes termi
several authentication methods, and a summary o

2 “ETLDAP Utility” is a utility that is packaged with
to query user and group information from your LD
information to your TM1 database. You must use t
configure integrated login.

3 “Integrated Login” describes how to use Windows
access to your TM1 database. This authentication m
TM1 security cubes with LDAP or Active Director
that successfully log in to the windows domain are
server objects.

4 “LDAP Authentication” describes how to set up y
user authentication against an external LDAP serv

5 “Managing Users and Groups” describes how to c
user groups on your TM1 server.

6 “Controlling Access to TM1 Objects” describes how
rights to objects in your TM1 database. TM1 offers
dimensions, processes, chores, elements, and cells.
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he TM1 Documentation Set

The TM1 documentation set is delivered as part of the TM1 in
TM1 manuals are available on the Applix web site at http://ww
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w

r TM1 server, 
1 TM1 Security Overvie

Applix TM1 security allows you to control who logs in to you
and what objects those users are allowed to access.

The following topics are covered in this chapter:

• TM1 Authentication

• TM1 Object Security
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T

uthentication 

e and password, 
be login 

authentication.
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ation method by 
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M1 Authentication

When you install the TM1 server, you can select one of these a
methods.

• TM1 Authentication – TM1 server asks you for a user nam
and validates the login information against the security cu
information.

• Integrated Login – Microsoft Windows performs the TM1 

• LDAP Authentication – TM1 server asks you for a user na
password, and validates the login information against an e
server.

After you install the TM1 server, you can change the authentic
changing the parameters in the TM1 configuration files.
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TM

e and password 

In

tication to 
station, you can 
.

se integrated 
1 Authentication

With TM1 authentication, the TM1 server checks the user nam
against the user names and passwords in the TM1 database.

tegrated Login

With integrated login, TM1 uses the Windows network authen
access your TM1 data. After you log in to your Windows work
access TM1 without entering a user name and password again

Integrated login is supported on Windows only. You cannot u
login to access a UNIX TM1 server.

Standard TM1 Security

TM1 ServerClients

TM1 Architect
TM1 Perspectives
TM1 Web Client

Attempt to Establish a Connection

Ask for a User Name and Password

Supply a User Name and Password
Check
Name
and

Password
Establish Connection
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TM1 Server

est

Check
Name

Windows
Domain

Controller
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Integrated Login

Clients

TM1 Architect
TM1 Perspectives
TM1 Web Client

(2) Attempt to Establish a TM1 Connection

(3) Return Windows Network Identity

(4) Supply Windows Identity as a Log In requ

 (5) Establish Connection

Windows
Authentication

User supplies a
user name,

password, and
Windows domain

name while
logging into a

Windows
workstation

(1) Windows Login Completed
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With LDAP authentication, an LDAP security service that is e
authenticates a login (as of TM1 version 8.2.2). You can add, m
user security information from one location – the LDAP serve
Active Directory..
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M1 Object Security

As a TM1 administrator, you can control access to TM1 object
specific levels of object security to a TM1 group.

Suppose you have a group named Executives in your TM1 dat
these executives to review the company budget summary data
in the BudSummary cube in your TM1 database. You can use T
Perspectives to assign the Executives group Read privileges t
BudSummary cube.

You set TM1 access control the same way for any of the produ
suite. For example, if users in the Executives group have Rea
BudSummary cube when they run Perspectives, they also hav
that cube when they run the TM1 Web Client.
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AP directory to 
2 ETLDAP Utility

The ETLDAP utility allows you to move information from your LD
TM1.

The following topics are covered in this chapter:

• ETLDAP Utility Overview

• Running ETLDAP

• Building an LDAP Query

• Connecting to the TM1 Server

• Exporting LDAP Information to TM1

• Synchronizing TM1 Data with LDAP
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TLDAP Utility Overview

ETLDAP, an LDAP load tool, provides the following functionality:

• Extracts user information from an LDAP or Active Directory ser

• Creates the element UniqueID in the }ClientProperties dimens

• Adds users to the }ClientProperties cube.

• Populates the UniqueID field in the }ClientProperties cube wit
qualified user name of the user you add to TM1 database. For ex
writes the name robert@applix.com to the }ClientProperties cu

As a TM1 administrator, you can perform these tasks using ETLDA

• Add many user names from an LDAP server to the TM1 databas

• Migrate information from a legacy LDAP database to TM1, whe

• Perform one or more queries to specify the users you want to cre
then export the users into the TM1 security cubes.

• Maintain user information after you initially load the user data in
synchronizing the TM1 data with the LDAP server.

sing ETLDAP

Here are the major steps involved in using ETLDAP:

• Modify LDAP Attributes

• Run ETLDAP

• Configure the LDAP Login Parameters
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P authentication. 
r TM1 users with 

M

directory does not 
 so, you must 

ssurance, and 
eering. To support 
d you need to 

ture:

 that matches a 
1 database.

ilter class, 
ntation LDAP 
• Build an LDAP Query

• Connect to the TM1 Server

• Map LDAP Attributes to TM1 Fields

• Export LDAP Information to TM1

• Synchronize TM1 Data with LDAP

Important: You must use ETLDAP with integrated login and LDA
Otherwise, you will experience problems when you synchronize you
your Windows security information.

odifying LDAP Attributes

In some cases, the value of an attribute you retrieve from an LDAP 
precisely match what you want to enter in the TM1 security cube. If
modify certain LDAP attributes before you can run ETLDAP.

For example, you could combine all users from the R&D, Quality A
Documentation LDAP groups into a single TM1 group named Engin
these requirements, you can extend a Java class with a single metho
override.

The 'stringFilter' class contains one method with the following signa

String filterString(String attrName, String value)

At run time, this method is passed the name of each LDAP attribute
mapping entry and its value. The String it returns is added to the TM

The following code demonstrates the implementation of the stringF
combining all users from the R&D, Quality Assurance, and Docume
groups into a single TM1 group named Engineering.
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The stringFilter class looks for instances of the LDAP ’ou’ attribute,
Group names field. If the value is ’R&D’, ’Quality Assurance’, or ’Do
returns ’Engineering’. The users from any of the 3 LDAP groups is a
TM1 ’Engineering’ group. Any other group value remains unchange

// The stringFilter class provides the ability to transf
// which are read from the LDAP database before they are
datastore.

// To implement this feature, create a class which exten
// and contains a method ’filterString’ with the followi
//
// String filterString(String attrName, String value)
//
//

public class myStringFilter extends stringFilter
{

public String filterString(String attrName, String va
{
if (attrName.equals("ou"))
{

if ( (attrName.equals("R&D")) ||
  (attrName.equals("Quality Assurance")) ||
  (attrName.equals("Documentation")) )

return "Engineering";
else

return value;
}
else

return value;
}
}

After you write and compile the Java code, put the class somewhere 
and enter its name in the Class Name field of the Options dialog on 

unning ETLDAP

You can run ETLDAP from Windows or the DOS command prompt
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R

 → ETLDAP.

 query, the LDAP 
unning ETLDAP from Windows

Click Start → Programs → Applix → TM1 → Administration

The LDAP Load Tool dialog box appears. After you build an LDAP
Load Tool dialog box looks like this.
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 dialog box.

rch originates. ETLDAP does 
he tree.

ntries in the directory and 

tries that assist in validating 
you export the LDAP 
e attributes required to create 

ses only.

and the search level. Select 
below the base Search DN, but 
level to search all entries 

N.

mn headers to sort the data, or 
 to examine all attributes for 

you select.

 based on the settings in the 
TM1 Security Guide

The following table describes the elements in the LDAP Load Tool

Field or Button Description

Search DN Displays the LDAP node at which the sea
not search for entries above this level in t

Filter Displays the query string that filters the e
generates the matching records.

Attributes Displays the attribute values for LDAP en
the records returned by the search. When 
information to TM1, ETLDAP retrieve th
valid TM1 users.
Note: The attributes are for display purpo

Search Scope Specifies the starting point of the search, 
One level to specify all entries one level 
not the base DN itself.  Select Sub-tree 
beneath the base DN, including the base D

Results Table Displays the search results. Click the colu
right-click in a row and click View Entry
that entry.

Search Button Performs the search using the parameters 

Export Button Exports the displayed set of users to TM1
Options dialog box.
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R

d-line parameters.

ompt.

 load all configuration 

atch) mode, you must 
 this file does not contain 
 LDAP and TM1 servers, 
and the session is 

ith no user interface. 
unning ETLDAP from DOS

You can run ETLDAP from a DOS command window, with comman

1. Click Start → Programs → Accessories → Command Pr

2. Enter the following command line:

java etldap <options>

TM1 supports these command-line parameters.

Parameter Description

-f <filename> Passes the name of a saved session file to
settings from a previous session.
When you run ETLDAP in unattended (b
include a name for the session save file. If
the passwords necessary to connect to the
an error message is written to the log file 
terminated.

-batch Runs ETLDAP in command-line mode w
Requires the -f option.
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eginning of the session, 
rds removed. While in 

 the passwords with the 
AP and run the 
ure’ option. This would 
ble for the short period of 

line parameters.
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-secure When you run ETLDAP in batch mode, p
all passwords from the session file referen
they have been read.
This parameter reads the save file at the b
and then re-writes the file with the passwo
use, you would run ETLDAP and specify
user interface. Then you would exit ETLD
command line version specifying the ’-sec
insure that the passwords were only availa
time it takes for the utility to initialize.

-help Displays online Help for these command-

Parameter Description
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C

ss of the machine where the 

P standard port number.
onfiguring the LDAP Login Parameters

1. In the LDAP Load Tool dialog box, click File → Connect.

The LDAP Login dialog box appears.

2. Enter the following host and user information.

Panel Field Description

Host Info Host Enter the host name or IP addre
LDAP server is running.

Port The default port is 389, an LDA
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e the version number. Most 
 or version 3 type connections, 
ality specific to either version.

nication between the LDAP 
er a secure encrypted channel. 
nformation over an insecure 
d off.

layer of security configuration 
 as a known user. In some 
rowse the directory, but not 

stems, an anonymous user 
ecure areas of the directory, 
0 TM1 Security Guide

Host Info Version ETLDAP will most likely ignor
LDAP servers support version 2
ETLDAP does use any function

SSL option Determines whether the commu
server and ETLDAP happens ov
Unless you are viewing secure i
network, leave this option turne

Anonymous option Most LDAP servers have some 
that requires you to authenticate
systems, anonymous users can b
retrieve the schema. In other sy
might have access to certain ins
but not others.

Panel Field Description
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splays the 

ctory prevents Anonymous 
ing data. In this case, you may 
) and password to complete 

curity information.
odin might refer to a person 
de LDAP, he has a 
ly distinguishes him from all 

 information in the User Info 

get.com

ds to the User DN.
3. Click Test.

If you successfully connect to the LDAP server, the status bar di
Connection Succeeded message in green.

User Info User DSN In many cases, your LDAP dire
users from accessing or modify
need a Distinguished Name (DN
the extraction of your LDAP se
For example, the name Norm L
who works at Blodget, Inc. Insi
Distinguished Name that unique
other entities in the network.
Norm might enter the following
field.
uid=nlodin, ou=People, o=Blod

Password Enter a password that correspon

Panel Field Description
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 an error message 

 parameters you 
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 Scope, and 

, with a root node 
 at which node the 
. You must specify 
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If you do not connect to the LDAP server, the status bar displays
in red.

4. Click OK.

You have established a connection to your LDAP server with the
specified.

xamining the Elements of an LDAP Query

An LDAP query consists of four major elements: Search DN, Filter,
Attributes.

• Search DN – An LDAP directory is organized as a tree structure
and a number of branches off this root. The Search DN specifies
search originates. Entries above this level in the tree are searched
the correct base DN to obtain the results you want.

Message indicating 
a successful 
connection
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ory and generates 
ombination of the 

ooks and online 
epresentation of 

search, the Scope 
ere are two Scope 

l below the base 

t all levels 
• Filter – A query string that filters the entries in the LDAP direct
the matching records. You can create complex filters by using a c
following symbols:

- & (AND)

- | (OR)

- ! (NOT)

- * wildcard character

- ( ) parentheses for nesting

For instructions on building LDAP filter strings, refer to LDAP b
resources, including the LDAP standard, RFC 2254, The String R
LDAP Search Filters.

• Scope – While the Search DN specifies the starting point of the 
attribute indicate the level of depth to which the search occurs. Th
levels:

- One Level – Specifies that LDAP search all entries one leve
DN, but does not include the base DN itself.

- Sub-Tree Level – Indicates that LDAP search all records a
including the base DN.
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g has on a search.

des a comma-
lter string. There 

. For example, cn 

ains this attribute. 

xist for an entry.
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The following diagram illustrates the effect that the Scope settin

• Attributes – Describe every LDAP entry and their values. Inclu
separated list of values to return for the records that match the fi
are two LDAP attributes:

- User attribute – You add this attribute to the LDAP directory
or mail.

- Operational attribute – The LDAP server creates and maint
For example, numSubordinates.

The attributes for an entry could include:

- Present with no value

- Present with one or more values

- Not present. If an attribute is optional, the attribute may not e
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equest all 
e on the LDAP 

B

our query.
Important: Be sure to request only the attributes you need. If you r
attributes, a large result set can significantly increase processing tim
server and memory requirements on both the server and the client.

uilding an LDAP Query

1. Specify the Search DN, Filter String, Attributes, and Scope for y

2. Click Search.
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 does not match 
 table. A status 
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.

 so, click File → 
DN, Filter String, 
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If you did not make any syntax errors or create a filter string that
any records in the directory, you should see a list of entries in the
message indicates how many records match your search requirem

3. Examine the result set.

• Does it include names you do not want to see?

• Are important entries missing?

• Do you need to build multiple queries to capture the list of re
interested in?

4. Make your changes to the filter string.

5. Click Search.

6. Examine the result set.

7. Repeat steps 3 through 6 until you have a list of valuable records

8. Click File → Save As to save your LDAP query as a text file.

NOTE: You can use the saved LDAP query at a later time. To do
Open in the LDAP Load Tool dialog box. ETLDAP fills in the 
Attributes, and Scope for your LDAP query.

onnecting to the TM1 Server

1. Click Edit → Login → TM1.
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ich your TM1 Admin Server 

 you want to connect. Click 

e Server list.

eges on the target TM1 
The TM1 Login dialog box appears.

2. Enter the following server information:

Field Description

Host The machine name of the server on wh
is running.

Server The name of the TM1 server to which

Server  to select a server from th

Username The name of a user with Admin privil
server.

Password The password of the admin user.
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3. Click Test.

The status bar displays the Connection Succeeded message in

4. Click OK.

apping LDAP Attributes to TM1 Fields

LDAP directories contain many attributes, some of which you stand
which you add or customize for your environment. You must specif
between the LDAP attributes and the required TM1 fields manually.
familiar with the LDAP schema.

1. Click Edit → Mapping → TM1.

The TM1 Mapping dialog box appears.

2. For each required (red) TM1 field, select an LDAP schema attrib
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r example, you 
ser, and map the 
For each user, TM1 requires a unique name and group name. Fo
could map the name attribute in your LDAP schema to a TM1 u
department attribute to a TM1 group.

3. Click OK.
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pecifying the ETLDAP Export Options

1. Click Edit → Options.

The Options dialog box appears.

2. Select Enable Integrated Login.

3. Enter the realm name that contains the users you want to transfer

4. Clear Save Passwords.

When you clear Save Passwords, ETLDAP removes all passw
connect to the servers before the session save file is written. The
ETLDAP, you would have to enter the passwords again.

5. Set Maximum Search Results and Search Time Limit to 0

6. Click OK.
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E

ory into TM1, and 

 the export 

s and created them 
 and adds them to 
xporting LDAP Information to TM1

1. Click Export.

ETLDAP moves the records you retrieved from the LDAP direct
logs the data export activity in a log file.

NOTE: You can open the log before you export records to track
progress.

2. Click View → Log to open the log.

The Session Log shows that ETLDAP exported three LDAP user
on TM1. ETLDAP randomly generates the TM1 user passwords
the TM1 database.

‘User1’

created TM1 user: ‘User1’

assigned TM1 user ‘User1’ to group ‘Corp’

created TM1 user: ‘User2’

assigned TM1 user ‘User2’ to group ‘Corp’

created TM1 user: ‘User3’

assigned TM1 user ‘User3’ to group ‘Corp’

added 3 users

==================================

==================================

Assigned TM1 user user1 password: <_bAs1ap3>

Assigned TM1 user user1 password: <GLfED3Jm>

Assigned TM1 user user2 password: <CYxgsDm>



Table of Contents | Index

2-2

1 passwords, and 
ows. If you do not 
ng their first login 

S

 from the LDAP 
 requirements 
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 in Update mode. 

 which changed 

M

cludes these 
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g file, as shown in 

0123070042.0Z)
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NOTE: If you use integrated login, TM1 users do not use the TM
you do not have to coordinate passwords between TM1 and Wind
use integrated login, TM1 users must change their password duri
session. For details, see the TM1 Administration Guide.

ynchronizing TM1 Data with LDAP

When you run ETLDAP the first time, you must retrieve all records
server that meets your organizational requirements. You define these
using the the Filter parameter. After you retrieve all user and group 
them into the TM1 database.

After you load the initial data into TM1, you must make all subsequ
records in the LDAP directory, and not with the TM1 Administratio
LDAP data changes over time, you should periodically run ETLDAP
Select only the records that meet your original search requirements,
since the last time you ran ETLDAP.

odified Record Attribute

All LDAP servers support a last modified record attribute, which in
timestamp attributes:

• Standard LDAP – modifytimestamp

• Microsoft Active Directory – whenChanged

During an export session, ETLDAP examines all records as it proce
stores the date of the most recently changed record in the Session Lo
the following sample:

newest record modified: Thu Jan 23 07:00:42 EST 2003(2003
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U

r Filter line.

ters. See RFC 

s, and after 

mp attribute, and 
anged attribute.

ession data with a 

D)(department=Docum

>=20030515162433Z)(|

20030515162433.0Z)(|(
pdating TM1 with LDAP Changes

1. Locate the newest record line in the LDAP Session Log.

2. Insert the timestamp portion of the string in parentheses into you

Important: Be sure to adhere to the syntax supported by LDAP Fil
2254, The String Representation of LDAP Search Filters.

The following table shows a sample Filter string without any change
modification for both LDAP and Active Directory servers.

NOTE: Remember, a standard LDAP server uses the modifytimesta
an LDAP server with Microsoft Active Directory uses the whenCh

3. After you make the necessary changes to the Filter line, save the s
name that clearly identifies it as an incremental update query.

Sample Filter String Filter String After Modification

Initial string (&(objectclass=person)(|(department=R&
entation)))

Modified for standard 
LDAP

(&(objectclass=person)(modifytimestamp
(department=R&D*) (department=QA)))

Modified for Active 
Directory

(&(objectclass=person)(whenChanged>=
department=R&D*) (department=QA)))
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ing topics are 
3 Integrated Login

This chapter describes the TM1 integrated login feature. The follow
discussed:

• What Is Integrated Login?

• Setting up Integrated Login

• Configuring Integrated Login for TM1 Web Using NTLM

• Configuring Integrated Login for TM1 Web Using Kerberos

• Setting up Integrated Login Manually

• Logging In with Integrated Login
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hat Is Integrated Login?

Integrated login allows you to use Windows network authentication
to TM1 data. In this security model, you must use ETLDAP (see Ch
Utility) to move user and group Windows log in information into the
Users who want to access TM1 data through Architect or Perspectiv
Windows first. After they successfully log in to Windows, TM1 doe
information.

Integrated login matches the domain-qualified name you use to log in
a name in the UniqueID field of the }ClientProperties cube. If ther
allows you to log in.

As an example, suppose you log in with the user name Robert into 
applix.com. When you double-click a server in the TM1 Server Exp
in the }ClientProperties cube and examines the UniqueID field of 
has a domain-qualified name of robert@applix. As long as Robert 
APPLIX domain with the name Robert, integrated login should wo

If integrated login cannot match the domain-qualified name you use
Windows with a name in the UniqueID field of the }ClientProperti
displays the following error message.
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se integrated 

S

rocedures:

tallation.

S

as described in the 

S

AP directory and 
, ETLDAP Utility.
Integrated login is supported on Windows only. You cannot u
login to access a UNIX TM1 server.

etting up Integrated Login

To set up integrated login for TM1 clients, complete the following p

• Step 1 – Select the Integrated Login option during the TM1 ins

• Step 2 – Update your TM1 security data by running ETLDAP. 

• Step 3 – Set access rights for TM1 users and groups.

tep 1 - Select Integrated Login Option During TM1 Installation

1. Run the Applix TM1 setup program.

2. Select the Integrated Login option during the TM1 installation, 
TM1 Installation online Help.

3. Complete the installation.

tep 2 - Run the ETLDAP Utility

Run ETLDAP to extract the user and group login data from your LD
load that data into the TM1 security cube. For details, see Chapter 2
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ETLDAP creates TM1 users from the LDAP data that you specify. T
members of the same group to which they were assigned in your LD

tep 3 - Set Access Rights for TM1 Users

For a TM1 user to access any data, you might have to assign that us
groups. For example, for a user to publish public objects to the Web
Web, the user must be a member of the TM1 Admin group.

To add a user to the Admin group:

1. Start TM1 Architect.

2. Click File → Options.

The TM1 Options dialog box appears.

3. Clear the Integrated Login option, as shown in the following f
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en the list of 

d Groups.
4. Click OK.

5. In the Tree pane of the Server Explorer, double-click TM1 to op
servers.

6. Double-click a server name.

7. Log in using your administrator login ID and password.

• Administrator name (default) – admin

• Administrator password (default) – apple

8. Right-click the server name, and click Security → Clients an
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The Clients/Groups dialog box appears.

9. Select a user to add to the admin group.
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oups appears.

user to the Admin 
NOTE: Use the scroll bar to scoll to the left, where the list of gr

10. Click the check box for a user in the ADMIN column to add the 
group.

11. Click OK.
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onfiguring Integrated Login for TM1 Web Using NTLM

If you select the Integrated Login option during the TM1 installatio
correctly configured to use integrated login. All you must do is set t
SecurityPackageName parameter in the Tm1s.cfg file for your T

NOTE: If you use the NTLM protocol, both the Web server and the
reside on a single computer. The NTLM protocol does not support s
In a scenario where the Web server and the TM1 Server reside on di
you should use the Kerberos security protocol, as described in the n
complete details on authentication with IIS, see 
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vse
vxconIISAuthentication.asp.

To set the SecurityPackageName parameter:

1. Shut down your TM1 server.

2. Open Tm1s.cfg in a text editor.

3. Set the SecurityPackageName parameter to NTLM.

SecurityPackageName=NTLM

4. Save Tm1s.cfg.

5. Restart your TM1 server.

onfiguring Integrated Login for TM1 Web Using Kerberos

This section describes how to set up TM1 Web to use Integrated Lo
Kerberos security protocol. If you use the Kerberos security protoco

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vsent7/html/vxconIISAuthentication.asp
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 user account, 

D

IS 5.0 Isolation 
 with Integrated 

, follow these 
configure your Web server to use either a system account or domain
according to your preference.

etermining if Your Web Server is Running in IIS 5.0 Isolation Mode

If you install TM1 Web on IIS 6, but your web server is running in I
Mode, you should follow the instructions for Configuring TM1 Web
Login on IIS 5 Using Kerberos later in this chapter. 

To determine if your web server is running in IIS 5.0 Isolation Mode
steps:

1. Run Computer Management.

2. Right-click Web Sites and choose Properties.
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If this Option is ON, you are 
running your web server in 
IIS 5 isolation mode.
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3. Click Services.
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onfiguring TM1 Web with Integrated Login for a System Account on IIS 6 Usi

To configure TM1 Web with Integrated Login on IIS 6 using Kerber
complete the following procedures:

• Step 1 – Set your security protocol to Kerberos. 

• Step 2 – Grant the Web server system delegation rights

ep 1 – Set Your Security Protocol to Kerberos

Follow these steps to configure your Web server to use the Kerberos

1. Open a command prompt.

2. Migrate to the inetpub/AdminScripts directory.

3. Run the following command to set the security protocol to Kerbe

The Negotiate, NTLM setting forces the Web server to try to use K
Kerberos fails, the web server will use NTLM. 

ep 2 – Grant the Web Server System Delegation Rights

From the network’s domain controller, run the Active Directory Us
Computers control panel. Assign delegation rights to the Web serv
this from a Windows 2000 domain controller, follow these steps:

1. Run the Active Directory Users and Computers control panel

2. Click the Computers folder.
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3. Right-click the Web Server system and choose Properties.

4. Select the Trust Computer for Delegation check box.

5. Click OK.

onfiguring TM1 Web with Integrated Login for a Domain User on IIS 6 Using 

To configure TM1 Web with Integrated Login on IIS 6 using Kerber
complete the following procedures:

• Step 1 – Set your security protocol to Kerberos. 

• Step 2 – Build a new application pool for TM1 Web.

• Step 3 – Set the TM1 Web application pool to run under the App
ID.

• Step 4 – Add the Applix network user ID to the IIS_WPG group

• Step 5 – Set the TM1 Web directory to run under the TM1 Web a

• Step 6 – Grant the Applix service account delegation rights

• Step 7 – Set the Service Principal Name (SPN)

ep 1 – Set Your Security Protocol to Kerberos

Follow these steps to configure your Web server to use the Kerberos

1. Open a command prompt.

2. Migrate to the inetpub/AdminScripts directory.
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y, follow these 

on Pool. The 

ick OK.
3. Run the following command to set the security protocol to Kerbe

The Negotiate, NTLM setting forces the Web server to try to use K
Kerberos fails, the web server will use NTLM. 

ep 2 – Create a New Application Pool for TM1 Web

To create a new application pool for your TM1 Web virtual director
steps:

1. Right-click Application Pools and choose New → Applicati
Add New Application Pool dialog box appears.

2. Enter TM1Web for the Application Pool ID.

3. Choose Use Default settings for new application pool, and cl
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ep 3 – Set the TM1 Web Application Pool to Run Under the Applix Network User ID

The TM1 Web application pool should run using the network identit
run the Applix services. Follow these steps:

1. Right-click the TM1 Web application pool and choose Properti

2. Click the Identity tab.

3. Click Configurable.
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his should be the 
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St

eb server. To add 

 Users and 
4. Enter a valid domain user and password in the fields provided. T
same user name and password as your Applix services are runnin

5. Click OK.

ep 4 – Add the Applix Domain User to the IIS_WPG group

The Applix domain user must belong to the IIS_WPG group on the w
the Applix domain user to this group, follow these steps:

1. Run the Computer Management administration tool.

2. Navigate to the Groups folder under System Tools → Local
Groups → Groups.
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3. Right-click the group IIS_WPG and choose Add to Group. Th
properties dialog box appears.
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roup. This should 

St

ctory to run in the 
4. Click Add and add the domain-qualified name to the IIS_WPG g
be the same name used by your Applix services.

ep 5 - Set the Application Pool for Your TM1 Web Virtual Directory

This procedure describes how to configure the TM1 Web virtual dire
TM1 Web application pool. 

1. Run the IIS Manager.
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2. Right-click the TM1 Web virtual directory and choose Propert

3. Set the Application Pool option to TM1 Web.

ep 6 – Grant the Applix Service Account Delegation Rights

From the network’s domain controller, run the Active Directory Us
Computers control panel. Assign delegation rights to the account u
TM1 services. To do this from a Windows 2000 domain controller, f



Configuring Integrated Login for TM1 Web Using Kerberos Table of Contents | Index

Integrated Login 3-19

.

 is Trusted for 
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C

mplete the 
1. Run the Active Directory Users and Computers control panel

2. Click the Users folder.

3. Right-click a user and choose Properties.

4. Click the Account tab.

5. Scroll down the Account Options list and enable the Account
Delegation option.

This procedure will vary somewhat with other versions of Windows
Windows documentation for more information.

ep 7 – Set the Service Principal Name (SPN)

To set the SPN:

1. Download the SetSPN.exe utility from http://www.microsoft.c
techinfo/reskit/tools/existing/setspn-o.asp.

2. As a domain administrator, execute the following commands:

setspn -A HTTP/web_server_name  domain_name\user_acct_for_TM1_se

setspn -A HTTP/webservername.domain_name  domain_name\user_acct

onfiguring TM1 Web with Integrated Login on IIS 5 Using Kerberos

To configure TM1 Web with Integrated Login on IIS 5, you must co
following procedures.

• Step 1 – Set your security protocol to Kerberos. 

• Step 2 – Grant the web server system delegation rights

• Step 3 – Modify the .Net Configuration Files

http://www.microsoft.com/windows2000/techinfo/reskit/tools/existing/setspn-o.asp
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ep 1 – Set the Security Protocol on the Web Server to Kerberos

You must be sure that your web server is running the Kerberos secu
Follow these steps:

1. Open a command prompt.

2. Migrate to the inetpub/AdminScripts directory.

3. Run the following command to set the security protocol to Kerbe

The Negotiate, NTLM parameter forces the Web server to try to us
Kerberos fails, the web server will use NTLM. 

ep 2 – Grant the Web Server Machine Account Delegation Rights

From the network’s domain controller, run the Active Directory Us
Computers control panel. Assign delegation rights to the Applix se
do this from a Windows 2000 domain controller, follow these steps:

1. Run the Active Directory Users and Computers control panel

2. Click the Computers folder.
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. Refer to your 
3. Right-click a computer and choose Properties.

4. On the General tab, click Trust computer for delegation.

5. Click OK.

This procedure will vary somewhat with other versions of Windows
Windows documentation for more information.
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ep 3 – Modify the .Net Configuration Files

Add the Applix service account to the machine.config file on your
this, follow these steps:

1. Edit machine.config on your web server. The machine.config 
the following location:

C:\WINDOWS\Microsoft.NET\Framework\v1.1.4322\CONFIG

2. Locate the processModel Attributes section.

<processModel 
enable="true" 
timeout="Infinite" 
idleTimeout="Infinite" 
shutdownTimeout="0:00:05" 
requestLimit="Infinite" 
requestQueueLimit="5000" 
restartQueueLimit="10" 
memoryLimit="60" 
webGarden="false" 
cpuMask="0xffffffff" 
userName="machine" 
password="AutoGenerate" 
logLevel="Errors" 
clientConnectedCheck="0:00:05" 
comAuthenticationLevel="Connect" 
comImpersonationLevel="Impersonate" 
responseDeadlockInterval="00:03:00" 
maxWorkerThreads="20" 
maxIoThreads="20" />

3. Change the userName and password fields to the domain-qual
password of the Applix service account.

userName="applix\service" 
password="mypassword" 

4. Save the file and exit the editor.

5. Restart the IIS admin service.
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onfiguring Internet Explorer for Integrated Login

To log in to TM1 Web using Integrated Login through Microsoft Inte
must set the following parameters, regardless of your security proto

• Add the TM1 Web server to the Local Intranet with default secu
procedure for doing this varies depending on the operating system
Refer to the Internet Explorer help for more information.

• On the Advanced tab under Tools → Internet Options, set En
Windows Authentication.

dditional Resources

The following online resources provide more information for setting
applications on IIS with Windows authentication.

• HOW TO: Troubleshoot Kerberos-Related Issues in IIS 
http://support.microsoft.com/default.aspx?scid=kb;en-us;326985

• How to configure IIS to support both Kerberos and NTLM authe
support.microsoft.com/?id=215383

• How to configure an ASP.NET application for a delegation scen
port.microsoft.com/default.aspx?scid=kb;en-us;810572

• Integrated Windows Authentication (IIS 6.0)
http://www.microsoft.com/technet/prodtechnol/WindowsServer2
523ae943-5e6a-4200-9103-9808baa00157.mspx

http://support.microsoft.com/default.aspx?scid=kb;en-us;326985
http://support.microsoft.com/?id=215383
http://support.microsoft.com/default.aspx?scid=kb;en-us;810572
http://support.microsoft.com/default.aspx?scid=kb;en-us;810572
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/523ae943-5e6a-4200-9103-9808baa00157.mspx
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etting up Integrated Login Manually

You can modify a TM1 Web installation to use integrated login with
TM1. To do so, you can run ETLDAP and modify several TM1 con

1. Run ETLDAP and import the user and group information from y
as described in Chapter 2, ETLDAP Utility.

2. Shut down the TM1 Server.

3. Edit TM1S.cfg in your TM1 server data directory, and set the In
Mode parameter to 2.
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4. Edit TM1S.cfg in your TM1 server data directory, and set the S
Name parameter to the security protocol you use for integrated 
following example, the server is configured to use Kerberos.

5. Save and exit TM1S.cfg.

6. Restart your TM1 Server.

You should now be able to log in to your TM1 server using integrate
TM1 Architect or TM1 Perspectives.
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ogging In with Integrated Login

After you set up integrated login, you can use it to access your TM1
following clients:

• TM1 Architect

• TM1 Perspectives

• TM1 Web

tegrated Login with TM1 Architect

1. Run TM1 Architect.

2. Click File → Options.

The TM1 Options dialog box appears.
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 for a user name or 
3. Verify that the Integrated Login check box is selected, as show
figure.

4. Click OK.

5. In the Tree pane of the Server Explorer, double-click TM1 to op
servers.

6. Double-click the server into which you exported your LDAP use
information.

Architect should automatically log you in to TM1 without asking
password.
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tegrated Login With the TM1 Perspectives

1. Run Microsoft Excel.

2. Click TM1 → Server Explorer.

The TM1 Perspectives Server Explorer appears.

3. Click File → Options.

The TM1 Options dialog box appears.
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ing for a user 
4.Verify that the Integrated Login check box is selected, as shown
figure.

5.Click OK.

6.In the Tree pane of the Server Explorer, double-click TM1 to open

7.Double-click the server into which you exported your LDAP user 
information.

Perspectives should automatically log you in to TM1 without ask
name or password.
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tegrated Login With TM1 Web

1. Run Microsoft Internet Explorer.

2. Enter the following URL in the browser Address box:

http://<Web Server Name>/<Virtual Directory Name>/TM1W

The Applix TM1 login page appears.

3. Enter a TM1 Admin Server host name in the Admin Host field.
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4. Click TM1 Server  and select a TM1 Server.

5. Click Login.
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4 LDAP Authentication

This chapter describes how to set up TM1 authentication usin
server, and covers the following topics:

• Validating Users with an LDAP Server

• Configuring LDAP Validation

• Example TM1S.CFG File
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alidating Users with an LDAP Server

Important: As a prerequisite to setting up LDAP authenticatio
have significant knowledge of LDAP and its role in your netw
structure. If you are not the LDAP administrator for your netw
with your LDAP administrator to properly set up TM1 to use
authentication.

LDAP validation allows you to centralize all of your user pass
external LDAP server. When your TM1 users log in, the user n
password they provide is validated against the information he
server. 

To configure LDAP validation, you need the following inform

• A well-known name and password that the TM1 server ca
LDAP. You can test the validity of this name using ETLDA

• The port on which your LDAP server is running. The defa

• The name or IP address of the LDAP server you want to us

onfiguring LDAP Validation

You can configure a TM1 product to use LDAP validation by 
following procedures:

• Step 1 – Run the TM1 Installation Wizard and select the LD
authentication options.

• Step 2 –Edit the TM1S.cfg file to change the PasswordSou
TM1.
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• Step 3 – Run the ETLDAP utility and import names from y
directory into TM1.

• Step 4 – Modify group assignments for your new TM1 use

• Step 5 – Edit the TM1S.cfg file to change the PasswordSou
LDAP. Recycle your TM1 server.

tep 1 – Run the TM1 Installation Wizard and Select LDAP Authentication

1. Run the Applix TM1 Installation Wizard.

2. Select the LDAP authentication options, as described in the
Installation online Help.

3. Complete the installation.

tep 2 – Change the PasswordSource Parameter in TM1S.cfg to TM1

1. Edit TM1S.cfg in your TM1 server data directory.

2. Modify the following line:

PasswordSource=LDAP

3. Change the line to read as follows:

PasswordSource=TM1

4. Save and exit TM1S.cfg.

5. Recycle your TM1 server.
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tep 3 – Run the ETLDAP Utility

Run ETLDAP and import names from your LDAP directory i
described in Chapter 2, ETLDAP Utility.

Use the following TM1 login information:

• Admin user (default) – Admin

• Admin password (default) – apple

Use the well known user you specified during the installation
LDAP.

tep 4 – Modify Group Assignments for New Users

1. Log in to TM1 as an administrator.

2. Right-click the server name in the Server Explorer and click
ents and Groups.

3. Modify the groups assignments for your new users as requ
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ters required for 
For each TM1 user ETLDAP added to your database, you m
user to the same group they belong to in the LDAP directo
if NadiaC is a member of the group gymnasts in your LDA
ETLDAP creates the user Nadiac, and creates the group gy
TM1. Nadiac appears in the Clients/groups dialog box as a
gymnasts.

tep 5 - Change the PasswordSource Parameter in TM1S.cfg to LDAP

1. Edit TM1S.cfg in your TM1 server data directory.

2. Modify the following line:

PasswordSource=TM1

3. Change this line to read as follows:

PasswordSource=LDAP

4. Save and exit TM1S.cfg file.

5. Recycle your TM1 server.

You should now be able to log in to TM1 with a name that 
your LDAP directory.

xample TM1S.CFG File

The following example TM1S.cfg file shows all of the parame
LDAP validation.

[TM1S]
ServerLogging=F
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SecurityPackageName=Kerberos
IntegratedSecurityMode=1
ServerName=myserver
DataBaseDirectory=C:\Program Files\Applix\Custom\TM1D
AdminHost=RJORDAN
PortNumber=5432 
Language=ENG
SaveTime=
DownTime=
PasswordSource=TM1
LDAPPort=389
LDAPHost=aplxmadc
LDAPWellKnownUserName=robertg@applix.com
LDAPWellKnownPassword=2weston
LDAPSearchBase=cn=users,dc=applix,dc=com
LDAPSearchField=cn
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5 Managing Users and

This chapter explains how to manage users and groups in TM
following topics:

• TM1 Users and Groups Security Overview

• Understanding Administrative Authority

• Adding and Deleting Users and Groups

• Adding Users to Groups

• Configuring Read-Only Users

• Securing TM1 Data

• Setting and Clearing Passwords

• Setting a Maximum Number of Connections for a User

• Setting an Expiration for a User
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M1 Users and Groups Security Overview

TM1 users must have a Perspectives license on their machines
administrator, you also must have a Perspectives license on yo
Otherwise, you cannot administer security on the TM1 server

You can implement a TM1 security scheme to secure objects o
server, in the following way:

1. Define security groups.

2. Assign access rights to the groups.

3. Define the TM1 users.

4. Assign users to groups.

The security levels you can implement are:

• Cube-level security – Controls access to cubes.

• Element-level security – Controls access to the cells identif

• Dimension-level security – Controls the ability to add, rem
the elements in a dimension. This type of security is indep
level and element-level security, except when users have n
dimension.

• Cell-level security – Controls access to a cell.

NOTE: The TM1 Client and server communicate directly over
using a TM1 username and password. This security is complet
of standard file system security and is not affected by user rig
directories or file servers.
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To illustrate security and allow you to experiment with securi
TM1 sample data (Sdata) that is installed with the TM1 server
three pre-defined groups and four pre-defined users. To view t
users, right-click the Sdata server in the Server Explorer and c
Clients/Groups.

The following table contains the passwords for the sample us
hidden in the Client/Groups window.

User Name Password Group Membershi

Admin apple ADMIN

Usr1 red North America

Usr2 orange South America

Usr3 blue North America and 
South America
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nderstanding Administrative Authority

The ADMIN group, which is created for administrative purpos
contain only a very small group of trusted TM1 administrator

Members of the ADMIN group always have the highest level o
objects on the remote server, and can do the following:

• Assign and revoke other user’s access rights.

• Create and delete cubes, dimensions, elements, processes, 

• Add, remove, and reorder elements in a dimension.

• Change cube data.

• Create and delete public views and subsets.

• Reserve and lock cubes, elements, and dimensions, so that
cannot update them.

• Remove reservations and locks from cubes, elements, and 

• Create replicated objects on the server.

• Change TM1 cell security.

• Create and delete TM1 rules.

dding and Deleting Users and Groups

You can add and delete users and groups on a TM1 server.
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dding a User

To add a user: 

1. Open the Server Explorer.

2. Select the icon for the server you are working with.

3. Right-click the icon and click Security → Clients/Groups.

The Clients/Groups dialog box appears.

4. Click Clients → Add New Client.

The Creating New Client dialog box appears.

5. Enter the name of the new user in the Enter New Client Na
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NOTE: TM1 ignores spaces in user names and passwords.
TM1 treats the name App lix with a space and the name Ap
space as the same name.

6. Click OK.

TM1 adds the user as a new row in the Clients/Groups grid

dding a Group

A TM1 server can contain up to 65,535 groups. The GroupsCr
parameter on the server’s TM1S.cfg file determines the numb
can create during a single TM1 server session. For details, see
Administrator’s Guide.

To add a group:

1. Open the Server Explorer.



Table of Contents | Index

anaging Users and Groups 5-7

roups.

ame box.

s dialog box.

. To increase the 
ue of the 
M

2. Select the icon for the server you are working with.

3. Right-click the server icon, and click Security → Clients/G

The Clients/Groups dialog box displays.

4. Click Groups → Add New Group.

The Creating New Group dialog box displays.

5. Enter the name of the new group in the Enter New Group N

6. Click OK.

TM1 adds the group as a new column in the Clients/Group

NOTE: By default, you can add up to 20 groups per session
number of groups you can add per session, change the val
GroupsCreationLimit parameter in the TM1S.cfg file.
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eleting a User

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, click the user you want 

3. Click Clients → Delete Client.

4. Click Yes to confirm the deletion.

eleting a Group

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, click a cell in the colum
the group you want to delete.
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3. Click Groups → Delete Group.

4. Click Yes to confirm the deletion.

ssigning Users to Groups

You can assign users to the following groups:

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, click the check box at th
the user name and the group name.

The X in the check box (highlighted in yellow) assigns Usr
group.

3. Click OK.
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embership in Multiple Groups

A user who is a member of multiple groups receives the highe
from all groups.

For example, in the sample data, Usr3 is a member of two gro
Usr3 Write access to the Argentina, Brazil, Canada, Chile, Mex
States, and Uruguay elements, and Read access to the other e
Region dimension.

• North America, which has Write access to the Canada, Mex
States elements in the Region dimension, and Read access
elements in the Region dimension.

• South America, which has Write access to the Argentina, Br
Uruguay elements in the Region dimension, and Read acce
elements in the Region dimension.

onfiguring Read-Only Users

Applix TM1 allows you to configure certain users to have onl
your database. To do this, you must have read-only licenses o
The following is an example of a TM1s.cfg file that supports t
licenses.

DATABASE_TYPE=Generic
CLASS=3850
LICENSE=8d56107497df2150,16699,1063
MAX_USERS=3
MAX_READONLY_USERS=3 
EXPIRE_DT=--
LOCATION=Westboro, MA
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ORGANIZATION=INTRINZIX
LICENSOR=16699
INSTALL_ID=1063
PRODUCT=Tm1Server8

Read-only users are incremental to your standard license. In t
you can have 3 standard TM1 users accessing the database, an
have three other users accessing the database with Read privi
Therefore, a total of six users (MAX_USERS + MAX_READON
can access your database at a time.

For information about adding read-only users to your license, 
1-866-403-2991.

To configure read-only users, follow these steps:

1. Run the TM1 Server Explorer. Log in as an administrator.

2. Click View → Display Control Objects.

You must have access to the TM1 control cubes to add a re

3. Double-click the }ClientProperties control cube.

4. Click Recalculate  to recalculate the control cube.

In the }ClientProperties control cube, the ReadOnlyUser fie
value. If this field contains a value of 0, the user is a standa
whose access to TM1 objects is controlled by the TM1 secur
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ReadOnlyUser field is 1, this user is a read-only user, and t
have more than READ access to any TM1 object.

NOTE: Read-only users can have only one login session op
server at any time. For example, suppose robert was a read-
log in to TM1 as robert from a workstation, you have Read
and dimensions. As long as this user is logged in, if you try
as robert from another workstation, the login fails.

5. Select one or more users and change the ReadOnlyUser fie

These users are now read-only users.
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ecuring TM1 Data

Because your company uses TM1for high-level planning and 
data can be sensitive and confidential. TM1 provides all the to
secure your data, but as with any security system, real securit
as the procedures you implement. Applix suggests implemen
following procedures to enhance TM1 security.

• Restrict network access to the Data directory.

• Assign ADMIN passwords carefully.

• Use standard security for passwords.

estricting Access to the Data Directory

Using your network file system security, you should always p
directory so it is invisible to everyone but the network login us
itself. No matter how elaborate the security on the server, if us
data directory, they can view data using TM1 directly from th
connecting to the TM1 server.

ssigning ADMIN Passwords

Members of the ADMIN group have rights similar to those of s
root users on network systems; they can go anywhere and do
out ADMIN passwords carefully, and be sure ADMIN users kno
not reveal or share their passwords with anyone.
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sing Standard Security for Passwords

Treat TM1 passwords the same way as other network passwo
users know not to share passwords. Also, either encourage or
change their passwords often.

etting and Clearing Passwords

You can set, clear, and change passwords for users.

etting a Password

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, click the cell at the inter
user name and the Password column.

The selected cell (highlighted in yellow) in the Password c
contains a value of Undefined.
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3. Type the new password for the user and press Enter.

A password can contain a maximum of 256 characters.

TM1 prompts you to retype the new password.

4. Retype the password and click OK.



Table of Contents | Index

5-1

C

lick Security → 

rsection of the 

the password.

ed in the cell.
6 TM1 Security Guide

The cell now contains a value of Defined.

5. Click OK.

learing a Password

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, select the cell at the inte
Password column and the user name.

3. Click Clients → Clear Password.

TM1 asks you to confirm whether you really want to clear 

4. Click Yes.

TM1 clears the password, and displays a value of Undefin

5. Click OK.
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NOTE: When you clear a password, the user can re-establi
time they log in to the TM1 server.

hanging a Password

NOTE: You can change your password any time you are conne
server. Users who are not administrators can do the same.

1. In the Server Explorer, select the icon for the server you are

2. Click Server → Security → Change Password.

The Password Change dialog box displays.

3. Type the new password in the Password box, and click OK

TM1 prompts you to retype the new password.

4. Retype the password, and click OK.

etting a Maximum Number of Connections for a User

When you add a user to a TM1 server, the MAX_USERS param
server license file TM1S.lic determines the number of concurr
the user can establish on the TM1 server. For example, if the M
parameter value is 50, each user can establish a maximum of 5
connections to the TM1 server.

However, you can restrict the number of concurrent connectio
establish on the TM1 server. To do so, follow these steps:

1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.
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2. In the Clients/Groups dialog box, in the cell at the intersec
name and the Max Connections column, enter the maximu
connections you want to allow for the user.

Important: You cannot set the Max Connections for a user 
interprets a Max Connections value of 0 as undefined, and
MAX_USERS parameter setting to determine the maximu
connections.

3. Click OK.

etting an Expiration for a User

When you add a user to an TM1 server, you can set a limit on
days the user can access the server.
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1. From the Server Explorer, right-click the server icon, and c
Clients/Groups.

2. In the Clients/Groups dialog box, in the cell at the intersec
name and the Expiration Days column, enter the number o
to allow the user to access the TM1 server.

After the specified number of days, the user will not be abl
server.

3. Click OK.
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6 Controlling Access to
Objects

This chapter describes how you can limit access to objects on 
all TM1 installations, regardless of the authentication method

This chapter covers the following topics:

• Assigning Security Rights to Groups

• Interaction of Different Object Security Rights

• Securing Cubes

• Securing Elements

• Securing Dimensions

• Securing Cells
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ssigning Security Rights to Groups

By assigning security rights to groups, you can control a user’
objects. The security rights are:

• Admin – Group has complete access to a cube, element, dim
object.

• Lock – Group can view and edit a cube, element, dimensio
and can permanently lock objects to prevent other users fro
them.

• Read – Group can view a cube, element, dimension, proce
cannot perform operations on the object.

• Reserve – Group can view and edit a cube, element, dime
object, and can temporarily reserve objects to prevent othe
updating them.

• Write – Group can view and update a cube, element, dimen
chore.

• None – Group cannot see a cube, element, dimension, proc
and cannot perform operations on the object.
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The following table describes the security rights that you can a

Privilege Object Description

Admin Cube Members of the group can read, wr
the cube. They can save public cube
security rights to other users for thi

Element Members of the group can access, u
delete the element. They can also gr
users for this object.

Dimension Members of the group can add, rem
the dimension, and can reserve or lo
save public dimension subsets. The
rights to other users for this object.

Application Members of the group can see the a
within the application, and create b
references in the application. 

When a group has Admin privilege
of the group can set security privile
applications within the application f
own group. 

Reference Members of the group can use the re
delete the reference. They can publi
privatize public references.
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Lock Cube Members of the group have all priv
permission, and can also lock the cu
nobody can update its data.

The lock can be removed only by us
for the cube.

Locks stays in place after the remote

Element Members of the group have all priv
permission, and can also lock the el
locked, nobody can update cube cel

The lock can be removed only by us
for the element.

Locks stays in place after the remote

Dimension Members of the group have all priv
permission, and can also lock the di
is locked, nobody can edit the dime

The lock can be removed only by us
for the dimension.

Locks stays in place after the remote

Privilege Object Description
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Read Cube Members of the group can see the c
change their data.

Element Members of the group can see the ce
but cannot change their data.

Dimension Members of the group can see the e
cannot add, remove, or reorder the 

Process Members of the group can see the p
and can manually execute the proce
process.

NOTE: Privileges assigned to proce
process is executed from within a ch

Chore Members of the group can see the c
and can manually execute the chore

Application Members of the group can see the ap
references within the application to
Read privilege. They can create priv
application, and also create private 

Reference Members of the group can open the
the reference in the application. Me
however, perform a “save-as” opera
version of the reference.

Privilege Object Description
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Reserve Cube Members of the group have all priv
permission, and can also reserve the
from applying edits. The reservation
the user who reserved the cube or b
rights for the cube.

A reservation expires automatically
disconnects from the remote server 
down.

Element Members of the group have all priv
permission, and can also reserve the
users from updating cube cells iden
reservation can be removed either b
element or by users who have Admi

A reservation expires automatically
disconnects from the remote server 
down.

Dimension Members of the group have all priv
permission, and can also reserve the
users from redefining the dimension
removed either by the user who res
users who have Admin rights for the

A reservation expires automatically
disconnects from the remote server 
down.

Privilege Object Description



Assigning Security Rights to Groups Table of Contents | Index

lling Access to TM1 Objects 6-7
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s not apply to cells identified 
 derived from rules.
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e element.
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Write Cube Members of the group can read and
private cube views. Write access doe
by consolidated elements or to cells

Element Members of the group can read and 
the element and edit attributes of th

Dimension Members of the group can edit elem
formats, and create private subsets 
can also edit attributes for the dime

Privilege Object Description



Assigning Security Rights to Groups Table of Contents | Index

6-8

e cube in the Server Explorer, 

e element in the Subset 
not see the cells identified by 

e dimension in the Server 
 that contains the dimension. 

e process in the Server 
e process.

sses are ignored when a 
ore.

e chore in the Server 
e chore.

e application or its contents 

e reference in the Server 
TM1 Security Guide

None Cube Members of the group cannot see th
and thus cannot browse the cube.

Element Members of the group cannot see th
Editor or Dimension Editor, and can
the element when browsing a cube.

Dimension Members of the group cannot see th
Explorer, and cannot browse a cube

Process Members of the group cannot see th
Explorer, and thus cannot execute th

NOTE: Privileges assigned to proce
process is executed from within a ch

Chore Members of the group cannot see th
Explorer, and thus cannot execute th

Application Members of the group cannot see th
in the Server Explorer.

Reference Members of the group cannot see th
Explorer.

Privilege Object Description
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teraction of Different Object Security Rights

If you apply different security rights to the objects that identif
TM1 applies the most restrictive security right to the cell.

cenario 1

Suppose you assign a user Read access to the SalesCube cube
access to the elements in this cube. In this scenario, the Read a
overrides the Write access of the elements, and the user can vie
cannot update the cube data.

cenario 2

The SalesPriorCube cube contains the following dimensions:

• Actvsbud

• Region

• Model

• Account1

• Month

Suppose a user has Write access to the SalesPriorCube cube, R
of the elements in the Actvsbud dimension, and Write access t
elements in the other dimensions. The elements in the Actvsbu
identify every cell in the cube, and therefore the user cannot u
data.
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cenario 3

You can change the security rights for both cubes and dimens
groups have security rights for a cube, those rights apply to a
the cube, unless you further restrict access for specific dimens

Suppose you want several regional groups of users to read all
SalesPriorCube cube. You also want each group to update da
region. For example, you want salespeople in the North Ameri
update North America data.

To implement this security scheme, you could:

• Create groups that reflect sales regions.

• Add users to the appropriate groups.

• Grant each regional group Write access to the SalesPriorCu

• Grant the North America group Read access to those eleme
reflect data for the North America region.
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The TM1 sample data reflects this security scheme. Usr1 is in 
America group, which has Write access to the data associated w
the North America region, and Read access to the data associa
countries in other regions.

ecuring Cubes

You can enhance or restrict a group’s access to individual cub
create a new cube, other groups initially have None access to 
You must assign security rights to the new cube for other grou

ssigning Security Rights for Cubes

To assign security rights for a cube:

1. Open the Server Explorer.

2. Select the Cubes icon for the server you are working with.

3. Click Cubes → Security Assignments.
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The TM1 Security Assignments dialog box appears.

4. Click the cell at the intersection of the cube name and the g
which you want to assign rights. 

You can assign rights for multiple cubes or to multiple grou
range of cells. To select a range of cells, click a cell to establ
range, hold down Shift, and click further down the column
establish the bottom of the range.

5. Select the access level you want to assign. 

The name of the assigned access privilege appears in the ce

6. Click OK.
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eserving and Releasing Cubes

When a user reserves a cube, that user gains exclusive rights to
in the cube. Other users cannot update the cube data until the
A cube can be released by either the user who reserved it or by
Admin rights for that cube.

Consider reserving a cube as a way to temporarily freeze its d
reservation expires automatically when the reserving user dis
the remote server or when the server shuts down.

To reserve a cube:

1. Open the Server Explorer.

2. Select the cube you want to reserve.

3. Click Cube → Security → Reserve.

To release a cube:

1. Follow Steps 1 and 2 for reserving a cube.

2. Click Cube → Security → Release.

cking and Unlocking a Cube

When a user locks a cube, only those users who have Admin r
cube can update its data or unlock the cube. Even the user wh
cannot update the cube data or unlock the cube, unless he/sh
rights for that cube.

Consider locking a cube as a way to permanently archive its d
in place after a server shuts down.
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To lock a cube:

1. Open the Server Explorer.

2. Select the cube you want to lock.

3. Click Cube → Security → Lock.

To unlock a cube:

1. Follow Steps 1 and 2 for locking a cube.

2. Click Cube → Security → Unlock.

ecuring Elements

You can enhance or restrict a group’s access to individual elem
Element Security Assignments dialof box.

ssigning Security Rights for Elements

To assign security rights for elements

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension → Security → Elements Security Assig

The TM1 Security Assignments dialog box displays.
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4. Click the cell at the intersection of the element name and th

You can assign rights for multiple elements or to multiple 
selecting a range of cells. To select a range of cells, click a c
the top of the range, hold down Shift, and click further dow
row to establish the bottom of the range.

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the ce

6. Click Save or OK.
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NOTE: If you click Save, you can continue to assign secur
different elements. You can access elements in other dimen
selecting a dimension in the Select Dimension field.

teraction of Security Rights for Leaf and Consolidated Elements

You can set different levels of security for a consoldated eleme
elements that belong to the consolidation.

For example, the Region dimension in the sample data has th
element hierarchy:

Suppose Usr4 has Read access to the Canada leaf element and
the North America consolidated element. Usr4 can see the dat
the Canada element, but cannot see the consolidated data ide
North America element.

eserving and Releasing Elements

When a user reserves an element, that user gains exclusive rig
data identified by that element. Other users cannot update the
until the element is released. An element can be released by ei
who reserved it or by a user who has Admin rights for that ele

Consider reserving an element as a way to temporarily freeze
identifies. A reservation expires automatically when the reser
disconnects from the remote server or when the server shuts d
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To reserve an element:

1. Open the Server Explorer.

2. Double-click the dimension you want to work with.

The Subset Editor displays.

3. Select the element you want to reserve.

4. Click Edit → Security → Reserve.

To release an element:

1. Follow Steps 1 through 3 for reserving an element.

2. Click Edit → Security → Release.

cking and Unlocking an Element

When a user locks an element, only those users who have Adm
element can update the data that it identifies. Even the user w
element cannot update its data, unless they have Admin rights

Consider locking an element as a way to permanently archive
identifies. Locks stays in place after the remote server shuts d

To lock an element:

1. Open the Server Explorer.

2. Double-click the dimension you want to work with.

The Subset Editor displays.

3. Select the element you want to lock.

4. Click Edit → Security → Lock.
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To unlock an element:

1. Follow Steps 1 through 3 for locking an element.

2. Click Edit → Security → Unlock.

ecuring Dimensions

You can enhance or restrict a group’s access to individual dim

By default, TM1 security controls dimensions on a remote ser

• Only members of the ADMIN group can create and delete d
remote server.

• Groups with READ access to a dimension can view dimens
attributes through the Server Explorer, but cannot edit attr

• Other groups initially have None access to new dimension

• When no security has been assigned to an element in a dim
have Write access to new elements in that dimension.

• When you assign security rights to at least one element in a
groups have None access to new elements in that dimensio
elements keep their original access (Write), unless you chan

NOTE: If you change the security in a dimension, and you
that security to the default setting (groups have Write acces
elements added to the dimension), shut down your TM1 se
manually delete the }ElementSecurity<dimname>.cub file.
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ssigning Security Rights for Dimensions

To assign security rights for a dimension:

1. Open the Server Explorer.

2. Select the Dimensions icon for the server you are working 

3. Click Dimensions → Security Assignments.

The TM1 Security Assignments dialog box displays.

4. Click the cell at the intersection of the dimension name and
name. 
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You can assign rights for multiple dimensions or to multip
selecting a range of cells. To select a range of cells, click a c
the top of the range, hold down Shift, and click further dow
row to establish the bottom of the range.

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the ce

6. Click OK.

eserving and Releasing Dimensions

When a user reserves a dimension, that user gains exclusive r
remove, and reorder elements in that dimension. Other users 
the dimension, until it is released. A dimension can be release
user who reserved it or by a user who has Admin rights for th

Consider reserving a dimension before you re-define it. A rese
automatically when the reserving user disconnects from the re
when the server shuts down.

To reserve a dimension:

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension → Security → Reserve.

To release a dimension:

1. Follow Steps 1 and 2 for reserving a dimension.

2. Click Dimension → Security → Release.
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cking and Unlocking a Dimension

When a user locks a dimension, only those users who have Ad
that dimension can add, remove, or reorder elements in that d
the user who locks the dimension cannot modify it, unless the
rights for that dimension.

Consider locking a dimension if you want exclusive control o

To lock a dimension:

1. Open the Server Explorer.

2. Select the dimension you want to work with.

3. Click Dimension → Security → Lock from the pop-up me

To release a dimension:

1. Follow Steps 1 and 2 for locking a dimension.

2. Right-click the mouse, and click Dimension → Security →

ecuring Processes

You can enhance or restrict a group’s access to individual Turb
processes.

IMPORTANT: TM1 ignores security rights assigned to TurboIn
processes when you execute a process from a chore. The secur
assign to the chore determine the ability of a group to execute
chore. For example, if a group has None access to Process1, bu
a chore that includes Process1, the group can execute Proces
chore.
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ssigning Security Rights for Processes

To assign security rights for a process:

1. Open the Server Explorer.

2. Select the Processes icon for the server you are working w

3. Click Processess → Security Assignments.

The TM1 Security Assignments dialog box appears.

4. Click the cell at the intersection of the process name and th
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You can assign rights for multiple processes or to multiple
selecting multiple cells.

To select a range of adjacent cells, click a cell to establish th
range, hold down Shift, and click further down the column
establish the bottom of the range.

To select multiple non-adjacent cells, hold down CTRL, an

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the ce

6. Click OK.

ecuring Chores

You can enhance or restrict a group’s access to individual chor

ssigning Security Rights for Chores

To assign security rights for a chore:

1. Open the Server Explorer.

2. Select the Chores icon for the server you are working with

3. Click Chores → Security Assignments.

The TM1 Security Assignments dialog box appears.

4. Click the cell at the intersection of the chore name and the 

You can assign rights for multiple chores or to multiple gro
multiple cells. 
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To select a range of adjacent cells, click a cell to establish th
range, hold down Shift and click further down the column
establish the bottom of the range.

To select multiple non-adjacent cells, hold down CTRL, an

5. Select the access level you want to assign.

The name of the assigned access privilege appears in the ce

6. Click OK.

ecuring Applications and References

You can assign security privileges for public items (references
applications) within public TM1 applications to user groups o
server. You must have Admin privilege to an application to ass
items within the application.

You cannot assign security for private applications and refere
user who creates a private item can access the item.

To assign security privileges:

1. In the Server Explorer, right-click the application that cont
which you want to assign security.

2. Click Security → Security Assignments.

The TM1 Security Assignments window appears. The Nam
public items (TM1 objects, Excel files, and sub-applications
the current application.
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3. Select the cell at the intersection of the item for which you 
security and the user group to which you want to assign se

4. Click one of the available security privileges.

For details, see “Assigning Security Rights to Groups,” ear
chapter.

5. Repeat steps 3 and 4 for any other items for which you wan
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6. Click OK.

For any given user group, you can assign the READ or ADM
reference when you assign the NONE privilege to the sour
associated with the reference. In this scenario, members of
cannot see the reference in an application.

For example, if you assign the NONE privilege to a user gr
but assign the READ privilege for a reference to the same c
the user group cannot see the reference to the cube in an ap

ecuring Cells

Cell-level security applies to a specified cell and overrides all 
security. Cell-level security requires:

• Creating a security control cube that contains all of the dim
cube whose cell-level security you configure.

• Setting security for the appropriate cells in the security con
assigning security rights for TM1 security groups.

NOTE: For element-level security to apply to a cell, no securit
assigned to any TM1 security group for the cell. Cell-level sec
element-level security, so cell-level security for the cell must b

Cell-level security applies to leaf elements and generally does
consolidations, although you can use the None and Read secu
control the display or editing of consolidations.
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reating a Security Control Cube

To create a security control cube:

1. In TM1 Architect or TM1 Perspectives, click View → Displ
Objects, if the control cubes are not already visible.

2. Create a security control cube named }CellSecurity_CubeN
CubeName is the name of the cube for which you want to d
security. 

For example, if you want to define cell-level security for th
SalesCube, create the security control cube }CellSecurity_S

3. In the security control cube, include all the dimensions of t
which you want to define cell-level security, plus the }Grou
the last dimension.
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4. Click OK.

5. Right-click the security control cube, for example, 
click Security → Refresh Security to refresh cube security

To apply security to cells in the security control cube, by TM1

1. Open the security control cube you just created by double-
security control cube, for example, .

2. Click Recalculate  to display the security control group
Options → Show Automatically.
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3. Expand the rows to display the cells to which you want to 
rights.

NOTE: Remember, cell-level security applies to leaf elemen

4. Enter the security level in the cube cells to assign security r
group.

For details, see “Assigning Security Rights to Groups.”

For example, the months in the second quarter for Inspecto
group are assigned None. 
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5. Close the security control cube.

6. Save the view.

7. Test the security levels by logging in as a user who is a me
affected security group and viewing the cube for which yo
security. 
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sing Rules to Define Cell-level Security

In the security control cube, you can use TM1 rules to apply c
instead of entering security rights into security control cube ce
see the TM1 Administrator’s Guide.

Suppose you want to create a TM1 rule to apply cell-level secu
}CellSecurity_SalesCube cube. The following rule prevents an
Inspectors group from viewing any cells identified by the elem

[’Greece’,’Inspectors’] = S:’NONE’;

NOTE: Make sure that security group names are unique and o
or elements do not use the same name.

The benefits of using rules to implement security are:

• You do not enter security rights into cells in the security co
saving data entry time.

• Because TM1 does not store string rule values in memory n
disk, you save on memory consumption and disk storage.
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cess control Limits on the rights of TM1 groups to access, modify, or create data.

min group TM1 users who are members of the Admin group have completely open priv
eate, and delete data.

thentication Validates a user attempting to access the TM1 server. A TM1 server, Windo
ith a secure realm, or an external LDAP server performs the authentication.

ll security Assigns access security to specific cells in a TM1 cube.

ore security Limits which chores a group of users can run on the TM1 server. For each c
sign a group to Read or None privilege levels.

ient A TM1 user with a name, such as Admin, and a password. TM1 does not require a p
u can leave it blank.

be security See Object Security.

mension security See Object Security.

ement security See Object Security.

LDAP LDAP Load Tool. Allows you to query information from an LDAP server and ex
formation into the TM1 database. Also synchronizes LDAP information with TM1 user a
formation.

oup A set of clients. In some instances, a group does not contain clients.

tegrated login Allows a TM1 administrator to use Windows authentication to control ac
fter you log in to Windows, TM1 uses the same user name and password from the Wind
tomatically log you in to TM1. You cannot use integrated login when running a UNIX T
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tegratedSecurityMode A security parameter in TM1S.cfg that uses TM1 security, mixed
tergrated login to authenticate the TM1 server.

AP authentication Authenticates users and passwords against an external LDAP direct
rver, such as Active Directory.

ixed mode Allows the client software to select standard TM1 authentication or integrate

ject security Controls access to cubes in your TM1 database. For any cube, you can assi
 access rights, which include Admin, Lock, Read, Reserve, Write, and None.

ocess security Limits which processes a group of users can run on the TM1 server. For e
n assign a group to Read or None privilege levels.

ad-only user A TM1 user that can browse cubes and views depending on their group m
nnot modify data in the TM1 database.

curityPackageName A security parameter in TM1S.cfg that determines the protocol TM
thenticate your user name and password against Windows. Use only with integrated lo

andard TM1 authentication Authenticates users and passwords against against the secu
formation.

1 objects A TM1 administrator controls the security settings for cubes, dimensions, ele
ores, and processes on a TM1 server. For example, a TM1 administrator can set a specific
 read-only for all users.

1S.cfg A TM1 configuration file that contains the security parameters, IntegratedSecur
curityPackageName.
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