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Overview

This technical note describes the user authentication options supported out-of-the-box by FileNet P8 Image Manager. This technical note applies to:

· Content Services 5.3 or later, on any supported platform and with any supported database

· Image Services 3.6 or later, on any supported platform and with any supported database

· FileNet Web Services 3.2.0b or later 

· Open Client 3.2.0b or later

· IDM Desktop 3.2.0b or later

This information is intended to help FileNet customers choose an authentication method. It includes references to setup instructions contained in the product documentation. 

Authentication occurs when a user first attempts to access a library. The user may or may not see a logon dialog depending on the authentication method. Regardless of the method and the presence or absence of a logon dialog, to access a library, a user must be authenticated against the FileNet library’s security database.

Authentication Methods

IDM Desktop Authentication

IDM Desktop supports the following authentication methods:

· Library logon, the default method. A user must log on to each library.

· Network logon (also called unified logon). You set up network logon for IDM Desktop users by enabling, for each library, the library preference “Use operating system credentials for logon.” On the library, you typically import user and group accounts from an NT LAN Manager directory service and:

· For IS libraries. The IS system administrator must enable autologon for both the library and the user. Then, if the user’s Windows credentials match the user name and password on the IS library, the user is connected to the library as the Windows user. 

· For CS libraries. The CS system administrator must enable Network Login and assign a network login name (the user name and the network login name don’t have to match) in the User object, using the CS Explorer tool. If the user’s Windows credentials match the CS user name, the user is connected to the library using the network login name. The password is not checked. 

IDM Desktop does not support LDAP authentication.

Web Client Authentication

The authentication options available for FileNet Web Services apply to all web clients, which include the FileNet Web Services Client (ActiveX), Open Client, and Web Application Integration for Microsoft Office and Outlook.

Connecting to a web site

IIS offers several authentication methods for connecting to a web site. For FileNet Web Services, you must choose one of these two:

· Anonymous access, the IIS default, allows any user to connect to the web site through the Internet guest account, without logging on. The user must log on to libraries using either the default logon method or using an LDAP logon.

· Integrated Windows access (formerly called NT Challenge/Response), the IIS default when anonymous access is disabled, enables unified logon. When properly configured, unified logon accepts the user’s Windows credentials, which are passed in encrypted form, for connecting both to the web site and to configured libraries. For connecting to the web site, integrated Windows access authenticates against the Active Directory for the web server’s domain. For access to a FileNet library, integrated Windows access authenticates against each library’s security database. The library administrator must export user credentials from Windows NT LAN Manager and import them into the library’s security database, and CS administrators must additionally configure user accounts with a Network Login. Unified logon cannot be used through a firewall or proxy server, or with Netscape browser clients.

Connecting to libraries

Web clients can connect to libraries in one of three ways:

· Unified logon, using workstation credentials for both web site and library authentication.

· LDAP logon, using LDAP credentials to autologon to all libraries at once.

· Library logon, the default, which requires logging in to each library.

Logons are attempted in the order listed above: if either a unified logon or an LDAP logon fails, the software displays the default User Logon dialog.

LDAP Servers

FileNet Web Services 

After application of IDM 3.2 patch 8, the 3.2 release of FileNet Web Services supports the following LDAP servers:

· Sun ONE (iPlanet) 5.0 or later

· Microsoft Active Directory on Windows 2000 Server SP2

FileNet Web Services and Open Client 3.3

FileNet Web Services 3.3 supports the following LDAP servers for all web clients:

· Novel eDirectory 8.5.1 

· Sun ONE (iPlanet) 5.2 

· Microsoft Active Directory on Windows 2000 Server SP4 

Importing User and Group Data from a Directory Service

Both IS and CS provide tools for importing user and group data previously exported into an XML file from a supported directory service.

· Network authentication requires user and group data imported from a Windows NT LAN Manager directory service. 

· LDAP authentication requires user and group data imported from a supported LDAP server.

Both IS and CS security databases maintain separate entries for each supported directory service type: FileNet proprietary, network, and LDAP. Any number of these can exist in a library’s security database but if you are using LDAP authentication, note that FileNet Web Services supports only the configured LDAP server.

User import provides one-way synchronization of a library with a directory service. Changes to an IS or CS security database are not propagated back to a directory service. 

You can set up a Windows service or a UNIX cron job to schedule export/import to run periodically. 

You can import up to 65,536 groups into an IS or CS security databse.

An LDAP import ignores subgroups and their members.

User and group names must consist of characters that are otherwise valid on the library. Directory service passwords must have at least eight characters. 

Importing users and groups into CS

When using CS, if the Imported User? or Imported Group? property is set to Yes for a user or group who was not imported from a directory service, the User Import Tool will disable that user or group account. Also, FileNet recommends that you not enable the Imported User? property for administrative users.

The CS User Import Tool assigns each imported user an encrypted unknown password. Because the password is not checked when using network logon, this does not interfere with autologon. However, if you are using the default library logon, the administrator will need to change each user’s password, notify the user of the new password, and instruct the user to change the password immediately.

Direct import and synchronization of users and groups is supported by Windows editions of CS. For UNIX editions, you must add users and groups manually or use the CS Bulk Add utility.

An LDAP import into CS ignores user and group names with names exceeding 32 characters. 

Importing users and groups into IS 

An LDAP import into IS ignores user and group names with names exceeding 40 characters.

Configuration Information

Configuration details are contained in the manuals and Help provided for system administrators.

Content Services

LDAP Export. Use the CS Configuration Tool (Windows) or the LDAP_EXP utility (UNIX) to export LDAP users and groups to an XML file. 

LDAP Import. Use the CS Configuration Tool (Windows) or the CS_IMPORT utility (UNIX) to import LDAP users and groups into CS.

Content Services documents and topics are listed below. An asterisk indicates that the topic applies to Windows editions of CS only.

· Windows User Import Tab*

· LDAP User Import Tab*

· Customizing Logon Procedures*

· Importing Users and Groups

· Using Windows User Import*

· Using LDAP User Import*

· Passwords for Imported Users*

· User Import Usage Guidelines

· User/Group Synchronization Criteria

· Windows User Import Usage Example*

· Windows User Import Log File Example*

· User Import Preview Transaction File*

· In the CS Configuration Tool Help* 

· CS Bulk Process Help

Image Services

For network authentication, you use the ntdm_exp utility to export Windows server domain users and groups to an XML file, and then you use the RSEC_imp or SEC_imp utility to import the users and groups into the IS security database. 

In the IS System Administrator’s Handbook, see “Unified Logon for Images Services for Windows.” In the IS System Tools Reference Manual, see:

· Unified Logon Tools

· ntdm_exp

· RSEC_imp

· SEC_imp

For LDAP authentication, you use the LDAP_exp utility to export LDAP users and groups into an XML file, and you use the LDAP_import utility to import LDAP users and groups into an IS security database.

In the IS System Tools Reference Manual, see:

· ldap_exp

· LDAP_import

· LDAP_password

IDM Desktop

Use the IDM Configure application to enable the preference “Use operating system credentials for logon” for each library. See the following topics in the IDM Desktop Administrator’s Help:

· Authentication

· Use operating system credentials for logon

FileNet Web Services

See the following topics in the FileNet Web Services Administrator’s Help:

· Authentication options

· Use operating system credentials for logon

· Set up unified logon

· Set up LDAP logon (explains how to enable LDAP authentication for the site)

· LDAP settings

