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reproduce or transmit any part of this document in
any form or by any means, electronic or mechanical,
for any purpose, without written permission from
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FileNet has made every effort to keep the information
in this document current and accurate as of the date
of publication or revision. However, FileNet does not
guarantee or imply that this document is error free or
accurate with regard to any particular specification. In
no event will FileNet be liable for direct, indirect,
special incidental, or consequential damages
resulting from any defect in the documentation, even
if advised of the possibility of such dam-ages. No
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About this Manual

The FileNet Document Warehouse for SAP (DWSAP) Configuration
Manual for Windows 2003, dated September 2005, supports the 5.1
release of the DWSAP software. It covers the configuration settings to be
made on the IDM Services for R/3 Server machine when the underlying
operating system is Windows 2003.

For complete information on the installation and configuration of DWSAP
5.1, please refer the Installation and Configuration Manual - Server. It
covers the new IDM Services for R/3 (formerly known as ServerLink or
Server Components), the applications related to it, and the new IDM
Desktop for R/3 as well as the possibility to use a web-based client.

Education

FileNet provides various forms of instruction. Please visit the Global
Learning Services in FileNet's Service & Support area at
www.filenet.com.

Comments and Suggestions

FileNet invites all customers to communicate with the Documentation
group on any question or comment related to FileNet manuals and online
help. Send email to docs@filenet.com. We will make every effort to
respond within one week. Your suggestions help us improve the products
we deliver.
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Server Configuration

This section provides an overview of the configuration to be made on the
IDM Services for R/3 Server machine when the underlying operating
system is Windows 2003.

Configuring the cServer RFC Service

IDM Services for R/3 component cServerRFC, is installed as a Windows
service in order to start up each time the machine it is installed on is
started.

The user that is used to run the FileNet RFC Service can be configured
as follows:

1. To start the Services applet, click Start - Control Panel >
Administrative Tools -> Services. The following screen is displayed:

3, Services -0 %
=10

| action | view |J1--> ||@|J by om Il m ‘
Tree I Mame / | Description | Stakus | Skartup Type | Log Cn As | ;I
% Services (Local) %Background Intellig... TransfersF.., rManual LacalSystem
%ClipBonk Supporks ... ranual LocalSwskem
%COM+ Event Syskem  Provides a.,.  Started ranal LocalSyskem
%Cnmputer Browser Mainkains a... Started Aubamatic LocalSwskem
%DefWatch Started Automatic LocalZystem
%DHCP Clienk Manages n... Started Aukomakic LocalSwstem
%Distributed File Swst,,, Manages lo,.. Started Akornatic LocalSyskem
%Distributed Link Tra... Sends notif,.,  Started Aukornatic LocalSyskern
%Distributed Link Tra... Storesinfo.., Manual LocalZystem
%Distributed Transac... Coordinate... Started Aukornatic LocalSyskern
%DNS Client Resolves a.,,  Starked Automatic LocalZystem
%Event Log Logs event...  Started Aubamatic LocalSwstem
%Fax Service Helps wou ... ranal LocalSyskem
%File Replication Mainkains fi... tanal LocalSwstem
%FileNet Barcode Ser...  FileMek cBa.,, Marual LocalZystem
& R FileMet RFC Service Filehet RF...  Started ranal Sws
80 IBM HTTP Administr... Mariual aalok
%IBM HTTP Server Manual Jaalok
%IIS Admin Service Allowes adm...  Starked Automatic LocalZystem
%Indexing SErvice Indexes ca... tanal LocalSwstem
%Internet Connectio..,  Provides n... Manual LocalZystemn LI

2. Double-click the FileNet RFC Service from the list on the right side.
The following screen is displayed:
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FileNet RFC Service Properties {Local Compuk 2=

Gieneral | Log Dnl Hecover_l,ll Dependencies

Service name: RfcService
Dizplay name:
Descriptiorn: FileMet RFC Service For IDM For /A3

Fath to executable:

C:\Program Filez\FileM et |DIMForR 3WRicS ervice. exe

Startup tepe: M aral j

Service gtatuz: Stopped

Start | Stop | Pauze Besume |

Y'ou can specify the start parameters that apply when vou start the service
from here.

Start parameters: I

QK I Cancel | Apply

3. Click the Log On tab. The following screen is displayed:

FileMet RFC Service Properties {Local Computer)

General LogOn I Fiecwer_l,ll Dependenciesl

Log on as:

" Local Systemn account

™| Allow service to interact with desktop

% Thiz account Itrishul_dnmainhFNuseﬂl Brawse. .. |

Ixxxxxxxxxxxxxxx

Pazgword:

Caonfirm pazzword:

Ixxxxxxxxxxxxxxx

Y'ou can enable or dizable thiz zervice far the hardware profiles listed below:

Hardware Profile | Service |
Profile 1 Enabled

Encble | Disable |

| 2k, I Cancel | Apply
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4. Select the This Account: radio button and enter the user in the

adjacent text box. Enter the user password in the corresponding text
boxes.

The rights that the user who runs the cServerRFC service must possess
are:

Windows user rights Logon as a Service and Create a token object.
These rights can be configured by invoking Start = Control Panel
- Administrative Tools = Local Security Policies. Open Local
Policies and then User Right Assignment in the tree view. A
window Local security setting opens up. Choose the appropriate
policy (Logon as a Service and Create a token object) and click on
the Add button. Select the right user to run the cServerRFC service
and click on add again.

The user should have read, write, and delete rights on the directories
used to transfer files between SAP R/3 server and cServer. For more
information on how to configure the exchange directories, refer to the
Guidelines to Define File Exchange Directories section in the
Installation and Configuration Manual — Server.

Configuring IDM Services for R/3 in Internet Information
Server for HTTP communication

IDM Services for R/3 uses Microsoft IIS as its Web server for HTTP
communication with SAP server. To add IDM Services for R/3 to IIS,
perform the following steps:

1. Click Start - All Programs -> Administrative Tools - Internet

Information Services (IIS) Manager, to start the Internet Information
Services (1IS) Manager.

In the Internet Information Services folder, right click Default Web
Site> New - Virtual Directory....

September 2005
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'.(5' Internet Information Services (IIS) Manager

!"g File  Action Wiew Window Help

=81

| =181x]

e |AEXEFRE|2(2])» ma

Ej Internet Information Services | Name

| path | status

-0 DWw-42Ks3 {local computer @ _vi_bin

- FTP Sites B Docimages
'TJ___J P.ppglcgtmn Pools -JjIDMWS
e Pl L @PESData
o0
. Microsaft st SPOC
) Weh Service Ex Qpen. :
- Defaul SMTP i PEMMISSIoNS
Browse
Shatk
Skop
Pause
all Tasks »
Wiew ]

Mew Window from Here

Delete
Rename

C1\Program FileshCommon FilesiMicr, ..
C:1Program Files\FileNETILIDM  Webi...
Z:\Program Files\FileMETYIDM Webi ...
Zt\Program FilesiPhone Book Servic...
C:\Program Files\Phone Book Servic...

web Site, .,
Web Site (From File). ..

Yirtual Directory (from file). .,

Server Extensions 2002 Web
Server Extensions 2002 Administrator

Refresh
Export List...

Properties

Help

K _>I|

|Create new Web Virtual Directory

The Virtual Directory Creation Wizard screen is displayed, as shown

below:

Yirtual

irectory

reation Wizard

Welcome to the Virtual
Directory Creation Wizard

Thiz wizard helps you create a new wvirtual directary an thiz
Weh zite.

To continue, chck Hext.

4 Black

Cancel i

Click Next.
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3. Enter a name to be used as an alias to access the virtual directory, for
example IDMForR3. Click Next.

¥irtual Directory Creation Wizard

Yirtual Directory Alias
Specify a short name, or aliaz, for thiz virtual directon,

Type the alias pou want o uge to gain access to thiz Webvirtual directon. Use the
zame naming conventions that you would for naming a directon,.

Aliaz:
IDkFoR 3

¢ Back I Hest > I Cancel

4. Click Browse to enter the physical path of the IDM Services for R/3
directory. The following screen is displayed:

¥irtual Directory Creation Wizard

Wweb Site Content Directory
“Where iz the content you want to publizh on the ‘Web site?

Enter the path to the directon that containg the content for thiz Web site,

Eath:

C:AProgram Files\FileMETADMForR 3 Browse... |

< Back

Cancel |
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5. Click Next. Enable the access permissions: Read, Run scripts (such
as ASP), and Execute (such as |SAP| applications or CGI). The
following screen is displayed:

¥irtual Directory Creation Wizard x|

Yirtual Directory Access Permizzions
Set the access permizzions far thiz wirtual directon.

Allovs the following permizsions:

v Read
¥ PFun scripts [such as A5P)

¥ Execute [such az ISAP| applications or CGIE
[ white
[T Browse

To complete the wizard, click Hext .

< Back I Hewt > I Cancel i

6. Click Next. The following screen is displayed.
¥irtual Directory Creation Wizard x|
You have successfully

completed the Virtual
Directory Creation Wizard.

To close thiz wizard, chick Finish.

¢ Back

Eanze i
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7. Click Finish to add virtual directory to the default Web site. The

following screen is displayed:

[ Internet Information Services (IISY Manager -8 |_)5J|
K4 Fle  Action Wiew ‘Window Help | = ﬂ|
¢ | OEXFRE[2(2]r 5 0 !
Eg Internet Information Services | Name | Path | Status I =
E‘;ﬂ DW-W2K$3 (local computer I DWS1_Server_Patches
- FTP .S'te.s | cBarcode. exe
j Cupp;'c;t'on Rools | cBarcodeService. exe
= eb Sites 1 G
; = | CFgTool.ini
B DefautwebSte |4 -2
: T | CRFcClient. dil
i ? _wti_hin y i dl
3 Doclmages | cServer,
‘f-’ IDMWS | eServerHttp.dil
g |=| cserverRfc.exe
[+l g PBSData |=| DwiTFgsry. dll
.. @ PBServer }DWCFgSVE.d”
) aspnet_client | DiConfig, exe
) images |=| DwLoginManager. dil
) _private | DWLogsry.dl
) _wti_cnf | DLogsry b
_ _wti_log | DwReg.dl
i pwt |=| DwRepos.dll
- _vti_script |=| Dwsecurity . di
"'-—_] o b = DwToals.di
) M|crosth Share?o|r | Installation And Configuration ...
) Web Service Extension: | ibF di
3-8 Defalt SMTP Virtual Self =5 o Coer
| Operations Manual. pdf
| PerfLib.dIl
| Programmet's Handbook, pdf
| Frog p
| | Readme.htm e
|=| Rfcervice.exe
| rps00enU Exe
1] | | |=] sapsecu.di =

Application Pool Settings

The default Application pool setting on Windows 2003 Server is
DefaultAppPool. It should be set to MSSharePointAppPool.

To change the Application pool setting:

1. In the IIS Manager, right click the newly created virtual directory and
select Properties from the context menu. The Properties window is
displayed.

2. Select MSSharePointAppPool from the Application pool drop down
list.
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IDMForR3 Properties

HTTP Headers | Cuskom Errars I BITS Server Extension

Wirkual Direckary Cocuments I Direckary Security
The content For this resource should come From:

* 4 directory located on this computer

" A share located on another computer

™ A redirection to a URL

2l

Local path:

[ Directory browsing

I :\Program Files\FileMETY\IDMForR3

ol Scripk source access v Laog wisits
V¥ Read ¥ Index this resource
[ irite

L

Browse, ..

Application settings
Application name:
Skarting poink:
Execute permissions:

application pool:

| IDMFarRs

<Defaulk Web Site=1I1DMF., .,

|S|:ri|:|ts and Executables

|DeFauIt.ﬁ.ppPDDI

Remove

[l

Configurakion. .

[drlmad

[DefaultappPocl
MaSharePoink ApoPool
PESAppPool

o]

Cancel |

Appty |

Help

3. Click Apply.
4. Click OK.

Changing Registry Rights to Use HTTP on Windows

2003 Server

If Windows 2003 is the operating system for the server, the amendments
that should be made in the registry, to use HTTP are:

1. Runregedit.exe. The following screen is displayed:
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&' Registry Editor

File Edit Miew Favorites Help

=10 %]

= My Compuker
ERSCFHEEY CLASSES ROOT
-] HEKEY_CURRENT_LISER:
-] HKEY_LOCAL_MACHIME
-] HKEY_LISERS
[+ HKEY_CURRENT _COMFIG

Marmne Tvpe | [Daka
[ab](Def aulk) REG 57

(value not set)

My Computer\HKEY_CLASSES_ROOT

1| | [
A

&' Registry Editor
File Edit Miew Favorites Help

2. Select HKEY_LOCAL_MACHINE. The following screen is displayed:

b =10 %]

= My Compuker
-] HKEY_CLASSES_ROOT
-] HKEY_CURRENT _LISER
ERSFHEEY LOCAL MACHINE
-] HEEY_LISERS
[+ HKEY_CURRENT _COMFIG

Marmne Tvpe | [Daka

[ab](Def aulk) REG 57

(value not set)

<] |

My ComputeriHKEY_LOCAL_MACHINE

A4

3. Select SOFTWARE = FileNET = Document Warehouse.
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4. Right click and select Permissions from the context menu.

4" Registry Editor -8 x|
File Edit WYiew Favorites Help

=] My Computer a | | Mame | Type | pata [
{11 HKEY_CLASSES_ROOT [ab](mefault) REG_SZ {value nat set)

2 [ HKEr CLBRENT. DoaR Bb]installedpath REG_5Z C:\Pragram Files|FilsMet| IDMForR 3,
- HKEY_LOCAL_MACHINE

-] HARDWARE
B0 5aM

[0 SECURITY
=+ SOFTWARE
[ CoFRsy

(1 credentials

Diocume |
3 oM Expand
D IDM Services For B2 N-ew k
{21 1oM web Find. ..

D Panagon Content S

Delete
Rename
-] Gemplus =
-] Installshield Export

]--C] Javasaft
]..D LaH Copy key Mame
-1 lameme

-1 Microsoft
-] oDBC
[
[

2
2
#-] Intel
2
b

-] Pixel Translations
i1 Palicies

{7 Program Groups
#-_1] schlumberger

4]

|M'y' ComputeriHKEY_LOCAL MACHINE\SOFTWARE\FileME T\ Diocument Warehouse

The following screen is displayed:
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Permissions for Document Warehouse [ 2=l

Security |

Group or user names:;

€7 CREATOR OwNER
ﬁ Power Users [wwW 285 3WPower L zers)

€7 SvSTEM
TERRIMAL CERWVER |ICER x
i | _"I_I
Add. | Bemove |
Permizzions for Administrators Bl Dermy
Full Cartral M|
Read O
Special Permizsions O O

For zpecial permizzions or for advanced settings, AAaEe |
click Advanced. =
(] I Cancel | Spply |

5. Click Add. Click Locations... and choose the local machine for the
From this location field.

Select Users or Groups N 2 %]

Select thiz object type:

|Llsers, Groupz, or Built-in security principals Object Tupes...

Erom thiz location:
[Diw-w2Ks3 Locations...

Enter the object names to select [examples];

BB

Eheck Hames

Advanced.. | b | Cancel
S

6. Click Advanced. Click Find Now and select the user
IUSR_<machinename>.
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celect Users or Groups ] =

Select thiz object type;

ILlsers, Groups, or Built-in zecurity principals Object Types. ..

From thiz location:
|Dw-w2r<53 Locations...

Common Quernes |

Iame: | Starts with x| | Lolurmrs. .

Find Mow

Description: [Starts with 7] |

[T Dizabled accounts Stop
[T Honexpiing password

[ravz since last logom I 'I

.

Search results:

Name [RON] | Ini Folder | -]
€7 Guests DWW 2K 53

ﬁ HelpServicesGraup Driaf 253

€5 I15_WPG D/ /2K 53

€5 INTERACTIVE

L5 ISR AZ-W2K53 3 J
7 lwiah_AZW2KS3

€7 LOCaL SERVICE

€3 NETWORK.

ﬁ M etwark, Configuration Operatars Driaf 253

¢ NETWORK SERVICE

ﬂ M OO EI0 e Caa S 20 j

7. Click OK. The following screen is displayed.

Select Users or Groups 0 ed B3

Select thiz object type:

ILlsers, Groupz, or Built-in secunity principals DObject Tupes...

FErarn thiz lacation:
IDW-WEKSS Locations...

Enter the object names to zelect [examples]:
DS 2R S MUSH AZWAKS 3 Checl Mames

FEG

] | Cancel |

i
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8. Click OK. The following screen is displayed:

Permissions for Document Warehouse

Security |

Group or user hames:

E Administrators (DWW A 2K5 3 dminiztratars)
€7 CREATOR OWNER

ﬁ [ntermet Guest Account [Dha- 53
ﬁ Power Users [0 2K5 3 Power L zers)

CWETE R i
4 | »

add... | Bemove |
Permizzionz for Intermet Guest
Account Allow Deny
Full Control O O
Fead O O
5 pecial Permissions O

Far zpecial permizzions or for advanced zettings, e |
click Advanced. =

2] x

k. I Cancel | Apply

Select Internet Guest Account from the options listed in the Group
or user names: list and click Advanced. The following screen is

displayed:

September 2005

FileNet Document Warehouse for SAP

17



Advanced Security Settings for Document Warehouse 7] x|

Fermnigsions |.-’-'-.uu:|iting| Elwnerl Effective Permizzions

T o view mare infarmation abouk special permizsiong, select a permission entry, and then click Edit,

Fermizzion entries:

Permizsion

Inhited Fram
F inkerite

FParent Object Thiz key
Allons CREATOR OwWHMER Full Control Farent Object Subkeyz only
Allaw Power Uszers [0, Special Parent Object Thiz key and subkeps
Allo SYSTEM Full Cantral FParent Object Thiz key and subkeys
Al TERMIMAL SERVER... Special FParent Object Thiz key and subkeys
Allonsa zers [Dhwf w2k 53%..  Read Farent Object Thiz key and subkeys
Add... Edit... Bemove

™ Allow inhernitable permiszions from the parent to propagate to thiz object and all child objects. Ihclude
theze with entries explicitly defined here.

™ Replace permission entriez on all child cbiects with entriez shown here that apply to child objects

Learn more about access contol.

k. I Cancel Apply

10. Click Edit. The following screen is displayed:
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Permission Entry for Document Warehouse

Apply onto:; IThis key and subkeys :j

Permizzionz: Ll Deny
Full Cantral O O
Query Value M| O
SetWalue M| O
Create Subkey O O
E numerate Subkeys O O
M atify M| O
Create Link, M| O
Delete O O
Wirite DAC O O
write Clwrer M| O
Fread Cantral O

™ Apply theze permizzions to objects and/or Clear All |

containers within thiz container only

k. I Cancel |

11. Enable the Allow checkboxes for Query Value, Set Value, Create
Subkey, Enumerate Subkeys, Notify, and Read Control permissions.
This will allow the creation of new sub keys and modification of
existing key values.

12. Click OK to close all the windows.

Changing Permissions to Use HTTP on Windows 2003
Server

Security Changes in DCOMCNFG

If Windows 2003 is the operating system for the server, the amendments
that should be made in the DCOMCNFG, to use HTTP are:

1. Launch DCOMCNFG by clicking the Start button, selecting Run, and
typing Dcomcnfg.exe in the Run dialog box. The following screen is
displayed:
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v+ :Component Services

File  Action  Wew  Window ﬂ_elp

e mB2

R L=
Marine I

DITIDDnant Services B Component: Services
Active p|rect0rv Users and Compt @Active Directory Users and Compu, .
1] Event Viewer (Local) Event Wiswer {Local)
Services (Local) %Services {Lacal)

2. Select Component Services>Computers>My Computer->DCOM
Config>DwWsFunctions.DwWsLog from the left side of the
Component Services window.
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omponent Services = |E||5|
@ File  Action Miew ‘Window Help |_|_|- g il
e o B X0 2 0wk

[_1 Console Root -
EI@ Companent Services
=2 Computers
El@ My Computer
- COM+ Applications
-2 DCoM Canfig
/-2 AccStore Class
@ Automatic Updates
% Background Inteligent Transfer Service
@ BITS server setup ADSI extension Facko
% Cluster Configuration Server
@ Cluster Mode Eviction Asynchronous Pro
#% Cluster Node Eviction Processor
@ Cluster Service Mode Evict Motifications
% Cluster Service Startup Notifications
@ COM+ Event System
# ComEvents, ComServiceEvents
o ComEvents, ComSystemAppEventData
% Command line Trigger Consumer
@ CustReq Class
@ Defrag FAT engine
# Defrag NTFS engine
@ dfrgifc

Event Object Change

: - Event Object Change 2 -
4| | 3

T P T e T P e Y P L]
e E e E e e R BB

3. Right click and select Properties from the context menu. Select the
Security tab. The following screen is displayed:

September 2005 FileNet Document Warehouse for SAP 21



Dw¥WsFunctions.DwWsLog Properties

i -
SR

4. From the Launch Permissions frame, select Customize and click
Edit. The following screen is displayed:
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Launch Permission 2 s

Security |

Group ar user hames:

Adrniniztrato
€5 INTERACTIVE
ﬁ [ntermet Guest Account [D0wW-wW2ZESIUSHE_AZ AW 285 3]
ﬁ Launch [15 Process Account (D 2K5 WM A7 w2,

€7 SYSTEM
add.. | Bemowve |
Permizzionz for Administrators Bl Dermy
Launch Permizzion O

k. I Cancel |

5. Click Add. Click Locations... and choose the local machine for the
From this location field.

Select Users or Groups I

Select thiz object tupe;

|L|$ers, Groups, or Built-in zecurity principals Object Types...

FEram thiz location;
|DW-W2K53

Locations...

Enter the object names to select [examples]:

Eheck Hames

R

Advanced.. | ] | Carcel
o

6. Click Advanced. Click Find Now and select the users
IUSR_<machinename> and IWAM_<machinename>. Click OK.
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Select Users or Groups ]

Select thiz object type;

2|

ILlsers, Groups, or Built-in zecurity principals Object Types. ..

From thiz location:

|Dw-w2r<53 Locations...

Common Quernes |

Wame: [Starts with =] |

Description: [Starts with 7] |

[T Dizabled accounts
[T Honexpiing password

[ravs since last logom I 'I

Ealurre...
Find Mow

Stop

Ll L

] I Cancel |
Search results:
Mame [RDN) | In Folder | -
€ Guest Dw-wW2KS3
€7 Guests DWW 2K53
ﬁ HelpServiceszGroup D 2ks3
ﬁ N5 WG D2k 53
€7 INTERACTIVE J
L AIUSR pzwakss
£ [
€7 LOCAL SERVICE
€7 NETWORK.
ﬁ M etwark, Configuration Operatars Draf s 253
mhIET'nl'I'IDV CCD e j
7. Click OK. The following screen is displayed:
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Dw¥WsFunctions.DwWsLog Properties

8. From the Access Permissions frame, select Customize and click
Edit. The following screen is displayed:
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Security |

Group or uzer names:

€7 INTERACTIVE
€7 SYSTEM
Add... | Remowve |
Permmizzionz for Adminiztrator Al Deny
Accezs Pemmizzion O

] I Cancel

9. Click Add. Click Locations... and choose the local machine for the

From this location field.

Select Users or Groups

Select thiz object twpe:

|Llsers, Groupz, or Built-in security principals Object Tupes...

FEram thiz lozation;
|DW-W2K53 Locations...

Enter the object names to select [examples]:

Eheck Hames

Advanced... | 4 | Cancel

L

A

10. Click Advanced. Click Find Now and select the users

IUSR_<machinename> and IWAM_<machinename>. Click OK.
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Select Users or Groups i

Select thiz object type;

ILlsers, Groups, or Built-in security principals

From thiz location:

2|

Object Types...

|Dw-w2r<53

Common Quernes |

Locations...

Wame: [Starts with > |

Lrescription: |Starts withj |

[T Dizabled accounts
[T Honexpiing password

[ravs since last logom I > I

Search results:

Ealurfre...
Find Mow

Stop

Ll L

Mame [RDM) | In Falder | -
€ Guest Dw-wW2KS3

€7 Guests DWW 2K53

ﬁ HelpServiceszGroup D 2ks3

€5 1I5_WPG D 2K53

€7 INTERACTIVE J
AR IUSR

€ 5

€7 LOCAL SERVICE

€7 NETWORK.

ﬁ M etwark, Configuration Operatars Draf s 253

mhIET'nl'I'IDV CCD e .ﬂ

11. Click OK.
12. Exit from DCOMCNFG.

13. Restart the IS Admin Service and World Wide Publishing Service.

Security changes for Installed Directory of cServer

If Windows 2003 is the operating system for the server, the amendments
that should be made in the DWSAP Installed Directory (IDMForR3), to

use HTTP are described below.

Note: These security setting are done, only if Multiple R3 Instances are
configured in the Configuration Tool. Adding these security permissions
will enable the cServer to create and update the SAPNameSpace.ini file

in the installed path of the cServer.
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The steps to be followed are outlined below:

1. Launch the Windows Explorer and browse to the Installed Directory

where DWSAP Server Components are installed. By default, it is
Program Files/FileNet/IDMForR3. Right click on the IDMForR3
folder, by selecting the folder in the tree view. Select Properties from
the context menu. The following screen is displayed:

IDMForR3 Properties ) 2l x|

General I Sharingl Securit_l,ll Web Sharingl Eustnmizel

’J [IDMForR3

Type: File Folder

Location; C:AProgram Filez\FileMET
Size: 34.4 MB [36.163.445 butes]
Size on dizk; 345 MB [36.233.216 buptes]
Cantains: B4 Filez, 1 Folders

Created: Today, September 039, 2005, 12:07:47 P

Aftnbutes: |7 ﬁ X
[~ Hidden

Advanced..

k., I Cancel Lpply

2. Select the Security tab in the above screen. The following screen is

displayed:
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IDMForR3 Properties | 7] x|

Generall Sharing  Security |Wel:| Sharingl Eustumizel

Group ar user hames:
€7 CREATOR OWNER
ﬁ Power Lsers [Dw W25 3NPower Lsers)
€7 SYSTEM
TERRIMAL CEDUER | ICED o
T | _>IJ
Add... | Bemove |
Permizzionz for Administrators Bl Dermy
Full Cantral O =
Madify O
Fiead & Execute O
List Folder Contents O
Read O
Write O ;I
Far zpecial permizzions or for advanced settings, e o |
click Advanced. —

k. I Cancel | Spply |

3. Click Add. Click Locations... and choose the local machine for the
From this location field.

celect Users or Groups i =

Select thiz object twpe;

|L|$ers, Groups, or Built-in zecurity principals Object Typesz...

From thiz location;
|Dhwr /2K S 3 Locations...

Enter the object names to select [examples]:

4

Check Hames

Advanced.. | ] | Carcel
o

4. Click Advanced. Click Find Now and select the user
IUSR_<machinename>.
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Select Users or Groups ]

Select thiz object type;

2|

ILlsers, Groups, or Built-in security principals

From thiz location:

Object Types...

|Dw-w2r<53

Common Quernes |

Locations...

[ ame:

IStarts with ;I I

Ealurre...

Description: [Starts with 7] |

[T Dizabled accounts
[T Honexpiing password

[ravz since last logom I 'I

Find Mow

Stop

.

ak. I Cancel |
Search results:
Name [RDM] | In Folder | -]
€7 Guests DWW 2K 53
ﬁ HelpServicesGraup Driaf 253
€5 I15_WPG D W 2K 53
€5 INTERACTIVE
L5 ISR AZ-W2K53 J
€ lwiaM_AZ W 2KE3
€7 LOCaL SERVICE
€3 NETWORK.
ﬁ M etwark, Configuration Operatars Driaf 253
¢ NETWORK SERVICE
ﬂ M OO EI0 e Caa S 20 j
5. Click OK. The following screen is displayed.

Select thiz object type;

ILlsers, Groupsz, ar Built-in securnty principals

From thiz location:

Object Tupes...

|DW-W2K53

Enter the object names to zelect [examples]:

Locationz. ..

D/ WS IMIISE AZW2KST

Check Mames

4

Advanced... | | F. I Cancel |
A
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6. Click OK. The following screen is displayed:

IDMForR3 Propetties J el B

Generall Sharing  Security |WEI:| Sharingl Eustumizel

Group or uzer hames;

E Administrators [ A 2K5 3N dminiztratars)
€7 CREATOR OWwWNER

| 7§ Intemet Guest Account (D g
ﬁ Power Uzers [ 2K S5 3 Power Uzers)

CWETE R i
4 |

Add... | Bemove |

Permizzionz far Intermet Guest
Account Alloy Deny

Full Contral O O =

b odify O

Fead & Execute O

Lizt Folder Contents O

Read O

Write O ;I

For special permizzions or for advanced sethings, e e
click Advanced. =

L

k. I Cancel | Apply

Select Internet Guest Account from the options listed. Allow the
following security permissions by checking their corresponding Allow

checkboxes:
e Modify

¢ Read & Execute

e List Folder Contents

¢ Read
e Write

8. Click OK to close all windows.

Configuring a new MIME type

To configure a new MIME type:

1. Click Start = All Programs -> Administrative Tools - Internet
Information Services (IIS) Manager, to start the Internet Information

Services (lIS) Manager.
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2. Right click Default WebSite from the left side of the IS Manager and
select Properties from the context menu. The following screen is

displayed:
BITS Server Extenzion I Server Extensions 2002
Wwieb Site I Performance | [SAPI Filters | Home Directony I Crocuments
Dhirectary Securty HTTP Headers Cuztom Errors
—I™ Enable content expiratior
W ebr st content should;
£ Ewpire immediately
% Eupie affter I'I |Da_l,l[sj j
£ Evxpite:on I Thursday | September 22 2005 j at |12:EIEI:EII'J o +|_|

— Custom HT TR headers
#-Powered-By: A5SP.MET

Edit.

It

Hemove

— Content rating

R atings help vour uzers b identifu what wpe of
cohtent your zite provides,

Edit Ratings...

~ MIME tupes
Ei N5 serves only files with extensions registered in
4

the MIME typesz list. To configure additional file MIME Types...

extenzionz, click MIME Types.

k. I Canicel AmmEly | Help |
3. Click MIME Types... The following screen is displayed:
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MIME Types il

Registered MIME tvpes (file extensions):

—MIME tvpe details
Extension:

MIME Evpe:

Edit. ..

L Mew,
| e

Eemove

Ik

Cancel

4. Click New. Enter the values for the Extension and MIME type fields as

shown below:

MIME Type

Extension:

MIME bype:

Ivl

I javaviewer|

o |

Cancel

bl

5. Click OK. The new MIME type appears in the Registered MIME types
(file extensions) text box, as shown below:
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MIME Types x|

Registered MIME tvpes (file extensions):

1.3 =11

Remove |

~MIME tvpe details

Extension: wl

MIME Evpe: javaviewer

]34 Cancel

6. Click OK.

Extra security settings for using HTTP

On Windows 2003 Server with Microsoft IS 6.0, certain Web services
extensions, which are required for accessing a particular application,
need to be explicitly enabled.

To add a new Web Service extension:

1. Click Start > All Programs =2 Administrative Tools = Internet
Information Services (IIS) Manager, to start the Internet Information
Services (1IS) Manager.

2. Select the Web Service Extensions folder from the left side of the IIS
Manager. The following screen is displayed:
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( Internet Information Services (IIS) Manager - |EI|£
¥9 File Action Wiew ‘window Help | — =] =]
&= |BME|HE| 282> m
E:g Internet Information Services . Web Service Extensions
= -_1!5 Fr-200305 (local computer
- g} FTP .Site.s | web Service Extension | stakus
-"J ?Vppbllc;:mn Foals SF all Unknown CSI Extensions Prohibited
5]
j ,,, I i“ e Al “F Al Unknown ISAPL Extensions Prohibited
yy CE CxCE| . ——— .
4] g D t SHITE Wirbal S Prohibit [48 Active Server Pages Allowed
_ B FrontPage Server Extensions 2002 Allowed
Properties Internst Data Conneckar Prohibited
Server Side Indudes Prohibited
webDnay Allowed
Tasks
Ed add a new Web service extension...
E allow all web service extensions For a
specific application...
I prohibit all web service extensions
@ Open Help
4] | ]
1] | _’I Extended A Standard /

3. Click the Add a new Web service extension... link from the right
side of the 1IS Manager. The following dialog box is displayed:

MNew Web Service Extension il

Twpe the name of the new Web service extension, and specify the files that
must be enabled Far the extension ko run.

Extension name:

Required Files:

add...
Remove |

[ Set extension status to Allowed

] 4 I ancel Help

4. Enter the name of the file required to run DWSAP 5.1 cServerHttp.dll
in the Extension name field, as shown below:
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5. Click Add to add the file. Another dialog box is displayed, as shown

X

Yew Web Service Extension

Twpe the name of the new Web service extension, and specify the files that

musk be enabled Far the extension ko run,

Extension name:

X

cervertetp. dil

Required files:

5

[~ Set extension status to Allowed

4

Add...

Hemove

Cancel | Help

below:

Add file

Enter the file location and name.,

Path to file:

Erﬂwse. o

"y

8] 8

Cancel

6. Click Browse and navigate to the Installation directory of DWSAP 5.1.
7. Select the IDMForR3 folder from the DWSAP 5.1 Installation
Directory and locate the cServerHttp.dll file, as shown below:
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! Internet Information Services (IIS) Manager

g File Action Wew ‘Window Help

= |Em|PEIDIE &

New Web Service Extension
¥y Trtermet Information :

E"'il FN-200305 flocal - Type the name of the new Web service extension, and specify the Files that
i} FTP Sites must be enabled for the extension ko run,

| Application Pc
| ‘Web Sites Ftmmrie memen

Look in: | (3 IDMForR3

iy Default SMTP

Skatus
Prohibited

Pl 0

[IDWS1_Server_Patchl3
CRfcClient.dl

E DwCFgsre,
%] wicrgave.di

E DwloginManager.dl
E DwLogsey. il

E DwReg.dl

E DwRepos.dil

E DwwSecurity, dil

E DvTools, dil

%) ibrfesz.di

%] Perfiib.di

E sapsecu, di

IcS erverHitp.dll

[
[

File name:

Files of type: I ISAPT dll files [".dl)

L
Open I
Cancel |
y

8. Select the cServerHttp.dll file and click Open. The selected file path

will appear in the dialog box, as shown below:

_,I" Internet Information Services (I15) Manager — IEI 1'
g File Action WYew wWindow Help | — Iﬁlll
& = \@l?:\lr@l.@.\ > W Il
e —] e Web Service Extension E
4 Internet Information :
EI---_iI FM-200305 (local - Type the name of the new Web service extension, and specify the Files that
g} FTP Sites must be enabled for the extension to run, I Status
j c\fpil\?tiun it Ensions Prohibited
i) Exbension name: SIS Prohibited
‘Wb Service E Alowed
-2y Defaul sMTP | c3erverHttp.dl
o I Allowed
Required files: nsions 2002 Allowed
I nad | or Pruh?b?ted
add file x| Prohibited
Allovwed
Enter the file location and name. WE |
Path ta file:
D\Program Files|FileMet\ IDMFarR 3 cServerHtE
Ok Cancel |
P |
| « |
< | % Extended A Standard Vi I
9. Click OK to add the file path to the Web service extension. It is

displayed in the Required files text box, as shown below:

September 2005

FileNet Document Warehouse for SAP

37



( Internet Information Services (I15) Ma

=10l x|

‘_’_‘g File Action “iew ‘Window Help

JRETE

@ = (BHE| g nEI @ E s .
MNew Web Service Extension:
5 4 Internet Information !

B2 58 FN-200305 local - Type the name of the new Web service extension, and specify the files that
_ﬂ FTP Sites
[l Application Pc
[ Weh Sikes
) Web Service £

>

Zh DeFault SMTP IcServerHttp.dII

must be enabled for the extension ko run. I Stabus
Ensions Frohibited
Extension namme: 5i0ns Prohibited
Allowed
nsions 2002 Allowed
Required files: ol Prohibited
[:\Program FilesiFileMet) IDMForR3hcServerHttp, dil Add... Hiehibied
— Allowed
Remove |
[V et extension status to Alowed:
OF s I Cancel | Help |
< | I

ol | I’ Extended { Standard /
I

10. Enable the Set extension status to Allowed checkbox and click OK.
The selected file is added to the New Web Service extension and its

status is Allowed, as shown below:

t Internet Information Services {II5) Manager — IEI il
‘_'_“g File  Action VWiew ‘Window Help | = | = Ill
o OB XFRR[ @2 > 8
i’.g Internet Information Services B Web Service Extensions
=E o0 FI-200305 (local computer
[y FTP .Site.s | web Service Extension | Status
[2-g Application Pools S Al Unknown 15API Extensions Prohibited
A Dofault Web Site Al “F all Unknown CGI Extensions Prohibited
g Microsoft SharePair Prohibit 8 actve Sererages T
; tp.c
| Web Service Extension: .
2§y Default SMTP Virtual Se Properties [ FrontPage Server Extensions 2002 Allowed
Internet Data Conneckor Prohibited
e Server Side Includes Prohibited
ES
‘WiehDay Alloved
1 add & new weh service extension...
B allow ol web service extensions for a
specific application...
& prohibit all Weh service extensions
@ Open Help
< | ol
1 I _’I Extended A Standard 7

Note: Additionally, the DocContent.dll and DocUpload.dll files have to
be added and their status set to Allowed. For further details, refer the
FileNet Web Services Administrator’s Help.

11. Select Active Server Pages from the right side and click Allow.

12. Restart the IIS Server.

September 2005

FileNet Document Warehouse for SAP

38



Stopping and Starting cServer

Start cServer. cServer has two components cServerHTTP and
cServerRfc that need to be started for starting up the respective HTTP
and RFC functionality of cServer.

For starting cServerRFC, start the FileNet RFC Service, which is
registered with the service control manager once IDM Services for R/3 is
installed on your machine. The service can be started by launching the
Services applet that can be reached through the windows control panel.

cServerHTTP is automatically loaded and unloaded by IIS. Once the
World Wide Web Publishing Service is started, cServerHTTP is loaded
and it is started as soon as first request is sent by SAP R/3.

Stop cServer:

To stop cServerRfc, stop the FileNet RFC Service using the Services
applet.

To stop cServerHTTP, stop IS by stopping the World Wide Web
Publishing Service using the Services applet. Stopping the Web site in
the Microsoft management console is not sufficient.
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