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ibm.com and related resources

Product support and documentation are available from ibm.com.
Support and assistance
Product support is available on the Web. Click Support from the product Web site

at:

FileNet Content Manager Support
http:/ /www.ibm.com/software /data/content-management/ filenet-content
manager/support.html|

Information center

You can view the product documentation in an Eclipse-based information center
that you can install when you install the product. By default, the information
center runs in a Web server mode that other Web browsers can access. You can also
run it locally on your workstation. See the information center at

[http:/ /publib.boulder.ibm.com/infocenter /p8docs /v4r5m1/index.jsp}

PDF publications

You can view the PDF files online using the Adobe Acrobat Reader for your
operating system. If you do not have the Acrobat Reader installed, you can
download it from the Adobe Web site at jhttp:/ /www.adobe.com|

See the following PDF publications Web sites:

Product Web site

Product Documentation for FileNet |http://www.ibm.com/support/docview.wss?rs=3278|
P8 Platform &uid=swg27010422]

[“How to send your comments”|
Your feedback is important in helping to provide the most accurate and highest
quality information.

[‘Contacting IBM” on page vil
To contact IBM customer service in the United States or Canada, call
1-800-IBM-SERV (1-800-426-7378).

How to send your comments

Your feedback is important in helping to provide the most accurate and highest
quality information.

Send your comments by using the online reader comment form at
https: / / www]14.software.ibm.com/webapp /iwm /web /signup.do?lang=en_US|
&source=sweg-rcf|
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Consumability survey

You are invited to tell IBM how to improve the consumability of software
products. If you want to help IBM make IBM® FileNet® P8 easier to use, take the
Consumability Survey at |http:/ /www.ibm.com/software/data/info/|
[consumability-survey /|

Contacting IBM

To contact IBM customer service in the United States or Canada, call
1-800-IBM-SERV (1-800-426-7378).

To learn about available service options, call one of the following numbers:
* In the United States: 1-888-426-4343
* In Canada: 1-800-465-9600

For more information about how to contact IBM, see the Contact IBM Web site at
[http:/ /www.ibm.com/contact/us/}
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Planning and preparing for IBM FileNet P8 installation

To prepare to install IBM FileNet P8 Platform, you must review the planning
information before you begin. You must also complete the prerequisite tasks
assigned to the various roles.

[“Planning the installation”|

You must review the installation planning information before your IBM FileNet
P8 Platform installation so that you know what kind of deployments are
supported, understand how the tasks in the installation tasks are organized by
role, and know how to use the Installation and Upgrade Worksheet.

[“Performing the required installation preparation tasks” on page 9|

To efficiently carry out the required installation preparation tasks, you must
assign your staff to carry out the tasks that are organized by administrative
role.

Planning the installation

You must review the installation planning information before your IBM FileNet P8
Platform installation so that you know what kind of deployments are supported,
understand how the tasks in the installation tasks are organized by role, and know
how to use the Installation and Upgrade Worksheet.

[‘FileNet P8 Platform sample architecture”]
You can distribute IBM FileNet P8 Platform components and expansion
products across a variety of machines.

[‘Planning your deployment” on page 3|

Content Engine, Process Engine, and Application Engine, or Workplace XT, can
all be installed as standalone, single instance applications, or as multiple
instances with different names on the same server, or in a cluster.

[ Definition of installation roles” on page 5|

The tasks in this guide and the rows in the Installation and Upgrade Worksheet
are organized by administrative roles. Your organization might have different
roles, and some of the responsibilities of listed roles will vary from those
assigned by default in this documentation.

[“Using the installation and upgrade worksheet” on page 7|

The Installation and Upgrade Worksheet is a Microsoft® Excel spreadsheet
(p8_worksheet.x1s). The worksheet describes the properties and parameters
required to complete IBM FileNet P8 installation, upgrade, and configuration
programs, and provides a way to record the values you assign to these
properties and parameters.

FileNet P8 Platform sample architecture

You can distribute IBM FileNet P8 Platform components and expansion products
across a variety of machines.

[“Baseline configuration with expansion components” on page 2|
A production environment includes required components plus one or more
optional expansion components.

[‘Sample development architecture” on page 2|

To provide an application development configuration, you can install the
components that the application is based on and also the required API toolkits
on developer workstations.

© Copyright IBM Corp. 2001, 2010 1



[“Sample demonstration architecture” on page 3|

You can install required and any expansion components on a single server in
order to support demonstrations, proof-of-concepts, and single-server
development. Because Enterprise Manager runs only on Windows, a
single-server installation that includes this administration tool must be on a

Windows server.

Baseline configuration with expansion components
A production environment includes required components plus one or more
optional expansion components.

Platform components Expansion components
External client @ Process Engine = Documentation = eForms Designer
workstation server === server === workstation
Enterprise Manager @ Content Engine server = Image = Business Process =
workstation === CFS, CFS-IS === Services ='== | Framework server ===

server

ﬂ Client

workstation

Application Engine or
Workplace XT servers ==

m,

Process =
Analyzer =i
server

File storage = Content Search = Directory = Process = Rendition =
server ==  Engine server =~ server == Simulator == Engine =/~
server server
Database = Business Process =
server ==~ Monitor server =/=

Figure 1. Baseline configuration with expansion components

To understand this graphic, keep in mind the following details:

* You must set up Content Engine, Application Engine, and the documentation
server on application servers.

* IBM FileNet P8 Platform supports several different operating systems. However,
Enterprise Manager runs only on Windows.

* The graphic does not show components in a high availability or clustered
configuration.

* For information about collocating components on a single server, see IBM FileNet
P8 Hardware and Software Requirements.

* Not all expansion components are shown, for example IBM FileNet P8 Portlets
and Image Services Resource Adapter. Check with your service representative
for availability of other expansion products.

Sample development architecture
To provide an application development configuration, you can install the
components that the application is based on and also the required API toolkits on

developer workstations.
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Refer to the IBM FileNet P8 Developer Help topic IBM FileNet P8 Documentation
> Developer Help » Developer Roadmap » Introduction for information on
setting up your development environment and installing the IBM FileNet P8 API
toolkits.

Sample demonstration architecture

You can install required and any expansion components on a single server in order
to support demonstrations, proof-of-concepts, and single-server development.
Because Enterprise Manager runs only on Windows, a single-server installation
that includes this administration tool must be on a Windows server.

Installing many FileNet P8 components on the same server is likely to affect
system performance. For more information, see the IBM FileNet P§ Hardware and
Software Requirements and the IBM FileNet P8 Performance Tuning Guide.

Planning your deployment

Content Engine, Process Engine, and Application Engine, or Workplace XT, can all
be installed as standalone, single instance applications, or as multiple instances
with different names on the same server, or in a cluster.

[‘Planning Content Engine deployment”]
You can deploy Content Engine in either a stand-alone, multi-instance
single-server, or cluster environment.

[“Application server planning considerations” on page 4|

To prepare your application servers, you must carry out certain tasks including
creating administrative accounts, specifying environmental variables, and
making sure your JDBC drivers are at a supported level.

Planning Content Engine deployment
You can deploy Content Engine in either a stand-alone, multi-instance
single-server, or cluster environment.

Standalone deployment

When you deploy Content Engine as a stand-alone application, you configure a
single application server. You must configure your Content Engine instances and
deploy those Content Engine instances on a single server, using a single directory
for the configuration files.

Multi-instance single-server deployment

When you deploy multiple Content Engine instances on a single server, you
configure a single application server.

Each Content Engine instance is isolated from the others, and there is no exchange
of information between the instances. For example, you can dedicate a Content
Engine instance for use by the Research and Development department, and you
can dedicate a Content Engine instance for use by the Human Resources
department. Each instance has its own set of object stores.

You must perform all the procedures for each instance on a single server, using a

different directory for the configuration files for each instance. It is a best practice
to deploy only a single instance into a cluster.

Planning and preparing for IBM FileNet P8 installation 3



Managed deployment

When you deploy Content Engine in a WebSphere® Application Server managed
environment, you must install and configure Content Engine on the network
deployment node to avoid cross-network configuration issues. Install and configure
Content Engine on the administration server. Then use the administration server
tools to deploy the Content Engine EAR file to the managed servers.

Non-managed deployment

When you deploy Content Engine in a WebSphere Application Server
non-managed environment, you install and configure Content Engine on a single
server in the environment. After you deploy the bootstrapped Content Engine EAR
file on the initial server, you copy the bootstrapped EAR file to the other servers
and complete the configuration tasks for each server. Finally, you deploy the
bootstrapped EAR file that was copied from the initial server.

Cluster deployment

Cluster deployments can be used for load balancing or to provide high availability.
Refer to the IBM FileNet P§ High Availability Technical Notice for details on how to
set up your FileNet P8 system using clusters, farms, and other high availability
software and hardware.

Application server planning considerations

To prepare your application servers, you must carry out certain tasks including
creating administrative accounts, specifying environmental variables, and making
sure your JDBC drivers are at a supported level.

Content Engine and Application Engine are J2EE application server-based
applications. (Process Engine is not.) You must install Content Engine and
Application Engine in a homogeneous J2EE environment in which all of your
application servers and their version numbers are identical for both components.

Assuming that a user application is required for your system and that you have
not built or customized one using the IBM FileNet P8 API toolkits, you can install
either of the following general user interfaces:

* Workplace XT
* Application Engine /Workplace

Even if you have your own customized application, it is a best practice to install
one of these applications for testing and support purposes. The applications must
use Enterprise Java Bean (E]JB) transport.

If the application server where Content Engine will be deployed is running on a
32-bit JVM, it is a best practice to create no more than 75 Content Engine object

stores. On a 64-bit JVM, it is a best practice to create no more than 150 Content

Engine object stores.

Content Engine is a resource-intensive enterprise application. Running Content
Engine and other J2EE applications on the same machine is possible but not a best
practice. Other J2EE applications will compete with Content Engine for the same
CPU, memory, and disk I/O resources, and increase the complexity of the
installation and the risk of the deployment, because configurations will not match
what has been qualified by IBM FileNet P8 Engineering.
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Although you might need to host Content Engine and other applications on the
same machine, it is preferable to host Content Engine on its own machine or
logical partition. If an architecture requires Content Engine and a non-P8 J2EE
application to be on the same machine, be sure to thoroughly test the configuration
in your integration environment before deploying them into production.

See the IBM FileNet P8 help topic System Administration » Enterprise-wide
Administration > FileNet P8 Security > Authentication for reference information
about support for EJB and Web Services transports.

“WebSphere Application Server and WebLogic Server - Content Engine
multi-server deployment”]

In an environment of load-balanced or highly-available farmed (or clustered)
application servers, you will initially install Content Engine on the Deployment
Manager node (IBM WebSphere Application Server) or the Administrator node
(WebLogic Server).

WebSphere Application Server and WebLogic Server - Content Engine
multi-server deployment:

In an environment of load-balanced or highly-available farmed (or clustered)
application servers, you will initially install Content Engine on the Deployment
Manager node (IBM WebSphere Application Server) or the Administrator node
(WebLogic Server).

To install Content Engine in centrally managed servers in farms or clusters, see the
IBM FileNet P8 High Availability Technical Notice.

Important: The base version of WebSphere Application Server that is bundled with
Content Engine does not include cluster support. To configure clusters, you must
have Content Engine installed on servers that are running the IBM WebSphere
Application Server Network Deployment version.

Note the impact of deploying centrally managed servers not in farms or clusters.
In an environment in which multiple Content Engine instances are geographically
dispersed, and where each instance might have its own local Application Engine or
Workplace XT server, you will install Content Engine on the Deployment Manager
node (WebSphere Application Server) or the Administrator node (WebLogic
Server). After installing Content Engine, you will use Configuration Manager to
deploy it to other servers.

Definition of installation roles

The tasks in this guide and the rows in the Installation and Upgrade Worksheet are
organized by administrative roles. Your organization might have different roles,
and some of the responsibilities of listed roles will vary from those assigned by
default in this documentation.

Installation administrator
* Runs IBM FileNet P8 installers during initial setup.

* Runs the Configuration Manager tool during initial setup, followed by starting
IBM FileNet Enterprise Manager.

* Runs IBM FileNet P8 Upgrade programs during upgrades.

* Abbreviated as IA. Responsible for coordinating the information described in
this worksheet. The information itself will require the input from the other roles.

Planning and preparing for IBM FileNet P8 installation 5



The role of IA is usually filled by an IBM FileNet Certified Professional (FCP).

Information technology administrator

* Responsible for the networking and operating systems settings required by IBM
FileNet P8.

* Responsible for performing certain security configurations.

* Abbreviated as ITA. Responsible for providing the information in the rows in
the Installation and Upgrade Worksheet with a value of ITA in the Role column.

Security administrator

* Responsible for configuring the directory servers required by IBM FileNet P8
components, including Content Engine and Application Engine.

* Creates and maintains directory server user and group accounts.

* Abbreviated as SA. Responsible for providing the information in the rows in the
Installation and Upgrade Worksheet with a value of SA in the Role column.

Database administrator

* Creates, configures, maintains database installations and database or table
spaces.

* Responsible for creating database accounts needed by IBM FileNet P8.

* For purposes of this documentation, the database administrator is expected to
have responsibilities regarding the JDBC data sources.

* Abbreviated as DBA. Responsible for providing the information in the rows in
the Installation and Upgrade Worksheet with a value of DBA in the Role column.

Application server administrator
* Responsible for providing the application servers required by IBM FileNet P8.
* Responsible for application server administrative accounts.

* Abbreviated as ASA. Responsible for providing the information in the rows in
the Installation and Upgrade Worksheet with a value of ASA in the Role column.

IBM FileNet P8 administrator

* This role designation actually refers to the administrator or administrators who
perform regular maintenance of Content Engine, Process Engine Application
Engine, Workplace or Workplace XT.

¢ The administrator who logs on to Enterprise Manager by using the gcd_admin
account or an object_store_admin account is considered an IBM FileNet P8
administrator.

* Abbreviated as P8A. Responsible for providing the information in the rows of
the Installation and Upgrade Worksheet with a value of P8A in the Role column.

E-mail Administrator

* Creates an e-mail account that will be used to configure the Notification tab of
the Process Task Manager so that Process Engine can send e-mail notifications to
end users. (Required only if you use this feature.)

e Abbreviated as EA.
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Related concepts

[“Using the installation and upgrade worksheet”|

The Installation and Upgrade Worksheet is a Microsoft Excel spreadsheet
(p8_worksheet.x1s). The worksheet describes the properties and parameters
required to complete IBM FileNet P8 installation, upgrade, and configuration
programs, and provides a way to record the values you assign to these properties
and parameters.

[IT administrator installation tasks” on page 10|

The Information Technology administrator must prepare the network and
operating systems, and carry out certain security configurations to prepare your
environment for IBM FileNet P8 Platform.

[‘Security administrator installation tasks” on page 26|

The Security administrator must prepare the security environment for IBM FileNet
P8 Platform, including planning the security environment, configuring the
directory server, and creating accounts.

[“Application Server administrator installation tasks” on page 55|

The Application Server Administrator must prepare the application servers for IBM
FileNet P8 Platform, including planning deployment, creating administrative
accounts, and configuring JDBC drivers for both Content Engine and Application
Engine.

Related tasks

[‘Database administrator installation tasks” on page 37|

The Database administrator must prepare the databases required for IBM FileNet
P8, including gathering information about data sources, creating databases and
database accounts, and installing client software.

Using the installation and upgrade worksheet

The Installation and Upgrade Worksheet is a Microsoft Excel spreadsheet
(p8_worksheet.x1s). The worksheet describes the properties and parameters
required to complete IBM FileNet P8 installation, upgrade, and configuration
programs, and provides a way to record the values you assign to these properties
and parameters.

Administrators who are preparing the environment for installation or upgrade of
IBM FileNet P8 components must use the worksheet during their preparation tasks
to record the appropriate values and provide them to the Installation
Administrator who runs the installation or upgrade programs.

Some of the features of the Installation and Upgrade Worksheet are:

e Instructions: describes the worksheet and includes a button that runs the
Customize Worksheet macro.

¢ The two highlighted columns, Property or Parameter and ENTER YOUR
VALUE HERE, provide the simplest view of the requirement. The others add
identifying information and help you sort and filter the rows usefully.

* The Role column assigns each row to an administrator and uses the following
acronyms:

— ITA: Information Technology Administrator
— ASA: Application Server Administrator
— DBA: Database Administrator
— SA: Security Administrator
— P8A: IBM FileNet P8 Administrator
* Property definitions are contained in the column titled Description.

Planning and preparing for IBM FileNet P8 installation 7



* Some rows, though not all, contain a hyperlink in the IC help link column.
Click this hyperlink to run a query against the IBM Information Center, which
opens with the Search Results pane showing the topics that contain the words in
the query phrase. Browse the search results until you have enough information
to be able to enter a value in the Worksheet row.

[“Running the Customize Worksheet macro”|
The Customize Worksheet macro lets you extract only those rows that describe
your environment.

[“Autofiltering and sorting the Worksheet”]
There are several ways to organize the Worksheet to make finding properties
and entering values easier.

Running the Customize Worksheet macro
The Customize Worksheet macro lets you extract only those rows that describe
your environment.

Important: For support of the full range of built-in filter and macro features, use
Microsoft Excel to view the Installation and Upgrade Worksheet file. You can use
other spreadsheet programs to view the file; however, filter and macro support can
vary. For example, in Calc from OpenOffice.Org, the column filters work as
expected, but the Customize Worksheet button does not.

To run the Customize Worksheet macro:

1. Open the Installation and Upgrade Worksheet (p8_worksheet.x1s) and click the
Instructions worksheet (also called a tab).

2. Scroll down until you see the button representing the Customize Worksheet
macro. Click the button.

3. Select the components and options that describe the environment you are
preparing for IBM FileNet P8.

¢ Installation or Upgrade
* FileNet P8 Components
* Application Server type
* Operating system

* Database type

* Directory Server type

* Number of object stores (adds new sets of rows for creating additional data
sources)

* Name of customized sheet
4. Click OK. The macro copies the rows that fulfill your selection criteria into a

new worksheet with the name you entered. Enter the values for your
environment into this new worksheet.

5. Click the name of the new worksheet at the bottom of the Excel window. Add
your preparation values into this new worksheet.

6. Notice that the new worksheet has buttons at the top titled Show Installer
View and Show Full View, depending on its state. The Show Installer View
displays only those columns that you need while running installation or
configuration programs.

Autofiltering and sorting the Worksheet
There are several ways to organize the Worksheet to make finding properties and
entering values easier.

8  Planning for IBM FileNet P8



AutoFiltering is a quick way to display only those rows that meet a certain criteria.
To use AutoFilter:

1. Make sure AutoFiltering is enabled. (Select the entire row with the column
headers, then click Data - Filter > Autofilter.) AutoFilter arrows will appear to
the right of the column labels.

2. Click the AutoFilter arrow in the Installation or Configuration Program
column header and select the program you are interested in (for example, PE
installer).

3. Click the AutoFilter arrow in the Setup Type column header, select Custom,
and specify Setup Type contains Installation.

4. For a custom AutoFilter, click the AutoFilter in any column header, select
Custom, and specify Setup Type contains “Installation”.

5. To turn off AutoFiltering in a column, click the column AutoFilter arrow and
select (All).

6. To reorder rows alphabetically, do a Sort:
a. Click anywhere in a column, for example, Column A Role.

The only possible values in the Role column are ASA, SA, DBA, ITA, and
P8A. Sorting on Role therefore groups the rows by this attribute, in
alphabetic order. Several other columns also have a limited number of
possible values which means they can be usefully sorted.

b. Click the Sort Ascending icon in the Excel toolbar, or use the Data » Sort
menu command. The rows sort on Role.

Sorting the Worksheet reassigns row numbers. If you refer to rows by
number, be aware that row numbers change if you change the sort order.

Performing the required installation preparation tasks

To efficiently carry out the required installation preparation tasks, you must assign
your staff to carry out the tasks that are organized by administrative role.

Some tasks require input that results from other preparation tasks performed by
other administrator roles. While performing the tasks, record results in the
Installation and Upgrade Worksheet. See the [“Using the installation and upgrade
[worksheet” on page 7] topic for details.

To prepare the IBM FileNet P8 environment, perform the tasks assigned to the
following roles.

[“IT administrator installation tasks” on page 10|

The Information Technology administrator must prepare the network and
operating systems, and carry out certain security configurations to prepare your
environment for IBM FileNet P8 Platform.

[“Security administrator installation tasks” on page 26|

The Security administrator must prepare the security environment for IBM
FileNet P8 Platform, including planning the security environment, configuring
the directory server, and creating accounts.

[‘Database administrator installation tasks” on page 37|

The Database administrator must prepare the databases required for IBM
FileNet P8, including gathering information about data sources, creating
databases and database accounts, and installing client software.

[“Application Server administrator installation tasks” on page 55|
The Application Server Administrator must prepare the application servers for

Planning and preparing for IBM FileNet P8 installation 9
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IBM FileNet P8 Platform, including planning deployment, creating
administrative accounts, and configuring JDBC drivers for both Content Engine
and Application Engine.

IT administrator installation tasks

The Information Technology administrator must prepare the network and
operating systems, and carry out certain security configurations to prepare your
environment for IBM FileNet P8 Platform.

* Review all rows assigned to the IT administrator (ITA) in the
finstallation and upgrade worksheet” on page 7| While you complete the

following preparation tasks, provide values for the rows that are appropriate to
your installation.

Tip: With the Data ~ Filter » AutoFilter command enabled, as it is by default in
the shipping worksheet file (p8_worksheet.x1s), perform the following actions to
quickly see only the properties assigned to a particular role:

— Click the AutoFilter drop-down arrow in the Role column header and select
ITA.

— Further filter the result set by clicking the AutoFilter drop-down arrow in

any of the other columns and selecting a value or clear a filter by selecting
All

* If you are installing in a non-English environment, review the considerations
and procedures in IBM FileNet P8 Non-English Support Guide before you begin
your preparation tasks.

[“Creating Content Engine operating system accounts”|
The IT Administrator must create several operating system accounts required
by FileNet P8 components during installation.

[“Creating Process Engine operating system accounts” on page 13|
Create new or designate existing operating system accounts for Process Engine,
as shown in the following table.

[“Configuring UNIX” on page 15|
The IBM FileNet P8 system components require some specific configuration
settings on the UNIX machines where you install them.

[‘Configuring the network” on page 21|
You must perform certain configurations on the network before installing IBM
FileNet P8 Platform.

[‘Preparing storage areas for object stores” on page 22|

To prepare for file storage, you must prepare the locations where file stores will
go, configure remote access protocol, and, if you plan to implement
content-based retrieval, perform security configurations.

Creating Content Engine operating system accounts
The IT Administrator must create several operating system accounts required by
FileNet P8 components during installation.

Create the following users and groups:
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User or group name

Description

Application Server Installation Administrator:
(WebSphere Application Server, WebLogic
Server, JBoss Application Server):
ce_appserver_install_user

An operating system user account you used
to install your application server.

Use your local machine's administrative tools
to grant ce_appserver_install_user at least the
following permissions:

» For UNIX, ce_appserver_install_user must
have read, write, and execute permissions
to the Content Engine installation
directory.

Later in the installation process, the
ce_appserver_install_user performs the
following tasks:

* Create and configure the application
server/domain/profile for Content Engine.

* Start or stop the application server when
needed.

* Modify the application server files or
directories as needed for deploying the
Content Engine application using the
Configuration Manager tool.

* Provide create, read and write permissions
for directories on devices or drives that are
used for external Content Engine file
storage.

ce_appserver_install_user must be a member of
the ce_appserver_install_group.

Application Server Installation Group:
ce_appserver_install_group

Create an operating system group account
and add to it the following accounts:

* ce_appserver_install_user

 ce_install_user (Windows) or ce_install_user
(UNIX).

* config_mgr_user

Use the user accounts in
ce_appserver_install_group to do the following
tasks:

* Give operating system privileges to the
directories used for the Content Engine
Installation and for the application server's
instance/domain/profile.

* Configure and deploy the Content Engine
EAR files which require access to the
application server's instance/domain/
profile directories.

* Have permissions on devices/drives to
read and write that are designated for
external Content Engine file storage.

Planning and preparing for IBM FileNet P8 installation
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User or group name

Description

Content Engine Installer: (UNIX):
ce_install_user

An operating system account you will use to
log on to a machine to launch Content
Engine installer.

Use your UNIX administrative tools to grant
this account at least the following
permissions:

* Read, write, and execute permissions to
the device or location where:

— Content Engine is to be installed.

— The application server
instance/domain/profile has been
installed.

* Write permission to the directories where
you will create file storage areas, index
areas, and content caches.

* Write permission on the /tmp directory.

* Membership in the
ce_appserver_install_group.

ce_install_user can be the same user as the
ce_appserver_admin.

Configuration Manager user (WebSphere,
WebLogic, JBoss): config_mgr_user

The operating system account you will use to
run Configuration Manager. At several points
in Plan and Prepare Your Environment for IBM
FileNet P8 you will be instructed to grant
additional permissions to config_mgr_user,
including the following permissions:

Add config_mgr_user to the
ce_appserver_install_group.

At several points in the IBM FileNet P8
Platform Installation and Upgrade Guide you
will be instructed to grant additional
permissions to config_mgr_user, including the
following permissions:

* Execute permission to the Configuration
Manager tool executable file,
configmgr.exe (Windows) or configmgr.sh
(UNIX).

* Write permission to the directory where
the Configuration Manager tool will create
the configuration XML files. For example:

— the directory you specify using the
optional -path parameter when you run
the tool

— the default directory,
ce_install path/tools/
configurationmanager/tasks, if you
don't specify a path parameter
* Read and write permission on the contents
of the directory specified by -path
parameter, or the default directory.
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User or group name

Description

Content Engine Operating System user:
ce_os_user

An operating system account you must log
on as to create and configure the shared root
directory of a file storage area or content
cache area. See |“Preparing storage areas for]
[object stores” on page 22

UNIX For UNIX-based Content Engine
and file storage areas, configuring
security requires the use of NFS.

Creating Process Engine operating system accounts
Create new or designate existing operating system accounts for Process Engine, as

shown in the following table.

Create several operating system users and groups for Process Engine.

Create the following users and groups:

User or group name

Description

The operating system user Process
Engine uses to start and stop software
(UNIX): fnsw

This user is an operating system user that is used
to start and stop Process Engine software.

Record this value in the Installation and Upgrade
Worksheet.

The Process Engine installation program asks if
default users will be used or if aliases for the
users will be defined. If a user name other than
the default FNSW is defined, indicate to the
Process Engine installation program that aliases
will be defined. When prompted, provide the frsw
name to the installation program.

Assign fnusr as the primary group for the fusw
user.

Assign the fnsw user to the following secondary
groups:

* fnadmin

-+ fuop

The password for the fusw user (UNIX):
frnsw_password

This password is for the fusw user.

Record this value in the Installation and Upgrade
Worksheet.
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User or group name

Description

An operating system group for Process
Engine: friop

This operating system group is a group account
for Process Engine whose members have operator
non-administrator privileges on Image Services
used by Process Engine.

Record this value in the Installation and Upgrade
Worksheet.

Add the fnsw user to this group.

If you will install Process Engine or run Process
Engine Windows services as either the fnsw
domain user or pe_install_user_domain, you must
add that domain user to this local group.

The Process Engine installation asks if default
users and groups will be used or if aliases will be
defined. If a group name other than the default
fnop is assigned, indicate to the Process Engine
installation program that aliases will be defined
and provide this name to the installation program
as an alias for the default group.

An operating system group for Process
Engine (UNIX): frnusr

This operating system group is a group account
for Process Engine whose members have
non-administrator privileges on Process Engine
files and databases.

Record this value in the Installation and Upgrade
Worksheet.

If you will install Process Engine or run Process
Engine Windows services as either the frsw
domain user or pe_install_user_domain, you must
add that domain user to this local group.

The Process Engine installation asks if default
users and groups will be used or if aliases will be
defined. fnusr is the default group name. If a
group name other than the default is assigned,
indicate to the Process Engine installation
program that aliases will be defined and provide
this name to the installation program as an alias
for the fnusr group.Assign the following users to
the frnusr group:

s fnsw

* root

* Qracle user oracle
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User or group name

Description

An operating system group for Process
Engine (UNIX): fnadmin

This operating system group is a group account
for Process Engine whose members have all
privileges on Process Engine files and databases.

Record this value in the Installation and Upgrade
Worksheet.

The Process Engine installation asks if default
users and groups will be used or if aliases will be
defined. fnadmin is the default group name. If a
group name other than the default is assigned,
indicate to the Process Engine installation
program that aliases will be defined and provide
this name to the installation program as an alias
for the fmadmin group.Add the following users to
this group:

> fnsw

* root

An operating system user for Process
Engine (UNIX): oracle

Create or modify an Oracle user for Process
Engine.

If the Oracle database is local to Process
Engine,this user and the dba group might exist as
a result of installing the Oracle software. If the
database is remote, define the user and group on
the server where Process Engine will be installed.

Record this value in the Installation and Upgrade
Worksheet to use as the OracleUID for Process
Engine installations on UNIX® with Oracle
databases.

Assign the oracle user to the following UNIX
groups:

Primary
dba

Secondary

frusr

An operating system group for Process
Engine (UNIX):dba

Create or modify an Oracle group for Process
Engine. Members of the group act as database
administrators

Record this value in the Installation and Upgrade
Worksheet to use as the OracleGID for Process
Engine installations on UNIX with Oracle
databases.

Assign the oracle user to the dba group

Configuring UNIX

The IBM FileNet P8 system components require some specific configuration
settings on the UNIX machines where you install them.

[“Configuring UNIX for IBM FileNet P8 servers (all components)” on page 16|

When configuring UNIX ensure the hosts file contents, ensure the minimum
require disk and temp space, and determine your port requirements.
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[“Configuring Content Engine servers (all UNIX)”|

For Content Engine running on a UNIX-based application server, you must use
the UNIX utility program umask to set the default file-creation permissions
mask for the JVM instance that will host Content Engine server so that the
owner (the user running JVM) and the members of the owner's group have
read, write, and execute access permissions, and all others have no access.

[‘Configuring Content Search Engine servers (all UNIX)” on page 17]
The IBM FileNet P8 Content Search Engine component requires some specific
configuration settings on the UNIX machines where you install it.

[“Configuring Process Engine servers (all UNIX)” on page 17
The following operating system prerequisites apply to all UNIX-based IBM
FileNet P8 Process Engine servers.

[‘Configuring Process Engine servers (AIX)” on page 19|
The following operating system prerequisites apply to AIX IBM FileNet P8
Process Engine servers.

Configuring UNIX for IBM FileNet P8 servers (all components):

When configuring UNIX ensure the hosts file contents, ensure the minimum
require disk and temp space, and determine your port requirements.

To configure UNIX for FileNet P8 Servers:

1. Ensure hosts file contents. On each UNIX-based FileNet P8 server that does not
use DNS (Domain Name Service) or NIS (Network Information Service), the
/etc/hosts file must contain the name and Internet Protocol (IP) address of all
servers it will communicate with, including the remote database server, if
applicable. Process Engine has additional requirements for hosts file entries. See
[‘Configuring the /etc/hosts file” on page 18| for additional information.

2. Ensure minimum required disk space and temp space for installation. See the
[[BM FileNet P8 4.5 Hardware and Software Requirements| guide.

3. Determine port requirements. Consult with the application server, database,
and FileNet P8 administrators to determine port requirements for all the
servers in your installation environment.

4. If you intend to install FileNet P8 components interactively, ensure that each
UNIX-based FileNet P8 server uses the X Window system. And if you are going
to install components from a remote machine, verify that the remote machine
has an X Window terminal emulator.

Configuring Content Engine servers (all UNIX):

For Content Engine running on a UNIX-based application server, you must use the
UNIX utility program umask to set the default file-creation permissions mask for
the JVM instance that will host Content Engine server so that the owner (the user
running JVM) and the members of the owner's group have read, write, and execute
access permissions, and all others have no access.

umask u=rwx,g=rwx,o=

This mask setting ensures that the access permissions on files and directories
created by Content Engine server are identical to those you must specify when
creating file storage areas on UNIX file servers.

This umask setting is also required for the user running Content Engine setup

(ce_install_user). The umask must be in the .profile file for the user running JVM
and also for ce_install_user.
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Configuring Content Search Engine servers (all UNIX):

The IBM FileNet P8 Content Search Engine component requires some specific
configuration settings on the UNIX machines where you install it.

Important: Ensure that the file compression utilities, gzip and gunzip, are at
version 1.3 (or higher) on any UNIX machine where you will install Autonomy K2
locale files.

[“Setting up Java SDK for Content Search Engine”)
Content Search Engine requires Java SDK on UNIX machines where you intend
to install additional locales (other than English).

Setting up Java SDK for Content Search Engine:

Content Search Engine requires Java SDK on UNIX machines where you intend to
install additional locales (other than English).

To set up Java SDK:

On each UNIX machine where you intend to install an additional locale (other
than English), complete the following substeps:

1. Install the Java 1.4 SDK.

2. Set the PATH environment variable to install path/Javald/bin, where
install_path is the path to where you installed Java 1.4 SDK.

Configuring Process Engine servers (all UNIX):

The following operating system prerequisites apply to all UNIX-based IBM FileNet
P8 Process Engine servers.

[“Configuring UNIX servers for Process Engine”}
Perform the following prerequisite tasks in any order.

[“Configuring the /etc/hosts file” on page 18|

Information related to Process Engine IP address, server name and optional
load balancer must be entered into either the server's DNS table or the hosts
file.

Configuring UNIX servers for Process Engine:
Perform the following prerequisite tasks in any order.

(AIX only): For configurations with workload partitioning (WPAR), create a system
non-shared WPAR to host the Process Engine using the mkwpar command.

(AIX only): Permissions must be set correctly on the /fnsw and /fnsw/Tocal mount
points and the file systems before and after mounting the file systems. In a WPAR
configuration, set these permissions from within