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About This Manual

This manual provides information about configuring IBM FileNet Image Services
Resource Adapter (ISRA) 3.4.0.x on IBM WebSphere Application Server 9.x. For
installing ISRA 3.4.0.x, refer to the separate ISRA Installation Guide.

Conventions Used in the Document

The table lists the formatting conventions used in this document.

Conventions Description

Fixed Size font Used for commands entered at the system command
prompt.

Arial font Used for important notes.

Bold Occasionally used to refer to portions of user
interface, such as the Next button or the Install
button.

Related References

For all ImageViewer parameters, see the FNImageViewer documentation
provided with ISRA installation media.

<ISRA-home>\ISRA340\FNImageViewer\docs

For all P8 System Manager related information, see the P8 System Manager
Documentation, provided with ISRA installation media.

<ISRA-home>\ISRA340\SystemManager\docs

Comments and Suggestions

IBM FileNet invites all customers to communicate with the Documentation group
on any question or comment related to IBM FileNet manuals and online help.
Send email to comments@us.ibm.com. We will make every effort to respond
within one week. Your suggestions help us improve the products we deliver.
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1. 1SrRA Deployment

This chapter describes the deployment of ISRA on IBM WebSphere Application
Server version 9.x.

Note The installation procedure for IBM WebSphere Application Server V9

and installing ISRA in clustered environment is outside the scope of
this document, and it is assumed the required settings and
configurations are satisfied.

The ISRA module is a set of Java interfaces/classes that implements J2EE
Connector Architecture specified contracts and the EIS specific functionality.
ISRA plugs into IBM WebSphere Application Server in a modular manner.

Deployment Requirements

This section lists the minimum software and hardware requirements for
successful deployment of ISRA on an IBM WebSphere Application Server V9.

Caution  You must manually create all the xml related to the deployment of

ISRA or use a pre-existing file that is valid. Do not copy xml contents
straight from the Deployment Guide.

Hardware Requirements

Refer to the IBM WebSphere system requirements section at http://www-
01.ibm.com/software/webservers/appserv/was/requirements

The IBM WebSphere documentation is available at
http://www.ibm.com/developerworks/websphere/zones/portal/proddoc/

ISRA installation requires approximately 120 MB free disk space.

Software Requirements

IBM WebSphere Application Server 9.x installed on IBM AIX 7.2 or Windows
Server 2012 R2. For other operating systems, refer to System Requirements
for WebSphere Application Server 9.0.

IBM WebSphere Network Deployment Manager 9.x installed on IBM AIX 7.2
or Windows Server 2012 R2. For other operating systems, refer to System
Requirements for WebSphere Application Server 9.0.

IBM FileNet IS 4.1.x and above.
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Image Services Resource Adapter 7


http://www-01.ibm.com/software/webservers/appserv/was/requirements
http://www-01.ibm.com/software/webservers/appserv/was/requirements
http://www.ibm.com/developerworks/websphere/zones/portal/proddoc/
http://www-01.ibm.com/support/docview.wss?uid=swg27047911
http://www-01.ibm.com/support/docview.wss?uid=swg27047911
http://www-01.ibm.com/support/docview.wss?uid=swg27047911
http://www-01.ibm.com/support/docview.wss?uid=swg27047911

Deploying ISRA

in a Standalone Environment

Note

The screenshots shown for deployment/undeployment of ISRA,

sample application, or FNImageViewer (taken on IBM WebSphere

Application Server 9.x on Windows Server 2012 R2) may look

slightly different on the user’s machine, depending on the server,

platform version, or settings.

To remove/undeploy previous ISRA Versions (3.1/3.2/3.3), see the
Undeployment section. Also, stop any running ISRA Sample and
FNImageViewer before the undeployment is done. After the successful
undeployment, complete the following steps for new/re-deployment of ISRA.

ISRA is deployed by using the WebSphere Administrative console.

To deploy ISRA, complete the following steps:

1. Start the WebSphere ‘First steps’. Log in as the root user and execute the
WebSphere firststeps.sh script, as follows:

# cd <WebSphere home>/AppServer/profiles/default/firststeps
# ./firststeps.sh

WebSphere Application Server - First steps - AppSrv04

WebSphere Application Server

First steps

[Installation verification
Confirm that your server is installed and that it can start properly.

Start the server
Start the server and its applications.

Administrative console
Install and administer applications.

WebSphere Customization Toolbox

Launch this toolbox to access the Profile Management Tool and work with profiles, or to
access the Migration Management Tool and migrate WebSphere Application Server 7.0,
8.0 or 8.5 profiles to version 9.0.

Knowledge Center for WebSphere Application Server
Learn more about WebSphere Application Server and explore sample applications.

|IEM Education Assistant for WebSphere software
Access multimedia content for WebSphere Application Server version 9.0 and other IBM
software products.

Exit

2. Click Start the server.
3. Launch a web browser and enter the URL: http://<server>:<port>/admin
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Here, ‘server’ is name of the host where WebSphere server is running and
‘port’ is the port number on which the admin server is listening.

Log in to the WebSphere Administrative console, which is a web-based
interface.

The WebSphere Administrative console screen appears:

WebSphere Integrated
Solutions Console
User ID:

- | |

@

Licensad Materials - Property of IEM (c) Copyright IBM Corp, 1997, 2011 All Rights Resarved.
1BM, the IEM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide, Other
product and service names might be trademarks of IEM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

4. Enter the User ID and click Log in. The following screen appears:

WebSphars.

& Integrated Solutions a comman ‘The table lsts the product suites
Sanars that can ba sdmanistered theough this installation. Slect 3 product 5us to Viaw mars informatian.
* Appieations
ek Surrte N Version
> oF
WekSohers Application Server Y
SR = so00 3724-108, 3724163, 3724
= Rasources
% Runtime Operations.

Navigate to Resources >Resource Adapters >Resource Adapters. The
following screen appears:

i — |

Welcome

Guided Actvites
servers
Applications
services
= Rasources
Schedulars
Object pool managers
Java EE default resources.
s
18C

rar | [ Mew... || Delete || Update AR |

Select| Hame & [ oescription & Scope &

HURL

Resaurcs Environment

6. Click Install RAR. The following screen appears:
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¥ Aaplications

s this page to nall 2 AR e i onm of o vy, cam ither upload 3 FAR flfrm the oca il system, o cpecy an axiting RAR fl on
i e s e o e ot evel, o o o st the
Scope
+ Mode
[orbtznod=cz [T
Path

@ Local file system
Full path

©) Bemote fie system

L] o

Click Browse to navigate to the directory where ISRA.rar is located.

In the case of ISRA 3.4.0 GA version, the ISRA.rar file is in the “jar” folder of
ISRA 3.4.0 installation dir. In the case of an ISRA Fix pack (such as, 3.4 Fix
pack 1), the ISRA.rar file is in the fix pack extracted directory.

Select ISRA.rar, and click Next. The General Properties screen appears.

‘!ﬁe’n‘

Uss shis pa
-~

Walmme

5] il Acrivition.

= Gervars

= applicztions

Slobs.

5 Servces

5 Aemourees
Scheduiers

Ubgect podl maragers
Java SE dafaut rasources

s

e obyects
& Canurrancy
#l Cache Irstances
I nasl
o
& Resouce Emiranmars
D Rassine Opeatinrs
B Security
=) Dseratonal policies
5 Enviranmant
) Symam sdminiserstion

5 Users and Growds.

=] Menitoring and Tuning

inetallad RaR

rasaurce adaphers, hich frevide the fundsmental intarface ‘o connecting spplicstions £ ar Cnlerprise Information
Syatam [eie}. 112 il pher (i) Kelouoral Kasoulce Adapier 15 et bacded vt S Froduct 1o prorice access 1 relalional detabage, 10
anather fvae of EIS, use this paoce to nstall 2 stand-albre rescurce adaster archive RAR) fie, You can confiaure mutive resouce adapters Freah

Guiiyunation
General propartias
¢ Scope
[ I
Mama
=ra
Descriston
~
v
Archive peth
|scounecToz_1nsTaL._rooty
Class path
A
v
peth
A
v
] 1selzte this resource provider
OK || Resed || Cancel

Click OK. The ISRA.rar file gets uploaded. A confirmation message is
displayed, as shown in the following screen:

= Messages
5 Changes have basn made ta your local esnfiguration. You cans
* Saya dirscthy to th
* Baviaw changas

A cption ba symchronize the canfiguration acrass multipls nodus after saving can be snsbled in Prsfarsnces.
& Tha sarver may need ts ba restarted for thase changes to take effact.

138 resurce sdaptars. which provide the fundamental nterface for connecting sppications ks sn [nberprise Information Systerm
" M t

% to inated & stand-slone resoierce Edaptar archive (RAR) fla, You can configure mulbiole rebource edepters for sech mstalbed

type of
AR fl.
= Scape: CallswrbMIColI01, Nodes arbitNedsn3

sataction drop-davn lst soth tha sl scoper aption
1 84 which the reseures daltion is visble, For detaded information on whet
- 588 the 4600 268t0as helo,
oda =orbitNade0d <]
o Bralarencer

install AR || mav... || ulats | | updata ras.

L=l e
Slect Mama & Daseription & Seopa O

You can administer the follawing resources:

[ |mes Hodemorttzvoded)
Total 1

Fiald help.

For fiald halp information,
saloct a feld labl or st
markae s the halp curvor is
displayed.

Page help

Mars infarmatian about this
osas

Command Assistance
Vi adynlsdratie scriting
‘command far last action

Click the Save link in the Messages box (in the right pane).
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‘WebSphers, [0

Install RAR || New... || Delete || Updste RAR
=)

Select| Name 3= Description Scope

You can administer the following resources:

[ |msea Node=orbit2Nods0?

Total 1

10. Deploying ISRA is completed.
11. Next step is to complete the Mandatory steps necessary for ISRA.
Refer to Mandatory Requirements for ISRA section.

12. Restart the WebSphere Node (or Application Server) after deployment. This
step is required to ensure that the ISRA classes are in the Application
Server's CLASSPATH.

13. To verify the ISRA deployment, deploy the ISRA Console and Sample
Application provided with ISRA and log in through the Sample Application.

Note User can configure multiple Connection Factories with unique
JNDI names to connect to multiple IS servers from ISRA.
Configuration of multiple Connection Factories is explained in the
Configuring Deployed ISRA section.

Deploying ISRA in a Clustered Environment

In a clustered environment, ISRA is deployed by using the WebSphere Network
Deployment Manager Administrative console.

Note After installing Network Deployment Manager, you need to create a
Deployment Manager profile by using the Profile Creation Wizard. For
example, the “dmgr” profile mentioned in the following first step of
ISRA deployment.

To deploy ISRA, complete the following steps:
1. Start the WebSphere ‘First Steps’. Log in as the root user and execute the
WebSphere firststeps.sh script, as follows:

# cd <DeploymentManager home>/profiles/dmgr/firststeps
# ./firststeps.sh

February 2018 Image Services Resource Adapter
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WebSphere Application Server

First steps

Installation verification
Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Install and administer applications.

WebSphere Customization Toolbox

Launch this toolbox to access the Profile Management Tool and work with profiles, or to
access the Migration Management Tool and migrate WebSphere Application Server 7.0,
8.0 or 8.5 profiles to version 9.0.

Knowledge Center for WebSphere Application Server
Learn more about WebSphere Application Server and explore sample applications.

IEM Education Assistant for WebSphere software
Access multimedia content for WebSphere Application Server version 9.0 and other IBM
software products.

Exit

2. Click Start the Deployment Manager.
3. Launch a web browser and enter the URL: http://<server>:<port>/admin

Here, ‘server’ is name of the host where WebSphere Network Deployment
Manager is running and ‘port’ is the port number on which the admin server
is listening. By default, this port number is 9091.

Log in to the WebSphere Network Deployment Manager Administrative
console, which is a web-based interface.

The WebSphere Administrative console screen appears.

February 2018 Image Services Resource Adapter
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WebSphere. BV

User ID:

WebSphere Integrated
Solutions Console

Licensad Materials - Property of IBM (£) Copyright IBM Corp, 1997, 2011 All Rights Reserved,
IBM, the IBM loge, ibm.com and WebSphare are trademiarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Cther
product and service names might be trademarks of IEM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Enter User ID and click OK. The following screen appears:

i

siness Machines Cor. 1999, 2011

Navigate to Resources >Resource Adapters >Resource Adapters. The
following screen appears:

(E15). The.
type of WIS,
AR fle.

5 Scope: =AN scopes

¥ Show acope selection drop-down ket with the o scopes option

Scope
“cops i and hone & searkn, sae the scepe settngs help

o Sreterences

Snstad #a% || meve... | Dulote | _Update max

vatie .

Lo T

Seiect Name ©

hone.
Yol o

Click Install RAR. The following screen appears:
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Use this page 1o install # RAR fils in one of b wavs. You can sthar uplosd o th focal e system, o spwcify an waishing AR fle on
3 sarvar. Tha RAR file must ba installed st tha rads level, and you <an salact the nad below

_tent || Cancat

7. Select the node where ISRA is to be deployed.

8. Click Browse to navigate to the directory where ISRA 3.4.0 is saved. Select
the ISRA.rar file from the ISRA installation directory. Click Next. The General
Properties screen appears.

9. Mention the path for the ISRA.jar in the class path and click OK. The
ISRA.rar file gets uploaded. A confirmation message is displayed, as shown
in the following screen:

February 2018 Image Services Resource Adapter
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| View: [N tasks v A
. — Resource adapters

¥ Guided Activities

= Messages
® Servers & changes have been made to your local configuration. You cant
+ Save directly to the master configuration.
7 Applications master configurat
+ Raview changes before saving or discarding.
% Jobs.
& Servicas An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences,
@ The server may need to be restarted for these changes to take effect.
= Resources
Schedulers
Object pool managers Resource adapters.
Java € defaukt resources s page to manage resource adapters, which provide the fundamental interface for connecting applications to an Enterprise Information System
& s (Exs) The WebSphere(R) Relational Resource Adapter is embedded within the product to provide access to relational databases. To access ancther
108C of EIS, use this page to install a stand-alone resource adapter archive (RAR) file. You can configure multiple resource adapters for each installed
= RAR
= Resource Adapters

= Scope: Cell=orbit2Cell01, Node=orbit2Node03

Resource adapters

1 Show scopa selection drop-dovin list with the all scopes option

Scope specifies the favel st wbich the resource definition is visible. For detailed information on what
scope is and how it works, see the scope settings help.

[ scopes ]
@ Preferences
; Resource Envircamaent Install RAR New... Delete UEM RAR
5 R Oparations oD ®
i Select] Name & Description & Scope &
+ Operational policies.

You can administer the following resources:
* Enviroment

[ 1s8a Node=orbit2Node03
 System administration

%) Users and Groups RS

10. Click Save to save the changes to the master configuration. The following
screen appears:

[ ——————
WebSphere. [0 —

adapters, which provide the fundamental interface for connecting applications to an Enterprise Information System
tns) The Webthene(R} Ralational Resource Adapter is ambadded within the product to provide access to ralational databases. To &

nothe
type of EIS, use this page to install 2 stand-alone resource adapter archive (RAR) file. You can configure multiple resource adapters for each |r|sEI\ad
Core Groups ey

DataPower

[ Applications [ Scope: —All scopes
Tobs

@ Preferences
Install RAR || Mew... || Delete || update RAR

Gl

Select| Name & | Description & | scope &

You can administer the follawing resources:

ISRA Node=orbit2Noded3
s o] | |
Cache instances.
Mail

Total 1

11. Deploying ISRA is completed.

12. Next step is to complete the mandatory steps necessary for ISRA. Refer to
the Mandatory Requirements for ISRA section.

13. To verify the ISRA deployment, deploy the ISRA Console and Sample
Application provided with ISRA and log in through the Sample Application.

14. Restart the WebSphere cluster by using the Network Deployment Manager

after deployment. This step is required to ensure that ISRA is deployed
correctly in the cluster.

Note User can configure multiple Connection Factories with unique JNDI
names to connect to multiple IS servers from ISRA. Configuration of

multiple Connection Factories is explained in the Configuring Deployed
ISRA section.

Note Deployment of ISRA on cluster on WAS can be automated. Refer to
the developerWorks title: Automation of ISRA Deployment on WAS
Cluster article.

February 2018 Image Services Resource Adapter
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Deploying ISRA in an Application Server Cell

Note The screenshots shown for deployment/undeployment of ISRA,
Sample Application, or FNImageViewer (taken on IBM WebSphere
Application Server 9.x on Windows Server 2012 R2) may look
slightly different on the user’s machine, depending on the server,
platform version, or settings.

ISRA is deployed by using the WebSphere Administrative console.
To deploy ISRA, complete the following steps:

1. Start the WebSphere ‘First steps’. Log in as the root user and execute the
WebSphere firststeps.sh script, as follows:
# cd <WebSphere home>/AppServer/profiles/default/firststeps
# ./firststeps.sh

& websSphere Application Server - First steps - default i ] |

WebSphere Application Server

First steps

[Installation verification
Confirm that your server is installed and that it can start properly.

Start the server
Start the serverand its applications.

Administrative console
Install and administer applications

Profile creation wizard
Create a profile.

Samples gallery
See WebSphere Application Server in action.

Inform ation center for WebSphere Application S erver
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server VW or %5 to VWEB.0.

Exit

2. Click Start the server.

Launch a web browser and enter the URL,
http://<server>:<port>/ibm/console, in the browser to open the IBM
WebSphere console.

Here, ‘server’ is name of the host where WebSphere server is running and
‘port’ is the port number on which the admin server is listening. By default,
this port number is 9060.

Log in to the WebSphere Administrative console, which is a web-based
interface.

The WebSphere Administrative console screen appears:

February 2018 Image Services Resource Adapter
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WebSphere Integrated
Solutions Console

User ID:

Licensad Materials - Property of IBM () Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM loge, ibm.com and WebSphare are trademiarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Cther
product and service names might be trademarks of IEM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

3. Enter User ID and click Log in. The following screen appears.

e —

Welcome

1+ Guded Actrits

2 commen The table lats the
ey that can ba admenisterad thrcugh this installation. Salact 3 preAuct 3uta to view mara Infarmatien,
» hppleaions

e Suite Hame Version LICERSED MATERIALS PROPERTY
® Sarices ek phere Application eruer 3.0.0.0
% Rusourcas

® Bunts Oparaions

& seturay

1# Opacatonsl polcier

% Envronmant

% Syotaen sdministration

* Users and Groupe

i Monnaring and Tuning.

= Trasbieshostng

s Survice incagration

= uoor

Integrated Solutions Consale,
2.0

A

e
oF 18M
3726-308, 5724-163, 5724

Navigate to Resources > Resource Adapters > Resource Adapters. The
following screen appears:

WebSphere.

[ T —

- Welcome

5 Guided Activities

¥ Servers e the fundamental interface for connecting
the product to
5 Applications = sdapter archive (RAR) file. You can config
(& Services
= Resaurces i
+ Scheduers ible. For detailed informatian on what paas
- Objct paol mansgers

+ Java EE default resources
RS

[ Preferances

+ 12C administered objects

Scope &

# Concurrancy

6l Cache instances.
5 Mail
EURL
¥l Resaurca Environmy ent

Select the Cell option where ISRA is to be deployed.
Click New.
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Page oty
e [ ] | heanurcn adastess > Rascurcs sdasters
L ke s page to manage resource adsptars. which provid the fundaments) ntedface for Connacting A9phcations 1o an Enterprse Information -
Systamn (E15). The is e 12 srove scces n reatons daabasa, To ccesn
snothr iy <o adapte an

e of E15, use this page 1o install & stand-alone rescurce adaptar archive (RAR) fda. You can configure miultipls ressurce adapters for ea:
Instalied RAR fls.

Descrpt
~
v
Aechive path
[s{conmecToR_ingTALL ROOT)
Class path
~
v
Nt beary path
& Users 100 Oroues "
+ aniterng snd Tuning <
o Troubieshouting
+ Sarvce Imagratan ] tscista this rsaurce pravider
# oot

OK || Resst || Cancel |

7. Enter the Name for the resource adapter and specify the archive path as the
path of the ISRA.rar file. The rar file needs to be manually copied to each
node in the cell and the path must be identical.

Application servers ?

servers > serverl > Process definition > Java Virtual Machine

Use this page to configure advanced Java(TM) virtual machine settings.

Runtime

General Properties Additional Properties
Clazspath
- - N ‘Custom proparti
C:\Softwares\israclasses\listener.jar e BiaRanEs
~
v
Boot Classpath
~
v

D Verbose class loading
D Verbose garbage collection

[ verbose

8. Specify ISRA. jar, log4j-1.2.8.jar, and listener.jar in the class path. The path of
ISRA jar has to be provided in the class path of the resource adapter. Click
Apply.
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= Messages
& changes have besn made to your local configuration. You can:
+ Save directly to the master configuration.
* Raview changes before saving or discarding.

An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences,
@ The server may need to be restarted for these changes to take effect.

Resource adapters
o Use this page to manage resource adapters, which provide the fundamental interface for connecting applications to an Enterprise Information System
#ms (EIS). The WebSphere(R) Relational Resource Adapter is embedded within the product to provide access to relational databases. To access ancther
= type of EIS, use this page to install a stand-alone resource adapter archive (RAR) file. You can configure multiple resource adapters for each installed

= Scope: Cell=orbit2Cell01, Node=orbit2Node03
1 Show scopa selection drop-dovin list with the all scopes option

Scope specifies the level at which the resource definition is visible. For detailed information on what
5cope is and how t works, sae the scope settings help.

[ scopes ]
% Preferances
;MNK’ Environment Install RAR New... Delete \IEI“ RAR
* Runtime Operations. I @ b ‘:" ';9
Bgecy Select Name & Description & Scope &

i Opsracicns) policen You can adeinister the folowing resourcess

R Soririamen: 0] |1sRa Node=orbit2Node03
%/ System administration

3 Users and Groups

Total 1

9. Click the Save link to save the changes.
10. For configuration, see the ISRA Configuration section.

Mandatory Requirements for ISRA

The mandatory requirements for ISRA 3.4.0:

Steps to include listener.jar and log4j-1.2.8.jar in the classpath of
Application Server are:

1. Find the listener.jar and log4j-1.2.8.jar in the path “<ISRA-
home>\ISRA340\SystemManager\”.
2. Log in to the WebSphere Administrative console.

3. Navigate to Servers > Server Types> WebSphere application servers and
select the server.

4. Under Server Infrastructure, expand the Java and Process Management
link, and click the Process Definition link.

5. Under Additional Properties, click Java Virtual Machine.

6. Include listener.jar and log4j-1.2.8.jar in the Classpath, as shown in the
following screen:
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Application servers [

Application servers > serverl > Process definition > Java Virtual Machine

Use this page to configure advanced Java(TM) virtual machine settings.

Confiaurafior | Runtime

General Properties Additional Properties

Classpath .
Custom properties

C:\Softwares\israclasses\listenar.jar

~

v
Boot Classpath

~

v

[ verbase dass leading

[0 verbose garbags collection

D Verbose INI

Note If the operating system is Unix/Linux, you must use colon () as a
separator for each jar file path appended to the classpath text field and
if it is Windows, you must use semicolon (;).

7. In case of Windows operating system, include the folder in which
WinPerfMon.dlIl is present in the system path. In UNIX, this file is not
required.

8. Enter the initial and maximum JVM heap size as 512.
Explanation for Terminal name and ISRALock folder:

The first instance of ISRA deployed on an Application Server creates a folder
named "ISRALock" and a file named ! "ISRALock.0" inside that folder. The
counter "0" in the file name "ISRALock.0" increments subsequently with each
new deployment of ISRA and the same is appended to the terminal name
generated for an ISRA instance. This folder is created in the path resolved by the
system property "user.dir’, which is the same path where the ISRA logs are
generated. This functionality has been introduced in ISRA 3.2.1 to support
vertical cluster environment.

Terminal name identifies ISRA instance with a unique ID so that IS can
distinguish each ISRA client uniquely for communication. Earlier, the terminal
name used to be of the form "SV<instance number>.<Counterl>@I|PAddress". In
a vertical cluster, ISRA can be deployed across the cluster on a single machine.
But in such a scenario, all the managed server instances in a cluster have the
same ISRA instance deployed and generate the same terminal name, as the
"IPAddress" and "instance number" are same for all the ISRA instances. The
current format of a terminal name generated by ISRA is "R<instance
number><Counterl><Counter2>@IPAddress", where Counter2 is the counter
that is appended to the files created in the ISRALock folder. The files that are
created in the ISRALock folder are automatically removed if the managed
servers are gracefully shut down (in case of proper JVM shutdown).

LISRALock.0 (0-9 and a-z) would be created in ISRA 3.4 FP3 and above. Prior versions of ISRA would
have files created as ISRALock.0000 (0000-9999).
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For “Deploymentinstance” property setting, see the following Configurable ra.xml
properties section
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2 . ISRA Configuration

This chapter describes how to configure ISRA on IBM WebSphere Application
Server version 9.x, after it is deployed.

Configuring Deployed ISRA

This section describes the procedure to edit ISRA deployment properties by
using the WebSphere Administrative console.

ISRA uses a deployment descriptor called ra.xml to define its operational
parameters. The deployment descriptor is defined by Sun Microsystems in the
J2EE Connector 1.0 specification. It describes the Resource Adapter related
attributes, types, and its deployment properties by using a standard Document
Type Definition (DTD).

To edit the ISRA deployment descriptor, complete the following steps:

1.

Launch a web browser window and log in to the WebSphere Administrative
console or Network Deployment Administrative console depending on
whether ISRA is deployed in standalone or clustered environment.

Expand the Resources node.
Click the deployed ISRA to edit under the Resource Adapters node.
Click J2C Connection Factories. The following screen appears:

WebSphere. Tl

New... || Delete || Manage state...

H

5. Click New. The following screen appears:
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WebSphere.

Resource adapters > ISRA > J2C connection factories > New...

i [ o |
2 Use this page to create a connection factory for use with the resource adapter. The connection factory is a collection of configuration values that

Welcome define 2 WabSphera(R) Application Servar connection ta your Enterprise Information System (EIS). The connaction pool manager uses these
o i v properties s directins for allocating connections during runtime. You can canfigure multiple connection factories for each resource adapter.

S Configuration
Applications
2eks
General Propertias The additionsl praperties will not be availabla untl the general
services ; Praperties for this ftem are applied or saved.
Cm— Scope Additional Properties
cellssorbit2 Cell03 nodes orbit2Nod=03
Schadulars
Object pool managers ¥ Provider
EEOECARET
s
+ Name
18C | )
=) Resource Adsprars e
DT name Related 1t
Description
A
Vi
# Connaction factory interface.
Resource Environment javax.resource.cci.ConnectionFactory |
[# Runtime Operations Ca%oz
Security.
Operationsl policies Security settings
Er— Salect icati is resource.
5l System administraton
Usars and Groups
Moritering and Tuning

6. Provide a name for the Connection Factory. Provide the JNDI name, for
example, ISCF. Click Apply.

7. Click the Save link in the Messages box. The following screen appears

8. Click OK. On successful creation of Connection Factory, the following screen
appears:

WebSphere.

View: ~

welcome

Guided Activities & Messages

Servers & Changes have been mads to your local configuration. You <ani
- Save directly ta the master configuration.

Applications
- Review changes before saving or discarding.

Jobs
An aption ta synchronize the canfiguration across multiple nades after saving can be enabled in Preferences.
& The server may need to be restarted for these changes to take effact.

Resource adapters > ISRA > J2C connection factories

Obje anagers
Java EE default resources Use this page to creats 3 connection factory for use with the ree adapter. The connection factory ion values that define
s a WebSphere(R) Application Serv terprise Information System (E1S). The conn:

directions for allocating ct configure multiple connection factories for

hlal:ted

(=) Resource Adapters
Resource s
12C connection factoriss -
J2C activation specications T =2
12C administared abjects —

Preferences

Select| Name & |Mo1name & | seope o | Provider & [ pescription ¢ | Connaction factory interface & [ category &
< You can administer the following resources
wai 0 [ rsee 1sce Node=orbitzNode03 javax.resource.cci.ConnactionFactory

URL
Resource Environment

1SRA ‘

Total 1

Runtime Operations
Sacurity

Operational policies.

Environment

Changing ISRA Specific Parameters

After ISRA is deployed, some parameters of the Deployment Descriptor need to
be changed to configure it for the target IS server.

To change ISRA specific parameters, complete the following steps:

1. Navigate to Resources> Resource Adapters> Resource Adapters. The
following screen appears:
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[kesource adaptars

Resource adaptars
Use this page to manage resource adapters, which provide the fundamantal intarface for connecting spslications to an Entarprse Information System (€15). The
WabSphera(R) Reiationsl Rasource Adupter is ambedded mihin the product to provde access 1o realstons! databases. To access ancther type of E13. ute this

Page to mstall & stand-wiona rescurce adapter archive (RAR) file. You can confgure muliple resource adaters for aach installed RAR file,

& Scopa: =Allscopes

Scope spacifies the level st which the rescusce definition @ vl For detaiied nformation on shat scoce i and
how it merks, ses the scope settnas hele.

@ etarences
rwtat aan || o || Ouiete | Upane ran
eln e
Salect Namme & Daseription & Scope ©
You can semintarth foloning resoucess i g )
12 Nedemdumpirhodads

Towl 1

2. Under Name column, click ISRA.

3. Under Additional Properties, click J2C Connection Factories. The
following screen appears:

help
s s
Use this page to create = connection factory for use mith the fiaurstion values thet define & vt
WabSphara(R) Appi action hass proparties 2 dirsctions for e
shecating conmesbor
S Page,
[ ew.. || Delate || Manage state...
1 Asplictions —— Gome)
- OEEE
cas e
5 Select ame & NI name Scope © Provider & | Description ¢ Connection factory interface & | Category &
ou can administer the following razources:
[l |msce tscr Nodesdumptyliode03 | 1SRA ‘ ;.v.m.w«.m.cm««w.«w‘
| |
Total 1

4. Click the already created ISRA Connection Factory or the ISCF link.

5. Under Additional Properties, click Custom Properties. The different
parameters, which may be customized, are displayed.

0
1s8A > 5 1sce
Usa this page to spacify custom properties that your anterprise infarmation systam (E1S) requires for the rasourca providers and resource factaries that you
configura. For axample, most databaze vandors requirs additional custam proparties for data sourcas that access the databaze.
o Prafecances
(e
Hame | value & | Description & Required &
You can administer the fellowing reseurces:
| omainame gobi1 Domain name of the fmage  false
Services Sarvar
| esmanizatioatiame oM Organization name of the. faize
Image Services Serves
| keqainalsvel 2 false
| teggingMode 3 false
E Logging: 2-File Lagging:
3-Both(Fle and console)
| Bagabutiacsize = Page data fatch size (inilo false
| | bytes)
| CatheRefrasnioterval 30 Cathe refrash interval(in faize
minutes)
SacuiiCachaods 1 Sacurty cache moda(t-caches  false
| users and groups 2- caches
| sroups only)
MstaDataCacheRefreshMode 13 Selactive matadata refresh(0-No faise
rafresh 1-printar cache 2-doc
clazz cache 4-key fields cache
ves cache )
| eredustrams 18M FilaNat Image Services Resource Adapter faise
Eroductvansion 1SRA 3.4.0 Enterprive false
| LogBdeName ISRAlog 1SRA Logfile name (can Indude  faise
| path)
| LoaFiusize s Masimum Size of ISRA LogFila | false
(in maga bytes)
S Urers and Graves t . - . - — -
Y | [\spimpicionmeme <o filanat.i.ra.fnis.FH_iS_tPlanetimpl LOAP Authantication Class Name false

6. To customize each parameter, click the parameter name, modify and then
save the changes. For details, see the Configurable ra.xml properties
section.
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Configurable ra.xml properties

Note

All properties that described in the deployment descriptor are

mandatory and no property must be removed. The default values must
be specified for properties that users do not want to use.

The configurable properties to be set (modified) in ra.xml are:

DomainName
OrganizationName
LoggingLevel
LoggingMode

PageBufferSize
CacheRefreshinterval

SecurityCacheMode
MetaDataCacheRefreshMode

LogFileName

LogFileSize
LdaplmplClassName

LdaplmplClassString

InherentLogin
Deploymentinstance

PCHLogging
AllowAnonymousUser
RPCLogging

ClientCodepage
GMTEnabled flag

ISLocale

IgnoreObjectBusyMsglnDocMigration

DomainName

This is the name of the domain of the IS server. Click DomainName. The default
value for DomainName is FileNetlS. It must be set according to the operational
environment.
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OrganizationName

This is the FileNet IS organization name. The default value for
OrganizationName is IBM. Click OrganizationName to change the value to the
target IS server.

LoggingLevel

This is an integer representing the amount of log information to be generated.
The values are dynamically updated by using the ISRA Console. The valid

values are:
Logging Level Description
-1 Disables ISRA Logging
0 Only Error and Warning messages are logged by ISRA
1 Informative messages are also logged by ISRA
2 Prints debug message in the log

Click LoggingLevel to change the value.

The default value of LoggingLevel is 0. It can be modified to other valid Logging
Levels. It is recommended to keep the logging level to 0. LoggingLevel can be
increased if user encounters a problem while accessing ISRA through the
application.
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[ sof

Guided Activities

Servers

Agplications
Jobs

General Properties

* Seope
i

Required

[Cosgmgiovat

Type

LoggingMode

This is an integer representing the mode of logging. The valid values are:

Logging Level

Description

0

No logging

Only console logging

Only file logging

1
2
3

Both console logging and file logging

Click LoggingMode.

The default Value of LoggingMode is 3. It can be changed to other valid values
according to the operational environment.

[T sof

View: [All tasks v

Welcome
Guided Activities
Servers
Applications
Jobs
Sarvices
=) Resources
Schedulers
Object posl managers
Java EE default resources
s

Users and Groups

Monitaring and Tuning

|~ o
Re: adapters > ISRA > 12C conn a 1SCF > Custom properties > LoggingMode i
A
Use this page to spacfy custom properties that y information system (£15) requires for the rasource providers and resource factories that
you configure. For example, most database vend ditional custom properties for data sources that access the database. v
ﬁ d
®
L
o

General Properties

¥ Scope
[cells:orbitzCellor

Required
Neme

[LoggingMode

valus
[

Dascription

0-No Logging; 1-Console Logging; 2-File Lagging; 3-Both(File and cansale)

PageBufferSize

This is an integer value specified in kilobytes (KB). PageBufferSize specifies the
chunk size that ISRA uses to transfer page data to and from IS. The default value
is 64 KB. Specifying a higher value requires more memory for the Application
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Server process and a low PageBufferSize means more trips to I1S. The value
must be set to an average page size on the target IS. The document buffer size
on IS and ISRA must match to optimize image transfer performance.

‘WebSphere. [ 1] -

Profile=Dmar01

Guided Activiies

Resource adapters > ISRA > 12C

factories > ISCF > Custom properties >

Aoplications i |
Jobs

Servers Use this page to specify custom properties that your anterprise information system (EIS) requires for the resource. pmwders and resource factories that
re. For example, most database vendors require additional ci

ustom properties for data sources that access the databas:

Services

= Resources General Properties
Schedulers N
Object pool managers peeee

Java EE default resources

[cells:orbitaceliot:nodes:ortitzNodea3

ms

Requirad

Name.

[PageBuffersize

Value.

Description

S —

Resource Envircnment

Page data fetch size (in kilo bytes)

Runtime Operations

Security java.lang.Integer
Operational policies

System administration

[l Users and Groups

[# Environment Apply | [ OK | [ Reset | [ Cancel

CacheRefreshinterval

This is an integer value specified in minutes. ISRA stores metadata information,
such as Document class, Indices, and menu details in a local cache for faster
retrieval. ISRA refreshes the cache information based on the
CacheRefreshinterval value. The default value is 30 minutes. Click Apply after

modifying the property.

General Properties

uided Activities Resource adapters > ISRA > J2€ conn: es > ISCF > Custom properties > CacheRefreshInterval Fie'f
For
= s this page t spciy custom properte tht Your entrprise information cystam (E1) requrs for the rasource providas and resourc fctries that el
Jou confie. For example, most dutsbase vendors resute sadiional custor propartics for data sources hat aceses the databes mard
\splication displ.
bs Pag
pervices Hore]
page|

* Scope
i

1

Required

[CacheRefreshinterval

Description

Cache refresh interval(in minutes)

nvironment Apply || OK || Reset | [ Cancel

ystem sdministration

sers and Groups

fonitoring and Tuning

Note To configure ISRA for multiple IS servers, create a Connection Factory
for each IS that you want to connect. DomainName and
OrganizationName pair must be distinct among the configured

Connection Factories.

SecurityCacheMode

This parameter can take two values:
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Value Setting

1 Caches both users and groups
2 Caches only groups

MetaDataCacheRefreshMode

This parameter can have a value in the range of (0-15).

Value Setting

0 No Metadata cache refresh

1 Printer cache refresh only

2 Document class cache refresh only
4 Key fields cache refresh only

8 Menu value cache refresh only

15 Is the default value for this parameter, which refreshes all
metadata.

Add corresponding values to get a combination of data.

For example, 1+2 = 3 Printer and document class data
1+2+4 = 7 Printer, document class, and key fields data
0+1+2+4+8 = 15 all data

LogFileName

The LogFileName is a string containing the name and path of the log file. Click
LogFileName to change the value. The default value of LogFileName is
ISRA.log. A complete or relative path can be provided to create the log file at a
specific location on disk.

ISRA Logfile name (can include path)

Apply |[ 0K || Reset || Cancet

To ensure that each ISRA instance has a unique log file, the following steps are
completed:
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e Configurable property “Deploymentinstance” is read from ra.xml and
appended to the log file name. If not specified, the default value “1” is used
as the deployment instance of ISRA.

e The unique ID used for terminal ID generation in ISRA is appended to the log
file name.

For instance, if the log file name configured in ra.xml is ISRA.log and the
deployment instance is 1, the modified log file name would be ISRA_1_0.log.
Here, “0-9 and a-z” is the unique ID ? generated at runtime. This ensures a
unique name of the log file for each instance of ISRA.

LogFileSize

This is an integer representing the maximum size of the log file in Megabytes
(MB). When the size of the file reaches this maximum limit, the log file is
renamed, and a new file is created with the same name. For example,
ISRA_1_0.log is renamed to ISRA_1_0_1.log, and a new file ISRA_1_0.log is
created. The default value of LogFileSize is 5 MB. Automatic purging of old ISRA
log files has been implemented leaving behind only five latest versions.

fze of ISRA LogFile (in mega bytes)

Apply | 0K | [ Reset | [ Cancel

LdaplmplClassName

It is the name of the Implementation class for LDAP Authentication. This
parameter contains the complete path of the LDAP Implementation class to be
entered along with the LDAP Implementation Class Name.

The default value is ‘com.filenet.is.ra.fnis.FN_IS_IPlanetimpl’.

The value of the property for LDAP implementation for Active directory is
com.filenet.is.ra.fnis.FN_IS_ActiveDirlmpl and for Novell NDS, the value is
com.filenet.is.ra.fnis.FN_IS_NovellNDSImpl.

2 The modified log file name would be ISRA_1_<unique-1D>.log. The value for unique 1D is 0-9, a-z in
ISRA 3.4 FP3 and above. Older versions of ISRA use the unique ID value between 0000-9999.
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LdaplmplClassString

This parameter is a general string that takes in all the LDAP server specific
parameters required for authentication. It takes the following inputs:

e Server Name — Name of the server/ machine on which LDAP server exists.

Note In case that the LDAP server is located on a different subnet, it may be
necessary to enter the IP address or a full domain name.

e Port Number — LDAP server’s port number used for transactions.

e User Path — Organization unit under which the users are filed in the LDAP
directory server.

The three parameters must be separated by semicolon and must appear in the
order - server name, port number, and user path. An example of
LDAPImpIClassString is:

e For Active Directory

filenetserver;389;ADS.com
¢ ForIPlanet

filenetserver;389;0u=ISRA, dc=odc, dc=filenet, dc=com
e For Novell NDS

filenetserver;389;ou= ISRA, ou=odc,ou=filenet,o=com
InherentLogin
To use LDAP security, the value must be set to 1 from the default value 0.

Deploymentinstance

This is the instance number of ISRA that is being deployed. It is a user-defined
number between 0 and 99. The default value for this parameter is 0 when none is
specified. The maximum is 99, which means that 99 different instances of ISRA
can be deployed in a WebSphere Application Server node.

Each deployment/IJNDI of ISRA on the same Web/Application server requires its
own instance number. For example, there can be two ISRA applications
deployed on the same Web/Application server. Each deployment would require
its own instance number and JNDI name. This number is used on the IS server
to differentiate between multiple connections from the same IP address of the
Web/Application server.

IS always expects unique IDs from ISRA clients, and when it receives duplicate
IDs from ISRA, it rejects communication.

Hence, it is always advised to increment the deployment instance number when
another instance of ISRA is deployed to achieve its unique ID.

Format of the terminal ID is used by ISRA and IS in distinguishing a unique ISRA
instance.

RXXYYYZ@<ip-address>
Where,
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XX = takes values from 0 to 99. If there is only one instance, it defaults to
0. Else, the value must be set to the number of deployment instances.

YYY = Counter that increments with the creation of a new LogonSession
object (Values in base 36).

Z = Unique ID generated per ISRA instance. Introduced to support ISRA
in a clustered environment (Unique ID is a number in Base 36).

<ip-address> = IP Address of the machine where ISRA is deployed.

The unique ID is obtained from the place holder file ISRALock.z (where
Z=Unique ID) that is created in the ISRALock folder. Each cluster
member creates its own place holder file (such as, ISRALock.0,
ISRALock.1, and so on) within the common ISRALock folder.

wE

Resource adapters > ISRA > J2C connection factories > ISCE > Custom properties > DeploymentInstance

Apply || OK || Reset | [ Caneel

PCHLogging

This is a String parameter to enable/disable PCH logging in ISRA. The default value
for this is “Disabled”. PCHLogging enables user to log performance monitoring data

of IS.
PCHLogging Description
Enabled Enables the PCHLogging.
Disabled Disables the PCHLogging. This is the default value.
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1, Prafile=Dmgro1

Applications
Jnbs

Services

|= Resources
Schedulers

Object pool managers
Java EE default resources

Environment

System administration

Users and Groups

adapters

adapters > ISRA > 12C connection fa

es > ISCF > Custom properties > PCHLogging

ge to specify custom properties that mation system (EIS) requires for the resource Dmvld lers an drﬁuur(zfdune that
For axample, mast dutabiase vendors reauire addtional custom properties for data sorces that scases the databes

General Properties

* Scope
T

Required

Name

[Piiogaing

Value

Description

Parameter to enable PCH Logging in ISRA

AllowAnonymousUser

It is a Boolean value to allow anonymous user logon through LDAP, when blank
password is passed from user/client. The default value of this parameter is

“false”.

v

1, Profilz=Dmgro1

Resourcs adaptars 2 H T
Activities Resource adapters > ISRA > J2C connection factories > ISCF > Custom properties > AllowAnonymousUser §'=
Use this page to specify custom properties that erprise information system (E1) rsquire for the resource roviders and resource factoies thak sel
Jou configure. For exarmpla, most databiace vendors reauire aditional cuetom properties for dats saurces that aceccs the dstab mal
Asplication [t | dis
(5] Jobs Pa
ey
=

Genaral Properties

+ Scope
[cellssorbit2Call0 Limodes rorbit2Node03
Required

Name

[AllowAnonymoususer
[

Description

LDAP Anonymous user login flag

RPCLogging

This is an integer representing the RPC logging level. The valid values are:

RPCLogging

Description

0

No logging

1

File logging

The default value of RPCLogging parameter is 0. It can be changed to 1, if RPC

logging is required.

The RPC LogFileSize is taken as double the size of that of ISRA LogFileSize.
Hence, when the size of the RPC log file reaches its maximum limit (10MB), the
log file is renamed, and a new file is created with the same name. For example,
ISRA_1 0 RPC.logis renamed to ISRA_1 0 RPC_1.log, and a new file

February 2018

Image Services Resource Adapter
33




ISRA_1 0 RPC.log is created. Automatic purging of old ISRA RPC log files has
been implemented leaving behind only five latest versions.

=S

led Activities

Servers

ystem (EIS) requires for the resource providers and resource factorie
s vendors require additional custom properties for data saurces that access the database.

Applications
Jobs
Services

=) Resources

M
[ IDBC

= Resource Adapters Name

Description

I=

Apply || OK || Reset |[ Cancel |

ClientCodepage

This is the code page for encoding text and sticky note annotations. The default
value of this property is Cp1252.

On Microsoft Windows platform, the Locale character set is the Windows Code
Page (1252 for US English and Western Europe), whereas on a UNIX platform, it
is an ISO 8859-X character set (ISO 8859-1 for US English and Western
Europe).

Thus, if the client locale character set is Windows Code Page based (for
example, Cp1252 for US English and Western Europe) and the server is UNIX
based, the Windows Code Page must be used for encoding the annotations data
before committing to the server. This is because there is an inconsistency in
characters mapping between Microsoft Windows Code Pages and the equivalent
ISO 8859-X series. For instance, Code page 1252 is built on ISO 8859-1 but
uses the range 0x80-0x9F for extra printable characters rather than the C1
control codes used in ISO8859-1.

For Annotations data, ISRA internally retrieves the IS character set and uses the
equivalent Windows Code Pages for the following ISO encodings:

ISO Encoding MS Windows counterpart
1ISO8859 1 Cp1252
ISO8859 2 Cp1250
ISO8859 5 Cpl251
ISO8859 6 Cp1256
ISO8859 7 Cp1253
1ISO8859 8 Cp1255
ISO8859 9 Cpl254
ISO8859 13 Cpl1257
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Note Specifying an incorrect code page may lead to inconsistency and/or
corruption of annotations data.

GMTEnabled flag

This parameter takes two values:

1. true

2. false

The default value of this parameter is false.

Setting “GMTEnabled” to false: When the flag is set to false, it is assumed that
the ISRA client application is not “GMT Enabled”, that is, the client applications
do not perform any time zone conversion. ISRA returns the date committed on
the IS to client applications after adjusting the difference between the Application
Server time zone and the GMT time zone. As a result, the dates displayed in
applications are in accordance with the dates committed on the IS.

Setting “GMTEnabled” to true: When the flag is set to true, it is assumed that
the client application is “GMT Enabled”, that is, the client applications display the
dates in GMT. In this case, ISRA returns the date committed on the IS in the
GMT time zone, without any adjustment. Set this value to true only if you have
made changes to your application after an upgrade to ISRA 3.3 FP6 or ISRA 3.4
FP2.

ISLocale

This is a string parameter which represents the ISRA locale. The administrator
can set the value of this configurable property as that of the IS locale. It is a
lowercase two letter code as defined by 1SO-639. The default value of this
parameter is “en” (English locale). The ResourceBundle used in ISRA depends
on the value set by the user for this property.

IgnoreObjectBusyMsgIinDocMigration

This is a Boolean parameter which can be set to true to ignore the [77,0,11 The
object is busy] error, in case of DocMigration. The default value for this
parameter is false.

Configuring WebSphere-Specific Parameters

After the configurable properties are set for ISRA, the application server specific
parameters need to be configured. In case of WebSphere Server, the properties
that need to be specified are:

e Connection timeout

e Maximum connections

e Minimum connections

e Reaptime

e Unused timeout

e Aged timeout

e Purge policy

To configure these properties, complete the following steps:
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1. Navigate to Resources > Resource Adapters > ISRA > J2C Connection

Factories > ConnectionFactoryName (ISCF) > Connection Pool
Properties.

Set the Connection timeout, Maximum connections, Minimum
connections, Reap time, Unused timeout, Aged timeout, and Purge

policy.

A description of each attribute is as follows:

Connection timeout: Defines the time (in seconds) that the Pool Manager
waits after reaching the maximum number of connections to abort and throw
a ResourceAllocationException. If the maximum number of connections is
not reached or is set to zero (0), the Connection timeout is not used.

If the Connection timeout is zero (0), the Pool Manager waits indefinitely.

Maximum connections: Represents maximum number of Managed
connections that can be created by the ManagedConnectionFactory. After
this number is reached, no new connections are created, and the requester
waits for the Connection timeout or a ResourceAllocationException to be
thrown. If Maximum connections is set to zero (0), the number of connections
can grow indefinitely. Maximum connections must be greater than or equal to
Minimum connections.

Minimum Connections: Represents minimum number of Managed
connections maintained by the Application Server. If this number is reached,
the garbage collector does not discard any Managed connections. If the
actual number of connections is lower than the value specified by the
minimum connections settings, no attempt is made to increase the number of
connections to the minimum value. Minimum connections must be less than
or equal to Maximum connections. Set this value to O for ISRA.

Reap time: Represents the time (in seconds) after which the garbage
collector runs. The garbage collector discards all unused connections for the
value specified by Unused timeout.

Unused timeout: Represents the time (in seconds) after which an unused
connection is discarded. If this value is set to 0, the garbage collector is
disabled.

Aged timeout: Specifies the interval (in seconds) after which an unused,
aged connection is discarded. Set the Aged timeout value higher than the
Reap timeout value for optimal performance.

Purge policy: Specifies how to purge connections when a stale connection
or fatal connection error is detected. If user sets the purge policy for this data
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source object to EntirePool, all connections in the pool are marked stale. Any
connection not in use is immediately closed. If user sets the Purge policy for
this data source object to FailingConnectionOnly, only the connection that
caused the StaleConnectionException is closed.

Note Itis recommended that user sets the values of the Reap time and
Unused timeout to ensure that WebSphere and ISRA free the
unused IS server resources. The actual values of these parameters
depend on the application scenario. But in general, they must be set
to a low value to free the IS resources. For example, set Unused
timeout to 1800 seconds (30 minutes) and Reap time to 120
Seconds (2 minutes).

Configuring Multiple IS Server with ISRA

To configure ISRA for accessing multiple IS servers, create a Connection Factory
for each IS that user wants to connect.

The following screen shows Connection Factories configured for multiple IS
servers:

aeross multiple nodes after saving can be enabled in Prafarences, More i

hese changes to take effect.

85The server may need to be restarted for t

s Provider & | Description | Connection factory interface Category &

1scF Node=orbit2Node03 | ISRA Javax.resource.cei.ConnectionFactory

0 |seet 15CF1 Node=orbit2Node03 | ISRA javax.resourcecci.ConnectionFactory
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3. Configuring and Deploying ISRA Console
and Sample Application

ISRA Console

The LoadISRA utility from ISRA 3.4.0 is now replaced with the ISRA Console (in
ISRA 3.4 Fix pack 1 and above). This ISRA console is developed to show the
ra.xml properties in a formatted table and also features buttons to
enable/disable/edit logging levels dynamically.

The dynamic update of logging allows the user to enable and change logging
levels while the ISRA is running and without needing to restart the appserver.
The console also features links to launch Sample Application and to view JVM
statistics.

This console is available as a Web Module (ISRAConsole.war) within
ISRAConsole.ear and gets deployed automatically during the deployment of
ISRAConsole.ear.

Resource Adapter class loading in Websphere Application Server and
jndilSRA.properties:

WebSphere Application Server, by design, does not load the adapter classes
immediately on application server restart. The classes are loaded only after a
user logs in using ISRA the first time after restart.

Upon loading of the classes, ISRA security cache gets created, to load IS users
into ISRA memory.

In ISRA 3.4 Fix pack 1, a new properties file - jndilSRA.properties is introduced,
where the user can mention the JNDI names of the ISRA Connection Factories.
Those mentioned in the properties file get loaded automatically upon WebSphere
Application Server restart.

Configuring Sample Application

The ISRA console and Sample Application are packaged within a single
Enterprise Application Archive File (ISRAConsole.ear).

ISRAConsole.ear consists of:
e Two web modules:
o ISRASampleWEB.war (ISRA Sample Application)
o ISRAConsole.war (ISRA Console)

o Deployment descriptor (application.xml)
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This chapter illustrates the deployment and configuration of the ISRA Console
and Sample Application on IBM WebSphere Server 9.x in a managed
environment.

Note ISRA product media comes with an IBM FileNet Image Viewer, which
can be used to display the TIFF, JPEG, BMP, and other supported file
formats on a Java-enabled browser.

This Sample Application is intended solely for illustrative purposes and
it must not be expected to perform useful work, or be used for
production deployment. This Sample Application is to be used strictly
as reference material.

It is assumed that ISRA is deployed and configured for the target IS.

In ISRA 3.4 fix pack 1, a new properties file "jndilSRA.properties” is introduced
and it gets created in Application Server home directory. The JNDI hames of
connection factories mentioned in this properties file, which is used by Sample
Application to display on the login page. Two JNDI names "ISCF" and "ISCF1"
are mentioned in the file by default. Additional library names can be included by
providing comma-separated entries. The property file is mandatory and it should
contain the same names as the JNDI Binding Paths specified for the configured
ISRA ConnectionFactories.

For configuring the Sample Application, certain properties need to be updated in
the web.xml of the ISRASampleWEB.war.

To extract web.xml from ISRASampleWEB.war, complete the following steps:

1. Use the jar binary from <WAS_HOME>\java\bin to extract the
ISRAConsole.ear and the ISRASampleWEB.war.

2. Open a Command window/Commandline Console/Terminal Window and cd
to <ISRA-home>\ISRA340\Sample and run:

a. mkdir tmpl
b. copy ISRAConsole.ear tmpl
c. cdtmpl
d. "<WAS_HOME>\java\bin\jar" -xvf ISRAConsole.ear
e. mkdir tmp2
f. copy ISRASampleWEB.war tmp2
g. cdtmp2
h. "<WAS_HOME>\java\bin\jar" -xvf ISRASampleWEB.war
3. Open the file <ISRA-home>\ISRA340\Sample\tmpl\tmp2\WEB-INF\web.xml|
in an editor.
4. To enable extended annotation functionality, modify the following parameters
in web.xml:

a. Change env-entry-value for "DOCCLASSNAME" to the document class
configured in the IS for digital signatures.
<env-entry-value>digDocClass</env-entry-value>

b. Change env-entry-value for "MAXROWS" to the number of records to be
fetched from the given document class.
<env-entry-value>200</env-entry-value>

5. To enable remote printing functionality, modify the following parameters in
web.xml:
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a. Change env-entry-value for "USEPRINTVIEWOPTION" to either Yes or
No. This value determines whether to honor the print/view preference set
in the web.xml or to take the value returned by ViewOne. The default
value is No.
<env-entry-value>No</env-entry-value>

b. Change env-entry-value for "PRINTVIEWOPTION" to either View Only
=1, Print Only =2, Print/View =3. This value indicates the value of
Print/View. The default value is 3.
<env-entry-value>3</env-entry-value>

Note If the PRINTVIEWOPTION is set to 3 (default), the sticky note is
saved as a normal sticky note. If PRINTVIEWOPTION value is
specified as 1 or 2, the annotations are saved as an extended
annotation (Extended annotations are non-standard
annotations which are saved with a class name parameter
(F_CLASSNAME) of "Proprietary”, a class id property
(CLASS_ID) of {A91E5DF2-6B7B-11D1-B6D7-00609705F027}
and a subclass name property (F_SUBCLASS) that describes
the annotation).

The value of PRINTVIEWOPTION is honored for each sticky
note individually, and not for all the sticky notes on a document
as a whole.

Thus, the setting for PRINTVIEWOPTION is processed for either
a new annotation being added or an existing annotation being

modified.

6. The Sample Application uses the crimson implementation of
DocumentBuilderFactory class to implement the remote printing functionality.
IBM WebSphere Application Server does not provide the crimson
implementation of DocumentBuilderFactory class.

Hence, if remote printing functionality is desired, complete the following steps

to bundle crimson.jar with the Sample Application:

a. Open the link, http://xml.apache.org/dist/crimson/, in a web browser.

b. Download the file crimson-1.1.3-bin.zip.

c. Extract all the files from crimson-1.1.3-bin.zip in C:\ (or any local drive).
Crimson.jar can be located under the “C:\crimson-1.1.3\” folder.

d. Bundle crimson.jar within the "WEB-INF\lib" directory of
ISRASampleWEB.war.

7. Use the jar binary from <WAS_HOME>\java\bin to rebuild the
ISRAConsole.ear and the ISRASampleWEB.war.

8. If not already open, open a command window/ command line console/
terminal window and cd to <ISRAhome>\ISRA340\Sample\tmp1\tmp2 and
run:

a. del ISRASampleWEB.war
b. "<WAS_HOME>\java\bin\jar" -cvf ISRASampleWEB.war *
c. copy ISRASampleWEB.war ..
d. Entery to overwrite the old ISRASampleWEB.war
e. cd..
f. del ISRAConsole.ear
g. rmdir /S /Q tmp2 (In Windows 2012 PowerShell, use only rmdir tmp2)
h. "<WAS_HOME>\java\bin\jar" -cvf ISRAConsole.ear *
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copy ISRAConsole.ear ..

Enter y to overwrite the old ISRAConsole.ear

cd ..

rmdir /S /Q tmp1l (In Windows 2012 PowerShell, use only rmdir tmp1)

- 7\-‘— -

Deploying ISRA Console and Sample Application in
Standalone Environment

This section describes how to deploy the ISRA Console and Sample Application
on a WebSphere Server to access ISRA in a standalone environment.

It is deployed through the WebSphere Network Manager Administrative console.
The steps to deploy are:

1. Start the WebSphere first steps. Log in as the root user, change directory to
/<Webpshere home>/AppServer/profiles/default/firststeps and
execute the firststeps.sh script, as follows:

# cd /<Websphere home>/AppServer/ profiles/default/firststeps

# ./firststeps.sh
2. Log in to the WebSphere Administrative console

3. Click Applications > Application Types> WebSphere Enterprise
Applications> Install. The following screen appears:

Specify the EAR, WAR. JAR, or SAR module to upload and install.

Path to the new application

® Local file system
Full path

Browse..

© Remote file system
Global deployment sattings

Services Browse...
Resources

Secunty | Next | | Cancel |

Environment

4. Click Browse to locate the ISRAConsole.ear and deploy the Console and
Sample Application in the target environment. Also, specify a name for the
application, the default name is ISRA Console.

5. Click Next. The following screen appears.

— ————

Environment

System sdministration

6. Click Next until the Summary screen appears.
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———y
WebSphere.

View:

Welcome
It Guided Activiies
i servers
IF Applications
New Applicstion
= Application Types
WebSphere enterprise applications
Business-level applications
ssets
Global deployment settings
1 Senvices
Hl Resources
Hl securiy
I Environment
Fi System administration
Fé Users and Groups.
1 Manitring and Turing

o Troubleshacting

F ubDL

‘Spacify options for installing enterprise spplications and modules.

Step 1 Select Summary
installation options

Summary of installation options

Field help
For field help information,

=elect a field label ar st

Options. Values marker when the help cursor
is displayed.
Precompile JavaServer Pages files No
Directory to install application Page help
More information about this
Step 4: Summary. Distribute application Yes lore
Use Binary Cenfiguration No B 4 Assist
Deploy enterprise beans No iew i
action
Application name 15RA Console
Create MBsans for resources Yes
Override class reloading ssttings for Web and £18 N
modules °
Reload interval in seconds.
Deploy Web services No
Validate Input off/warn/fail warn
Process embedded configuration No

File Permission

Fdli=755%. 7, 50=755% 7\, a=799% F\sl=735

Application Build 10 Unknown
Allow dispatehing includes to remote resaurces No
Allow servicing includes from remots resources No

Business level spplication name

Asynehronous Request Dispstch Type Disabled
Allow E18 referencs targats to resobve automatically | No
Deploy cient modules o

Glient deployment mode t=olated
Validate schema o
Callode/Server Click here

Servers
|7 saplications
New Applicetion
= applcation Types
‘WebSphere enterprise applications

Business-level applications
azers

Global deployment settings:
Senvices

Resources

Security

Environment

System administration

Users and Groups

Maritoring and Tuning
Troubleshoating

Service incagration

woor

View:
Welcome in icati process can Do not save the until the
Guided Aciviies on server where s deployed for about the E48 Htoccurs.

ADMASO16I: Instatlation of ISRA Console started.

ADMASOG7I Resource validation for application ISRA Console complsted successfully.

ADMASOS8I: Applcation and are valigated vith g
ADMASO0SI: The appication E p
ADMASO0SI: The application i posttory.

ADMASOB1 The bootsirap address for client module is configured in the \WebSphere Application Server repository.
ADMASOS3I: The library references for the installed opfional package are created.

ADMASO0SI: The applicaion ISR/ E posi
ADMASOD1: The application binaries are saved in C-\Prog;

Gonsole.car

ADMASO05I: The application ISRA Cor i repositon

'SECJ04001: Successfully updated the application ISRA Console with the appContextiDForSecurity informafion

ADMASO0SI: The application o

v
ADMAS00SI: The application i repository

ADMAS1131 Activation plan created successfuly
ADMASOT1I: The cleanup of the temp directory for appiication ISRA Consale is complete.
ADMASO131 Applicafion ISRA Console installed successfully.
Application ISRA Console installed successfully.
To start the application, first save changes 1o the master configuration.

Changes have been made to your local configuration. You can:
- Save directly to the master canfiguration,

* Review changes befors saving or discarding.

annlicatinn: & fons”

8. Click the Save (directly to the master configuration) link. The following screen
appears:

WebSphere.

View: [Alltsks V]

Welcome Acck =

Guided Activiies Enterprise Applications Fi P

— e e et st s e syt ot e bl s
e bl

- i par

(= Application Types

WebSphere enterprise applications
Business-level applications

Global deployment settings.

Services

Resources

Security

Enviranment

System sdministrasan

Users snd Groups

Monitoring and Turing

Troubleshooting

Sanice intagration

oot

More information bout thi
bage

e =

Command Assistance

You can administer the following resources:

View administrative scriptir
‘ommand for last action

] | Defsultasplication >
[] |ISRAConsole ®
0] |saee B
O |aue £
Total 4

9. Click Applications> Application Types> WebSphere Enterprise

Applications. Check the ISRA console and click Start. A message as shown
in the following screen, appears:
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El Messages

[a} ISRA Consale on and node. The collection
may nesd to be refreshed to show the current status.

) Servers

=) Applications

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servars.

braferances

Start || stop || install || uninstal || update || rellout Update || Remeve e || export || Sxport 0oL || Export e

&

‘ Application Status &)

LAR R 2R 2

usD1

Deploying ISRA Console and Sample Application in a
Clustered Environment

This section describes how to deploy the ISRA Console and Sample Application
on WebSphere Application Server to access ISRA in a clustered environment.

Note

The Console and Sample Application must be deployed on an
environment where session affinity is enabled.

The ISRA Console and Sample Application is deployed through the WebSphere
Network Manager Admin console. The steps to deploy are:

1. Start the WebSphere first steps. Log in as the root user, change directory to
<DeploymentManager home>/profiles/dmgr/firststeps and execute the
firststeps.sh script, as follows:

# cd <DeploymentManager home>/profiles/dmgr/firststeps
# ./firststeps.sh

2. Log in to the WebSphere Network Manager admin console.

3. Click Applications> Application Types> WebSphere Enterprise
Applications> Install. The following screen appears:

T T

Servers Specify the EAR, WAR. JAR, or SAR module to upload and install.
ue e —

o Next Cancel

4. Click Browse to locate the ISRAConsole.ear and deploy the Console and
Sample Application in the target environment.

5. Click Next. The following screen appears:
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WebSphere.

View:

Welcome
Guided Activities.
servers
|= Agplcations
New Application
5 Application Types
WebSphere enterprise applications
Business-level applications
assers
Global deploymen sessings
Services
Resaurcas
secury

Environment

=

Enterprise Applications

Preparing for the application installation

How do you want to install the application?
(® Fast path - Prompt only when additional information s required .

© Detailed - Show all instellation aptions and parameters,

Choose to generate dafault bindings and mappings

WebSghere

A

A appicanons
New Appication
Insall New Middavare bpplcaion
1=l Applcasen Types
WebSphars smtarpria spplcaions
Gusinezs leve spplicaans
Aty
Edmon Conrel Cantar
Slobal deptoyment satings

Click Next. The following screen appears:

Spacify options for instaling enterprise sppications and modules.

Ioin«whlnvl.u spplcation halp
¥ istrbute appication

[ use Binary Configuration
[1 eploy anterprise beans

i o
=

I‘”‘ tion ediion

lm-w duseripton

¥ Creata MBaans for rescurces

[ Grvarride class relonding settings for Web and EJB modules
fisload intarval in seconds

[ baploy web sarvicas

alidats Tnput offfswarn/fail

[ Brocess smbedded configuration
File Permission

Hlicrs ol Has 13 be read Bt not written to
Mliows executables to sxecute
Allors HTML snd image iles to ba resd by svaryons

[\ dla7ssa = 58T an7uie o

Freld help
Swaciy the varoun spons that e avedoble for your spbcation e termtion,
Tiact fld labl ot bt
) marbar whts 0 b Emar
] pracomeil 3avasrver pagas fles M

WebSphers.|

Welcame
ided Activiies

Servers
= Applications
Al applications
New Application
Install New Middleviare Appiication
5] Application Types
WebSphere enterprise applications
Business-level applications
Assets
Ediion Control Genter
Global deployment settings.

bs.
Semvices

= Resources
Schedulers

Object pool managers
v £ default rasources

s

[ — | A

install tiew Application

‘Spacify options for installing enterprise applications and modules.

ep 1 5 Map modules to servers

installation options.

‘Specify targets such as spplication servers or clustars of application servers where you want o install the modules that are

Step 2: Hap contaned in your appcetio, Hodues can be ntaled on the same sppiceton servr o dispersed among severalappication
totl The

Field help
For field help i
select a fisld Ia
is displayed.

Page help

LELE R D il ccrvers. Also, specify the Web servers as targets that serve as
o oo o ach e oo sk bored o the et o e o o

Clusters and

Step 3 My
hosts for.

Stap 4 Summary

Select | Module URL Server

15RACGRSol. war, WES-
INFfrizb.aml

[ | 1sraconsola.ar

D Wbl

paae

8. Select Cluster/Server from “Clusters and Servers” list and check the

9.

module. Click Next.

The following screen appears:

Welcome
Guided Actvicies.
Sarvers
= Applications
Al applications
New Application
Install New Middlewiare Application
2 Applcation Types
WebSphere enterprise spplications.
Business-level applications
Assets
Edition Cantrol Canter
Global deployment sectings
Jobs
Sarvices
= Resources
Schedulers
Object pool managers
Java EE default resources
s
EC
5 Resource Adapters
Resource adapters

View: [Alltasks v N

Speciy the vrtual host for the b moduiesthat are consined i your spplictin. You con nstl Vieb

H2p modies modules on the £ame virtual host or dispersa them amang several hos: Page help
# Apply Multiple Mappings. More information at]
> step 5 g viesusl e
Rosts for Wab
modules
Step 4 Summary
e o Select| Web module Virtual host
@ nsole.war default_host
V] | 1sRAssmplewEs [detoutt_host!

Field help
For field help inform)

selact 2 field label
Step 1 Select Map virtual hosts for Web modules marker hen the h;
installation options. displa

Click Next. The Summary screen appears.
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WebSphere.

eteTton cptans
View: [All tacks A Summary of installation options.
Ste 2 Map modules
Walcoms o servers opions Values
Guided Activities. Field help
P — Precompile Javaserver Pages files o e o e nformtion,
o hosts for Web modules Directory to nstall application seleck 2 fisld label or lst
marker when the hlp curs:
 Applcatons Step 4: Summary Distribuste application Yes iz displayed,
A applications Use Binary Configuration o Page help
New Applicatian Deploy enterprise beans o More information abaut this
Insell N Micleware Applicaion More information sbout this
Application name ISRA Console bage
(= Application Types e 4 Assist:
WebSphere enterprise applcations Application edition ommand hasistance
i 4 e sdministrative script
Business-level applications Edition description T ey
Assets Create MBeans for resources Yes
diion Control Ganver
Override dass reloading settings for Web and E18
Global deployment settings S IS o
2o Reload iterval n seconds
T Deploy Web services o
— Validate Input off/warn/fail warn
e Process embedded configuration o
Object pool managers File permission VTR —————————
Java EE default resources Application Build 1D Unknown
5 Allow dispatching includes to remote resources. No.
e i cludes fr
S Allow servicing includes from remote resaurces o
——— Business leval application name.
26 connection faceries Asynchronous Request Dispatch Typs Disabled
2€ activation spacifications Allow E78 reference targets to resolve automatically | No
726 administerad objects
Deploy clint modules o
CEa=ry lient depls od Tsolated
Cllent deployment made o
Cache instances. L=t
- Validate schema o
@ Giick hers
A

10. Click Finish. The following screen appears:

[

View

| A oo

Welcome.
Guided Activies

Sarvers

= Applications
Al applications
New Application
Install New Middlevare Application
= Application Types
WebSphars enterprise applications
Business-level applications
Rasars
Ediion Gontrol Center
Global deploymen seings
1obs
Services.
= Resaurces
Schedulers
Object pool mansgers
Java EE default resources
s
B DBC
2 Resource Adapars.
Resource adapters
726 connection factaries
226 activation specifications
326 administered objects

I there are enterprise beans in the application, the E. tak

Do not save the tion until the )
Gheck on

or server where the appliation s deployed for specific information about the EJB deployment process as it occurs.
ADMASO16I: Instalation of ISRA Console started.

ADMASO67I- Resource validation for application ISRA Console completed successiully.

ADMAS058I Application and module versions are validated vith versions of deployment targets

ADMAS005I: The applicafion ISRA Console is configured in the WebSphere Application Server repository.

ADMAS00SI: The application ISRA Console is configured in the WebSphere Application Server repository.

ADMAS0811- The bootsirap address for client module: ol repository
ADMAS0531 The library references for the installed optional package are created.

ADMASO0SI: The appication ISRA Console is configured in the WebSphere Applcation Server repository.

ADMASO011: The applicafion binaries are saved in C:\Program
ADMAS00SI: The application ISRA Console is configured in the WebSphere Application Server repository.
'SEGJ04001: Successfully updated

ISRA Gonsole with it information
ADMAS005I- The appication ISRA Gonsole is configured in the WebSphere Applcation Server repasitory.
ADMAS005I- The appication ISRA Console is configured in the WebSphere Appication Server repasitory.
ADMAS1131: Activation plan created successfully.

ADMASO111: The cleanup of the temp directory for application ISRA Console is complete.

ADMAS013: Application ISRA Gonsol

stalled successfuly.
Application ISRA Console installed succassfully.
To start the appication, first save changes o the master configuration.

Changes have been made to your local configuration. You can:
= Save directly to the master configuration.

11. Click Save.

View:

Welcome
Guided Activities
Servers
| Agplications
All spplications
New Application
Install New Middleware Application
 Agplication Types
‘WebSphere enterprise applications
Business-level applications
Assets
Edition Cantrol Center
Global deploymen settings
Jobs
Services
|= Resources
Schedulers
Object pool managers
Java EE default resources

L

Enterprise Applications
Uss this page to manage installed spplications. A single application can be deployad onts multiple sarvars.

Preferances

uninstall || update || Rollout Update | Remove File Export DDL || Export File |

Select niame | applcation status &

You can administer the following resources:

O ‘nshu\ ication ‘ EY
=] ‘]srucnnsala ‘ =
Total 2.

12. Click Applications> Application Types> WebSphere Enterprise
Applications. Select ISRA Console and click Start. ISRA Console and
Sample Application get started.

A message, as shown in the following screen, is displayed:
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(e s

+ Ouided Acitios

= Massager

I Application 1RA Console on sarver server2 and
may need to be refreshed to show the current statu:

[ Application ISRA Console
may need to be refreshed to
[ Application 1584 Conscle

d to

may need to be refreshe: current status.

Enterprive Apphications

node orbit2Node02 started successtully. The colection
4 and node orbit2Node03 started successfully, The collection
1 status

ind node orbit2Nede0d started successhully The collection

jar1 and node oebit2Nede03 started succassfully, The collection

4
Selact Name & Apphcation Status ()

You can administer the following resourcest
QefauhApalication Ld
15RA Console £
Total 2

Fiold help
For fald halp inforr
label

Command Assistance.

Vi adesnintrative scriot]
command for last action

13. To update web server plug-in, run the following command:

<DeploymentManager home>/profiles/dmgr/bin/GenPluginCfg.sh

Note The user must update web server plug-in after deploying

web/enterprise applications.

Using the ISRA Console

To access the ISRA Console, complete the following steps:

1. Go to the location where the application is available:

(http://I<AppServerName>: <AppServerPort>/<ApplicationContextRoot>)

ApplicationContextRoot is ISRAConsole

(?ISRA Administration - Windows Internet Explorer

=1 B3

Iy S— )
A 52 IE http:/flocalhost: 7001 /ISRAConsole

= B4 ] x []2 ging
. Favorites I w £ Suggested Sites v @ | Web Slice Gallery ~

@ 15RA Administration | |

- © [ pm v Page~ Safety~ Tools~ @~

Al

ISRA Administration Console

JNDI Name: IISCF Submit I

ISCF1

(c) 2008 IBM Corporation

The ISRA Adminisiration console supports IBM Filenet Image Services Resource Adapter 3.4 Fix Pack 1 and ahove.

-

Done ’7 l— ﬁ ﬁ ﬁ l_ l— [?i. Local intranet | Protected Mode: Off

4|
‘v | H100% -
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2. Enter the JNDI name of the library and click Submit.

A page showing the current values configured in the ra.xml is shown along
with controls to edit the ISRA logging levels.

To access the ISRA Sample Application, a link is provided on the page.

=

ISRA Administration Console

Set ISRA Logging

ISRA Release Version : ISRA_3.4 FixPack 8 (Build:isrd00.049.001)

ONo Logging

ISCF: Custom Properties defined in ra.xml

O Warning and E TLogging
O Information Logging

® Debug Logging

I Custom Property Value
IS Domain Name [SRAT542
IS Organisation Name: 1BM

Product Name

[BM FileNet Image Services Resource Adapter

[Product Version

ISRA 3.4.0 Enterprise

[Cache Refesh Inferval (in minutes): _][30
Enable RPC Logging Deployment Instance: o
[Clicnt Code Page: cp1252
Change Logging Level (Char Set Encoding: 1508859 1
[Page Buffer Size (Bytes): 65536
[Log File Name: C-"Program Files\IBM\WebSphere\AppServeriprofiles\ AppSrv04 1SRA_0_§ log
[ View JvM Statistics | [RPC Log File Name: C:\Program Files IBM{WcbSphere\ AppScrver|profiles\ AppSrv04'1SRA_0_8_RPC.log|
[RPC Logging Mode: 1
[Logging Level: 2
ISRA Sample Appl: [Logging Mode 3
[Log File Size (Bytes): 5242880
Security cache mode - 1
Main Page [Meta Data Cache Mode: 135

ILDAP Implementation Class Name

com filenet is ra fnis FN_IS_IPlanetlmpl

[LDAP Implementation Class String: _ |[filenetserver:389:0u=filenet.ou=people.dc=filenetroot

Changes to the logging level settings are applied to ISRA with immediate
effect. The changes to logging levels are updated in the properties displayed

on the screen.

The changes are valid till the application server is recycled. When the
application server is restarted, the log-level settings specified in the ra.xml

are used.

The JVM statistics can be used to study the memory usage in the Application

Server JVM.
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CJVM Memory Statistics - Windows Internet Explorer

@Sv]& http:{localhost: 7001 /1SR AConsolefweb/Check¥MStats. jsp j ®|[ 2| X ], Bing

S Favorites |9 @] Suagested Stes ~ @ | Web Slice Gallery +

D

& 1M Memory Statistics I I f-“ﬁ X: ~ 0 m= - Page~ Safety~ Tools ~ @v

JVM Memory Statistics
Max Memory (in MB)494
Total Memory (in MB).247

Free Memory (in MB):104
Used Memory (in MB):143

Back
Refresh

[ [T [ |6 Localintranet | Protected Mode: OFf Yo v [M100% ~

Deploying IBM FileNet Image Viewer in Standalone
Environment

The IBM FileNet Image Viewer is used by the ISRA Sample Application to
display documents of specific mime types (TIFF, JPEG and BMP). Skip this

section and move to the next, if you do not want the IBM FileNet Image Viewer
configured with the ISRA Sample Application.

The steps to deploy the IBM FileNet Image Viewer in a Standalone environment
are:

1. Launch the WebSphere Administrative console. Click Applications >

Application Types > WebSphere Enterprise applications. The following
screen appears:

WebSphere. T

Specify the EAR, WAR, JAR, or SAR module to upload and install

Path to the new application
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2. Click Browse. Navigate through the ISRA installation directory and choose
FNImageViewer.ear. Click Next, until the Summary page appears.

[
WebSphere, [T
View: " lications and modules.
elp
Welcome P
Step 1 Sel Summary
Guided Actviies installation options: Field help
ummary of installation options For field belp informa
Servers Map modules Summary of installstion opti select a fisld label or
to servers Options Values marker when the hel
= Appications is displayed.
e 3 Map virtual Precompile JavaServer Pages fles o
fosts for Web modules Directory to install applcation Page help
& Applicaton Types ul {id More information abo)
‘WebSphers enterpri applications Step 4: Summary Distribute application Yes
Business-level applications \se Binary Configuration o
ssers
Deploy enterprise beans o
‘Global deployment settings
Application name FliImageViewer
seniess Create MBeans for resources Yes
= = Override class reloading settings for Web and 18 o
Schedulers e
Object pool managers Relosd interval in seconds
Java EE efault resources e o
ws
Validate Input offfwarn/fai vam
oee bedded confi
Process embedded configuration "o
= Resouree Adapters g
Resource adaptars File Permission “\LdIl=755%.7\,50=755#."\a=755# "\ sl=753
J2C connection Facteries Application Build 10 Unknown
12 actiuation specfcations Allow dispatehing includes to remots rasources "o
12C adminisered abjects
Allow servicing includes from remote resources o
Coneurrency Pra—
Business level spplication name
che instances a2
- Asynchronous Request Dispatch Type Dissbled
- Allow 38 reference targets to resolve automatieally | No
saurce Emvironmen: Deplay client modules Mo
= Client deployment mode. Isolated
Validate schema "o
Environment
Glick here
System sdmivistration
Users and Groups e
Btocitodion i

Click Finish. The following screen appears:

WebSpher

‘WebSphers ancarprisa applications:
Business-level spplications
Hazers

Global deploymen settings.
 Services
5 Resaurces
Schedulers
Object pool managers
Java EE default resources
ws
1080
= Resource Adaptars
Resource adapters
12€ connection factories
226 activation specications
226 administered dbjsczs
Concurrancy
Cache instances
wail
URL
Resource Environment
¥ Security
% Enviranment
i System administration

F# Users and Graups

i | A ot onte crseorater e i
=
ADIAASO16I nstaton of Fimage\iswsr staid
o cuted s
donfor spptcaton
* Servers PP
ADMASOSO: Appicaton ——
7 Applications
T ADMAS00SI: The applicati posit
(= Application Types. 'ADMAS50051- The appl repository.

ADMAS0311: The bootsirap address for client module is configured in the WebSphere Application Server repository.

ADMAS053: The library references for the installed optional package are created.

ADMASO00SI: The app!

ADMASQ011: The

repositon

ved in C:Program

ADMAS00S: The app!

posi

SEGJ04001 y ups the

y information.

ADMAS00SI: The ap;

repositon

ADMAS00SI: The applicati

ADMA5113: Activation plan created successfully.

ADMASO0111: The cleanup of the temp directory for application FNimageViewer is complete

ADMASO013: Appiication FNimageViewer installed successfully.
Application FiTmageViewer installed successfully.

To start the appication, first save changes to the master cenfiguration.

posi

Changes have been made to your local configuration. You can:

+ Save directly to the master configuration.

* Review changes before saving or discarding

To work with installed applications, click the "Manage Applications” fnk.

¥ Manage Applications

as it ocours.

Click Save to Master Configuration. The following screen appears:

WebSphere, 51
View: [All tasks <
Weleome

H Guided Activities.
H Servers

= Agplications
New Application
= Application Types
WebSphere enterprize applications
Business-level applications
Raszes
Global deployment settings

i Sarvices

5 Resources
Sehadulers
Object pool managers
Java EE default resources
s
108
5 Resource Adapters.
Resource adapters
12C connection factories
126 activation speciications
126 administered objects
Concurrancy

‘ O = - Aopiicotions ? g [

Enterprise Applications

Usz this page to manags installad applications. A single application can be daployad snto multiple sarvars.

Praferances

)

Uninstall || Update | | Rollout Update | |_Remove File

Export DDL | | Export File

et ame

‘ Application Status 0

You can administer the following resources:

DefaultApplication

ENImageViswar

ISRA Conssle

ivtApp

Oooooo

query

L2 2 2N 2

Total 5

5. Click Applications > Application Types> WebSphere Enterprise
Applications. Enable the FNImageViewer check box and click Start. A
message, as shown in the following screen, is displayed:
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EEEEEEE e installed applications. A single application can be deployed onto multiple servers.

Uninstal || Update || Ralout Update || Ramove Fie || Export || Export DOL || Exprt Fie

LR 2R IR 2R 4

Note FNImageViewer.ear is located under the Sample subfolder in the ISRA
installation directory. IBM FileNet Image Viewer files
(FNImageViewer.jar) and IBM FileNet Image Viewer documentation
are located in the FNImageViewer\docs subfolder in the ISRA
installation directory.

Deploying IBM FileNet Image Viewer in Clustered
Environment

The IBM FileNet Image viewer is used by the ISRA Sample Application to display
documents of specific mime types (TIFF, JPEG and BMP). Skip this section and
move to the next, if you do not want the IBM FileNet Image Viewer configured
with the ISRA Sample Application.

The steps to deploy the IBM FileNet Image Viewer in a clustered environment
are:

1. Launch the WebSphere Network Manager Admin console. Click

Applications > Application Types > WebSphere Enterprise Applications.
The following screen appears:

WebSphere. re

Specify the EAR, WAR, JAR, or SAR module to upload and install.

new application

P
system u
i e

|C:\Softwares\ISRA3408_IF1 _ Browse...

O Remote file system

sabs [ Next | | Cancel |

Services

Resourcas
Schedulers
Object pool managers
Java EE default resources

s

108G

= Resaurce Adapters.

Resource adapters

2. Click Browse. Navigate through the ISRA installation directory and choose

FNImageViewer.ear. Click OK.

3. Click Next. The following screen appears:
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WebSphere. |

View:

Welcome

Guided Activities

Servers

= applications

Al applications

Hew Application

Install New Middleware Application

= Application Types

‘WebSphers enterprise applications
Business-level applications
Assets

Edition Control Center

Global deployment settings

Jobs
Services

(= Resources
schedulers

Object poe| managers
Java EE default resources

[ Resource Adapters.
Resource adapters
J2€ connection factories
2€ activation specifications
J2€ administered abjects

Concurrency

[ Cache instances.

wail

URL

Resource Enviranment

elact
installation options

Step 2 Map modules:

to servers

Sten 3 Mep virtuel
mad

st for

Step 4 Summary

Select installation options

Specify the various aptians that are available for your application.

[ precompile Javaserver pages files

Dlmm% to install a? on

Distribute application
[ Use Binary Configuration
[ eploy enterprise beans
Application name
FNImagetiewer

A%f\ jcation edition

Edition dﬁ[rifh'un

I Greate MBeans for resources

[ override class reloading settings for Web and E18 medules

Reload interval in seconds

[ ceploy web services
ut off/warn/fail

[ Process embedded configuration

Permission

4. Click Next. The following screen appears:

Websphere.
View: Atz &
Welcame

wided Acivites

= Applications
Al applications.
New Application
Install New Middieware Application
5] Application Types
WebSphers enterprise spplications:
Business-level spplications
-
Editicn Contral Center
Globl deployment settings

= Resources
Schedulers
Object pool managers
Java EE dafault resaurcas

51 Resource Adapters
Resource adapters
12€ connection factories
12C activation specifications.
12€ scminiszared objects

iev: Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options
Step 2: Hap
modules to servers
Step 3 Map virtual
hosts for Web modules

‘Step 4 Summay

Cles
elp

Field help

Far field help in

select a ield
Map modules to servers ark

is displayed.
‘Specify targets such a5 application servers or clusters of application servers where you want to install the modules that
e yout apBlkaton, Modules can be nsaled on te same soplcaton sever o dispersed among seversl appcation Page help

ervers, Also, specify the Web servers routers thi The 7l More informatiol

T Gt o) e et s ponarabed Eased o st s s roted e o

Clusters and servers:

= = == |

o

FImagelieweraar| ThIeS=Ver

[——— ‘

| Views [All asks

wekcame

1+ Guded Acivies

i+ Sarves

= Agplications
Jrysm—

Now Apgiication
il e Wil

= Applicacien Types

Edition Contred Cenear
Giobal deploprent settngs

14 Munitering and Tuning
2 Troublashocting

# Service imagravon
2 v001

Fiald help
or finld help information.

el label o I
Map virtual hosts for Web modules :‘L‘i‘.',:" label or list

duplayed.

Spacily the vrtual hestfo the Wb modules that are containedin your pslication. You can nstall W
modules o0 the same virtusl hast or disperse them amang seversl

@ Apply Mutiple Mappings

G| |

Select Wb moduls | virtual host |
W1 | Fimageviewerivar

6. Click Next. The following screen appears:
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9.

WebSphers.

installation options: =

View: [Alltasks <

Summary of installation options

Welcome Stap 2 Map modules
to zarvers Optians. Values Fretd hel,
uided Activities elp
[ Guided Actvic Pracompile JavaServer Pages fles o For feld hel
ey Directory to install application select 2 field
|5 asplcations Step 4: Summary Distributs application er iz displayad
Al applications. Use Binary Configuration No
New Application .
Deploy entarprize beans ne
Install New Middleware Application PoVISStE
[ —— Application name FilmageViewer .
WebSphere enterprise applications Application edition Comman,
Business-level applications Edition deseription e
Asses
Greate MBeans for resources Yes

Edition Control Center

e e Overmda cassreloading setings fr Web and £38 o
¥ 3abs. Reload interval in seconds
|l services Deploy Web services T
| Resources Validste Input off/warm/fail warm
|5 ramame operations Process embedded configuration T
File Permission 1, dI|=755#.7\ 20=755# \,a=7554.7\sl=755
f#l Security b = 3 b
Application Build 1 Unknown
|4l Operational policies
Allow dispatching includes ta remot resources Ne
f#] Environment
Allow servicing includes from remate resources [
[t en ki acon Business level application name
[#1 Users snd Groups Asynchronous Request Dispatch Type Disabled
|4l Monitoring and Turing Allow EJB reference targets to resolve automatically | No
[#] Troubleshoating Deploy client modules N
e Client dployment mode. Tsolated
e Validate schema Ne
Cell/Node/Server Click here

Click Finish. The following screen appears:

View: ADMAS15! Instalation of FNimageViewer slarted
e ADMASOGT! agphcanon
Lo ADMASDS3! Applcation ploy vel
# seen
- ADMASAUSI The apscation FNITISgeVIWaY s CORGUIEQ i e WELSEEre ADDRCANON Sarver regosiory
. a“:;l'uzm ADMASOUSI. The appication FHimage\Viewer is configured in the WebSphera Appication Serves repusitory
Hew Acpication ADMASOB1I The bocisirap address for in the WebSph epository
sl Mew Midesare Application
e —— ADMAS#S31 The Iorary reserences for he inatatied OpHONa PACKAgE AFE CT0ated.
WebSphere smarprise applications ADMAS00SI Tha appication FHimageViewsr is conigured inhe Wel:Sphars Application Serves rogosilory

e

. ADMASDO1 The savod n CProge
L . \aopdcaBoneiFHImage Vet a4rFHI age Vi .
el ADMASDOSI. The is conbgured Applcaton
@ SECIN00L Successtuty wh e *
5 saicns ADMASDOSI. The e contgured & peicaton
= Resources ADMASOUSI. The it config \pcation
* RUNGMA Dparatiens. ADMAS113 Activation plan created successhully
+ Securry. ADMASOT11 The appheal = complete.
 Osaranona polces ADMASO13I Applcation Fhimage\iewer instated successtuty

Application FLmageViswear instalied succassfully.

To starl the appication. first save changes o e master cenfiguration

5 Urers 4t Grovn
5 Monuring and Tuning Changes have been made to your local configuration. You can:
& Troublashostig + Save directhy to the master canfigurstion.

]y —— + Ravien: changes bafors saving o discarding.

& voor

o work with installed appications, cick the "Manage Appiications” ink

Click Save to Master Configuration.

% Guided Actriies Enterprize Apphications

# Sarvers s this page 1o manage - con be daplored

= opboavons & Preferences R
AN woplictions Star || stop | _inseat || umnstall || updste ||_Rollout updats ||_nemove file || export | _Export 00t | _expore Fls Puge help
e Application ==l = == == = = = B
el Rav Middlanas Appication BE T

= Applcation Typen ~
webSghare srarprise spphcanens Select Mame & Application Status () Command Assistance

Busness-level spphearians Yeu can administer the follaving rescurces:
pasers (] | Cefaubsoobcanon +
Edion Contral Canter |
Global deplaymart settings [] Eeimagsviews: =
CEC []  isEACensle +

Total 3

Fiakd halp
For fiald halp informatisn.
bl or st

¥ Operavonal polives

2 Usars. and Graups.
3] Maneorng and Tuning.

P —

Enable the FNImageViewer check box and click Start. A message, as
shown in the following screen, is displayed:
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10. To update web server plug-in, run the following command:

<DeploymentManager home>/profiles/dmgr/bin/GenPluginCfg.sh

Note FNImageViewer.ear is located in the Sample subfolder in the
ISRA installation directory. IBM FileNet Image Viewer files
(FNImageViewer.jar) and IBM FileNet Image Viewer
documentation are located in the FNImageViewer\docs subfolder
in the ISRA installation directory.

IBM FileNet Image Viewer Quick Start Feature

The Quick Start feature provides a mechanism for initializing a web browser, Java, and
Image Viewer session. The background task required to initialize an Image Viewer
session is performed at the time when the web browser is initialized, prior to the time
when Image Viewer is actually required. This reduces the startup time of Image Viewer.
This feature is supported on various operating systems, such as Microsoft Windows 98,
Windows NT, Windows 2000 Professional, and Windows XP. The only web browser
supported for this feature is Internet Explorer. The Quick Start feature is not enabled by
default; you need to manually enable it.

Enabling Quick Start Feature

To enable quick start feature, complete the following steps:

1. Extract FNImageViewer.ear from the patch.

2. Check the availability of "quickstart.htm" file in the FNImageViewer.war
extracted from FNImageViewer.ear.

3. Extract ISRAConsole.ear from the patch.

4. Extract ISRASampleWEB.war file from ISRAConsole.ear.

5. Extract 'DisplayDocument.jsp’ file from ISRASampleWEB.war.

6. Add the highlighted tag to the file as shown in the following code segment:
<APPLET CODEBASE = "/FNImageViewer/FNJavaVlFiles" ARCHIVE
="ji.jar"

CODE = "ji.applet.jiApplet.class" NAME = " viewONE" WIDTH =
"100%"
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10.
11.
12.
13.
14.

HEIGHT = "97%" HSPACE = 0 VSPACE = 0 ALIGN = middle
MAYSCRIPT="true">

<%$if (RAVersion2.equalsIgnoreCase ("Enterprise")) {%$>

<param name="UserId" value="<%=userId%>">

<param name="quickstartURL" value="quickstart.htm">
<%}/*End of if condition where
RAVersion2.equalsIgnoreCase ("Enterprise") */%$>
</Applet>

Save and close the file.

Bundle the new file into ISRASampleWEB.war
Bundle the WAR file into ISRAConsole.ear.
Undeploy the old ISRAConsole.ear

Deploy the new ISRAConsole.ear.

Open a document in IBM FileNet Image Viewer.
Right-click the document to open the context menu.

From the context menu, click Preferences > QuickStart to enable the Quick
Start feature. A 'tick' icon appears on the left-hand side of the Quick Start
menu indicating that the feature is enabled.

Enabling the Quick Start feature adds an icon within the System tray (bottom right of the
Windows desktop) and a menu item “IBM FileNet JavaView QuickStart for Internet
Explorer” under Start > Programs > Startup menu. After enabling Quick Start, if the
machine is rebooted, the Quick Start feature remains enabled. Disabling the Quick Start
feature removes the Quick Start icon from the System tray and the menu item “IBM
FileNet JavaView QuickStart for Internet Explorer” from the Start > Programs > Startup
menu. The 'tick' icon on the left-hand side of the Quick Start menu (right click document
> Preferences > QuickStart) indicating that the feature is enabled also disappears.

Known Issues in the Quick Start Feature

Following are the known issues in IBM FileNet Image Viewer:

e Web session does not end until Quick Start feature is disabled or the user
explicitly logs out of the session with the Web server. If the Quick Start feature is
enabled, closing the browser window(s) does not terminate the session with the
Web server.

e If Quick Start is enabled and Internet Explorer is not the default browser, then on
machine re-login or reboot, a message is displayed asking whether to make
Internet Explorer the default browser. To avoid the message:

Open a browser window.
1. Select Tools > Internet Options.

2. Click the Programs tab and clear the Internet Explorer should check
to see whether it is the default browser check box.

3. Click Apply.
4. Click OK.
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If the Always button is not selected on the security dialog box of the security
certificate associated with the Image Viewer, then on machine re-login or reboot,

a security dialog box is displayed.

QuickStart feature is not available in Image Viewer if web server is accessed

using IP address instead of host name in the URL.

Testing Sample Application

After the ISRA Sample Application is started, the steps to verify the deployment

or to access the ISRA Sample Application are:

1. Open a web browser and enter the URL:
http://<server>:<port>/context root.

For example: http://9.126.94.39:9088/ISRA/

The web application context_root is case sensitive. On a WebSphere server,
the default port number is 9080. The default context_root of the Sample

Application is ISRA.

IBM ISRA 3.4.0 Sample Application
[§ Sewch [ | Bome T GueeMomonsace  J | Mewowa |

ISCF
ISCF1

——

ISRA Sample Version: 3.4 Fixpack 8 InterimFix 1

2. Enter a valid Username and Password for the configured IS (check
configured ConnectionFactory for IS details) and click Login.

€ localhost8080/1SRA/web/Search jsp & | |- Google

iB8M
Search Browse Queue Maintenance Meta Data

ISRA 3.4.0 Sample Application (Enterprise)

P B ¥ A x- V¥ @

[8) Most Visited | 18M _| 1BM [l Rockstar-Social | IBM WebSphere Infor... 1BM Club India {8 w3 - Home &) Ttk health insurance [l IBM Support: Fix Central

g

By P

Search for Documents

select F_DOCNUMBER, F_DOCFORMAT, F_PAGES
from FnDocument where F_DOCNUMBER > 1

Folder Name

Max Rows 16

go
; Search Documents

User: SysAdmin_JNDI Name: ISCF_ISDomain: idmqa20b
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3. Click Help (?) icon on the Sample Application page for details on the
interaction parameters and options.
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4 . LDAP Configuration

In addition to direct IS logging, ISRA 3.4.0 also supports LDAP authentication by
third party servers.

It is necessary to map users present on the LDAP server to the IS, before using
LDAP authentication.

Note The installation of LDAP server and creation of users on the LDAP
machine are out of the scope of this document.

IBM FileNet provides two utilities - Idap_export and Idap_import to map existing
users on the LDAP server to the IS. These utilities are part of the IS package and
must be executed on the machines running the LDAP server and the IS.

The Idap_export utility is used to export usernames on the LDAP server to an xml
file. Whereas, the Idap_import utility imports user names that have been mapped
to the xml file and creates corresponding users on the IS.

It is mandatory that the Idap_import algorithm and the xml file be present on the
same machines, where IS exists. The Idap_import algorithm uses a hashing
algorithm to generate user passwords for the IS.

Mapping Existing LDAP Server Users to IS

To configure user IDs in an IBM FileNet IS library, complete the following steps:

1. Create user entries on the LDAP server. The user attribute “uid” is used to
create a user on IS. The remaining attributes (including “password”) can be
assigned any value.

2. Use the LDAP_EXP.exe utility to export the user entries created into an XML
file.

3. LDAP_EXP program has the following parameter options:

Option Description
s <server> LDAP server name or IP address, required value.
p <port> LDAP port number, optional value, 389 is default.
d <binddn> LDAP administrator bind domain name (DN), required
value.
w <bindpw> LDAP administrator bind password, required value.
t <ldap server | Required value for server type:
type> msft — Microsoft Active Directory
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Option Description
sun — Sun One Directory (iPlanet)
nov — Novell eDirectory(NDS)
ibm — IBM Directory
b <basedn> LDAP Base DN, optional value.
g <grouplist Group list file for input, optional value.
flename>

0 <XML output

XML output filename, optional value.

flename>

| <log Log filename to use, optional value.
filename>

I Check for special characters on <id> tags only
E Remove all escape characters — *\.

k Use paged results. Windows to AD only

z Use secure socket connection

X <grouplist Group list file name for output, optional value.
filename>

v Verbose log output.

cl <user Class type for User, default is 'person'.

object class>

c2 <group
object class>

Class type for Group, default is 'groupofuniquenames’'.

al <user Attribute to be used for user; default is 'dn'.
attribute>
a2 <group Attribute to be used for group; default is ‘dn’
attribute>

a3 <member
attribute>

Attribute to be used for member; default is
‘unigueMember'.

Note

User may use /?, -?, /h or -h to generate help.

Example command lines:

Sun One directory(iPlanet) server:
ldap exp -s SunSrvrl -d "cn=Directory Manager" -w ":/
"dc=iPlanet ,

,.t+=" -t sun -b

dc=com"
Microsoft Active Directory(AD) server:

ldap exp -s Win2KSrvrl -d "CN=Administrator,CN=Users
,DC=win2ksrvrl
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,DC=com" -w ":/, .++="
-t msft -b "dc=win2ksrvrl,dc=com"
¢ Novell eDirectory(NDS) server:

ldap exp.exe -s NovSrvrl -d "cn=Admin ,o=server" -w ":/ ,.++="
-t nov -b

"o=wa"
¢ IBM Directory server:

ldap exp -s IBMSrvrl -d "Cn=Administrator" -w ":/,.++=" -t ibm
-b "dc=ibmsrvrl, dc=com"

4. Use the LDAP_IMPORT.exe for IS libraries to import the user entries from
XML file into the specified IBM FileNet IS library.

Parameters:

1? Help screen

/h<host>[:organization] | IS host or domain nhame, organization.

/u<id> (used with /p) Authorized IS user name
/p"<pwd>" (used with Encrypted IS user password.
/u)

fi<file> XML input file.

For example, to import user entries from XML file:
C:\>ldap import /hIMGSERV:FileNet /ildap_ exp.xml

Note Options are NOT case sensitive. All the information or error messages
are logged to the system log or the file 'ldap_importyyyymmddlog.txt'. If
username and password are not specified in the command, it prompts
for username and password.

5. The IBM FileNet users created have a password generated from the
corresponding user IDs.

Changing ISRA Specific Parameters for LDAP

The configurable properties to be set (modified) in ra.xml are:

¢ LdaplmplClassName

e LdaplmplClassString

e InherentLogin

Refer to LdaplmplClassName, LdaplmplClassString, and InherentLogin in

section Configurable ra.xml Properties for details on the configuration of the
respective entities.
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5 . Undeployment

This section describes the undeployment procedure for the ISRA and the Sample
Application from the WebSphere server.

Undeploying ISRA in a Standalone Environment

To undeploy ISRA using the Administrative console:

1. Click Resources > Resource Adapters > Resource Adapters. The
following screen appears:

2. Select the ISRA check box. Click Delete. A message, as shown in the the
following screen, is displayed:

—
WebSphere. e

View: [Alltaske 2

Welcome

Guided Activities. = Messages Field help
For feld hlp i
B Ben e been made to your local configuration. You cans For fsd balp
- ty to the master configuration.
Applications
R changes befos caring.
Services

& The server may need to be restarted for these changes to take affect.

Object pool managers

Resource adapters

Java EE default resaurces

s an Enterprise Information System

108C

he levl st vohich the resource definition is visible. For detailed information on what
rks, see the scope settings help.

preferences

Install RAR.

==5 =

3. Click the Save link in the Messages box.
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Undeploying ISRA in a Clustered Environment

To undeploy ISRA by using the Administrative console:

1. Click Resources > Resource Adapters > Resource Adapters. The
following screen appears:

—_—
WebSphere. [N

View: [Al tasks v N
eip
Welcome.

¥ Guided Activitizs adapters.
i Servers Use this page to ma; provide the fundamental interface for connect

(£15). The Wabspher i embedded within the product to provid
H Applications. type of IS, use this pag source adapter archive (RAR) file. You can confi

RAR fle.
i Jobs

[ Seope: =All scopas

Show scope selection drop-dovin list vith the all scapes option

Object pool managers

Java EE defauit resources
All scopes
ms a

preferences

et Touserton © =

You can administer the following ressurcas:

o= |

Node=orbit2Node03

2. Select the ISRA check box. Click Delete. A message, as shown in the
following screen, is displayed:

= Messages Field help

For fied halp information,
{2 Changes have been madie t your local configuration, You can: B B ot iermats
+ Gaug drecty 1o the master confguration. Frarkt whan the halp cursar]
displayed.
+ avisw changes bafors saving or decarding.
Page help.
An optian to synchronize the configuration across mukipls nodes after saving can ba ensbled i Prafarsnces,
{3 Tha servar may nead ta b rastartad for theze changes ta take efect. eaae
Command Assistance
View adminutratrve scriptng|
Resource adspters ‘Commemand fos st actan
, fundamantal mtarface for 1o an Entarprise
(EIS). The WebSphers(R] Relational Resource Adapter is embedded within the product to provide sccess to relational databeses. To sccess anather
typa of 15, usa his page I instal & stand-slome resvurce adapter archive (RAR) ik, You can configars mulisle rescurce adaplers for aach instaded
RAR fla.

= Scope: Al scopes
BF Show scope selection drop-down list with the all scopes option

Scops speciies the leval at which the resource definition iz visible. For detailed infarmation on what
scape in and how it works, 5

@ Sraferances

inptall 48 || mevs.. ||_Delate || updste AR

Lol ulles
Select Name & Deseription & Scope
Wone

Total 0

3. Click the Save link in the Messages box.
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Undeploying ISRA Console and Sample
Application/FNImageViewer Application in a Standalone
Environment

Undeploying ISRA Console and Applications in a standalone environment on a
WebSphere server physically removes the application files.

1. Click Applications > Application Types > WebSphere Enterprise
Applications. The following screen appears:

—
[ software

View: [All tasks v
5
Welcome
Guided Activiies
Sarvers installed applications. A single application can be deployad onto multiple servers.
= Applications Prefere

[ univstal || upelate | _molut Update ]| nemove il || Export || Exgert DDL | Export Fie
]

e e

You can administer the following resourcest
Defaultapplication

Global deployment settings

Services

Resources ENImageViewar

¢ ¥ e

)
(%)
] | ISRA Console
O
)

Users and Groups.

Monitoring and Tuning

Troubleshooting
‘Service integration

upor

2. Select the FnimageViewer and ISRA Console check boxes. Click
Uninstall. A message, as shown in the following screen, is displayed:

—_—
WebSphere. re

[15%4 Console |

pppppppppppp

&=

& The server may need to be restartad for these changes to take effect.

Global deployment setzings
Enterprise Applications
.ge to manage installed applications. A single application can be deployad onto multipl

Services

Resources.

& Secury

Uninstll | _pgate | _Rollout pdate | _Remove Fls Sxport OOL |_Esport e

‘ Application Status 0)

ring and Tuning

Traubleshosting ry
Service integration

L4
uppr

>

4. Click Save to link in the Messages box.
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Note 1. By selecting the appropriate check boxes, all or one of the
applications can be uininstalled.

2. The user must undeploy the previous version of ISRA Sample
Application before deploying the latest version.

Undeploying ISRA Console and Sample

Application/FNImageViewer Application in a Clustered
Environment

Undeploying the ISRA Console and Sample Application in a clustered

environment on a WebSphere server physically removes the Sample Application
files.

1. Click Applications > Application Types > WebSphere Enterprise
Applications. The following screen appears:

Servers Use this page to manage installed applications. A single application can be deployed onto multiple servers. salect]
markd
Praferances Pt
Start || Stop || install || uninstall || update || Rellout Update || Remove File || Export || Export DDL || Export File Page
= More
(=] psae
sgm‘ Name & ‘ Application Status ¢ Comn
View
You can administer the following resources: —
Defaultpolicstion >
Editicn Coreral Center a
Gloka! dzploymant settings V] | Puimaceviener Y
Jobs W] | 1SRA Console >
Services
Total 3
Resources

Schedulers
Object pool managers
Java EE default resources
ms
08c
=) Resource Adapters
Resource adapters

120 connection factories

2. Select the FnimageViewer and ISRA Console check box and click
Uninstall. A message, as shown in the following screen, is displayed:

WebSphers. [T —

Click OK to remove the application(s). If you do not want to remove the application(s), click
Cancel to return to the previous page.

| ok || cancel

Schedulers
Obgect pool managers
Java EE default resources

s

108G

3. Click OK to remove the application(s). The following screen appears:
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Edition Control Center

Object pool managers
Java EE default resources
s

mBC

ianges to take sffect,

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

[ Preferances

_stort || stop || tnstal | | uninstai || update || Rollout update || remove File || Export || Export pL || Export Fie

&@)#

Seect| e &

| Applcation status ¢

You ean administer the following ressurces:

e

Total 1

[*

4. Click Save. The application gets uninstalled.

Note

The user must undeploy the previous version of ISRA Console and

Sample Application before deploying the latest version.
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6 . Troubleshooting

This section describes how to troubleshoot ISRA.

Disabling NCH Broadcasts

ISRA users (application client) need to access IS libraries across routers on
networks where broadcasts are disabled. This is done by creating alias entries
for the IS libraries in the hosts file, where ISRA is deployed. ISRA must locate the
IP address of the NCH server to find other IS services for an IS setup.

ISRA attempts to find the NCH server by generating broadcast packets, even if
the NCH server was not reachable using broadcasts. User can disable NCH
server location broadcasts to reduce broadcast traffic on the network.

User may want to disable NCH broadcasts if:

Routers are present between servers
Want no broadcast activity on the networks.

Want to force a multi-homed server to use a specific IP address configured
by the operating system network directory search facility.

The steps to specify the alias in the hosts file are:

1.

Locate hosts file on the server. It is located in the /etc folder on UNIX
systems. On a Microsoft Windows Server, it is located in the
\system32\drivers\etc folder in the Windows system directory.
Open the hosts file with a preferred text editor. If a host file does not exist,
create a new file using a preferred text editor.

For each IBM FileNet library that user needs to connect through ISRA,

entries must be made in the hosts file as: <IP address of

domain:organization> <domain-organization>-nch-server,
where:

e <IP address of domain:organization> is IP address of an IBM
FileNet domain and organization identifying the target IBM FileNet library
system (NCH Server).

e <domain-organization> iS domain and organization name. When
specifying the domain-organization name, follow these rules:
= Delete all characters except ASCII alphanumeric characters and

hyphens.
= Convert all upper case characters to lower case.
» Insert a hyphen between the domain and organization names.

= Append nch-server as a literal.

For example, if an IBM FileNet library has a domain, fn_is, the organization is
ibm, and its IP address is 123.45.6.78, the hosts file entry is:

123.45.6.78 fnis-ibm-nch-server
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Appendix A: ra.xml

ra.xml

<?xml version="1.0" encoding="UTF-8"?2>

<!DOCTYPE connector PUBLIC '-//Sun Microsystems, Inc.//DTD Connector
1.0//EN' 'http://java.sun.com/dtd/connector 1 0.dtd'>

<connector>
<display-name>ISRA</display-name>
<vendor-name>IBM</vendor-name>
<spec-version>1.0</spec-version>
<eis-type>IBM FileNet Image Services</eis-type>
<version>3.4.0</version>
<license>
<license-required>false</license-required>
</license>
<resourceadapter>
<managedconnectionfactory-
class>com.filenet.is.ra.spi.FN IS SpiManagedConnectionFactory</managedc
onnectionfactory-class>
<connectionfactory-
interface>javax.resource.cci.ConnectionFactory</connectionfactory-
interface>
<connectionfactory-impl-
class>com.filenet.is.ra.cci.FN_IS CciConnectionFactory</connectionfacto
ry-impl-class>
<connection-interface>javax.resource.cci.Connection</connection-
interface>
<connection-impl-
class>com.filenet.is.ra.cci.FN_ IS CciConnection</connection-impl-class>
<transaction-support>NoTransaction</transaction-support>
<config-property>
<description>Domain name of the Image Services
Server</description>
<config-property-name>DomainName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>FileNetIS</config-property-value>
</config-property>
<config-property>
<description>Organization name of the Image Services
Server</description>
<config-property-name>OrganizationName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>IBM</config-property-value>
</config-property>
<config-property>
<description>0-Exceptions and Warnings; 1-Info; 2-Debug
Level</description>
<config-property-name>LoggingLevel</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>0</config-property-value>
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</config-property>
<config-property>
<description>0-No Logging; l1-Console Logging; 2-File Logging; 3-
Both(File and console)</description>
<config-property-name>LoggingMode</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>3</config-property-value>
</config-property>
<config-property>
<description>Page data fetch size (in kilo bytes)</description>
<config-property-name>PageBufferSize</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>64</config-property-value>
</config-property>
<config-property>
<description>Cache refresh interval (in minutes)</description>
<config-property-name>CacheRefreshInterval</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>30</config-property-value>
</config-property>
<!-- Added by IBM for caching of groups only-->
<config-property>
<description>Security cache mode (l-caches users and groups 2-
caches groups only)</description>
<config-property-name>SecurityCacheMode</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>1</config-property-value>
</config-property>

<!-- Added by IBM for selective metadata cache refresh-->
<config-property>
<description>Selective metadata refresh(0-No refresh 1l-printer
cache 2-doc class cache 4-key fields cache 8-menu values cache
)</description>
<config-property-name>MetaDataCacheRefreshMode</config-property-
name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>15</config-property-value>
</config-property>

<config-property>
<description>Name of the Product</description>
<config-property-name>ProductName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>IBM FileNet Image Services Resource
Adapter</config-property-value>
</config-property>
<config-property>
<description>Product Version</description>
<config-property-name>ProductVersion</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>ISRA 3.4.0 Enterprise</config-property-
value>
</config-property>
<config-property>
<description>ISRA Logfile name (can include path) </description>
<config-property-name>LogFileName</config-property-name>
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<config-property-type>java.lang.String</config-property-type>
<config-property-value>ISRA.log</config-property-value>
</config-property>
<config-property>
<description>Maximum Size of ISRA LogFile (in mega
bytes)</description>
<config-property-name>LogFileSize</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>5</config-property-value>
</config-property>
<config-property>
<description>LDAP Authentication Class Name</description>
<config-property-name>LdapImplClassName</config-property-
name>
<config-property-type>java.lang.String</config-property-
type>
<config-property-
value>com.filenet.is.ra.fnis.FN IS IPlanetImpl</config-property-value>
</config-property>
<config-property>
<description>Server details for LDAP Authentication

</description>
<config-property-name>LdapImplClassString</config-property-
name>
<config-property-type>java.lang.String</config-property-
type>

<config-property-
value>filenetserver;389;ou=filenet, ou=people,dc=filenetroot</config-
property-value>
</config-property>
<config-property>
<description>Inherently login through LDAP authentication
or not 0-Direct IS Login;1-LDAP Authentication</description>
<config-property-name>InherentLogin</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>0</config-property-value>
</config-property>
<config-property>
<description>ISRA instance that is currently being deployed on a
single machine; Min Value = 1, Max Value = 100</description>
<config-property-name>DeploymentInstance</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>1</config-property-value>
</config-property>
<config-property>
<description>Parameter to enable PCH Logging in ISRA
</description>
<config-property-name>PCHLogging</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>Disabled</config-property-value>
</config-property>
<config-property>
<description>LDAP Anonymous user login flag</description>
<config-property-name>AllowAnonymousUser</config-property-

name>
<config-property-type>java.lang.Boolean</config-property-type>
<config-property-value>true</config-property-value>
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</config-property>
<config-property>
<description>0-No Logging; 1-File Logging</description>
<config-property-name>RPCLogging</config-property-name>
<config-property-type>java.lang.Integer</config-property-type>
<config-property-value>0</config-property-value>
</config-property>
<config-property>
<description>Codepage for ISRA</description>
<config-property-name>ClientCodepage</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>cpl250</config-property-value>
</config-property>
<config-property>
<description>Set this flag to true if your application displays
the dates returned from ISRA in GMT Timezone</description>
<config-property-name>GMTEnabled</config-property-name>
<config-property-type>java.lang.Boolean</config-property-type>
<config-property-value>false</config-property-value>
</config-property>
<config-property>
<description>Locale of the Image Services Server (two letter ISO
language code, for example en, de, ar, ja)</description>
<config-property-name>ISLocale</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>en</config-property-value>
</config-property>
<config-property>
<description>It is a configurable parameter to Ignore [77,0,11 The
object is busy] error, incase of DocMigration</description>
<config-property-name>IgnoreObjectBusyMsgInDocMigration</config-
property-name>
<config-property-type>java.lang.Boolean</config-property-type>
<config-property-value>false</config-property-value>
</config-property>
<authentication-mechanism>
<authentication-mechanism-type>BasicPassword</authentication-
mechanism-type>
<credential-
interface>javax.resource.security.PasswordCredential</credential-
interface>
</authentication-mechanism>
<reauthentication-support>false</reauthentication-support>
</resourceadapter>
</connector>
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Notices

Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not
allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only
and do not in any manner serve as an endorsement of those Web sites. The materials at
those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation

JA6AIGA

555 Bailey Avenue

San Jose, CA 95141-1003
U.S.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or any
other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal
without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs
are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.

Trademarks

e IBMis aregistered trademark of International Business Machines Corporation in the
United States, other countries, or both.
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e Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.

e Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license there from.

e Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

e Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

e Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other

countries.

e UNIX is a registered trademark of The Open Group in the United States and other
countries.

e Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

o ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

e |T Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency, which is now part of the Office of Government Commerce.

e Other company, product, or service names may be trademarks or service marks of
others.
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