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About The Manual

About This Manual

This manual provides information about configuring IBM FileNet Image Service
Resource Adapter (ISRA) 3.4.0 on a Sun Java System Application Server. Refer
the separate ISRA Installation Guide for Installing ISRA 3.4.0.

Conventions Used in the Document

The table lists the formatting conventions used in this document.

Conventions Description

Fi xed Size font Used for commands entered at the system command
prompt.

Arial font Used for important notes

Bold Occasionally used to refer to portions of user interface,

such as the Next button or the Install button

Related References

For all ImageViewer parameters please refer to the FNImageViewer
documentation provided with ISRA installation media.

<ISRA-home>\ISRA340\FNImageViewer\docs

For all P8 System Manager related information, please refer to P8 System
Manager Documentation, provided with ISRA installation media.

<ISRA-home>\ISRA340\SystemManager\docs

Comments and Suggestions

IBM invites all customers to communicate with the Documentation group on any
guestion or comment related to IBM FileNet manuals and online help. Send email
to comments@us.ibm.com. We will make every effort to respond within one
week. Your suggestions help us improve the products we deliver.
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ISRA Deployment

This chapter describes the deployment of ISRA on a Sun Java System
Application Server.

Note The installation procedure for Sun Java System Application Server is
outside the scope of this document, and it is assumed that required
settings and configurations have been satisfied. Please ensure that
policy file (server.policy) at <Sun App Server 8.1.02 installation
Directory>/domains/<domain name>/<server name>/config/server.policy
is updated with required security permissions. Grant the following

permissions for the default domain:

permi ssi on java. net. Socket Perm ssion "*",

"connect, listen, resol ve";

permi ssion java. |l ang. Runti mePer m ssion "nodi fyThreadG oup”;
perm ssion java.io.FilePermssion "<<ALL FILES>>",
"read,wite, del ete";

Deployment Requirements

This section lists the minimum software and hardware requirements for
successful deployment of ISRA on a Sun Java System Application Server.

Caution  All the xml related to the deployment of ISRA must be created
manually or use a pre-existing file that is valid. Do not copy xml
contents straight from the Deployment Guide

Hardware Requirements

e UltraSPARC 168MHz or better
e 256MB RAM
e |ISRA installation will require approximately 120 MB free disk space.

Software Requirements

e Sun One 8.1/9.0 Server on Microsoft Windows 2003 Server, Sun Solaris
9/10, HPUX 11i Patch Bundle B.11.11 and RedHat Linux AS 3.0/4.0

e IBM FileNet IS 3.6 SP2 and above

Deploying ISRA

1

Note The screenshots shown for deployment/Undeployment of ISRA,
Sample Application or FNImageViewer (taken on SunOne
Application Server 9.0 on Windows 2003 Server) may look slightly
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different on the user’'s machine, depending on the server, platform
version or settings etc.

ISRA is deployed using the Sun Java System Application Server administration
console. To deploy ISRA:

1. Start the Sun Java System Application Server.

On Windows Server, start Sun Java System Application Server from the Start
Menu by clicking: Start > Programs > Sun Microsystems > Application
Server PE > Admin Console.

Note Ensure that J2EE server is started. The message on the console,
J2EE server startup complete, indicates that the admin server is
running successfully.

2. To open the administrative console, enter the Sun Java System admin
console url <http://hostname:portnumber/admin> in a browser window. The
following screen appears:

gin - Netscape o ]
ile Edt View Go Bookmarks Tools  Window  Help

i Aok ’g‘“ > a fg%f |.& http:/f10.224.1.19:4848] asadmin/ adminguif TopFrameset j Eﬁ ‘@

Back Forward  Reload  Stop

i

Sun Java™ System Application Server
Administration Console

User Hame:
Password:

|‘3%ﬂ£ \&ngone '@'ﬁ@;
3. Specify User Name and Password, and click Log In. The Welcome screen
appears:
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Console - Netscape

.3 &

Back Forward Reload

|& http:/f10.224,1,19:4848/ asadmin/ adminguii TapFrameset

S|

Prink:

HOME WERSION

Us min  Server:

UPGRADE

Domain: d 11

Sun Java™ System Application Server Admin Console

Common Tasks

[ application Server

w O Applications
[ = Enterprise Applications
3 Web Applications
[ EJB Modules
[ & Connector Modules
(3 Lifecycle Modules
B App Client Modules
¥ Q Web Services
Custom MBeans
P B Resources
B [ Confiquration

Welcome to the Sun Java™ System Application Server

Common Tasks

Search Log Files
Search the log files of your application server instances.

Deploy Enterprise Application {ear)

An enterprise application is packaged in an EAR file, a type of
archive file that contains any type of J2EE standalone modules,
such as WiAR and EJB JAR files

Deployeh Application {war)
Aeh application i packaged in a WAR file, a type of archive file
that contains components such as semvlets and J8P pages

Create New JDBC Connection Pool
Aconnection poal is used to provide database access to
deployed applications.

Wiew Monitaring Data

I Mnnitar warinns asnerta nftha annlicatinn semer
4

REGISTRATION LOGOUT

Sun™ Micro:

Documentation

Quick Start Guide

Basic steps for starting the
application server, and for packaging
and deploying applications. It also
provides information about the Admin
Caonsole and command-line tools

Administration Guide
How to canfigure, administer, and
tmanitar the Application Server b

Developers Guide
Howto create and run Java EE
applications in the Application Server
environment. Topics include
developer tools, security, debugging,
and creating lifecycle modules.

| »

* Join GlassFish Community
+ IMeed help? Learn how to get free help from Sun
+ "Watch latest news i the Aquarium

G &b A 2 E3 | Done

[ Fo-[=ald

4. Click Applications >Connector Modules. The following screen appears:

Console - Netscape

Forpard Reload

:gg |$ http:/f10.224.1.19:4545  asadmin/ adminguii TopFrameset

o= -8

Prink

HOME VERSION

Us admin  Server:

UFGRADE

Domain: domain

Sun Java™ System Application Server Admin Console

Common Tasks

E Application Server

< O3 Applications
[ @ Enterprise Applications
3 Weh Applications
3 EJE Modules
3 Connector Modules
O Lifecycle Modules
3 App Client Modules
B web Senices
Custom hBeans
F B Resources
I [ Confiquratian

Application Server = Applications = Connector Modules

Connector Modules

REGISTRATION LOGOUT

Aconnector module is used to cannectto an Enterprise Information Systern (EI8) and is packaged in a RAR

(Resource Adagtar Archive) e or directory.

Deployed Connector Modules

[ Deploy || Undeploy || Ensble || Disanle |

| application Name | Enabied

| Location

| actions \

| Mo applications found. Click"Deploy.." above to deploy a new application

b Eh A 2 B8 |

Fo-[=ls

5. Click Deploy. The following screen appears:
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Sun Java{TM) System Appl n Server Platform E: Console - Netscape

Elle  Edit

Wiew Go Bookmarks Tools  wWindow  Help

‘i - %" » 3 ‘gé |.ﬁ http: /10,224, 1.19:4548/ asadmin/adminguif TopFrameset - =& . N

Back Forward Reload  Stop Prink

e
HOME WERSION UPGRADE REGISTRATION LOGOUT HELP

Usi min Server: 1 113 Domal
Sun Java™ System Application Server Admin Console

Sun™ Mi

Common Tasks

Application Server = Applications = Connector Modules

B Appiiation Server Deploy Connector Module (Step 1 of 2)

Specify the loeation of an application to deploy. Applications can be in packaged fles, such ag rar, or in the standard

w 3 Applications

[+ = Enterprise Applications Connector Module directory farmat.
3 Web Applications
3 EJB Modules Location: ¢ Package file to be uploaded to the Application Server
3 Connector Modules File To Upload: [ Browse...
O3 Lifecycle Modules ¢ Package file or a directory path that is accessible from the server,
3 App Client Modules File Or Directory: |

@ web Senices
Custorn MBeans
b B Resources
b [ confguration

Hh £L & 2 B3 | Dome \ o[

6. Specify the location of the ISRA.rar file or click Browse to navigate to the
directory containing ISRA.rar. Click Next. The following screen appears:

Server Platform E Console - Netscape

=18l

Go Bookmarks Tools  Window Help

i = Q e \a fgvg I.& http:/f10.224,1,19:4848/ asadmin/ adminguii TopFrameset j d‘ '@

Back Forpard Reload  Stop Print:

HOME WERSION

User: admin Server: 10 1189 Domain: domaini

Sun Java™ System Application Server Admin Console

UPGRADE REGISTRATION LOGOUT

Sun™ Micro

Comimon Tasks Application Server = Applications = Connector Modules

B #pwioation Server Deploy Connector Module (Step 2 of 2)

Specify settings for the connector module you want to deploy. Ifthe module has already heen deployed, choose a

w O Applications

[ @ Enterprise Applications different application name and deploy it under a new name.
= Weh Applications *Indicates required field
[ EJB Modules General
3 Connector Modules
0 Lifecycle Modules File Hame: ISRArar
=9 App Client Modules * Application Name: [ISRA
Q Web Services Mame must cortain only alphanumeric, underscore, dash, or dot characters
Custam MBeans Thread Pool ID:
b B Resources Thread pool ID for connector moduls (resource adspter)
b [ Confguration Status: ¥ Enabled
Rur: ™ Werifier

Perform detailed verification before deploying

Registry Type: Mone -

Description: | =

Add & description of the component

Resource Adapter Properties

G L A 2 B3 | Do o=[=al

7. Click Finish. The following screen appears:
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(&) sun Java(TM) System Application Server Platform Edition 9.0 Admin Console - Netscape o [m] 3|

i Fle Edt View Go Bookmarks Took Window Help

< . = @A & | & httpif10.224.1.12:4848 ssadminfadmingui/TopFrameset

il Back Forward  Reload  Stop

.
HOME || VERSION

User: admin Server:

UPGRADE REGISTRATION

102241149 Domain: domaint

Sun Java™ System Application Server Admin Console

Common Tasks Application Server = Applications = Connector Modules
W PAgpliotton Servor Connector Modules
.06 hpplicationg Aconnectar module is used to connectto an Enterprise Information System (EIS) and is packaged in a RAR (Resource Adapter
[ @ Enterprise Applications Archive) file or directary.
3 EJB Modules | Deploy... H Undeploy H Enable H Disakle |
mELCmcorbiduis | |Applicatiun Name . | Enabled - | Lacation a ‘ Actions ‘
ﬁ_ i | [l ISRA true ${com.sun.aas.instanceRootyapplications/iZee-modules/SEA  Redeploy
3 Lifecycle Modules
3 App Client Modules
@ wenh serices
Custom MBeans
P P Resources
b [ configuration
S & & N2 B | Fo-=F

8. Deploying ISRA is completed.

9. Next step is to complete the Mandatory steps necessary for ISRA. Refer to
Mandatory Requirements for ISRA section before restarting the Application
Server.

Note The check box against the Application Name(s) may be used to
Deploy/Undeploy/Enable/Disable it. The Status field, corresponding
to the application name will be modified accordingly.

Mandatory Requirement for ISRA

The mandatory requirements for ISRA 3.4.0 include:

1. Include listener.jar and log4j-1.2.8.jar in the classpath of Sun Java
System Application Server. To include the jar files in classpath:

i. Start Administrative console.

ii. Click Server name (for example, here it is Application Server) from
the left panel.

iii. Click JVM Settings tab in the right panel. The following screen
appears:
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) Sun Java(TM) System Application Server Platform E ] nsole - Netscape I [] 3]
File Edt Yew Go Bookmarks Tools Window Hslp

< . 2 .3A @ | i hitp:4110.224.1.19:4048 asadminjacingui TopFrameset =l = "@

| Back  Fowsmd  Reload  Stop Print

e
HOME || VERSION UPGRADE || REGISTRATION LOGOUT

User: admin Server: 10224119 Domain: domaini

Sun Java™ System Application Server Admin Console

Common Tasks
[ Application Server Settings I
L gl aone || cenerst | pamsetngs | avoptons | promer

[ @ Enterprise Applications
3 Wieb Applications JVM General Settings

O3 EJAModules Change the general configuration settings for your Java Wirtual Machine (JYM). Some of these fields control the interaction
with a Java Platfarm Debugger Architecture (JPDA) debugger,
w @ Connector Modules

[ 1SRA Load Defaults

3 Lifecycle Modules

* Indicates required field

& App Client Modules * Java Home: I!]i{l:nm sun.aas javaRooth Description
& wieh Services Path to the directary In which the J2SE is installed
Custorn MBeans Javac Options: Irg
b @ Resources Command line options pass to the javac compiler
b [ configuration Debug: [ Enabled

Start server in debug mods reacy for JPDA-bassd debusger

Debug Options: |r><debug -srunjdwptranspont=dt_socket,serversy,suspend=n,address=9003
JPDA options passed to JvM when debugging enabled

RMI Compile Options: I-nup -poa -alwaysgenerale -keepgenerated -g
—keepgenerated saves generated source for stubs and tiss

Bytecode Preprocessor:

T @ A 2 @ | \ Fo-[=lF ,

iv. Click Path Settings tab. Include listener.jar and log4j-1.2.8.jar in
the Classpath Suffix, and enable the Environment Classpath
check box. The screen appears, as shown below:

un Java(TM) System Application Server Platform E ] nsole - Netscape I [] 3]

File Edit Wew Go Bookmarks Tools  Window Help

< . = A @ |$ hitp: [{10.224.1,19: 4848 asadmin/adminguif TopFrameset = .

{ Back Forward Reload  Stop Print
T
HOME WERSION UPGRADE REGISTRATION LOGOUT

Usi Server: 10.2241.19 Dom omain

Sun Java™ System Application Server Admin Console

Common Tasks

[E apnplication Server Append to system classpath

< & Applications Emvironment Classpath: ¥ lgnore

[ =3 Enterprize Applications Server Classpath:
3 Wieh Applications
3 EJB Modules
w @ Connector Modules
& I5RA
3 Lifecyele Modules
3 App Client Modules
& wieh Services
Custom MBeans
I B9 Resources
I  Configuration L

Classpalh required for server operation (read-only)

Classpath Prefix:

Prepend to server classpath

Classpath Suffix: Cilistenerjar
CMon4j-1.2 4 jar

S @ A 2@ \ Fo-[=ig ,

v. Click Save to save the settings. Restart the server instance after
this step.
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2. Include the folder in which WinPerfMon.dlIl is present in the system
path in case of Windows operating system. In UNIX, this file is not
required.

3. Enter the initial and maximum JVM heap as size 512.

Explanation for Terminal name and ISRALock folder

The first instance of ISRA deployed on an Application Server creates a folder
named "ISRALock" and a file named* "ISRALock.0" inside that folder. The
counter "0" in the file name "ISRALock.0" increments subsequently with each
new deployment of ISRA and the same is appended to the terminal name
generated for an ISRA instance. This folder is created in the path resolved by the
system property "user.dir", which is the same path where the ISRA logs are
generated. This functionality has been introduced in ISRA 3.2.1 to support
vertical cluster environment.

Terminal name identifies ISRA instance with a unique id so that IS can
distinguish each ISRA client uniquely for communication. Earlier, the terminal
name used to be of the form "SV<instance number>.<Counterl>@IPAddress". In
case of a vertical cluster, ISRA can be deployed across the cluster on a single
machine. But in such a scenario, all the managed server instances in a cluster
will have the same ISRA instance deployed and will generate the same terminal
name, as the "IPAddress" and "instance number" will be same for all the ISRA
instances. The current format of a terminal name generated by ISRA is
"RA<instance number>.<Counterl>.<Counter2>@I|PAddress", where Counter2
is the counter appended to the files created in the ISRALock folder as mentioned
above. The files created in the ISRALock folder will be automatically removed if
the managed servers are gracefully shut down (in case of proper JVM
shutdown).

See Configurable ra.xml Properties section below for “Deploymentinstance”
property setting.

1 ISRALock.0 (0-9 and a-z) would be created in ISRA 3.4 FP3 and above. Prior versions of ISRA would
have files created as | SRAL ock.0000 (0000-9999).

April 2009
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ISRA Configuration

This section details the process to configure ISRA on a Sun Java System
Application Server, after it is deployed.

Configuring Deployed ISRA

This section describes the procedure to edit ISRA’s deployment descriptor using

the deployment tool.

ISRA uses a deployment descriptor called ra.xml to define its operational
parameters. The deployment descriptor is defined by Sun Microsystems in the
J2EE Connector Specification 1.0. It describes the Resource Adapter-related
attributes, types, and its deployment properties using a standard Document Type

Definition (DTD).

Ensure that Sun Java System Application Server is running; else start the server.
Open the administrative console and login. See Deploying ISRA Section for more

details.

1. To configure Connector Connection Pools, perform the following steps:

a. Navigate to Resources > Connectors > Connector Connection Pools.
The following screen appears:

elp

i [=l 3]

Back Forward  Reload  Stop

9 . = .4 & | & httpif10.224.1.12:4848 ssadminfadmingui/TopFrameset

13 -6

Print.

User: admin Server: 102241149 Domain: domaint

Sun Java™ System Application Server Admin Console

El Common Tasks

Application Server
8 Applications
[ @ Enterprise Applications
3 Wieb Applications
3 EJBModules
b @ Connector Modules
[ Lifecycle Modules
3 App Client Modules
B wieh Senices
Custom MBeans
9 Resources
b8 Joec
b & JMS Resaurces
3 JavaMail Sessions
I (g JMDI
= [f1 Connectors
I3 Conneclor Resources
=3 Connector Connection Pools
3 Admin Ohject Resources
(g configuration

41 o

Connector Connection Pools

Deploy the connector module before creating the poal

Pools (0)

Application Server = Resources = Connectors = Connector Connection Pools

UFGRADE

REGISTRATION || LosouT

P

Sun™ Microsystems; inc.

‘ Mame | Description

‘ Resource Adapter

‘ Mo connection pools found. Click "New.." above to create a connection poal

W €5 & 2 E@) | Dene

Fo-=la

b. Click New. The following screen appears:

April 2009
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Sun Java(TM) System Ap n Server Platform E

Edit Bookmarks  Tools  Window  Help

Flls
< .2 .3 & | & httpif10.224.1.12:4848 ssadminfadmingui/TopFrameset | & .,

Back Forward Reload  Stop Print.

5
HOME || VERSION UPGRADE

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

Yiew  Go

REGISTRATION [| LosouT

Java

Sun™ Microsystéms, Inc.

Fl Common Tasks
Application Server = Resources = Connectors = Connector Connection Pools

Application Server

New Connector Connection Pool (Step 1 of 2)
Create a Connector Poal, selectthe associated Resource Adapter, and click Nesd

= Applications
P £ Enterprise Applications

= Web Applications
03 EJB Modules General Settings

Connector Modules
iy *Name: ISRAPoo|

[ Lifecycle Modules

*Indicates reguired field

* o =
=1 App Client Modules Resource Adapter: ISRA
Q Wieh Semices * Connection Definition: |Javax.resource cel.ConnectionFactory j

Custorm MBeans

B Resources

b & JoBC

b & JMS Resources

= JavaMsil Sessions

b G JMDI

< [ Cohnectors
3 Connector Resources
3 Connector Connection Pools
[ Admin Object Resources

[ Configuration

KI} I
% B A ~F B8 | Dore | ==

c. Specify a name for the Connector Pool. Select the associated Resource
Adapter and Connection Definition, as shown in the screenshot and
click Next. The following screen appears that displays General Settings:

Sun Java(TM) System Ap n Server Platform E
Bookmarks

Fle  Edit Tools  Window  Help

2. » .3 @ | & httpsif10.224.1.12:4848 asadminfadmingui/TopFrameset | =

Back Forward Reload  Stop Print;

Yiew  Go

b
HOME || VERSION UPGRADE REGISTRATION [| LosOuT

User: admin Server: 10.224.118 Domain: inl

Sun Java™ System Application Server Admin Console e
Sun™ Microsystems, Ing

£l Common Tasks

Application Server = Resources = Connectors = Connector Connection Poals

Application Server
New Connector Connection Pool (Step 2 of 2)

Werify the Connection Poal settings, add properties defining the walue for each property, and click Finish.

= Applications

[ B Enterprise Applications
3 “Weh Applications
& EJB Modules

General Settings

I E3 Connectar Modules Name: I1SRAPacl
3 Lifscyele Modules Resource Adapter:  ISRA
&= App Client Modules Connection Definition: javax resource cei ConnectinnFactary
G e senices Description: [
Custom MBeans
b9 Resources Pool Settings
b & JpBC
B £ JMS Resources Initial and Minimum Pool Size: (g Connections
= JavaMail Sessions Maximum Pool Size: 3z Connections
b (g Jmol Pool Resize Quantity: 2 Connections
- Connectors
¢ Idle Timeout: 300 Seconds
3 Connector Resources
=3 Connector Connection Pools azlakTime: 60000 Milliseconds
[ Admin Object Resources On Any Failure: [T Close All Connections
2 configuration - Transaction Support: -
41 Dl Level of transaction support |
& & 2 B3 | oore | Fo- [,

d. Verify the Connection Pool settings, and if required, modify the values.
Click Finish. The following screen appears:

April 2009
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Sun Java(TM) System Ap n Server Platform E

Fle Edt View Go Bookmarks Tooks

Window  Help

< . % .3 8 | & hitpiif10.224.1,19:4848 asacminjacingui TopFrameset = = .

Back Forward Reload  Stop Print.

5
HOME || VERSION UPGRADE

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

REGISTRATION [| LosouT

Java
Sun™ Microsystems, Inc.

Common Tasks
3 Application Server = Resources = Connectors = Connector Connection Pools

[ Application Server

Connector Connection Pools

Deploy the connector module hefore creating the pool
Pools (1)

P Applications
[ 03 Enterprise Applications
3 Web Applications
@ EJB Modules
B B3 Connectar Modules Name = | Description - | Resource Aanter N
= Lifecycle Modules | T izRAPaal 15RA
3 App Client Modules
b & web Senices
Customn MBeans
F 9 Resources
3 JDBC
b & JM3 Resources
3 Javahail Sessions
b [ JNDI
w [f Connectors

3 Connector Resources
< [ Connector Connection Pools
& 1SRAPODI
E Admin Object Resources

[# anfianration

| »
& A& 2 B3 | Fo-=F

The Connector Connection Pool is created.

2. To configure Connector Resources,

a. Navigate to Resources > Connectors > Connector Resources. The
following screen appears:

i [=l 3]

Fle Edt YView Go Bookmarks Tooks Window Help

- .- o . A # |,& hittp: /10,224, 1,19:4848/ asadminjadmingui/ TopFrameset = = .

Back. Forward Reload  Stop Print.

v
HOME || VERSION UFGRADE REGISTRATION [| LozOUT

Usel in - Server: 1 13 Domain: 1

Sun Java™ System Application Server Admin Console

Sun™ Microsystems, Inc.

—| Common Tasks - e
Application Server = Resources = Connectars = Connector Resources

[ Apnlication Server

i st Connector Resources

Aconnector resource is a program object that provides an application with a connection o an Enterprise Infarmation System
(EIS)

0 Web Applications Resources (0)

= EJB Modules
[l 03 Connector Modules
3 Lifecycle Modules ‘ «JNDI Name ‘ Enabled | Description ‘

b @3 Enterprise Applications

3 App Client Madules ‘ Mo cannectar resources found. Click "Mew.." above to create a connectar resource

b & web Serices

Custom MBeans

b B9 Resources

& JoBC

I & JMS Resources
3 JavaMail Sessions

[l

= (& Connectors

[ Connector Resources
w 3 Connector Connection Poals
i ISRAPDOI
3 Admin Object Resources

[% ranfioiration

& 2 B3 | oone [ o=l

b. Click New to create a Connector Resource. The following screen
appears:
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Sun Java(TM) System Ap n Server Platform E

Fle Edit Yiew Go Bookmarks Tools  Window  Help
4. = 3 & . =

e - http:if10.224.1.19:4848]asadminadmingui/ TopFrameset =) h
Back Forward Reload  Stop |$ pill i 4 didfTon J Print.

5
HOME || VERSION UPGRADE

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

REGISTRATION [| LosouT

Java

Sun™ Microsystems, Inc;
Common Tasks
3 Application Server = Resources = Conneclors = Connector Resources

[ Application Server

New Connector Resource
P 3 Applications

b a8 Entenise Sppieatons Igncrqgftti%r? g?gl‘c resource, specify the connection pool with which it is associated. Multiple JDBC resources can use a single

3 Web Applications
@ EJB Modules

#, .
I 03 Connector Modules JNDIName: |ISCF

*Indicates required field

O3 Lifecycle Modules A unique identifier, contain only slphanumeric, underscore, dash, or dot characters
# y =
3 App Client Modules Pool Name: [ ISRAPoal
b Q Weh Services Use the Connector Connection Pools page to create new pools
Custom MBeans Description: |
F 9 Resources Status: ¥ Enabled
3 JDBC

b & JM3 Resources
3 Javahail Sessions
b [ JNDI
= [f Connectors
3 Connector Resources
w O3 Connector Connection Pools
& 1SRAPODI
E Admin Object Resources

[# anfianration

|»

£l A 2 E8) | hitpif10,224,1.13:4845 asadmin/adminguifconnectorConnectionPaoks [ Fo-=F

c. Provide the JNDI Name, select the Pool Name, and click OK. The
following screen appears:

Sun Java(TM) System Ap n Server Platform E

Fle Edt Yew Go Bookmarks Took Window Help
< . = .3Aa @ g = 3
- - & ttp:ff10.224, 1,19:4848/asadminfadmingui/ TopFrameset: o v
pE S e o b [ oy / fadminguiTep El Print

3
HOME || vERSION UPGRADE

Use in - Server: 1 19 Domai 1

Sun Java™ System Application Server Admin Console v

Sun™ Microsystéms, Inc.

REGISTRATION [| LozouT

| Common Tasks —_—
Application Server = Resources = Connectars = Connector Resources

i Application Server

o st Connector Resources

Aconnector resource is a program object that provides an application with a connection to an Enterprise Information System
(EIS)

3 Web Applications Resources (1)

O EJB Modules
P £33 Connector Modules
3 Lifecycle Modules ‘ ‘ JNDI Name:
I3 App Client Modules ‘ [m frue
b & web Serices
Custom MBeans
b B9 Resources
> & JoBC
b g JMs Resources
= JavaMail Sessions
P (@ JNDI
= (A Connectors
= [ Connector Resources
i 1SCF
w O Connector Connection anla_
& 1SRAPODI

FE sdrain Akioet Bazareoe

[ 3 Enterprise Applications

s ‘ Enabled & ‘ Description & ‘

K|
b £ A ~Z E& | Dome Fo- =l

A new Connector Resource is created.

Alternatively, to configure Sun Java System parameters, user can package the
sun-ra.xml file in ISRA.rar under the META-INF directory before deploying. This
enables the custom values to be applied.
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Changing ISRA Specific Parameters

After ISRA is deployed, change some of the Deployment Descriptor parameters

to configure it for the target IS server.

Configurable ra.xml Properties

Note

Please note that all properties described in the deployment descriptor

are mandatory and no property should be removed. Default values
should be specified for properties that users do not want to use.

The configurable properties to be set (modified) in ra.xml are:

DomainName
OrganizationName
LoggingLevel
LoggingMode

PageBufferSize
CacheRefreshinterval

SecurityCacheMode
MetaDataCacheRefreshMode
LogFileName

LogFileSize
LdaplmplClassName

LdapImplClassString

InherentLogin
Deploymentinstance

PCHLogging
AllowAnonymousUser
RPCLogging

ClientCodepage
GMTEnabled flag

ISLocale

IgnoreObjectBusyMsglnDocMigration

DomainName

This is the name of the domain of the IS server. Default value for DomainName is
FileNet IS. It should be set according to the operational environment.

OrganizationName

This represents the name of the Organization. Default value for
OrganizationName is IBM. It should be set according to the operational
environment.
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LoggingLevel

This is an integer representing the amount of log information to be generated.
The values are dynamically updatable by using the ISRA Console. The valid
values are:

Logging Level Description

-1 Disables ISRA Logging

0 Only Error and Warning messages will be logged by ISRA
1 Informative messages will also be logged by ISRA

2 Prints debug message in the log

The default value of LoggingLevel is 0. While it can be modified to other valid
Logging Levels, it is recommended to keep the logging level to 0. LoggingLevel
can be increased if a problem is encountered while accessing ISRA through the
application.

LoggingMode

This is an integer representing the logging mode. The valid values are:

Logging Mode Description

0 No Logging

1 Only console logging

2 Only file logging

3 Both console logging and file logging

The default Value of LoggingMode is 3. It can be changed to other valid values
according to the operational environment.

PageBufferSize

This is an integer value specified in kilobytes. PageBufferSize specifies the
chunk size that ISRA will use while transferring page data to and from IS. The
default value is 64 KB. Specifying a higher value will require more memory for
the Application Server process, and a low PageBufferSize will mean more trips to
IS. The value should be set to an average page size on the target IS. The
document buffer size on IS and ISRA should match to optimize image transfer
performance.

CacheRefreshinterval

This is an integer value specified in minutes. ISRA stores meta-data information,
such as Document class, Indices and menu details in a local cache for faster
retrieval. ISRA refreshes the cache information based on the
CacheRefreshinterval value. The default value is 30 minutes. Click Apply after
modifying the property.
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Note To configure ISRA for multiple IS servers; create a Connection Factory
for each IS that user wants to connect. DomainName and
OrganizationName pair has to be distinct among the configured
Connection Factories.

SecurityCacheMode

This parameter can take two values:

Value Setting

1 Caches both users and Groups
2 Caches only groups

MetaDataCacheRefreshMode

This parameter can have a value in the range of (0-15).

Value Setting

0 No Metadata cache refresh

1 Printer cache refresh only

2 Document class cache refresh only
4 Key Fields cache refresh only

8 Menu Value cache refresh only

15 is the default value for this parameter, which will refresh all
metadata.

Add corresponding values to get a combination of data.

For example, 1+2 = 3 Printer and Document class data
1+2+4 = 7 Printer, Document class, Key Fields data
0+1+2+4+8 = 15 all data

LogFileName

The LogFileName is a string containing the name and path of the log file. The
default Value of LogFileName is ISRA.log. A complete or relative path can be
provided to create the log file at a specific location on disk.

To ensure that each ISRA instance has a unique log file, the following steps will
be followed:
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e Configurable property “Deploymentinstance” will be read from ra.xml and
appended to the log file name. If not specified, the default value “1” will be
used as the deployment instance of ISRA.

e The unique ID used for terminal ID generation in ISRA will be appended to
the log file name.

For instance, if the log file name configured in ra.xml is ISRA.log and the
deployment instance is 1, the modified log file name would be ISRA_1_0.log.
Here, “0-9 and a-z” is the unique ID ? generated at run time. This ensures a
unigue name of the log file for each instance of ISRA.

LogFileSize

This is an integer representing the maximum size of the log file in Megabytes
(MB). When the size of the file reaches this maximum limit, the log file is
renamed, and a new file is created with the same name. For example,

ISRA_1 0O.logisrenamedto ISRA_1 0 1.log, and a new file ISRA_1 0O.log is
created. The default value of LogFileSize is 5MB. Automatic purging of old ISRA
log files has been implemented leaving behind only 5 latest versions.

LdaplmplClassName

It is the name of the Implementation class for LDAP Authentication. This
parameter contains the complete path of the LDAP Implementation class to be
entered along with the LDAP Implementation Class Name.

The default value is ‘com.filenet.is.ra.fnis.FN_IS_IPlanetimpl’

In addition, LDAP implementation has been provided for Microsoft Active
Directory Server for Windows 2003 and Novell NDS 8.7.3. The value of the
property for LDAP implementation for Active directory is
com.filenet.is.ra.fnis.FN_IS_ActiveDirimpl and for Novell NDS 8.7.3 is
com.filenet.is.ra.fnis.FN_IS_NovellNDSImpl.

LdapImplClassString

This parameter is a general string that takes in all the LDAP Server specific
parameters required for authentication. It takes the following inputs:

e Server Name — Name of the Server/ Machine on which LDAP Server exists.

Note In case that the LDAP server is located on a different subnet, it may be
necessary to enter IP address or a full domain name.

e Port Number — LDAP Server’s port number used for transactions.

e User Path — Organization unit under which the users are filed in the LDAP
Directory Server.

The three parameters must be separated by semicolon and must appear in the
order - server name, port number and user path. An example of
LDAPImpIClassString is:

e For Active Directory

2 The modified log file name would be ISRA_1_<unique-1D>.log. The value for unique ID is0-9, azin
ISRA 3.4 FP3 and above. Older versions of ISRA use the unique ID value between 0000-9999.
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filenetserver;389;ADS.com
e For IPlanet

filenetserver;389;0u=ISRA, dc=odc, dc=filenet, dc=com
e For Novell NDS

filenetserver;389;ou= ISRA, ou=odc,ou=filenet,o=com
InherentLogin
To use LDAP security, the value will be set to 1 from the default value 0.
Deploymentinstance

This is the instance number of ISRA that is being deployed. It is a user defined
number between 1 and 100. The default value for this parameter is 1 when none
is specified. The maximum is 100, which means that 100 different instances of
ISRA can be deployed on a single machine.

Each deployment/JNDI of ISRA on the same Web/Application server requires its
own instance number. For example, there can be 2 ISRA applications deployed
on the same Web/Application server. Each deployment would require its own
instance number and JNDI name. This number is used on the IS server to
differentiate between multiple connections from the same IP address of the
Web/Application server.

IS always expects unique IDs from ISRA clients, and when it receives duplicate
IDs from ISRA, it will reject communication.

So it is always advised to increment the deployment instance number when
Format of the terminal ID is used by ISRA and IS in distinguishing a Unique ISRA
instance.

RXXYYYZ@<ip-address>
Where,

XX =899 + Deploymentinstance(ra.xml) (Converted to Base 36 and
used by ISRA)

YYY = Counter that increments with the creation of a new LogonSession
object (Values in base 36)

Z = Unique ID generated per ISRA instance. Introduced to support ISRA
in clustered environment (Unique ID is a number in Base 36)

<ip-address> = |IP Address of the machine where ISRA is deployed.

The Unique ID is obtained from the place holder file ISRALock.z (where
Z=Unique ID) that is created in the ISRALock folder.Each cluster
member creates its own place holder file (like ISRALock.O, ISRALock.1
and so on) within the common ISRALock folder.

PCHLogging
This is a String parameter to enable/disable PCH logging in ISRA. The default

value for this is “Disabled”. PCHLogging enables user to log performance
monitoring data of IS.
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AllowAnonymousUser

It's a Boolean value to allow Anonymous user logon through LDAP, when blank
password is passed from user/client. The default value of this parameter is “false”.

RPCLogging

This is an integer representing the RPC logging level. The valid values are:
RPCLogging Description
0 No Logging
1 File Logging

The default Value of RPCLogging parameter is 0. It can be changed to 1 if RPC
Logging is required.

The RPC LogFileSize is taken as double the size of that of ISRA LogFileSize.
So, when the size of the RPC log file reaches its maximum limit (10mb), the log
file is renamed, and a new file is created with the same name. For example,
ISRA_1_0000_RPC.log is renamed to ISRA_1_0000_RPC_1.log, and a new file
ISRA_1_0000_RPC.log is created. Automatic purging of old ISRA RPC log files
has been implemented leaving behind only 5 latest versions.

ClientCodepage

This is the code page for encoding Text and Sticky Note annotations. The default
value is blank.

On Microsoft Windows platform, the Locale character set is the Windows Code
Page (1252 for US English and Western Europe) whereas on a UNIX platform, it
is an ISO 8859-X character set (ISO 8859-1 for US English and Western
Europe).

Thus, if the client locale character set, is Windows Code Page based (for
example: Cp1252 for US English and Western Europe), and the server is UNIX
based, then Windows Code Page should be used for encoding the annotations
data before committing to the server. This is because, there is an inconsistency
in characters mapping between Microsoft Windows Code Pages and the
equivalent ISO 8859-X series. For instance, Code page 1252 is built on ISO
8859-1 but uses the range 0x80-0x9F for extra printable characters rather than
the C1 control codes used in ISO8859-1.

For Annotations data, ISRA internally retrieves the IS character set and uses the
equivalent Windows Code Pages for the following ISO encodings:

ISO Encoding MS Windows counterpart
1SO8859 1 Cp1252
1SO8859 2 Cp1250
ISO8859_5 Cpl251
1ISO8859_6 Cp1l256
ISO8859_7 Cpl1253
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ISO Encoding MS Windows counterpart

1ISO8859_8 Cp1255
1SO8859_9 Cp1254
1ISO8859_13 Cp1257

Note  Specifying an incorrect code page may lead to inconsistency and/or
corruption of Annotations data.

GMTEnabled flag®

This parameter takes two values:

1. true

2. false

The default value of this parameter is false.

Setting “GMTEnabled” to false: When the flag is set to false, it is assumed that
the ISRA client application is not “GMT Enabled” i.e. client applications will not do
any timezone conversion. ISRA returns the date committed on the IS to client
applications after adjusting the difference between the Application Server
timezone and the GMT Timezone. As a result, the dates displayed in applications
will be in accordance with the dates committed on the IS.

Setting “GMTEnabled” to true: When the flag is set to true, it is assumed that
the client application is “GMT Enabled” i.e. client applications will display the
dates in GMT. In this case, ISRA returns the date committed on the IS in the
GMT timezone, without any adjustment. Set this value to true only if you have
made changes to your application after of an upgrade to ISRA 3.3 FP6 or ISRA
3.4 FP2.

ISLocale

This is a String parameter which represents the ISRA Locale. The administrator
can set the value of this configurable property as that of the IS locale. Itis a
lower-case two-letter code as defined by 1SO-639. The default value of this
parameter is “en” (English locale). The ResourceBundle used in ISRA will
depend on the value set by the user for this property.

IgnoreObjectBusyMsglnDocMigration

This is a Boolean parameter which can be set to true to ignore the [77,0,11 The
object is busy] error, incase of DocMigration. The default value for this parameter
is false.

¥ GMTEnable flag is available from ISRA 3.4 FP3 and above.
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Configuring Sun Java System Application Server-Specific Entities

Once the configurable properties are set for ISRA, user needs to configure the
parameters specific to Sun Java System Application Server. The configurable
properties for a Connector in Sun Java System are:

JNDI Name: Represents the name of the Java Naming and Directory
Interface for the Connector.

Max Pool Size: Represents the maximum number of Managed Connections
that can be created by the ManagedConnectionFactory. Once this limit is
reached, no new connections are created and the requester waits for the
ConnectionTimeout or a Resour ceAl | ocat i onExcepti on thrown by Sun
Java System. Maximum Connections must be greater than or equal to
Minimum Connections.

Steady Pool Size: Defines the initial number of Managed Connections,
which Sun Java System Application Server attempts to obtain on creating a
ConnectionFactory. Default value is 0. It is suggested to keep the default
value unless user wants to configure Container managed sign-on on this
ConnectionFactory.

Max wait time (in milliseconds): Specifies the number of seconds after which
a call to reserve a connection from the pool will timeout.

Idle time out (in seconds): Specifies the time that the connection pool
manager will wait for, before attempting to reclaim unused managed
connections.

Configuring Multiple IS Servers with ISRA

To configure ISRA to access multiple IS servers:

1.

Deploy a new ISRA instance for each IS that you want to connect. Before
deploying the second (and subsequent) ISRA, rename the ISRA.rar file.
Observe that the new ISRA will overwrite the previously deployed ISRA
configuration settings if the .rar file is not renamed.

Ensure that the renamed ISRA.rar has the .rar file extension.

Configure the new ISRA and enter a DomainName and OrganizationName in
ra.xml before deployment for connecting to the target IS.
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Configuring and Deploying ISRA Console
and Sample Application

ISRA Console

The LoadISRA utility from ISRA 3.4.0 has now been replaced with the ISRA
Console (in ISRA 3.4 fixpack 1 and above). This ISRA console has been
developed to show the ra.xml properties in a well formatted table and also
features buttons to enable/disable/edit logging levels dynamically.

The dynamic update of logging allows the user to enable and change logging
levels while the ISRA is running and without needing to restart the appserver.
The console also features links to launch Sample Application and to view JVM
statistics.

This console is available as a Web Module (ISRAConsole.war) within
ISRAConsole.ear and gets deployed automatically during the deployment of
ISRAConsole.ear

Configuring Sample Application

The ISRA console and Sample Application are packaged within a single
Enterprise Application Archive File (ISRAConsole.ear).

ISRAConsole.ear consists of:
e Two Web modules:
0 ISRASampleWEB.war (ISRA Sample Application)
0 ISRAConsole.war (ISRA Console)
o Deployment Descriptor (application.xml)

This chapter illustrates the deployment and configuration of the ISRA Console
and Sample Application on Sun Java System Application Server.

Note ISRA product media comes with an IBM FileNet Image Viewer, which
can be used to display the TIFF, JPEG, BMP, and other supported file
formats on a Java-enabled browser.

This Sample Application is intended solely for illustrative purposes and
it should not be expected to perform useful work, or be used for
production deployment. This Sample Application is to be used strictly
as reference material.

It is assumed that ISRA is deployed and configured for the target IS.
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In ISRA 3.4 fixpack 1, a new properties file "jndilSRA.properties" has been
introduced and it gets created in Application Server home directory. The JNDI
names of connection factories mentioned in this properties file, which will be
used by Sample application to display on the login page. Two JNDI hames
"ISCF" and "ISCF1" are mentioned in the file by default. Additional library names
can be included by providing comma separated entries. The property file is
mandatory and it should contain the same names as the JNDI Binding Paths
specified for the configured ISRA ConnectionFactories.

For configuring Sample application, certain properties need to be updated in the
web.xml of the ISRASampleWEB.war.

Follow the below steps for extracting web.xml from ISRASampleWEB.war.

1. Extract ISRASampleWEB.war from ISRAConsole.ear.
2. Extract web.xml from ISRASampleWEB.war.

3. To enable extended annotation functionality, modify the following parameters
in web.xml:
e Change env-entry-value for "'DOCCLASSNAME" to the document class
configured in the IS for digital signatures.
<env-entry-val ue>di gDocCd ass</ env-entry-val ue>

e Change env-entry-value for "MAXROWS" to the number of records to be
fetched from the given document class.
<env-entry-val ue>200</ env-entry-val ue>
4. To enable Remote Printing functionality, modify the following parameters in
web.xml:

a. Change env-entry-value for "USEPRINTVIEWOPTION" to either Yes or
No. This value will determine whether to honor the print/view preference
set in the web.xml or to take the value returned by ViewOne. Default
value is No.

<env-entry-val ue>No</ env-entry-val ue>

b. Change env-entry-value for "PRINTVIEWOPTION" to either View only
=1, Print Only =2, Print/View =3. This value indicates the value of
Print/View. The default value is 3.

<env-entry-val ue>3</env-entry-val ue>

Note Ifthe PRINTVIEWOPTION is set to 3 (default) then the sticky
note would be saved as a normal sticky note. If
PRINTVIEWOPTION value is specified as 1 or 2 then the
annotations will be saved as an extended annotation (Extended
annotations are non-standard annotations which are saved with
a class name parameter (F_CLASSNAME) of "Proprietary", a
class id property (CLASS_ID) of {A91E5DF2-6B7B-11D1-B6D7-
00609705F027} and a subclass name property (F_ SUBCLASS)
that describes the annotation).

The value of PRINTVIEWOPTION would be honored for each
sticky note individually, and not for all the sticky notes on a
document as a whole.

Thus, the setting for PRINTVIEWOPTION would be processed
for either a new annotation being added or an existing annotation
being modified.
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5. Update web.xml in ISRASampleWEB.war.
6. Update ISRASampleWEB.war in ISRAConsole.ear.

Deploying ISRA Console and Sample Application

This section describes how to deploy the ISRA Console and Sample Application
on Sun Java System Application Server to access ISRA in a managed
environment.

To deploy the ISRA Console and Sample Application:

1.

Ensure that Sun Java System Application Server is running; else start the
server. Open the administrative console and login. See Deploying ISRA

Section for more details.
Click Applications >Enterprise Applications. The following screen

appears:

[ @ Sun Java(Th) System Application Server Platform Edition 8.2 Admin Console - azilla Firefox: 10 Edition E=E

Bie Edt  Yew Hglory Bookmarks
«-»>-Co@0

[ 8 fonems Tranfo... [ 180 Stanclard St [ 17 el Contral 8 Jom workd Communt... () 8

) common Tasks

@ resncanon Sarar

7 @ Apphcabons
3 Enterprise Applications
G Web Aoplicsions
m EJi 5

iz farabia: 4549 pemingu TocFrameset

Toss o #

Entarprise Applications
Af SAIBIEASE APHIC 121 APPICABON ih an EAR (EMBEAse AppRcation Archileg) ke oF direchory
Deployed Enterp pplications (0)

@ Conneder Usdules hpplication Name | Enabled | Location
Mo appications found, Click Tieploy.* 3bove fo deploy 2 new applkcation

B Litecycle lodules

3. Click Deploy. The following screen appears:

&S Java(riy System Server Platform Edition .2 Admin Console - Mozilla Firefox: [BM Edition

Ele Edt Ve Hgoy focknwis Toos Hel
@- - @ 2[5 baooiffarsbia: 549 admoui TooFrameset

[ B pueressTransfo... [ 1M Standard softwe... [ 0T Heb Cenval 4 Jom World Communt... () 1B

User: ad Server: arabia Domain: domaind

Sun Java™ System Application Server Admin Console

(2] common Tasks Application Server = Applicabons > Enterprise Applications

I Aoplcalan siier Deploy Enterprise Application
w @ Apphcatons

B Web Applicaons

Application directory format

63 EJBModules Location: @SB!:I'-IK‘G(‘ age fle to upload to the Application Server
= Comnedertadules Fila To Uslead |C:34FPTUSRAConsale.ear
@ Lifecyde Modules c.S;E‘JI. apackage ke or a directary path that must be aSCessible Fom the Senvt.
@ 4pp Client Modules Fille Or Directary
- W Rescurces
» @ Joec

B Persistence Managers
P gt JuS Resources
@ Javautadl Sessions
]
b & Connedors.
¥ @ configurasion

Speaty e location of an application 1o deploy, Applications can be in packaged Bles, such 25 ear, or in ihe standard Enerprise
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Specify the location of the ISRAConsole.ear file or click Browse to navigate

to the directory containing ISRAConsole.ear: Click Next. The following
screen appears:

iﬂnlmfmlm ‘Server Platform Edition 5.2 Admin Conscle - Mozilla Firefox: IEM Edition o=
Ble Edt Yew Hgory [ockmads Tooks e S

- (<] A T e— [=]B] [[Glereste-comsn sum 2o server [

[ M Busness Transfe... [ 55 Standard Sofiwa... [} el Central 4 Jon World Communst.,. £ 18M

AEGIETRATISH

n Server Admin Console

(2] common Tasks Application Server > ~ Enterprise o,
Agplicabion Sarver i —
g Deploy Enterprise Application @ Cancel
w @ Applications -
Indicatess requined ekl
3 Enterprise Applications
- General
& Web Applications
@ EJEMotules Fila Name: ISRACansole ear
& Connactor Modudes * appication Hame: [ISRACensole
& Lifecycle Madules
B Vinual Servers: Server
@ Aop Chentbodules . r " U
ssncislis an el doman name wik a physical weroer
Resources
¥ ? States: [#]Enatiled
¥ @ JoBC
It Exists: Redepl
B Persistence Managers “ [CJRedepicy
Resegioy if apphcabon with Same name &xsts it depioyed kst
B &t NS Rescurces
Run: O verifier
B Jaabtan Sesseans
. Prrfors sesalied verification hetars desimyng
JHE
@ Precompie: [1J8Ps
b @ Conneciors Frecamsie JSPs. depksy only resuling class fies
Cantigurat
* O Consgucation Description: [
Add n descriptien of the companent
-

Dare.

Click OK. The following screen appears:

i Sun Java(TH) System Application Server Platiorm Edition £.2 Admin Console - Mozilla Firefox: 18M Edition

Be bt Yew Hgloy Boockmarks Took Hep ES
e- - @ 2 [0 rteorsue:samaiacmnguToaFrameset 2] ) ([Gl=zeste-comsn sim agpserver ||

[ M eusness Trarsfo... [| 1BM Standard Saftwa... [| 7 eln Censral 4 Soin World Communit... [ TBM

T T

User: admin - Server: arabia  Domais

Sun Java™ System Appl

ain3

on Server Admin Console

[£] common Tasks
[@ septicanon Server
w3 Applications
= 1 Enterprise Applications
B 1sRaconsale
@ Web sppcations
@ EJBModules
& Connector Medules
B Lifbeye Madules
& App Client Madules
w B Resources
@ Jnec
B Persistence Managers
P @ JMEResources
[ Javalall Sessions
B a Juol
b @ Connecurs
¥ G Configuration

ion Senae = i = Enlerprise

Enterprise Applications

pplication Archie) She or direcior

|uDepioye || unoepioy || Enavie || oisabie |

|IZIIII| Hame ‘Il:nmlen - | Locason ;_J
| [ | =Racansal e

S{corn sun aas nstinceRoalappbeilions (2ee-appsIZSRACans ol

Note The check box against the Application Name(s) may be used to

Deploy/Undeploy/Enable/Disable it. The Status field, corresponding to
the application name, will be modified accordingly.

Using the ISRA Console

To access the ISRA Console, follow the steps below:
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1. Go to the location where the application is available
(http://<AppServerName>:
<AppServerPort>/<ApplicationContextRoot>)ApplicationContextRoot is
ISRAConsole.

For example : http://9.126.94.39:9088/ISRAConsole/

& ISRA Administration - Mozilla Firefox: IBM Edition [=15=]
File Edit Yiew History Bookmarks Tools Help ES
<;ﬁ - - @ ﬁ [ http://S. 126.24,64:9080/1SRAConsole/ =[] [E-] 1S
[} M Business Transfo... [ | I8M Standard Softwa... | | IT Help Central & Join World Communit... [2) 18M
~
ISRA Administration Console
INDI Name Submit
ISCF
ISCF1
The ISRA Administration consele supports IBM Filenet Image Services Resource Adapter 3.4 Fix Pack 1 and above.
(<) 2008 IBM Corporation
-
Done

2. Enter the JNDI name of the library and click Submit.

A page showing the current values configured in the ra.xml is shown along with
controls to edit the ISRA logging levels.

A link has been provided on the page, to access the ISRA Sample Application.

& 1SRA Administration - Mozilla Firefox: IBM Edition [|=[x]
Ele Edt Wew Hgtoy Bookmarks Tocls Help %
<:é - - @ ﬁ [ htip:/f3. 126.94.64:3080/15RAConsole DisplayRAServiet =[] [T =N
[ BMBusiness Transfo... [} I8M Standard Softwa... [ ITHelp Central & Join World Communit... [2) 1BM
~
ISRA Administration Console
Set ISRA Logging ISRA Release Version : ISRA 3.4 Fix Pack 1
ONo Logging ISCF: Custom Properties defined in ra.xml
O Warning and Exceptions Logging =
S = Custom Property Value
IS Domain Name [velocity3
[ Enable RPC Logging [S Orzanisation Name: [BM
Product Name [BM FileNet Image Services Resource Adapter
Product Version [SRA 3.4.0.1 Enterprise
Cache Refesh Interval (in minutes): 30
Deployment Instance 1
Client Code Page: Cpl252
Char Set Encoding [SOB859_1
Page Buffer Size (Bytes) 65536
1SRA Sample Application Log File Name [SEA 1 0008log
RPC Log File Name: [SRA_1_0008_RPC log
RPC Logging Mode: 0
Main Page Logging Level 1 B
Done
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Changes to the logging level settings are applied to ISRA with immediate effect.
The changes to logging levels are updated in the properties displayed on the

screen.

The changes are valid till the application server is recycled. When the application
server is restarted the log level settings specified in the ra.xml are used.

3. The JVM statistics can be used to study the memory usage in the Application

Server JVM.

& v Memory Statistics - Mozilla Firefox: [BM Edition

Fle Edt wvew Hstory Bookmerks Togls el
@ - @ {2} [ nttor 9. 126.94.64:5080/15RAConsole feb/CheckVMStats.jsp
[} 18M Business Transfo... [ | 18V Standard Softwa... | | ITHelp Central & Join Warld Communit... () BM
JVM Memory Statistics
Max Memory (in MB):2030
Total Memory (in MB):512
Free Memory (in MB):144
Used Memory (in MB):368

S|

IGl-

Deploying IBM FileNet Image Viewer

This section describes how to deploy the IBM FileNet Image Viewer. This viewer
is used by the ISRA Sample Application to display documents of specific mime
types (TIFF, JPEG and BMP). Skip this section, if you do not want the IBM
FileNet Image Viewer configured with the ISRA Sample Application.

To deploy the IBM FileNet Image Viewer:

1. Ensure that Sun Java System Application Server is running; else start the

server. See Deploying ISRA section for more details.

2. Click Applications > Enterprise Applications. The following screen

appears:

April 2009 Image Services Resource Adapter 30



[£] Sun Java(TM) System Application Server Platform Edition 8.2 Admin Console - Microsoft Internet Explorer ==

Ele Edit Yew Favorites Tools Help ”
Q- © - [¥] B | Pseanch Jrravories &) (3 - L)
Justdial [selectacty  [w] searchBy |Company/ame ] | [v] 6o || B Eatout b Hotels [ Movies | G Go | P oHeb

=cc | ttos/farabi:s000/admingu fTapFrameset ¥

User: admin Server: arabia Domain: mydomain

Sun Java™ System Application Server Admin Console

IE3

[2J common Tasks

\pp Server = = Enterpri
Application Server 5 PP
B o Enterprise Applications
An enterprise application is a J2EE application in an EAR (Enterprise Application Archive) file or directory.
= O3 Enterprise Applications Deployed Enterprise Applications (1)
& IsRACONsole

+ @ Applications

[ Deploy... |[ Un

)| Enatle

| Disable

3 Web Applications

= EJBWodules |
=

=

] | Application Name & | Enabled .~ | Location |

[0  IsRAConsole true $icom.sun.aa pp onsole

Connector Modules
Lifecycle Modules
=3 App Client Modules
+ B Resources
3 JpBeC
8. Persistence Managers
b & JWS Resources
= JavaMail Sessions
B ga JNDI
b @& Connectors
b [ configuration

)
&] Done % |ocalintranet

3. Click Deploy. The following screen appears:

Sun Java(TM) System Ap n Server Platform E .0 Admin Console - Netscape

Fle Edt View Go Bookmarks Took Window Help

< .2 .3 & | & hitpiif10.224.1,19:4848 asacminjacingui TopFrameset | =2 v@

Back Forward Reload  Stop Print.

5
HOME || VERSION UPGRADE

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

REGISTRATION [| LosouT

=] Common Tasks

Application Server = Appl 1= = Enterprise

[ Application Server
L3 applications Deploy Enterprise Application (Step 1 of 2)
e eh TR ggfecrlg‘?;;%;e;‘ng;mo; e&r;;ml;;?otlm;lo deploy. Applications can be in packaged files, such as .ear, or in the standard
@ I1SRasample
3 web Applications
3 EJBModules
[ O3 Connector Modules
3 Lifecycle Modules
= App Client Maodules
B wen senices
Cuslom MBeans
b 9 Resources
» & JoBC
b & JMS Resources
= Javalail Sessions
b JHDI
< B3 Connectars
w O3 Connector Resources
& I15cF

w @ Connector Connection Poals
D IERARAAI

Location: ¢ Package file to be uploaded to the Application Server,
File To Upload: IE'\ISHABSD\FN\mageVlewel eal Browse
¢ Package file or a directary path thatis accessible fram the server,

File Or Directory. |

[ »
S & & N2 B | [ Fo-=F

4. Specify the location of the FNImageViewer.ear file or click Browse to

navigate to the directory containing FNImageViewer.ear. Click Next, The
following screen appears:
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Sun Java(TM) System Ap n Server Platform E

Fle Edt View Go Bookmarks Took Window Help
- . o= A @ g . =

- v hittp: /10,224, 1, 19:4848] asadminjadmingui/ TopFramesst - -
Back Forward  Reload  Stop |$ il i 2drgulTeH El

Print.

5
HOME || VERSION UPGRADE REGISTRATION [| LosouT

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

Java

Sun™ Microsystéms, Inc.

=] Common Tasks
H Anplication Server Deploy Enterprise Application (Step 2 of 2)
P 3 Applications By defaultthe module is available as soon as itis deployed. To disable the module so that is unavailable after deployment,
. P uncheck the Enabled checkbow. If the module has already been deploved, choose a different application name and deploy it
= [J Enterprise Applications under a new name
B IsRasample * Indicates required field
= Web Applications
e General
3 EJBModules
@ Connector Modules File Name: FHImageviewer gar
O Lifecycle Modules i ication Name: IFNIW
= App Client Maodules Mame muzt cortain only slphanumeric, underscaore, dash, or dot characters
@ weh senices Wirtual Servers: lsemr—
Custom MBeans Associstes an internet domain name with a physical server
b 9 Resources Status: ¥ Enabled
b8 JoEc JavaWehStart: [ Enabled
13 JMS Resources
& Run: [ werifier
=1 ayaMall Saseions Perfarm delailed verification befere deploying
b JNDI Precompile: I~ JsPs
v [ Connettors Precompils JSPs, deploy only resulting class files b
w @ Connector Resources s Libraries: I
& I15cF
Description: |
w @ Connector Connection Poals
= Addd & description of the component
i 1eRARnAl
I» =
% &b & 2 E3 | Done Fo-=F

5. Click Finish. The following screen appears:

{@ Sun Java(TM) System Application Server Platform Edition 8.2 Admin Console - Microsoft Internet Explorer | =
Fle Edt View Favorites Tools Help I

Q- Q- [x @& O search e Favortes ) R Df - 8
Justdial [seectacty  [w] SearchBy [Companyame[w] | [v] o || & Eatout fd Hotels [ Movies | G G | P e ?

Address | http://arabiz: S000/adminguifTopFrameset i €
Co |

User: admin Server: arabia Domain: mydomain &

Sun Java™ System Application Server Admin Console P

Sun™ Microsystems, Inc.

[£) common Tasks ol Senver > > Ent

Application Server = - g
ER Enterprise Applications
w 3 Applications

1 Enterprise Applications Deployed Enterpri:
B I1sRAConsole
& FNImageviewer

| Deploy.. ||

= -
Web Applications ‘ |Ap|)||canon Name - | Enabled -~ ‘ Location A‘

=
&3 EJB Modules O FiiimageViewsr rue $icom sun ass i sz
=] O israconsale true ${com.sun.aa 15/]28¢-apps/ISRACHNSOlE
[ ]

Connector Modules

Lifecycle Modules
= App ClientModules
< [ Resources
- & JoBC
B, Persistence Managers
b & JWSResources
=] Javahiail Sessions
b (@ NDI
I & Connectors
B [ Confiquration [v]

&] bone % Local intranet

Note The check box against the Application Name(s) may be used to
Deploy/Undeploy/Enable/Disable it. The Status field, corresponding to
the application name, will be modified accordingly.
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IBM FileNet Image Viewer Quick Start Feature

The Quick Start feature provides a mechanism for initializing a Web browser, Java, and
Image Viewer session. The background task required to initialize an Image Viewer
session is done at the time when the Web browser is initialized, prior to the time when
Image Viewer is actually required. This reduces the startup time of Image Viewer. This
feature is supported on various Operating Systems, such as Microsoft Windows 98, NT,
2000 Professional, and XP. The only Web browser supported for this feature is Internet
Explorer. The Quick Start feature is not enabled by default; you need to manually enable

it.

Enabling Quick Start Feature

To enable quick start feature:

1.
2.

o0~ w

10.
11.
12.
13.
14.

Extract FNImageViewer.ear from the patch.

Check the availability of "quickstart.htm" file in the FNImageViewer.war
extracted from FNImageViewer.ear

Extract ISRAConsole.ear from the patch.

Extract ISRASampleWEB.war file from ISRAConsole.ear.

Extract 'DisplayDocument.jsp’ file from ISRASampleWEB.war.

Add the highlighted tag to the file as shown in the code segment below:

<APPLET CODEBASE = "/ FNI nageVi ewer/ FNJavaV1lFi |l es" ARCH VE
="ji.jar"

CODE = "ji.applet.jiApplet.class”™ NAME = " vi ewONE® WDTH =
"100%

HEI GHT = "97% HSPACE = 0 VSPACE = 0 ALIGN = niddle

MAYSCRI PT="tr ue" >

<% f ( RAVer si on2. equal sl gnoreCase("Enterprise")){%

<param nane="User | d" val ue="<%user| d%" >

<par am nane="qui ckstart URL" val ue="qui ckstart.htni>
<%/*End of if condition where

RAVer si on2. equal sl gnoreCase("Enterprise")*/ %

</ Appl et >

Save and close the file.

Bundle the new file into ISRASampleWEB.war
Bundle the WAR file into ISRAConsole.ear.
Undeploy the old ISRAConsole.ear

Deploy the new ISRAConsole.ear.

Open a document in IBM FileNet Image Viewer.
Right-click the document to open the context menu.

From the context menu, click Preferences > QuickStart to enable the Quick
Start feature. A 'tick' icon appears on the left-hand side of the Quick Start
menu indicating that the feature is enabled.
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Enabling the Quick Start feature will add an icon within the System tray (bottom right of
the Windows Desktop) and a menu item “IBM FileNet JavaView QuickStart for Internet
Explorer” under Start > Programs > Startup menu. After enabling Quick Start, if the
machine is rebooted, the Quick Start feature remains enabled. Disabling the Quick Start
feature will remove the Quick Start icon from the System tray and the menu item “IBM
FileNet JavaView QuickStart for Internet Explorer” from the Start > Programs > Startup
menu.

Known Issues in the Quick Start Feature

Following are the known issues in IBM FileNet Image Viewer:

o Web session will not end until Quick Start feature is disabled or the user explicitly
logs out of the session with the Web server. If the Quick Start feature is enabled,
closing the browser window(s) will not terminate the session with the Web server.

e If Quick Start is enabled and Internet Explorer is not the default browser, then on
machine re-login or reboot, a message will display asking whether to make
Internet Explorer the default browser. To avoid the message:

1. Open a browser window.
2. Select Tools > Internet Options.

3. Click Programs tab and deselect the check box corresponding to
"Internet Explorer should check to see whether it is the default

browser".
4. Click Apply.
5. Click OK.

e |f Always button is not selected on the security dialog box of the security
certificate associated with the Image Viewer, then on machine re-login or reboot,
a security dialog box is displayed.

e QuickStart feature is not available in Image Viewer if web server is accessed
using IP address instead of host name in the URL.

Testing Sample Application

Ensure that Sun Java System Application Server is running; else start the server
as described in the Deploying ISRA section.

After the ISRA Sample Application is started, the steps to verify the deployment
and access the ISRA Sample Application are:

1. Open a Web browser and enter the URL
http://server:port/context_root.

For exanple: http://9.126.94.39: 9088/ | SRA/

The Web application context_root is case sensitive. The default port number
of the Sun Java System Application Server is 80. The default context_root of
the Sample Application is ISRA.

The Login screen appears:
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http://server:port/context_root�

E ISRA 3.4.0 Sample Application - Mozilla Eu-fux IBM Edition

Ele Edt Vew Hstory Bookmarks Tools Help

@ - - @ ﬁ} [T et 12694 64190805R A [=[ ] [[C=[co00= &)
[} 18MBusiness Transfo... [} IBM Standard Softwa... [ ITHelp Central & Join World Communit... [ 18M
ISRA 3.4.0 Sample Application gl

Search Browse Queue Maintenance Meta Data

% ©
JMDI Name % N @
ISCF D®) @?%%

Userhlame [ @}@

Pasa@gm @ @@Lugm]
ITLT o8
S

© @®
(\®®

ISRA Sample Version: 3.4 Fix Pack 1

Done

2. Enter the UserName and Password for the configured IS (check configured

ConnectionFactory for IS details) and click Login. A screen appears, as
shown below:

& 15RA 3.4.0 Sample Application - Mozilla Firefox: BM Edition o
Fle Edit View History Bookmarks Tools Help £
@ - & @ ﬁ_l‘ \D hitp: /3. 126.94,64:2080/ISRA /web/SearchiVAS jsp \v\ P] "l::-i;f |L‘_]
[ 18M Business Transfo... [ I8MStandard Softwa... [ IT Help Central 4 Join World Communit... ) BM

ISRA 3.4.0 Sample Application (Enterprise)

AL
Sgle
X
BT
Search Queue Maintenance Meta Data
User: SysAdmin _JNDI Name: ISCF _1SDomain: velocity3

Search for Documents

select F DOCNUMBER, F DOCFORMAT, F_PAGES

EcomjEabacuns ot gebe s g SO UMEERE T
Query
Max Rows - ’

{x]

?’ Search Documents

Done

3. Click the Help (?) icon on the Sample Application page for details on the
interaction parameters and options.
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Mapping

LDAP Configuration

In addition to direct IS logging, ISRA 3.4.0 also supports LDAP Authentication by
third party Servers.

It is necessary to map users present on the LDAP Server to the IS, before using
LDAP Authentication.

Note The installation of LDAP Server and creation of users on the LDAP
machine are out of the scope of this document.

IBM FileNet provides two utilities - [dap_export and Idap_import, to map existing
users on the LDAP Server to the IS. These utilities are part of the IS package
and must be executed on the machines running the LDAP Server and the IS.

The Idap_export utility is used to export usernames on the LDAP Server to an
xml file. While, the Idap_import utility imports usernames that have been mapped
to the xml file and creates corresponding users on the IS.

It is mandatory that the Idap_import algorithm and the xml file be present on the
same machines, where IS exists. The Idap_import algorithm uses a hashing
algorithm to generate user passwords for the IS.

Existing LDAP Server Users to IS

To configure user IDs in an IBM FileNet IS library:

1. Create user entries on the LDAP server. The user attribute “uid” will be used
to create a user on IS. The remaining attributes (including “password”) can
be assigned any value.

2. Use the LDAP_EXP.exe utility to export the user entries created into an XML
file.

3. LDAP_EXP program has the following parameters options:

Option Description
s <server> LDAP server name or IP address, required value.
p <port> LDAP port number, optional value, 389 is default.
d <binddn> LDAP administrator bind domain name (DN), required
value.
w <bindpw> LDAP administrator bind password, required value.
b <basedn> LDAP Base DN, optional value.
g <grouplist filename> Group list file for input, optional value.
0 <XML output filename> XML output filename, optional value.
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Option Description

| <log filename> Log Filename to use, optional value.

x <grouplist filename> Group list file name for output, optional value.

% Verbose log output.

cl <user object class> Class type for User, default is 'person'.

c2 <group object class> Class type for Group, default is ‘groupofuniquenames’.

al <user attribute> Attribute to be used for user; default is 'dn'.

a2 <group attribute> Attribute to be used for group; default is 'dn'

a3 <member attribute> Attribute to be used for member; default is
‘uniqgueMember’

Note User may use /?, -?, /h or -h to generate help.

For example, to export users from LDAP server into the XML file:
C \>l dap_exp.exe -s filenetsrv -b "dc=cm dc=fil enet,
dc=cont -d "admin" -w""
4. Use the LDAP_IMPORT.exe for IS libraries to import the user entries from
XML file into the specified IBM FileNet IS library.

Parameters:
? Help screen
/h<host>[:organization] IS host or domain name, organization.
/u<id> (used with /p) Authorized IS user name
/p"<pwd>" (used with /u) Encrypted IS user password.
fi<file> XML input file

For example, to import user entries from XML file:
C.\ >l dap_i nport/ hl MGSERV: Fi | eNet /i | dap_exp. xm

Note Options are not case sensitive. All the information or error messages
are logged to the system log or the file 'ldap_importyyyymmddlog.txt'.
If Username and password are not specified in the command, it
prompts for username and password.

5. The IBM FileNet users created will have a password generated from the
corresponding user IDs.

Changing ISRA Specific Parameters for LDAP

The configurable properties to be set (modified) in ra.xml are:
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e LdaplmplClassName

e LdaplmplClassString

e InherentLogin

Refer to LdaplmplClassName, LdaplmplClassString, and InherentLogin, in

section Configurable ra.xml Properties for details on the configuration of the
respective entities.
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Undeployment

This section describes undeployment procedure to remove ISRA and the Sample
Application from the Sun Java System Application Server.

Undeploying ISRA
Undeploying ISRA on a Sun Java System Application Server physically removes

the ISRA files.
To undeploy, ISRA:

1. Ensure that Sun Java System Application Server is running; else start the
server. Open the administrative console and login as described in the
Deploying ISRA section.

The deployment tool appears, as shown below:

9.0 Admin Console - Netscape o ]

e Edit Yiew Go Bookmarks Tools Window Help

& - @ - \a fgé, |& hiktpe /10,2241, 19: 4848 asadmin adminguii TopFrameset

Back Forward  Reload  Stop

BT

Prink

i
HOME VERSION

User: admin Senver: 19 Domain: domaini

Sun Java™ System Application Server Admin Console

UPGRADE REGISTRATION LOGOuT HELP

Sun™ Micrasystems, Tnc.

Welcome to the Sun Java™ System Application Server I

Common Tasks

[ Apnlication Server
< = Applications Common Tasks Documentation

[ @ Enterprise Applications Search Lag Files
03 Web Applications Search the log files ofyour application serer instances.
3 EJE Modules

Quick Start Guide
Basic steps for starting the
application server, and for packaging

Deploy Enterprise Application {ear) and deploying applications. It also

b 2 Connectar Modules Anenterprise application is packaged in an EAR flle, 3 type of provides information about the Admin
archive file that containg an e 0f J2EE standalone modules, - i
= Lifecycle Modules ¥ty Console and command-line tools

such as WiAR and EJB JAR files
3 App Client Modules

k4 Q Weh Senices

Administration Guide

Deployeh Application (war) How to configure, administer, and

AWWeb application is packaged in a WAR file, a type of archive file

manitor the Application Server b
customn MBeans that contains components such as serdets and JSP pages.
Developer's Guide
b B Resources Create Mew JDBC Connection Pool How to create and run Java EE
b [ Configuration Aconnection pool is used to provide database access to applications in the Application Server
deploved applications. enwironment, Topics include
. . developer tools, security, debugging,
V'ev‘f Manitaring Data . and creating lifecyele modules -
Wrnitar warinns asnacta nfthe annlicatinn samear

il

+ Join (lassFish Community
+ Need help? Learn how to get free help from Sun.
+ Watch latest news in the Aquarum

ik i A o2 G | Done \ o[l

Note Ensure that Connector Connection Pools and Connector Resources
associated with the Connector are deleted before undeploying ISRA.

2. Click Application = Connector Modules. The following screen appears:
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Sun Java(TM) System Ap n Server Platform E

Fle Edt View Go Bookmarks Took Window Help

< . % .3 8 | & hitpiif10.224.1,19:4848 asacminjacingui TopFrameset = = .

Back Forward Reload  Stop Print.

5
HOME || VERSION UPGRADE

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console

REGISTRATION [| LosouT

Java'
Sun™ Microsystems, Inc;
‘ FRImageviewer Application Server = Applications = Connectar Modules

& 15RASample
& e Applications Connector Modules

= EJB Modules Acannector module is used to connectto an Enterprise Infarmation Systern (EIS) and is packaged in a RAR (Resource
Adapter Archive) file or directary,

F O Connector Modules Deployed Connector Modules (1)

@ Lifecycle Modules .
3 App Client Modules | Deploy.. || Undepioy || Enable || Disable |

§ wen services
Custom MBeans ‘ M | igRa true ${com.sun.aas.instanceRoothapplications/j2ee-modules/ISRA | Redeploy

‘ Z

‘ Application Name ‘ Enabled - ‘ Location a ‘ Actions ‘

b B Resources
b B JoecC
I & JMS Resources
3 JavaMail Sessions
G JMDl
= [ Connectars
w O Connector Resources
[ ISCF
w @ Connector Connection Poals
& 1SRAPODI
3 Admin Object Resources
[ confouration

1o
S & & N2 B | [ Fo-=F

3. Select the check box against the connector module, and click Disable to stop
the connector module. The following screen appears:

Sun Java(TM) System Ap n Server Platform E

Fle Edt View Go Bookmarks Took Window Help

< . % .3 8 | & hitpiif10.224.1,19:4848 asacminjacingui TopFrameset = = .

Back Forward Reload  Stop Print.

5
HOME || VERSION UPGRADE REGISTRATION [| LosouT

Usel lin - Server: 1 4.1.18 Domai int

Sun Java™ System Application Server Admin Console s

Sun™ Microsystéms, Inc.

‘ FRImageviewer Application Server = Applications = Connectar Modules

& 15RASample
& e Applications Connector Modules

= EJB Modules Acannector module is used to connectto an Enterprise Infarmation Systern (EIS) and is packaged in a RAR (Resource
Adapter Archive) file or directary,

F O Connector Modules Deployed Connector Modules (1)

- eccle:Moduies ‘ Deplay.. ” Undeploy H Enable || Dizable ‘
= App Client Modules

§ wen services ‘
Custom MBeans ‘ | isRa false ${com.sun.aas.instanceRoothapplications/j2ee-modules/ISRA | Redeploy

‘ Application Name ‘ Enabled - ‘ Location a ‘ Actions ‘

b B Resources
b B JoecC
I & JMS Resources
3 JavaMail Sessions
G JMDl
= [ Connectars
w O Connector Resources
[ ISCF
w @ Connector Connection Poals
& 1SRAPODI
3 Admin Object Resources
[ confouration

I
% & A ~F ES | Dore | ==

4. Select the check box again, and click Undeploy. The following confirmation
screen appears:
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[JavaScript Application] x|

@ Resources dependent on the selected connector modulels) will be deleted, Continue?

Cancel |

5. Click OK and the connector module gets undeployed, as shown below:

un Java{TM) System Application Server Platform Edition 9.0 Admin Console - Netscape o m] 4]

il Edt  Wiew Go Bookmarks Tools  Window  Help

& = Q - \a fgvg |‘$ http:/f10.224,1,19:4848/ asadmin/ adminguii TopFrameset j d v M

Back Forpard Reload  Stop Print:

T
HOME WERSION UPGRADE REGISTRATION LOGOUT

User: admin Server: 10.224119 Domain: domaini

Sun Java™ System Application Server Admin Console

Sun™ Micrasystams, Ific.
Comimon Tasks Application Server = Applications = Connector Modules

Application Server
B o Connector Modules

v = Applications Aconnector module is used to connectto an Enterprise Information Systern (EIS) and is packaged in a RAR

[ @ Enterprise Applications (Resource Adapter Archive) file or directory.
03 Web Applications Depleyed Connector Modules (0)
3 EJB Modulas [ Deploys || Undepioy || Enable || Disante |

3 Connector Modules
(3 Lifecycle Modules
B App Client Modules
B wWeb Senices
Custom MBeans
b B Resources
b [ Confguration

| Application Name | Enabled ‘ Location ‘ Actions ‘

| Ma applications found. Click"Deploy. " above to deploy a new application

Gk & & 2 @ | \ o=[=al

Undeploying ISRA Console and Sample Application

Undeploying the ISRA Console and Sample Application on a Sun Java System
Application Server will physically remove the Sample Application files.

1. To undeploy, ensure that Sun Java System Application Server is running;
else start the server. Open the administrative console and login as described
in Deploying ISRA section.

The deployment tool appears, as shown below:
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Sun Java{TM) System Appl n Server Platform E: Console - Netscape

Edit

Eile

‘i - %" » 3 ‘gé |.ﬁ http: /10,224, 1.19:4548/ asadmin/adminguif TopFrameset - =& . N

Back Forward Reload  Stop Prink

e
HOME WERSION UPGRADE REGISTRATION LOGOUT HELP

Usi min Server: 1 119 Domai

Sun Java™ System Application Server Admin Console

Wiew Go Bookmarks Tools  wWindow  Help

Sun™ Mi

SomumonToskes Welcome to the Sun Java™ System Application Server

[ application Server

w @ Applications Common Tasks Documentation
I 3 Enterprise Applications Search Log Files Quick Start Guide
= Web Applications Search the log files of vour application server instances. Basic steps for starting the
: s application server, and for packaging
. EdB Modules Deploy Entemrise Application (ear) and deplaying applications. It alsa
I £ Connector Modules An enterprise application is packaged in an EAR file, a ype of provides information about the Admin
archive file that contains any type of J2EE standalone modules, Console and command-line tools
& Lifscycle Modules such a3 VAR and EJB JAR files
= App Client Modules Administration Guide
Deploy Weh Application Cwar) How to configure, administer, and
v § Web Senices A'ieh application 15 packaged in a VAR flle, a type of archive file Fonitor the Application Sener i
Custom MBeans that contains cormponents such as serdets and JSP pages.
Developer's Guide
b B Resources Create Mew JDBC Connection Paool Howto create and run Java EE
b @ Comguration Aconnection pool is used to provide database access to applications in the Application Server
deploved applications. environment. Topics include
. 2 developer fools, security, debugging,
V'e"‘f Maniornbata " and creating lifecycle modules
| Mrnitor warinns asnects nfthe annlicatinn semer -
4
* Join (lassFish Community
+ MNeed help? Learn how to get free help from Sun
+ "Watch latest news i the Aquarium
Gk £ A& 2 9 | Done \ o= =l

2. Click Application > Enterprise Applications. The following screen appears:

i Address http://arabia: 5000 /admingui/TopFrameset
o | (e |

User: admin  Server: a Domain: mydomain

Sun Java™ System Application Server Admin Console

l@ Sun Java(TM) System Application Server Platform Edition 8.2 Admin Censole - Microsoft Internet Explorer (=}

: File Edit View Favorites Tools Help a.

O O WA G P e @ 2% B0

i Justdial [sectacty ] searcney | companyame [v] | [v][6o | | & Estout ) rores [ moves | G vl | ? rep >
v

[£) common Tasks iad 1 Server = ions = Enterpri
[ Appicaton Senver Enterprise Applications
An enterprise application is a J2EE application in an EAR (Enterprise Application Archive) file or directory.
3 Enterprise Applications Deployed Enterprise Applications (2)
& I1SRAConsale
& Fuimageviewsr

< 3 Applications

J|_Enable || Disabl

| | appiicationame | Enabled . | Location N

| Deploy... ||

Web Applications

=

@ EJBModules

- [0 | 1sRAConsole frue ${com.sun.aas.i i i} pp: ansole
=

O | Frimageviewer true ${com sun aas instanceR ppsiFNIr

Connector Modules
Lifecycle Modules
=3 App Client Modules
< B Resources
b @ JoBC
. Persistence Wlanagers
b & JMS Resources
= JavaMail Sessions
b (G DI
b & Connectors
b [ Configuration v

&] Done %J Local intranet

3. Select the check box against the application, and click Disable to stop the
application. The following screen appears:
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&) 5un Java(Th) System Application Server Platform Edition 8.2 Admin Console - Micrasoft Internet Explorer [RE=]

Ble Edt View Favorites Tools Hep [
Q- Q- KRG S searn e Favories €2 R+ I'g Sl
© Justdial [seiectacty  [v] searchay |companyName v | [v] (6o || & eatout il Horeks [ Movies | G [v]eo | ? Hep
| ddress (@) hip:/ 1 adminguifTopFrameset [v| B

[ noue || vemsion REGISTRATION

User: admin Server: arabia Domain: domain34

Sun Java™ System Application Server Admin Console

[#] common Tasks A Server = A =

Application Server . ” "
o Enterprise Applications
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4. Select the check box again, and click Undeploy.
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Similarly, FNImageViewer can be undeployed.

Note  The user must undeploy the previous version of IBM FileNet Image
Viewer before deploying the latest version.

5. The application gets undeployed, as shown below.
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Troubleshooting

This section describes how to troubleshoot ISRA.

Disabling NCH Broadcasts

ISRA users (application client) need to access libraries across routers on
networks where broadcasts are disabled. This is made possible by creating alias
entries for the IS libraries in the hosts file. ISRA must locate the IP address of the
NCH server to locate other IS services for an IS setup.

ISRA attempts to find the NCH server by generating broadcast packets, even if
the NCH server was not reachable using broadcasts. User can disable NCH
server location broadcasts to reduce broadcast traffic on the network.

User may want to disable NCH broadcasts if:

e Routers are present in between servers,

e Want no broadcast activity on the networks,

e Want to force a multi-homed server to use a specific IP address configured
by the operating system network directory search facility.

To specify the alias in the hosts file:

1. Locate hosts file on the server. It is located in the / et ¢ folder on UNIX
systems. On a Microsoft Windows Server, it is located in the
\ syst enB2\ dri ver s\ et c under the Windows installation directory. Open the
hosts file with Notepad or any text editor. If any hosts file does not exist,
create a new file using a preferred text editor.

2. For each IBM FileNet library that user needs to connect through ISRA,
entries should be made in the hosts file as: <I P addr ess of
domai n: or gani zat i on> <domai n- or gani zat i on>- nch- server, where:

e <|P address of donain: organi zati on>is IP address of an IBM
FileNet domain and organization identifying the target IBM FileNet library
system (NCH Server).

e <domai n-or gani zat i on> is domain and organization name. When
specifying the domain-organization name, follow these rules:

= Delete all characters except ASCII alphanumeric characters and
hyphens.

= Convert all upper case characters to lower case.

= Insert a hyphen between the domain and organization names.

= Append nch-server as a literal.
For example, if an IBM FileNet library has a domain, fn_is, and organization,
IBM, and its IP address is 123.45.6.78, the hosts file entry will be:

123.45.6.78 fnis-1BMnch-server
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Appendix A: ra.xml

ra.xml

<?xm version="1.0" encodi ng="UTF-8""?>

<I DOCTYPE connector PUBLIC '-//Sun M crosystens, Inc.//DTD Connect or
1.0//EN '"http://java.sun.con dtd/connector_1_0.dtd" >

<connect or >
<di spl ay- nanme>l SRA</ di spl ay- nane>
<vendor - nane>l BW/ vendor - nane>
<spec-versi on>1. 0</ spec-versi on>
<ei s-type>I BM Fi |l eNet | nage Services</eis-type>
<versi on>3. 4. 0</ ver si on>
<license>
<l i cense-required>fal se</license-required>
</license>
<r esour ceadapt er >
<managedconnecti onfactory-
class>com filenet.is.ra.spi.FN IS Spi ManagedConnecti onFact or y</ managedc
onnecti onfactory-cl ass>
<connect i onfactory-
i nterface>j avax. resource. cci. Connecti onFact ory</ connecti onfactory-
interface>
<connect i onfactory-inpl -
class>com filenet.is.ra.cci.FN IS Cci Connecti onFact ory</connectionfacto
ry-inpl-class>
<connection-interface>j avax. resource. cci . Connecti on</ connecti on-
interface>
<connecti on-i nmpl -
class>comfilenet.is.ra.cci.FN_|IS Cci Connecti on</connection-inpl-class>
<transacti on- support>NoTransacti on</transacti on-support >
<confi g- property>
<descri pti on>Domai n nane of the |Inage Services
Server </ description>
<confi g- property- name>Donai nNane</ confi g- property-nane>
<confi g- property-type>j ava. |l ang. String</confi g- property-type>
<confi g- property-val ue>Fi | eNet| S</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>Organi zati on nane of the |Inmage Services
Server </ description>
<confi g- property- name>Qr gani zat i onNane</ confi g- property- nane>
<confi g-property-type>j ava.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>l BM</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>0- Excepti ons and Warni ngs; 1-1nfo; 2-Debug
Level </ descri pti on>
<confi g- property-nane>Loggi ngLevel </ confi g- property-nane>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
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</ config-property>

<confi g- property>
<descri pti on>0-No Loggi ng; 1-Consol e Logging; 2-File Logging; 3-

Bot h(Fil e and consol e) </ descri pti on>

<confi g- property- nanme>Loggi nghbde</ confi g- property- nane>
<confi g-property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>3</ confi g- property-val ue>

</ confi g- property>

<confi g- property>
<descri pti on>Page data fetch size (in kilo bytes)</description>
<confi g- property- nanme>PageBuf f er Si ze</ confi g- property- nane>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>64</ confi g- property-val ue>

</ confi g-property>

<confi g- property>
<descri pti on>Cache refresh interval (in m nutes)</description>
<confi g- property- name>CacheRef r eshl nt erval </ confi g- property-nane>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>30</ confi g- property-val ue>

</ confi g-property>

<confi g- property>
<descri ption>Security cache node(l-caches users and groups 2-
caches groups only)</description>
<confi g- property-nanme>SecurityCacheMbde</ confi g- property-nane>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>1</ confi g- property-val ue>
</ confi g-property>

<confi g- property>
<description>Sel ecti ve netadata refresh(1-printer cache 2-doc
cl ass cache 4-key fields cache 8-nmenu val ues cache )</description>
<confi g- property- nane>Met aDat aCacheRef r eshMbde</ confi g- property-
name>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>15</ confi g- property-val ue>
</ config-property>

<confi g- property>
<descri pti on>Nane of the Product</description>
<confi g- property- name>Pr oduct Nanme</ conf i g- pr operty- nane>
<confi g-property-type>java.l ang. Stri ng</confi g-property-type>
<confi g-property-val ue>lI BM Fi | eNet | nage Services Resource
Adapt er </ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>Product Version</description>
<confi g- property- name>Pr oduct Ver si on</ confi g- property- nane>
<confi g-property-type>j ava. |l ang. String</confi g-property-type>
<confi g-property-value>l SRA 3.4.0 Enterprise</config-property-
val ue>
</ config-property>
<confi g- property>
<description>l SRA Logfil e nane (can include path) </description>
<confi g- property-nane>LogFi | eNane</ confi g- property- name>
<confi g-property-type>java.l ang. Stri ng</confi g-property-type>
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<confi g- property-val ue>l SRA. | og</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>Maxi num Si ze of | SRA LogFile (in nega
byt es) </ descri pti on>
<confi g- property-nanme>LogFi | eSi ze</ confi g- property-nane>
<confi g-property-type>j ava. |l ang. I nt eger </ confi g- property-type>
<confi g- property-val ue>5</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>LDAP Aut hentication C ass
Nane</ descri pti on>
<confi g- property-nane>Ldapl npl O assNanme</ confi g- property-
nane>
<confi g- property-type>j ava. |l ang. String</confi g- property-
type>
<confi g- property-
value>comfilenet.is.ra.fnis. FN_ IS I Pl anetl npl </ config-property-val ue>
</ confi g-property>
<confi g- property>
<description>Server details for LDAP Authentication
</ descri ption>
<confi g- property-name>Ldapl npl d assStri ng</ confi g-property-
name>
<confi g-property-type>java.l ang. Stri ng</ confi g-property-
type>
<confi g- property-
val ue>fil enet server; 389; ou=User s, ou=Fi | eNet, dc=Fi | enet Root </ confi g-
property-val ue>
</ config-property>
<confi g- property>
<descri ption>l nherently | ogin through LDAP
aut hentication or not O-Direct IS Login; 1- LDAP
Aut henti cati on</ descri ption>
<confi g- property-nanme>l nher ent Logi n</ confi g- property- nane>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<description>l SRA instance that is currently being depl oyed on a
single machine; Mn Value = 1, Max Val ue = 10</description>
<confi g- property- name>Depl oynent | nst ance</ confi g- property- name>
<confi g- property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>1</confi g- property-val ue>
</ config-property>
<confi g- property>
<descri ption>Paraneter to enable PCH Logging in | SRA
</ descri ption>
<confi g- property- name>PCHLoggi ng</ confi g- pr operty- nane>
<confi g-property-type>j ava. |l ang. String</confi g-property-type>
<confi g- property-val ue>Di sabl ed</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>LDAP Anonynous user |ogin flag</description>
<confi g- property- name>Al | owAnonynousUser </ confi g- property-
nane>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
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<confi g- property-val ue>true</confi g- property-val ue>
</ config-property>
<confi g- property>
<descri ption>0-No Loggi ng; 1-File Loggi ng</description>
<confi g- property- name>RPCLoggi ng</ confi g- property-nane>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>Codepage for | SRA</description>
<confi g- property-nanme>d i ent Codepage</ confi g- property-nane>
<confi g-property-type>java.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>cpl250</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri ption>Local e of the Inage Services Server (two letter |SO
| anguage code, for exanple en, de, ar, ja)</description>
<confi g- property-name>l SLocal e</ confi g- property-name>
<confi g-property-type>java.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>en</ confi g- property-val ue>
</ config-property>
<confi g- property>
<description>lt is a configurable paraneter to lIgnore [77,0,11 The
object is busy] error, incase of DocM gration</description>
<confi g- property-nanme>l gnor eChj ect BusyMsgl nDocM gr ati on</ confi g-
property-nanme>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
<confi g- property-val ue>fal se</ confi g- property-val ue>
</ config-property>
<aut henti cati on- mechani s
<aut hent i cati on- mechani smt ype>Basi cPasswor d</ aut henti cati on-
mechani smtype>
<credenti al -
i nterface>j avax. resource. security. PasswordCredenti al </credenti al -
interface>
</ aut henti cati on- nechani sn»
<reaut henti cati on-support >f al se</reaut henti cati on-support >
</ resour ceadapt er >
</ connect or >
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Notices

Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not
allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only
and do not in any manner serve as an endorsement of those Web sites. The materials at
those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation

JA6A/GA

555 Bailey Avenue

San Jose, CA 95141-1003
U.S.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or any
other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal
without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs
are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.

Trademarks

e IBMis a registered trademark of International Business Machines Corporation in the
United States, other countries, or both.
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e Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.

e Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license there from.

e Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

e Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

e Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other

countries.

o UNIX s a registered trademark of The Open Group in the United States and other
countries.

e Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

o ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

e |T Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency, which is now part of the Office of Government Commerce.

e Other company, product, or service names may be trademarks or service marks of
others.
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