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Notices

This document contains information proprietary to FileNet Corporation
(FileNet). Disclosure, reproduction, or use of any FileNet proprietary
information from any part of this document is prohibited without prior
written permission from FileNet.

Even though FileNet has tested the hardware and software and reviewed
the documentation, FileNet makes no warranty or representation, either
express or implied, with respect to the hardware, software, or
documentation, their quality, performance, merchant-ability, or fithess for
a particular purpose. FileNet has made every effort to keep the
information in this manual current and accurate as of the date of
publication or revision. However, FileNet does not guarantee or imply that
this document is error free or accurate with regard to any particular
specification. As a result, this product is sold as is, and you the purchaser
are assuming the entire risk as to its quality and performance.

In no event will FileNet be liable for direct, indirect, special, incidental, or
consequential damages resulting from any defect in the hardware,
software, or documentation, even if advised of the possibility of such
damages. In particular, FileNet shall have no liability for any programs or
data stored in or used with FileNet products, including the costs of
recovering such programs or data.

Some states do not allow the exclusion or limitations of liability for
incidental or consequential damages, so the above limitation or exclusion
may not apply to your installation. Certain rights may vary from jurisdiction
to jurisdiction.

No FileNet agent, dealer, or employee is authorized to make any
modification, extension, or addition to the above statements. Microsoft®,
Windows® and Windows NT® are registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries.
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About This Manual

This manual provides information about installing and configuring FileNet
Image Services Resource Adapter (ISRA) 3.2.1 on IBM WebSphere
Application Server 6.

Conventions Used in this Document

The table lists the formatting conventions used in this document.

Convention Description
Fixed Size font Used for commands entered at the system command prompt.
Arial font Used for important notes
Bold Occasionally used to refer to portions of user interface, such as
the Next button or the Install button
Education

FileNet provides various forms of instruction. Please visit the Global
Learning Services in FileNet's Service and Support area at
www.filenet.com.

Related References

For all ImageViewer parameters, please refer to the FNImageViewer
documentation after installing ISRA 3.2.1. The path for FNImageViewer
documentation is:

<ISRA-home>\ISRA321\FNImageViewer\docs

For all P8 System Manager related information, please refer to P8
System Manager documentation after installing ISRA 3.2.1. The path for
P8 System Manager documentation is:

<ISRA-home>\ISRA321\SystemManager\docs

Comments and Suggestions

FileNet invites all customers to communicate with the Documentation
group on any question or comment related to FileNet manuals and online
help. Send email to docs@filenet.com. We will make every effort to
respond within one week. Your suggestions help us improve the products
we deliver.
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ISRA Installation

This document describes how to install, deploy, and configure FileNet
Image Services Resource Adapter (ISRA) version 3.2.1 on an IBM
WebSphere Application Server version 6 platform.

ISRA Overview

Integration with existing Enterprise Information Systems (EIS) is the key
to success in business moving towards an e-business strategy.

The Java 2 Enterprise Edition (J2EE) Connector Architecture defines a
standard architecture to connect the J2EE platform with the
heterogeneous EIS's.

ISRA is a system-level software driver, which is J2EE Connector
Architecture v1.0 compliant. It is used by a Java application component or
client to connect to FileNet Image Services (1S).

ISRA provides an alternative to IDM Web Services for IS customers. In
addition, it provides a Web solution that does not require Microsoft
technology or product support.

ISRA Package Overview

ISRA is bundled into a single package called the Resource Adapter
Module, which contains necessary files and information for deployment
on a supported Application Server.

ISRA is available in two different editions:
o View edition: Supports ISRA Read-only interactions.

e Enterprise edition: Supports additional interactions that include
document creation, updating of document properties, inserting and
retrieving of queue entries and saving annotations.

Resource Adapter Module

The contents of the Resource Adapter Module are:
o Jar file that consists of ISRA class library.

e Deployment descriptor (XML file) that defines the run-time behavior of
ISRA.
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Structure of the ISRA Package

The following figure illustrates a listing of files in the ISRA package.

Files in the ISRA Package

ISRA.rar

ISRA.jar

META-INF ra.xmil

Installing ISRA

ISRA is installed from an executable installer file. The steps to install
ISRA are:

1. Mount CD-ROM

On UNIX:

Perform this step only if CD-ROM device is not already mounted. Note
that you must have the root user privileges to perform these tasks.
Load the ISRA CD into the drive, open a terminal window and create
the /cdrom directory using the following command:

# mkdir /cdrom
On Sun Solaris 9:

— Using a preferred editor (for example, vi), edit the Zetc/vfstab
file by adding an entry:

/vol/dev/dsk/cOt2d0/cdrom - /Zcdrom hsfs 4 - ro

where, /vol/dev/dsk/c0t2d0/cdrom is the CD-ROM device file
path, /cdrom is the mount point for the CD and hsfs is the file
system format of the CD. Refer to Solaris system manual for more
details on mounting devices.
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— On the system prompt, enter # mount /cdrom to mount the CD-
ROM.

On HPUX:

— Using a preferred editor (for example, vi), edit the
/etc/pfs_fFstab file by adding an entry similar to
/dev/dsk/c2t2d0 /cdrom pfs-rrip xlat=unix 0 0 where
/dev/dsk/c2t2d0 is the CD-ROM device file path and /cdrom is
the mount point for the CD.

— On the system prompt, enter:

# pfs_mountd &

# pfsd &

— On the system prompt enter the following command to mount the
CD-ROM:

# pfs_mount /cdrom

To ensure that CD-ROM is mounted correctly, on a terminal window,
enter # mount

This lists the CD-ROM device.
On IBM AIX 5.1 and 5.2:

Perform this step only if CD-ROM device is not already mounted. Note
that one must have the root user privileges to perform these tasks.
Load the ISRA CD into the drive, open a terminal window and create
the /cdrom directory using the command # mkdir /cdrom

— At the system prompt enter the following command to mount the
CD-ROM:
# mount —rv cdrfs /dev/cdO /cdrom
where /dev/cdO is the CD-ROM device file path, /cdrom is the

mount point for the CD and cdrfs is the file system format of the
CD.

On Linux:

Open a terminal window and enter # mount /dev/hdc /mnt/cdrom
where, /dev/hdc is the CD-ROM device file path and /mnt/cdrom is
the mount point for the CD. Refer to the Linux system manual for
more details on mounting devices.

To ensure that CD-ROM is mounted correctly, on a terminal window,
enter # mount

This lists the CD-ROM device.
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On Windows:

Open the explorer and select the CD-ROM drive that contains the
ISRA CD.

2. Launch the ISRA installer by executing setup.bin on HPUX and

Solaris or setup.exe on Windows Server.

e On HPUX, IBM AlX, Linux, or Solaris server or Linux navigate to
the respective folder on the CD-ROM drive to locate setup.bin.
To do this, type:

# cd cdrom/<HPUX, AIX, Solaris, Linux>
# ./setup.bin

e On Windows Server, locate setup.exe in the Windows folder of
the CD-ROM drive. Double-click to launch the ISRA installer.

The installation screen appears.

¥ Image Services Resource Adapter 3.2.1 Patchl -0 x|

f welcome to the Installshield Wizard for
Image Services Resource Adapter Version 3.2.1 Patchl

Thisz installer will quide you through the installation of Image Services
Resource Adapter version 3.2,1 Patchl

Ta continue, choose Mext

Image Services Resource Adapter Wersion 3,2.1 Patchl

FileMet Corparation

IreztzilIEiniz e

Cancel

3. If user clicks Cancel, the following dialog box appears:
Image Services Resource Adapte El

@ Do yau swant to exit?

Yes

Click No to go back to the previous screen.
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4. Click Next to proceed. The following screen appears:

¥ Image Services Resource Adapter 3.2.1 Patchl -0 x|

ISRA 3.2.1 Patch1 User Software License Motice

-

FileMet Matice to End User- A Software License is Reguired Priorto Use.
BEFORE COMPLETING INSTALLATION OR USING THIS SOFTWARE,
CAREFULLY READ THIS MOTICE. THIS SOFTWARE 1S THE PROPRIETARY
IMTELLECTUAL PROPERTY OF FILEMET CORPORATION (OR ITS
SOFTWARE SUPPLIERS) AMD LISE OF ANY PORTICM OF THE SOFTWARE
1S OMLY PERMITTED IF YOU HAYE AWALIDWRITTEM LICEMSE
AGREEMEMT WWITH FILEMET. You may have 3 valid FileMet software license
agreement it 1. Your EMPLOYER and FileMet have entered into a written
license agreament; ar 2. Your EMPLOYER and an authorized FileMet paner
have entered into a written license agreement. Ifyou do not have a valid
license agreement to use the software, then terminate the installation of this
software, promptly delete any FileMet sofware files fram yaur computer, and
return the software media and all other related itemns to; FileMet Corparation, ﬂ

' | have read and understand this sofware license natice

¥ 1 do not accept the terms ofthis software license notice

= Back | IMext = | ancel

5. Accept the license agreement and click Next to proceed.

% Image Services Resource Adapter 3.2.1 Patchl -0 =]

Please enterthe serial number.

= Back

Cancel |

6. Enter the serial number and click Next to proceed.

Depending on the serial number, either View edition or Enterprise
edition of ISRA will be installed.
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e The View edition screen appears as below:

% Image Services Resource Adapter 3.2.1 Patchi -0 =]

You are about to install ISRA 3.2.1 Patchl View edition.

VYiew edition supports the following functionality with respect to
FileNet Image Services.

Authentication of user with Image Services and through LDAP Servers,
Query of Documents and meta data.

Retrieval of Document content,

Checksum capability for Retrieval of Document Content,

Retrieval of Docurment cass information, Menu information and Annotation
infarmation,

Retrieval of Folder properties.

Retrieval of Current Password Status and Change Password Capability,
Retrieval of Configured Page Cache

= Back

Cancel |

o The Enterprise edition screen appears as below:

¥ Image Services Resource Adapter 3.2.1 Patchl _ ||:||5|

-

You are about to install ISRA 3.2.1 Patchl Enterprise
edition,

Enterprise edition supports the following functionality with
respect to FileNet Image Services.

Authentication of uzer with Image Services and through LDAP Servers,
Docurnents, meta data Queries, meta data updates,

Retrieval of Daocurnant contant,

Docurnent Addition, Deletion, Printing and Faxing.

Checksurn capability for Docurnent Addition, Content Retrieval,

Retrizval of Document class, Menu Type, Annotation and Printer ]

infarmation,

Annotation crastion, update, rermoval,

Falder brawsing, retrieval of Folder praperties,

Creation, Deletion and Update of Falders j

Eilimm mmd vmmmmnime Pomsimm s fomme Fol s

Cancel

7. Click Next to proceed with the installation.
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¥ Image Services Resource Adapter 3.2.1 Patchl -0 x|

Setup will install ISRA into the following folder, if you want to install in a different
folder andfor drive, type the name of the folder below:

Directory Mame:
|CiinswAlSRAZ21

Browse |

= Back | Mext = | Cancel |

8. Choose the directory to install ISRA and click Next to proceed. The
default path shown is //fnsw/1SRA321. Before copying ISRA files to
the destination, the following screen appears:

% Image Services Resource Adapter 3.2.1 Patchl -0 =]

Please Review the Following Befare Continuing:

Imane Services Resource Adapter will be installed in the following location:
Chfnswll SRAIZ

for a total size:
57 MB

Cancel |

9. Verify the information. If there are any errors, click Back to make the
necessary changes. Else, click Next to proceed with the installation of

ISRA. The following screen appears:
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¥ Image Services Resource Adapter 3.2.1 Patchl -0 x|

Installing Image Services Resource Adapter. Please wait...

CifnewllSRAIZNSamplelFMIimageyiewer ear

= Baclk | [ext= | Cancel |

10. The following screen appears, when ISRA installation completes:

% Image Services Resource Adapter 3.2.1 Patchl -0 =]

Congratulations |

The InstallShield Wizard has successfully installed Image Services Resource
Adapter. Choose Finish to exit the wizard.

= Back [Mext =

11. Click Finish.

Login as root user and execute the command to unmount the CD-
ROM # umount /cdrom

Remove CD from the drive.
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Silent Installation of ISRA

For Silent Installation of ISRA, perform the following steps:

1.

Execute the following command on the command prompt to
generate a template file:

Java —cp setup_ISRA321Patchl.jar run —options—
template <Real Path>/<name of template file>,
e.g. Fnsw\ISRASilent\ISRASilent.txt

Copy the template file and setup_ISRA321Patchl.jar to a
desired location.

Set the following values in template file:

e -PinstallLocation = <value> variable to
-P ISRAProductBean.installLocation = <value>.

e LicenseBean.selection variable as 1 to accept the license
agreement

e SerialNumberFieldBean.SerialNumber variable to the specific
serial number for Enterprise or View edition

¢ ISRAProductBean.installLocation variable to the directory
under which the installation has to take place in the template
file.

Set the path to location containing setup_ISRA321Patchl.jar file
on command prompt. Execute the following command to start the
Silent installation:

Java -cp setup_ISRA321Patchl.jar run -silent -
options <Real Path>/1SRASilent.txt

April 2006

Image Services Resource Adapter 15



2

ISRA Deployment

ISRA can be deployed on any J2EE 1.3 compliant Application Server.
This manual describes the deployment of ISRA on IBM WebSphere
Application Server version 6.

Note  The installation procedure for IBM WebSphere Application
Server v6 and installing ISRA in clustered environment is
outside the scope of this document, and it is assumed the
required settings and configurations are satisfied.

The ISRA module is a set of Java interfaces/classes that implements
J2EE Connector Architecture specified contracts and the EIS specific
functionality. ISRA plugs into a J2EE 1.3 compliant Application Server in
a modular manner.

Deployment Requirements

This section lists the minimum software and hardware requirements for
successful deployment of ISRA on an IBM WebSphere Application Server
V6.

Hardware Requirements

o Please refer to the IBM WebSphere system requirements section at
http://www.ibm.com/software/Webservers/appserv/doc/latest/prereq.ht
ml

o The IBM WebSphere documentation is available at
http://www.software.ibm.com/Webservers/appserv/library.html

e ISRA installation will require at least 80MB free disk space.

Software Requirements

e |IBM WebSphere Application Server 6 installed on HPUX, IBM AIX 5.1
and 5.2, Linux, Sun Solaris 9 or Windows 2000 and 2003 Server.

o |IBM WebSphere Network Deployment Manager 6.0 installed on IBM
AIX 5.1 and 5.2 or Sun Solaris 9.

e FileNet IS 3.6 SP2 and above.

April 2006
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Deploying ISRA in a Standalone Environment

ISRA is deployed using the WebSphere Administrative Console. The
steps to deploy are:

1. Start the WebSphere ‘First steps’. Login as the root user and execute
the WebSphere firststeps.sh script, as follows:

# cd <WebSphere
home>/AppServer/profiles/default/firststeps

# ./firststeps.sh

&b wWebsphere Application Server - First steps - default i ] 4|
WebSphere  Application Server

First steps

|Installation verification
Confirm that your server is installed and that it can start properly.

Start the server
Start the server and its applications.

Administrative console
Install and administer applications.

Profile creation wizard
Create a profile.

Samples gallery
See WebSphere Application Server in action.

Information center for WebSphere Application S erver
Learmn more about WebSphere Application Server.

Migration wizard
Migrate Web Sphere Application Server W4 or V5 to VB0,

Exit

2. Click Start the server.

3. Launch a web browser and enter the URL http://server:port/admin.

Here, ‘server’ is name of the host where WebSphere server is running
and ‘port’ is the port number on which the admin server is listening. By
default, this port number is 9060.

Login to the WebSphere Administrative console, which is a web
based interface.

The WebSphere Administrative console screen appears:
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http://server:port/admin

IBM WebSphere Application Server Admi (=] 3}

. Fle Edt Yiew Go Bookmarks Tools Window Help

e @ @ @ [ % hetpyjisraissneofismfconsolsy

o B, % Home FWNetscape O Search | S Customiza...

| Netscape = Frecsencnioms 5 Chssan o

P Form Al » 7 Claar Browser History

] Wew Tab [ % 1M WebSphers Appliation Server Adrirls... |

Welcome, please enter your information.

User ID:

admin
Login

The User ID does not require 3 password, and does not need o be a User 1D of = user in the local user registry, It
is only used to track user-spedfic changes to configuration data, Security is HOT enabled

ST o e

4. Enter the User ID and click Log in. The following screen appears:

strative Consol (=] 3}

. Fle Edt View Go Bookmarks Tools Window Help

@0 Q @ Q [ S hitp:Hisrais:060fiomfconsoleisecurelogon.do
B, % Home B Netscape G Search | S Customize...

| Netscape - [gnter search Terms B Cusearch S rghioht
&) hew Tab | % webSphere administrative Console 1

Welcome admin | Logout | Support | Help

7 FormFill = 7 Clear Browser Histary

Welcome

=

Servers ® Common Administrative Tasks About yourtWebSphere Application Server

=

Applications
WebsSphers Application Server Chest Shasts guide you
Resources through common administr ative tasks. Mo Cheat Shests are
currertly installed. Visit WebSphere Application Server

IBM VehSphere Appication Server - Express, 6.0.0.1 [&]
Build Murmber: 00445 08

Securit Bl Dete: 11110104

i Support to brovse and download the available Cheat - -

Environment Sheets: Lizensed Material - Property of [EM

e e 5724163, 5724-HEB () Copyright IBM Corp. 1985,

2004
Monitoring and Tuning
Traubleshoating

Service intzgration

o5 ® WebSphere Application Server on ® Documentat
IBM.com

For documentstion, including articles and PDF files, vistt the

Fine product information on [BM.com about the WebSphere anling information certer. OF/400 users can find this
software famiy. OSAH00 information is found on the information on the WihSphere Application Server Q5400
WebiSphere Applcation Server for OS/A00 praduct Wb ste documentstion Vb site.

©o developerWorks WehSphere

Getthe latest technical articles, best practices, tutorials and
muich mire in the WehSphere Application Server Zone.
Influgnice the evoldion of VebSphere Applcation Server
and request new product features

EEE Fu==er

5. Navigate to Resources >Resource Adapters. The following screen

appears:
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WebSphere Administrative Console - Netscape _|o

. Fle Edt Yew Go Bookmarks Iools

QOQ @ Q [ hetp:fsrais:onsifbrnjconsolejsscurefiogon do
=

B, | 4§ Home

Window  Help

Metscaps Cly Search % Customize...

. ©Netscape - s o

P Form Al » 7 Claar Browser History

] New Tab | . WebSphere Administrative Console 1

Welcome admin | Legout |

Welcome

Servers

Applications
B Resaurces
IMS Providers
IDEC Providers
Resource Adapters
Asynchronous beans
Schedulers
Cache instances
Object poal managers
Mail Providers
URL Providers

Resource Environment Providers

Security

Enviranment

Systern administration

Monitaring and Tuning

Traubleshaoting

Service Intzgration

uppI

| Help
e

A resource adapter is an implementation of the J2EE Connector Architecture Specification
thst provides access for spplications to resources outside of the seruver or provides access
for an Enterprize Information System (EIS) to applications on the server It can provide
application access to resources such as DBZ, CICS, SAP and PeopleSoft, It can provide an
EIS with the ability ta communicate with message driven beans that are configured an the
server. Somne resource adapters are provided by IBM; however, third party vendors can
provide thair own resource adapters. A reseurce adapter implementation is provided in a

Id help
The name of the cell

Page hel

resource adapter archive file; this file has an extension of .rar, & resource adapter can be e e ATy

provided sz & standslone sdapter or 3z part of an application, in which case it is referred to More information about
this page

a5 an embedded adapter. Use this pansl to install 3 standalone resource adapter archive
file, Embedded adapters are installed as part of the application install,

B Scops:

1cell, Node=israisNode01

Scope specifies the level at which the
vesource definition is visible, For detailsd
infarmation en what scope is and how it
warks, see the scope seftings help

© call: israishodanicall

5 & Nods @ israisiodsol

' garver s semert

Apply

Praferances
Install RAR | |_Mew | | Delete
| 1)
ralk
Mame &
O SIB WS Resource Adapter

WebSphers Relstional Resource Adapter

Total 2

=

[ELE

Dl
= =g e

6. Click Install RAR. The following screen appears:

WebSphere Administrative Console - Netscape

. Fle Edt View Go Bookmarks Tools

@00 @ Q [ it ais: 060 consoleisecurc iogon. do
2|

B, | 45 Home [ Metscape G, Search S Customize..,

£ Netscape ~  [Encer search Terms ¥ Qsearch ¥ Hahlight

Window  Help

_‘ 7 FormFill = 7 Clear Browser Histary
&) Mew Tab | % webSphere administrative Console 1
Welcorne admin | Logout | Support | Help

Welcome

Servers

Applications
B Resources

IMs Providers
JDBC Praviders

Resource Adsprers

Asynchronaus beans
Schedulers

Cache inskances
Object posl mansgers
Mail Providers

URL Providers

Rescurce Envirenment Providers
Security
Enwironmant

Systern administration

Monitaring and Tuning
Troubleshaoting

Service integration

uppI

Resource adapters

Install RAR -7

RAR files can be installed using two methods, You can choose to upload 2 RAR file from local file systern or you can specify an
existing RAR file on 2 server,

Path

& Local path:

Specify path
Browse.

© server path:

Scope
Mode

israistode0t x|

Mext Cancel

Close page

(S & | Done

St EAl

7. Click Browse to navigate to the directory where ISRA 3.2.1 is
installed. Select the ISRA.rar file from the jar folder of ISRA
installation directory. Click Next. The General Properties screen

appears.
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trative Console - Netscape

. Ele Edt Yiew Go Bookmarks

Tools Window Help

©oQ @ Q [ % hetpjisraisssnenfismfconsols ssrorsagon o

/B, | 4 Home

Metscaps Cly Search %Custnm\za‘.‘

[ereer searchtems &) Ciseaich >#kighlight

P Form Al » 7 Claar Browser History

‘5 Hew Tab | S5 WebSphers ddministrative Console 1

Welcome admin |

Logaut |
Welcome

Servers

Applications

B Resources

IMS Praviders
JDBC Providers

Resource Adapters

Asynchronous beans

Schedulers

Cache instances
Object poal managers
Mail Providers

URL Providers

gupport | Help

Resource Environment Providers

Security

Ensironment

Systern administration
Monitaring and Tuning
Troubleshacting
Service Intzgration

uppI

Resaurce adapters
Resource adapters

Resource adapters > New

# resource adapter is an implernentation of the J2EE Conmector Architacturs Specification
that provides sccess for applications to resources outside of the server or provides access
for an Enterprise Information System (E1S] to applications on the server. Tt can provide
application access to resaurces such as DB2, CICS, SAP and PeopleSoft, It can provide an
ETS with the ability to communicate with message driven beans that are configured on the
server, Some resource adapters are provided by IBM; however, third party vendars can
provide their own resource adapters, A resource adapter implementation is provided in a
vezource adspter archive file; this file has an extensian of .rar. & resource sdapter can be
provided as a standalone adapter or 2z part of an application, in which case it is referred to
as an embedded adapter. Use this panel to install a standalone resource adapter archive
file, Embedded adapters are installad as part of the applicstion install,

Configuration

General Properties

+ Scope

[eelzitaistiodzntcained o3l

Hamne

Description

Archive path

Clozs pags [&]

Fiald help

Far field help information,
select 2 field label or list
marker when the help
cursor appears.

Page help

More information about
this page

|

© &F | Done

Dl
= =g e

displayed, as shown in the screen below:

trative Console - Netscape

. Fle Edt View Go Bookmarks Tools

Window  Help

@00 @ Q [ it ais: 060 consoleisecurc iogon. do

| ©h 4 Home [ Metscape Q, search % Customize..

Enter Search Termis Cy Search ¥ Highlight

7 Form Fill =

# Clear Browser Histary

\='=| Hew Tab | % webSphere administrative Console 1

Welcome admin |

Logout |
Welcome
Servers

Applications

Bl Resources

IS Providers
IDBC Praviders

Resource Adapters

Asynchronaus beans

Schedulers

Cache instances

Object pool managsrs

il Providers

URL Providers

Resource Environment Providers
Security
Enuironmant
Systemn administration
Monitaring and Tuning
Troubleshaating
Service integration

upDI

Support

| Help
Resource adapters

Resource adapters

B Messages

& changes have been made to your local configuration, Click
Save to apply changes to the master configuration,

[} The server may need to be restarted for these changes to
take effact.

Resource adapters

A resource adapter is an implamantation of the J2EE Cannectar Architecture Spadfication
that provides access for spplications ta resourcas outside of the server or provides access
for an Enterprise Information $ystem (E13) to applications on the sarver, It can provide
application access to resources such as DE2, GICS, $AP and PeopleSoft. It can provide an
EIS with the ability ta communicats uith mezsage driven beans that ars configured on the
server. Some resource adapters are provided by IBM; however, third party vendors can
provide their oun resource adapters. A resource adapter implementation is provided in a
resource adapter archive file; this file has an extensian of .rar, A resource adapter can be
provided a5 & standslone adapter or a5 part of an application, in which case it is referred to
as an embedded adapter. Use this panel to install a standalene resource adapter archive
file, Embedded adapters are installed as part of the application install,

B Scope: israi: 1cell, Node=israisNoden 1

O cal Seope spacifies the lavel at which the
resource definition is visible, For detailed
information en what scope is and haw it

works, see the scape settings help

1 israisMode01Cell
-+ & hode ¢ israishodeoL

' Server i semert

Apply

Close page [a]

Field help
The name of the call

Page halp
Mare information sbaut
this page

&f | Done

9. Click the Save link in the Messages box (in the right pane).

8. Click OK. The ISRA.rar file gets uploaded. A confirmation message is
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WebSphere Adm

. Fle Edt Yew Go Bookmarks Iools

Window  Help

@o@ @ O [ % hetpjisraisssnenfismfconsols ssrorsagon o

./ B\ 4 Home [ Netscaps qﬁearth‘ S Customize..

o D Netscape ~ [enersearchiermns %) Chseach #Hghlight P FomFil w7 Clear Browser History | News  (Emal {Fweather »
] WewTab [ % Websphere Adminetrative Console 1

Welcome Resource adapters .Clnsa page

BEmEDS ]

Applications

B Resources

IMS Praviders
JDBC Providers

Resource Adapters

Asynchronous beans

Schedulers

Cache instances
Object poal managers
Mail Providers

URL Providers

Resource Environment Providers

]

Security

Enviranment

|2 Rpeaf

Systern administration

=

Monitaring and Tuning

]

Traubleshaoting

]

Service Intzgration

uppI

=

Resource adapters > Save

Sauve your workspace changes ko the master configuration

Click Save to update the master repository with your changes, Slick Discard to discard your
changes and beain work again using the master repositary configuration. Click Cancel to

continue working with your changes.

Total changed documents: 1

Save Discard Cancel

Fiald help

Far field help informatian,
select 2 field label or list

Page help

rnarker when the help
cursar appears.

More information about

© &F | Done

I3
=g

10. Click Save to save the changes to the master configuration. The
following screen appears.

WebSphere Adm

strative Consol
. Fle Edt View Go Bookmarks Tools

Window  Help

@OQ @ Q [ it ais: 060 consoleisecurc iogon. do

/B, 4 Home [ Metscape O SEar[h‘ S Customize..

. D Netscape ~ [Enier Search Terms, =] O\ Search 3¢ Highlight

“£) hew Tab | % webSphere Administrative Console

|

P FormFill = Clear Browser History

welcome admin | Logout |
Welcome

Servers

Applications

Bl Resources

IMS Providers
IDRE Providers
Resource Adapters

Asynchronaus beans

Schedulers

Cache instances

Object posl mansgers
Mail Providers
URL Providers

Rezource Enviranment Providers

Security

Enuiranrmeant

Systern administration

support |

Help

® Common Administrative Tasks
WebSphers Application Server Cheat Shests guide you
through comman administr ative tasks. Mo Cheat Shests are
currently installed. st v¥ehSphers Appiication Server
Support to brovise and dowrload the aveilable Cheat
Shests:

@8 WebSphere Application Server on

IBM.com

Find product information on 1BM.com about the VehSphere
software family. 0S40 information is found on the
‘WehSphere Application Server for OS/400 product Wieb site.

About your WebSphere Application Server

IBM WshSphers Appication Server - Express, 6.0.0.1 [&]
Build Murmber: 00445 08

Build Date: 1171004

Licensed Material - Property of b
5724-i63, 5724-H38 () Copyright IEM Corp. 1396,
2004

® Documentation

For documentation, including articles and PDF filss, visit the
online information certer. GS/00 users can find this
information on the WekSihere &pplication Server QS400
documertation Vb site.

HEH B B

Monitoring and Tuning
Traubleshooting oo developerWorks WehSphere

8 ke i
(SIS (S Get the latest technical articles, best practices, tutorials and

UDDI much more in the WehSphere Application Server Zone.
Influznice the evoldion of VWebSphere Application Server
andl petusst new product festures

2]

& [oome ke Al

11. Restart the WebSphere Node (or Application Server) after

deployment. This step is required to ensure that the ISRA classes are
in the Application Server's CLASSPATH.
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12. To verify the ISRA deployment, deploy the Sample Application
provided with ISRA and logon through the Sample Application.

Note

User can configure multiple Connection Factories with
unigue JNDI names to connect to multiple IS servers from
ISRA. Configuration of multiple Connection Factories is
explained in Configuring Deployed ISRA section.

Deploying ISRA in a Clustered Environment

In a clustered environment, ISRA is deployed using the WebSphere
Network Deployment Manager Administrative console.

Note After installing Network Deployment Manager you need to
create a Deployment Manager profile using Profile Creation
Wizard. For example “dmgr” profile mentioned below in the first
step of ISRA deployment.

The steps to deploy ISRA are:

1. Start the WebSphere ‘First Steps’. Login as the root user and execute
the WebSphere firststeps.sh script, as follows:

# cd <DeploymentManager home>/profiles/dmgr/firststeps
# ./firststeps.sh

WebSphere Application Server - First steps - dmgr = |EI|5|

WebSphere | Application Server

First steps

[Installation verification |

Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Install and administer applications.

Profile creation wizard
Create a profile.

Information center for WebSphere Application S erver
Learmn more about WebSphere Application Server.

Migration wizard
Migrate Webh Sphere Application Server W4 or W5 to VB0,

Exit

2. Click Start the Server.
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3. Launch a web browser and enter the URL http://server:port/admin

Here, ‘server’ is name of the host where WebSphere Network
Deployment Manager is running and ‘port’ is the port number on
which the admin server is listening. By default, this port number is
9091.

Login to the WebSphere Network Deployment Manager
Administrative console, which is a web based interface.

The WebSphere Administrative console screen appears.

=

() IBM WebSphere Application Server Administrative Login - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

|
u OQO @ O [ %4t ife-sretics s brnjeonssleogaf.do ] ‘:5; > @

| E, | 45 Home (W] Mstscape C Search | S Customize...

A‘ D Netscape = [erezrsearchtems %] Q& 5 ) PFomFil * 7 Clear Browser History  =|News  CAEmai 1.3 vwreather »|
) New Tab [ % 16 Websphers Applcation Server Admis... | =
| m-_‘ ]
008;

Welcome, please enter your information.

User ID:

admin
Login

The User ID does not require 2 password, and does not nee.
is only used to track user-spedfic changes to configuration data. Security s

i

=
 OF [oone e e

4. Enter User ID and click OK. The following screen appears:
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http://server:port/admin

WebSphere Adm

strative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

o

@o@ @ O [ % hetpjisraisssnenfismfconsols ssrorsagon o

"B, | 48 Home [ Nstscape qﬁearth‘ S Customize..

. ©Netscape - s o

P Form Fill =

7 Clear Browser History

] WewTab [ % Websphere Adminetrative Console 1

welcome admin | Logeut | Support | Help
Welcame
8, - .
Srvers ® Common Administrative Tasks About your WehSphere Application Server
Applications
WekSphere Appiicatian Server Cheat Sheets uide vau BMWiebSphere Applcation Server - Express, 6.0.0,1 (B
Resources thraugh cammon administretive tasks. No Chest Sheats are Bk Mumber: 60445.03 '
Ty currertly installed. Visit WsbSphere Appicafion Server BT B )
Support to brovess and download the available Cheat -
Enviranmant Sheets

Systern administration
o 2004

Monitaring and Tuning

Troubleshooting

Service integration

UDDI ®® WebSphere Application Server on
1BM.com

® Documentation

Fired product information on [BM.com shout the WebSphere
software family. OS/H400 nfarmation is found on the

WWehSphere Application Server for DE/A00 product Vb site: documentation Vb site

o4& developerWorks WebSphere

Get the latest technical articles, best practices, tutarials and
much more in he WiehSphere Application Server Zone
Influence the evoltion of WebSphere Application Server
and reguest new product features

Licensed Material - Property of (B
57 24-i6:3, 5724-HEB (C) Copyright [BM Corp, 1998,

For documertation, inchuding srticles and PDF files, vist the
online intormation center. OS/400 users can find this
informetion on the YekSphere pplication Server OSM00

[ELE

F==g e

5. Navigate to Resources >Resource Adapters. The following screen

appears:

WebSphere Adm

strative Console - Netscape

. Fle Edt View Go Bookmarks Tools Window Help

=10l x|

@OQ @ Q [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

B, 4 Home W] Netscape G, Search ‘ % Customize..

. D Netscape ~ [Enier Search Terms, =] O\ Search 3¢ Highlight

7 Form Fill =

# Clear Browser History

“£) hew Tab | % webSphere Administrative Console 1

Welcome kidfikldsklf | Logaut | Suppert | Help

Welcome Resource adapters

Servers

Resource adapters

Applications
Resource adapters
(5] RaserEs A resource adapter is an implementation of the JZEE Connector Architecture Spedfication
that provides access for applications to resources outside of the server or provides access
for an Entarprise Informstion Systam (E15) o applications on the ssrusr. Tt can provide
application access to resources such a5 DB2, CICS, SAP and PeopleSaft. It can pravide an
EIS with the ability to communicate with message driven beans that are configured on the
server. Some resource adapters are provided by 18M; however, third party vendors can
provide their oun resource adapters, A resource adapter implementation is provided in &
resource adapter archive file; this file has an extension of .rar. A resource adapter can be
provided as a standalone adapter or as part of an application, in which case it is referred to
a5 an embedded adapter, Use this panel o install 3 standslone resource adapter archive
fila. Embedded adapters are Installed as part of the application Install,

IMS Providers
IDBC Praviders

Resource Adapters
Asynchronous beans
Schedulers

Cache instances
Object pool managers
il Providers
URL Providers

B Scope: Cell=fn-arcticCell, Node=fn-arcticNode 01

Scope specifies the level at which the resource definition is visible. For detailed

Rezource Enviranment Providers
information on what scope is and how it works, see the scope settings help

Security -
Environmant f-arcticCell
Systermn administration - Hode Cluster
[fr- arctichodent Browse Nodes Browss Clusters
Monitaring and Tuning
Troublesheoting Server

Brouse Servers
Service integration
UpDI Apply

Preferences

Install RAR Hew Delete

Close page

Field help

For fiald halp informnation,
select a fisld label or list
marker when the help
cursor appears.

Page help
More informmation sbout
this page

D]

D)
e |

6. Click Browse Nodes to deploy ISRA.rar on all the servers in a node.

The following screen appears:
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trative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

©OQ @ Q [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do
=

+ ) B\ 48 Home

Metscaps Cly Search % Customize...
O Netscape = [frerseacherns 3] & >
2] Wew Tab [ % Websphere Administrative Cansale 1

P Form Al » 7 Claar Browser History

welcome kldfkidsklf | Logout | Suppert | Help
Welcome Cloze page
AN IiE s 0N [—
Applications

Resource adapters > Select a Node Scope

ield help
Far field help informatian,
Bl Resaryes Salect 5 Hode from the lisk thst with be used ko set the current scope select a field label or list
IMS Providers

JDBC Providers

marker when the help
= cursor appears,
Resource Adapters Select | Node 2

- Version o Cell Page help
Asynchranous baans More information about
Schedulers €| fn-arcticcellManager £.0.0.1 fn-arcticGell this page

Cache instances

S fri-arctichiode0l €.0.0.1

fn-arcticCell
Object poal managers

Mail Providers QoK Cancel

URL Providers
Resource Enviranment Providers Total 2

Security

Enviranment

Systern administration

Monitaring and Tuning

Troubleshacting
Service Intzgration

uppI

&F [ Done

]
=g

7. Select a Node and click OK. The following screen appears:

trative Console - Netscape

B[] ]
. Fle Edt View Go Bookmarks Tools Window Help

@00 @ Q [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da
4

. B 4 Home M Metscape Cl Search | S Customize...
£ Netscape ~  [Encer Search Terms ¥ >
&) Mew Tab | % webSphere administrative Console 1

Welcorne kidfikldsklf | Logaut | Suppert | Help

7 FormFill = 7 Clear Browser Histary

Welcome Resource adapters

For field help informstian,
om— A resource adapter is an implementation of the J2EE Connector Architecture Specification select a field label or list
that provides access for applications to resources outside of the server or provides access rmarker when the help
el for an Entarprice Information Systern (E1S) to applications on the server. Tk can provide EErT (L OCE
spplicstion access to resources such a5 DB2, CICS, SAP and PeopleSoft, It can provide an
B Resouness EIS with the shility ta communicate with message driven beans that are configured an the Page help
server, Some resource adapters are provided by IBM; however, third party vendors can = .
IME Providers provide their own resource sdapters, A resource adapter implementation is provided in a this psae
prasvisbampy resource adaptar archive fils; this file has an extension of .rar, A rasource adapter can be
provided as a standalone adapter or as part of an application, in which case it is referred to
Resource Adsprers s sn embedded sdapter. Use this panel ko install 5 standslane resource adapter archive
Asynchronous baans file. Embedded adapters sre nstallad as part of the spplication install
Schedulers B Scope: Call=fn-arcticCell, Node=fn-arcticNode 01
Cache instances Scope specifies the level at which the resource definition is visible, For detailed
Object pool mansgsrs

information on what scope is and how it works, see the scope settings help
Mail Providers

' cell
URL Providers Fr-arckicCell
Resource Envirenment Providers
= Hode Cluster
Seamiy [fr- arctichodent Browse Nodes Browse Clusters
Envitonrment
Server
Systern administration Browse Servers
Menitoring and Tunin
g g Apply

Troubleshoating

Service integration Preferences
uppt Install RAR New Delets

Name 2
hsphere Relstional Rezaurce Adaoter
41 ]
€f | Dane

]
=gl

8. Click Apply and then Click Install RAR. The following screen
appears:
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) WebSphere Administrative Console - Netscape

. Fle Edt Yew Go Bookmarks Iools

©OQ @ Q [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

B, | 48 Home [ Netscape Cly Search % Customize...

O atsaape® e s[5 G o

Window  Help

P Form Al » 7 Claar Browser History
2] New Tab [ %y WebSphere Administrative Consale 1
Welcome kidijkldsklf | Logeut | Suppert | Help
Welcome
Resource adapters Close page
Servers
N Install RAR File -7
Applications

B Resources

IMS Providers
IDEC Providers
Resource Adapters
Asynchronous beans
Schedulers

Cache instances
Object poal managers
Mail Providers

URL Providers

Resource Environment Providers

Security

Enviranment

Systern administration

Monitaring and Tuning

Traubleshaoting

Service Intzgration

uppI

RAR files can be installed using twa methads, Yau can chaose to uplaad a RAR file fram local file system or you can specify an
sxisting RAR fils on 3 sarver,

Path

@ Local paths

Specify path
Browse.

© server path:

Brawse

Scope
Mode

fr-arcticiadenl o

Mext Cancel

© &F | Done

F==g e

9. Click Browse to navigate to the directory where ISRA 3.2.1 is
installed. Select the ISRA.rar file from the jar folder of ISRA

installation directory.

appears.

WebSphere Adm

. Fle Edt View Go Bookmarks Tools

strative Console - Netscape

Window  Help

Click Next. The General Properties screen

=10l x|

@ Q @ Q [ S httouifn-arctici9096bmicansolefsecureilogan.d

B, | 45 Home [ Metscape G, Search S Customize..,

‘ (N Ne(scape = [Enter search Terms O, search  3#Highlight

7 Form Fill =

&) hew Tab | % webSphere administrative Console

# Clear Browser Hstory  ENews (AEmal L weather »

1 ]

Welcarne kldfkldsklf | Logout

Welcome

Servers
Applications
B Resources
IMS Providers
IDRC Rroviders
Resource Adsprers
Asynchronous beans
Schedulers
Cache instances
Object pool managers
Mail Providers
URL Providers

Resource Envirenment Providers

Security

Enviranment

Systern administration

Monitaring and Tuning

Troubleshooting

Service integration

uppt

| Support

290

Resource adapters > New

A resource adapter is an implemantation of the J2EE Cannector Architacture Spedification
that provides access for applications to resources outside of the server or provides arcess
for an Enterprise Informstion Systam (EI15) to applications an the ssruer. It can prouide
application accass to resources such as DB2, CICS, SAP and PeopleSoft It can provide an
EIS with the ability to communicate with message driven beans that are configured on the
server, Some resource adapters are provided by IBM; however, third party vendors can
provide their oun resource adapters, A resource adapter implementation is provided in &
resource adapter archive file; this file has an extension of .rar. A rescurce adapter can be
provided as a standalone adapter or as part of an application, in which case it is referred to

Field help

The name of the resource
sdapter, If this property is
not specified, the value of
the displap-name in the
deployment descriptor will

a5 sn ernbedded sdapter. Use thiz panel to instsll 3 standslone resource adapter archive be used.
file, Embedded adapters are installad as part of the application install,

Page help
Canfiguration

More information about
thiz pag.

General Properties

+ Scape

[cellsifn-areticcallinadas fn-arctictiode01

Hame

Description

Archive path

Class path

(I} =

(S & | Done

I
e C il

10. Click OK. The ISRA.rar file gets uploaded. A confirmation message is
displayed, as shown in the screen below:
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trative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

GOQ @ O [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

./ B\ 4 Home Metscaps Cly Search % Customize...
[ rrra——
2] Wew Tab [ % Websphere Administrative Cansale 1

Welcome kidfkldsklf | Logaut | Suppert | Help

S P Form Al » 7 Claar Browser History

. v
G 5 Messages For field help infarmation,
select a field |abel or list
rmarkar when the halp
cursor appears.

Servers

A\ changes have been made to your local configuration. Click

Applications Save to apply changes to the master configuration,

& Th d to be restarted for th h &
& Roceares B} The server may nsed to be rastarted for these changes to pa—.
AMS Provid, More infarmation about
rovidars
IDBC Providers

Resource adapters
Resource Adapters

A resource adapter is an implementation of the J2EE Connector Architecture Spedification
that provides access for applications to resources outside of the server or provides access
Sefiedills for an Enterprize Information Systern (E13) to applications an the samer. Tt can provide

application access to resources such as DBZ, CICS, SAP and PeopleSoft. It can provide an
Cache instances EIS with the ability to cornmunicate with message driven beans that are configured on the
server, Some resource adapters are provided by IBM; hawever, third party vendars can
Mail Providers Provide their own rasource adapters. A resource adapter implernentation is provided in & =

resource adapter archive files this file has an extension of .rar A resource adapter can be
provided as a standalone adapter or as part of an application, in which case it is referred ta
a5 an embedded sdaptar. Usa this panel to install = standalons resaurce adapter srchive
file, Embedded adspters are installed as part of the application install,

Asynchronous beans

Object poal managers

URL Providers

Resource Environment Providers

Security B Scope: Cell=fn-arcticCell, Node=fn-arcticNode01

Environment Scope specifies the level at which the resource definition is visible. For detailed
information on what scope is and how it works, see the scope settings help

Systern administration

Monitaring and Tuning — CCE‘:‘
n-arcticCe ||
Troubleshacting
-+ Hods Cluster
Servies int=gration [f-arctictiodent Browse Nodes Browse Clusters

uppI
Server

Browse Servers
Apply

&F [ Done

11. Click the Save link in the Messages box (in the right pane).

(& Websphere Administrative Console - Netscape (=] 3}
. File Edt Yiew Go Bookmerks Tools Window Help \

@00 @ O [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

./ B, 4 Home [ Metscape Gl Search S Customize.,

_‘ £ Netscape - [Enier search Terms -] o > S/ P FormFil = Clear Browser History  E|News  [AEmail 1 FWeather »
£ New Tab | % webSphere administrative Console 1 =
el kldfikldskIf L it 8 rt Hel 00
Welcome Close page
EEREB
Applicstions
= S Resource adapters > Save Field help

Bl Resources For field help infarmation,

select = field label or list
Click Save to update the master repository with your changes. Click Discard to discard your E?;:f;"’h:;;hg help
changes and begin work again using the master repository configuration, Click Cancel to PP

continue warking with your changes,

Save your workspace changes to the master configuration

IMs Providers
JDBC Praviders

Resource Adsprers

Page help

Asynchrenous beans Total changed documants: 1 More information shaut
this page

Schedulers

Cache instances

¥ synchronize changes with Nodes
Object pool managers

Mail Providers Save Dizcard Cancel

URL Providers

Rescurce Envirenment Providers
Security
Enwironmant
Systern administration

Monitaring and Tuning

Troubleshooting

Service integration

uppt

I»]
CTaEE E

12. Enable the Synchronize Changes with Nodes check box, and click
Save to save the changes to the master configuration. The following
screen appears.
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istrative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

o

| S, 6D

QQQ O O [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

. B, 4 Home [ Metscaps O Search S Customize...

| & Netscape = [cncer search Temis F « B4

©] P FomFil * 7 Clear Browser History  =|News  [AEmail 1 bweather »

€] Wew Tab | % WebSphere Administrative Console 1

[X]

Welcome kidfkldsklf | Logaut |

Welcame
Servers
Applications
B Resaurces
IMS Providers
IDEC Providers
Resource Adapters
Asynchronous beans
Schedulers
Cache instances
Object poal managers
Mail Providers
URL Providers

Resource Environment Providers

]

Security
Ensironment

Systern administration
Monitaring and Tuning
Troubleshacting

Service Intzgration

Support | Help

A resource adapter is an implementation of the J2EE Cannector Architecture Spedfication
that provides secess for applications to rezourcas outzide of the zeruer or provides access
for an Enterprise Information System (E15) to applications on the server, It can provide
application access to resources such as DB2, GICS, SAP and PeopleSoft. It can provide an
ETS with the ability ta communicate with message driven beans that are configured on the
server, Some resource adapters are pravided by IBM; however, third party vendars can
provide thair own resource adapters. A reseurce adapter implementation is provided in a
resource adapter archive file; this file has an extension of .rar. & resource adapter can be
prouided az a standalone adapter or 2z part of an spplicstion, in which case it is refarred to
as an embedded sdapter, Use this panel to install a standalone resource adapter archive
file, Embedded adapters are installed as part of the application install,

g Scope: Celi=fn I, Node=fn icNode1

Scope specifies the level at which the resource definition is wisible, For detailed
infarmation on what zcope iz and how it works, zee the scope settings help

cell
fr-arcticCell

-+ Mode Cluster

[fr- arcticha a0t Browse Nodes
Server
Browse Servers

Browse Clusters

Apply
Praferences

Install RAR Hew Delete

¥

Page help
More information about
this page

upDI
o) [ (%)
Select Name & |:
r 15RA
B
4] ] I
 OF [oone = = e

13. To verify the ISRA deployment, deploy the Sample Application
provided with ISRA and perform a logon through the Sample

Application.

14. Restart the WebSphere cluster using the Network Deployment
Manager after deployment. This step is required to ensure that the
ISRA is deployed properly in the cluster.

Note

User can configure multiple Connection Factories with unique

JNDI names to connect to multiple IS servers from ISRA.
Configuration of multiple Connection Factories is explained in
Configuring Deployed ISRA section.
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Mandatory Requirements for ISRA 3.2.1

The mandatory requirements for ISRA 3.2.1:

Steps to include listener.jar and log4j-1.2.8.jar in the classpath of

Application Server are:

1. Login to the WebSphere Administrative console.

2. Navigate to Servers > Application Servers, and select the server.

3. Under Server Infrastructure, expand the link Java and Process

Management.

Under Additional Properties, click Process Definition.

Under Additional Properties, click Java Virtual Machine.

6. Include listener.jar and log4j-1.2.8.jar in the Classpath, as shown

below:

&) webSphere Administrative Console - Netscape

. Fls Edt Wiew Go Bookmarks Tools Window Help

-0l x]
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ISRA Configuration

This chapter describes how to configure ISRA on a WebSphere
Application Server version 6, after it is deployed.

Configuring Deployed ISRA

This section describes the procedure to edit ISRA deployment properties
using the WebSphere Administrative Console.

ISRA uses a deployment descriptor called ra.xml to define its operational
parameters. The deployment descriptor is defined by Sun Microsystems
in the J2EE Connector 1.0 specification. It describes the Resource
Adapter related attributes, types, and its deployment properties using a
standard Document Type Definition (DTD).

To edit the ISRA deployment descriptor:
1. Launch a web browser window and login to the WebSphere
Administrative Console or Network Deployment Administrative

Console depending on whether ISRA is deployed in standalone or
clustered environment.

2. Expand Resources node.

3. Click on the deployed ISRA to edit under the Resource Adapters
node.

4. Click J2C Connection Factories. The following screen appears:
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5. Click New. The following screen appears:
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6. Provide a name for the Connection Factory. Provide the JNDI name,
for example ISCF. Click Apply. A confirmation message is displayed,

as shown in the screen below:
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7. Click the Save link in the Messages box. The following screen
appears
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8. Enable Synchronize changes with Nodes, and click Save to save
the changes in the master configuration. On successful creation of
Connection Factory, the following screen appears.
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Changing Parameters Specific to ISRA

After ISRA is deployed, some parameters of the Deployment Descriptor
need to be changed to configure it for the target IS server.

To change ISRA specific parameters:

1. Navigate to Resources > Resource Adapters. The following screen

appears:
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2. Under Name column, click ISRA. The following screen appears:

(& Websphere Administrative Console - Netscape
. Fie Edt Yiew Go Bookmarks Tools Window Help
@ O @ O [ S hitpsHfin-arcic:906ibmfconsole/soureilogan. do
a Qo
./ B\ f Home Metscape G, Search | % Customize..,
_‘ £ Netscape - [Enier search Terms -] o > S/ FormFill = - Clear Browser History
&) Mew Tab | % webSphere administrative Console 1
Welcorne kIdfkldskif | Logout | Support | Help
e — application access to resources such a5 DB2, CICS, SAP and Peopleatt. It can pravide an =
EI$ with the ability to communicate with message driven beans that are configured on the Page help =
Servers server. Some resource adapters are provided by 18 however, third party vendors can A e ey
provide their own resource adaptars. & resource sdapter implernentation is provided in & A eTrocE—
Applications resaurce adapter archive file; this file has an extension of .rar, A resource sdapter can be e
provided as a standalone adapter or as part of an application, in which case it is referred to
B Resources 5 an embedded adapter, Use this panel o install 3 standslone resource adapter archive |
file, Embedded adapters are installad as part of the application install,
WS Providers
JDBC Providers Canfiguration
Resource Adspters
Asynchronaus beans
Schedulers
General Properties
Cache instances Additional Properties
Object ponl managers LA 12¢ connection
- [eelistfn-arcticcellinadesin- arctichaden1 factories E
URL Providers Sustom
* Marme properties
Resource Environment Providers TSRA
View Deployment
Sacurity o Deseriptor
Envitonrment
Systern administration
Monitoring and Tuning —
Troubleshooting
; + Archive path
Service integration [${conNECTOR INSTALL ROOTI/IERA 1ar
Wi Class path
${COMNECTOR_INSTALL_ROOTHISRAM
s =l 1|
41 (] I
& Jooe =gl

3. Under Additional Properties, click J2C

following screen appears:

Connection Factories. The
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4. Click on the already created ISRA Connection Factory, or ISCF link.
The following screen appears:
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5. Under Additional Properties, click Custom Properties. The different

parameters, which may be customized, are displayed.
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© &F | Done

6. To customize each parameter, click on the parameter name, modify
and then save the changes. Refer to Configurable ra.xml Entities
section, for the detalils.

Configurable ra.xml Entities

The configurable properties to be set (modified) in ra.xml are:

¢ DomainName

e OrganizationName

e LogFileName
e LogginglLevel
¢ LoggingMode

o LogFileSize
e PageBufferSize

e CacheRefreshinterval

e CacheUser/CacheUserPassword

¢ Deploymentinstance

e PCHLogging
e AllowAnonymousUser

o RPCLogging
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Note

It is mandatory to configure DomainName and
OrganizationName properties, as the ISRA needs these
properties to access IS. The other properties are optional.
DomainName and OrganizationName are the second and third
part of the three-part IS library name (for example,
DefaultiIMS:FileNetlIS:FileNet).

DomainName

This is the name of the domain of the IS server. Click DomainName. The
default value for DomainName is FileNetlS. It should be set according to
the operational environment.
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OrganizationName

This is the FileNet IS organization name. The default value for
OrganizationName is FileNet. Click OrganizationName to change the
value to the target IS server.
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The LogFileName is a string containing the name and path of the log file.

Click LogFileName to change the value. The default Value of

LogFileName is ISRA.log. A complete or relative path can be provided to

create the log file at a specific location on disk.

Note

If there are multiple connection factories then ISRA will maintain

all logs in a single ISRA logfile, even if a separate logfile name is
specified for each connection factory. WebSphere will use the
name of the configured logfile for the first connection factory that
is used to login after WebSphere starts up. If separate logging is
desired, ISRA cannot be deployed as a resource. For every
logfile (connection factories), a separate web application (ear
file) with the ISRA connector bundled must be deployed. Refer
to the Configuring Multiple ISRA Instances with Separate

Logging section.
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LoggingLevel

This is an integer representing the level of log information to be
generated. The valid values are:

Logging Level

Description

0

Only Error and Warning messages will be logged by ISRA

1

Informative messages will also be logged by ISRA

2

Prints debug message in the log

Click LoggingLevel to change the value.

The default value of LoggingLevel is 0. It can be modified to other valid
Logging Levels. It is recommended to keep the logging level to 0.
LoggingLevel can be increased if user encounters a problem while
accessing ISRA through the application.
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LoggingMode

This is an integer representing the mode of logging. The valid values are:

Logging Level Description

0 No Logging

1 Only console logging

2 Only file logging

3 Both console logging and file logging

Click LoggingMode.

The default Value of LoggingMode is 3. It can be changed to other valid
values according to the operational environment.
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LogFileSize

This is an integer representing the maximum size of the log file in
megabytes (MB). When the size of the file reaches this maximum limit,
the log file is renamed, and a new file is created with the same name. For
example, ISRA.log is renamed to ISRA.log_1, and a new file ISRA.log is
created.

Click LogFileSize. The default value of LogFileSize is 5MB.
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PageBufferSize

This is an integer value specified in kilobytes (KB). PageBufferSize

specifies the chunk size that ISRA will use to transfer page data to and

from IS. The default value is 64 KB. Specifying a higher value will require
more memory for the Application Server process and a low
PageBufferSize will mean more trips to IS. The value should be set to an
average page size on the target IS.
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CacheRefreshlinterval

This is an integer value specified in minutes. ISRA stores meta-data
information like Document class, Indices and menu details etc. in a local
cache for faster retrieval. ISRA refreshes the cache information based on
the CacheRefreshinterval value. The default value is 30 minutes. Click
Apply after modifying the property.
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Note To configure ISRA for multiple IS servers; create a Connection
Factory for each IS that you want to connect. DomainName and

OrganizationName pair has to be distinct among the configured
Connection Factories.

CacheUser/CacheUserPassword

This is the name of the user that will be used to configure ISRA Cache. If
there is no value set for this parameter then ISRA will use the name and

password of the first user who logs into IS through ISRA to build its
Cache.

Note The CacheUser name has to be either empty, or a valid IS user
name, otherwise access to the IS through ISRA will fail.
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This is the instance number of ISRA that is being deployed. It is a user

defined number between 1 and 10. The default value for this parameter is

1 when none is specified. The maximum is 10, which means that 10
different instances of ISRA can be deployed on a single machine.

Each deployment/JNDI of ISRA on the same Web/Application server
requires its own instance number. For example, you have 2 ISRA
applications deployed on the same Web/Application server. Each
deployment would require its own instance number and JNDI name. Th
number is used on the IS server to differentiate between multiple
connections from the same IP address of the Web/Application server.

is
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Configuring Multiple ISRA Instances with Separate Logging

This section explains how to deploy 2 instances of ISRA (with 2 instances
of the Sample application) with separate ISRA log files for each instance.

1. Create two duplicates of ISRA.rar file and ISRASample.ear file each
(one for each deployment).

Note Any naming convention may be used to name the duplicate

files. For instance, the two duplicate files of ISRA.rar may be
named as ISRAl.rar, and ISRA2.rar.

2. To bundle ISRA with the Sample Application:

i. Modify META-INF/application.xml in each ear file

(The contents of this file are provided below. The red text denotes
text to be added or modified.)

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE application PUBLIC *-//Sun

Microsystems, Inc.//DTD J2EE Application
1.3//EN"

"http://java.sun.com/dtd/application_ 1 3.dtd">
<application>

<display-name>I1SRA_Samplel</display-name>
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<description>FileNet ISRA 3.2.1, Sample
Application</description>

<module>
<web>
<web-uri>ISRASampleWEB1.war</web-uri>
<context-root>ISRAl</context-root>
</web>
</module>
<module>
<connector>ISRAl.rar</connector>
</module>
</application>
The value in the <context-root> tag in application.xml file
specifies the name with which the application is accessed in the
web browser. This must be different for each deployment. Here,
for instance, ISRA1 and ISRA2 have been used. Therefore, the
URL for each instance would be.
http://server:9080/ISRA1
http://server:9080/ISRA2

ii. The value in the <connector> tag specifies the name of the
ISRA.rar file. In this case, enter “ISRAL.rar” in the application.xml
file within ISRASamplel.ear and “ISRAZ2.rar” in the application.xml
file within ISRASample2.ear.

3. To install ISRASamplel.ear and ISRASample2.ear, refer the section
Deploying the Sample Application in a Standalone Environment.

Note: Name the first instance as ISRA_Samplel, and the second
instance as ISRA_Sample2.

4. Perform the following steps to create the connection factories for each
ISRA instance within each sample application installation:

i.  Navigate to Applications -> Enterprise Applications.

ii.  Click the sample application for which connection factory is to
be configured (for example: ISRA_Samplel). The following
screen appears:
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. Under Related Items, click the Connector Modules link. The
following screen appears:
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iv.  Click the rar file link. The following screen appeatrs:
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v.  Under Additional Properties, click Resource Adapter link. The
following screen appears:
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vi.  Under Additional Properties, click J2C Connection Factories

link and create a new connection factory. Refer to Configuring
Deployed ISRA section for details.

vii.  After creating the connection factory, click the Connection
Factory link. The following screen appears:
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The connection factory represents one set of connection canfiguration values. Application
components such as enterprise beans have resource-ref descriptors that refer to the
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Under Additional Properties, click on the Custom Properties
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Modify the value for LogFileName. This is the log file that will

be written to for this instance. For example: enter ISRA1.log
for the connection factory created for the first deployment, and
ISRAZ2.log for the second.

Modify other custom properties, if required. Refer to Changing
Parameters Specific to ISRA section for details.
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xi.  In web.xml, under the “LIBRARY_NAMES” parameter, add the
name of the created connection factory of the respective
sample application.

xii.  Repeat the above steps for the other instance.

5. Save all changes, and restart the server.

6. Login to each sample application and verify that there is a separate
log file for each deployment.

PCHLogging

This is a String parameter to enable/disable PCH logging in ISRA. The
default value for this is disabled.
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It's a Boolean value to allow Anonymous user logon through LDAP, when

blank password is passed from user/client. The default value of this
parameter is false.
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RPCLogging

This is an integer representing the RPC logging level. The valid values
are:

RPCLogging Description

0 Exceptions and Warnings

1 Info

2 Debug Level

Click RPCLogging. The default Value of RPCLogging is 1. It can be
changed to other valid values according to the operational environment.
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Configuring WebSphere-Specific Parameters

Once the configurable properties are set for ISRA, the Application Server-
specific parameters need to be configured. In case of WebSphere server,
the properties that need to be specified are:

Connection Timeout
Maximum Connections
Minimum Connections
Reap Time

Unused Timeout

Aged Timeout

Purge Policy

The steps to configure these properties are:

1.

Navigate to Resources > Resource Adapters > ISRA > J2C
Connection Factories > ConnectionFactoryName (ISCF) >
Connection Pool Properties.

Set the Connection timeout, Maximum connections, Minimum
connections, Reap time, Unused timeout, Aged timeout and
Purge policy.

April 2006

Image Services Resource Adapter 52



T ——— ot
B P el Jan ke B
i P e i g, =1
A9 09 == = LD
B B s A o e Gt ity & w iy &

. g - =) E" p—_— N Fusems o e iiney Bies il e
i | o e i — | ___J.
L R I e PP P ——

s em - e
B Sl s et e B i et el s s il P
e

m
@i oyt
R pee——
B vty an oy
& Tepdnri
= e
B

ol Xil
D A S L) - R

A description of each attribute is given below:

Connection Timeout: Defines the time (in milliseconds) that the Pool
Manager waits after reaching the maximum number of connections to
abort and throw a ResourceAllocationException. If the maximum
number of connections is not reached or is set to zero (0), the
Connection Timeout will not be used.

If the Connection Timeout is zero (0), the Pool Manager will wait
indefinitely.

Maximum Connections: Represents maximum number of Managed
Connections that can be created by the ManagedConnectionFactory.
After this number is reached, no new connections are created, and
the requester waits for the Connection Timeout or a
ResourceAllocationException to be thrown. If Maximum Connections
is set to zero (0), then the number of connections can grow
indefinitely. Maximum Connections must be greater than or equal to
Minimum Connections.

Minimum Connections: Represents minimum number of Managed
Connections maintained by the Application Server. If this number is
reached, the garbage collector will not discard any Managed
Connections. If the actual number of connections is lower than the
value specified by the minimum connections settings, no attempt will
be made to increase the number of connections to the minimum
value. Minimum Connections must be less than or equal to Maximum
Connections. Set this value to 0 for ISRA.

Reap Time: Represents the time (in seconds) after which the garbage
collector runs. The garbage collector discards all unused connections
for the value specified by the Unused timeout.
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Unused timeout: Represents the time (in milliseconds) after which an
unused connection is discarded. If this value is set to 0 the garbage
collector is disabled.

Aged timeout: Specifies the interval (in seconds) after which an
unused, aged connection is discarded. Set the Aged timeout value
higher than the Reap timeout value for optimal performance

Purge Policy: Specifies how to purge connections when a stale
connection or fatal connection error is detected. If user sets the purge
policy for this data source object to EntirePool, all connections in the
pool are marked stale. Any connection not in use is immediately
closed. If user sets the purge policy for this data source object to
FailingConnectionOnly, only the connection that caused the
StaleConnectionException is closed.

Note It is recommended that user should set the values of the
Reap Time and Unused timeout to ensure that WebSphere
and ISRA free the unused IS server resources. The actual
values of these parameters depend on the application
scenario. But in general, they should be set to a low value to
free the IS resources. For Example, set Unused timeout to
30000 milliseconds (30 Seconds) and Reap time to 120
Seconds (2 minutes).

Configuring WebSphere-Specific Parameter for Globalization Support

To configure the WebSphere specific parameters for globalization
support:

1. Navigate to Server > Application Server. A list of application server

instances is displayed.
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3. Under Server Infrastructure, expand Java and Process
Management, and click Process Definition link. The following
screen appears:
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4. Under Additional Properties, click Java Virtual Machine link. The
following screen appears:
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5. Include -Dclient.encoding.override=UTF-8 in the General JVM
argument list.
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Configuring Multiple IS Servers with ISRA

To configure ISRA for accessing multiple IS servers, create a Connection
Factory for each IS that user wants to connect.

The following screen shows Connection Factories configured for multiple
IS servers:
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Configuring and Deploying ISRA Sample

Application

The Sample Application is packaged as an Enterprise Application Archive
File ISRASample.ear). It consists of:

e A Web module (SampleWEB.war)
o Deployment Descriptor (Web.xml)

The ISRA Sample Application can be deployed on a J2EE 1.3 compliant
Application Server. This chapter illustrates the deployment and
configuration of the Sample Application on IBM WebSphere Server 6.

Note ISRA product media comes with a FileNet Image Viewer, which
can be used to display the TIFF, JPEG, BMP, and other
supported file formats on a Java-enabled browser.

This Sample Application is intended solely for illustrative
purposes and it should not be expected to perform useful work,
or be used for production deployment. This Sample Application
is to be used strictly as reference material.

Configuring Sample Application

This section describes how to deploy the Sample Application on
WebSphere Application Server to access ISRA in a managed
environment. It is assumed that ISRA is deployed and configured for the
target IS.

1. Extract ISRASampleWEB.war from ISRASample.ear.
2. Extract web.xml from ISRASampleWEB.war.

3. Change param-value for "LIBRARY_NAMES" to
<param-value>I1SCF</param-value>

Note The LIBRARY_NAMES property is mandatory and it should
be the same as the JNDI Binding Path specified for the
configured ISRA ConnectionFactory.
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LIBRARY_NAMES is the name of the ConnectionFactory. Provide the
JNDI name of the ISRA Connection Factory that the ISRA Sample
Application uses to access IS resources.

The default value of LIBRARY_NAMES is ISCF. It can be changed
according to the operational environment. Multiple Connection Factory
names can be specified by using comma (,) as a separator. For
example: ISCF and ISCF2.

To enable extended annotation functionality modify the following
parameters in web.xml:

i.  Change env-entry-value for "DOCCLASSNAME" to the
document class configured in the IS for digital signatures.

<env-entry-value>digDocClass</env-entry-value>

ii. Change env-entry-value for "MAXROWS" to the number of
records to be fetched from the given document class.
<env-entry-value>200</env-entry-value>

To enable Remote Printing functionality modify the following
parameters in web.xml:

i.  Change env-entry-value for "USEPRINTVIEWOPTION" to
either Yes or No. This value will determine whether to honor
the print/view preference set in the web.xml or to take the
value returned by ViewOne. Default value is No.

<env-entry-value>No</env-entry-value>

ii. Change env-entry-value for "PRINTVIEWOPTION" to either
View Only =1, Print Only =2, Print/View =3. This value
indicates the value of Print/View. The default value is 3.

<env-entry-value>3</env-entry-value>

Note If the PRINTVIEWOPTION is set to 3 (default) then the
sticky note would be saved as a normal sticky note. If
PRINTVIEWOPTION value is specified as 1 or 2 then
the annotations will be saved as an extended annotation
(Extended annotations are non-standard annotations
which are saved with a class name parameter
(F_CLASSNAME) of "Proprietary”, a class id property
(CLASS_ID) of {A91E5DF2-6B7B-11D1-B6D7-
00609705F027} and a subclass name property
(F_SUBCLASS) that describes the annotation).

The value of PRINTVIEWOPTION would be honored for
each sticky note individually, and not for all the sticky
notes on a document as a whole.

Thus, the setting for PRINTVIEWOPTION would be
processed for either a new annotation being added or an
existing annotation being modified.
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6. Bundle crimson.jar within “WEB-INF\lib” directory of
ISRASampleWEB.war.

IBM WebSphere Application Server does not provide the crimson
implementation of DocumentBuilderFactory class.

The Sample Application uses crimson implementation of
DocumentBuilderFactory class to implement the Remote printing
functionality.

7. Update web.xml in ISRASampleWEB.war.
8. Update ISRASampleWEB.war in ISRASample.ear.

Deploying the Sample Application in a Standalone
Environment

This section describes how to deploy the Sample Application on a
WebSphere Server to access ISRA in a Standalone environment.

ISRA Sample Application is deployed through the WebSphere Network
Manager Administrative console. The steps to deploy are:

1. Start the WebSphere First Steps. Login as the root user, change
directory to /<Webpshere
home>/AppServer/profiles/default/firststeps and execute the
firststeps.sh script, as follows:

# cd /<Websphere home>/AppServer/
profiles/default/firststeps

# ./Firststeps.sh
Login to the WebSphere Administrative console

Click Applications > Install New Application. The following screen
appears:
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4. Click Browse to locate the ISRASample.ear and deploy the Sample
Application in the target environment. Also, specify a name for the

Sample Application.
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5. Click Next until the Summary screen appears.
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6. Click Finish. The following screen appears:
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To start the application, first save changes to the master configuration
Save to Master Configuration
To work with installed applications, cick the "Manage Lpplications"” button

Manage Applications

EI=

T =

7. Click Save to Master Configuration. The following screen appears:
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8. Click Save to complete the Sample Application deployment. The
following screen appears:
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9. Click Applications > Enterprise Applications. Check the desired
ISRA_Sample and click Start. A message, as shown in the screen
below, is displayed:
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©] P FomFil * 7 Clear Browser History  =|News  CAEmal L bweather »‘

. Fle Edt Yiew Go Bookmarks Tools Window Help

QOO G O [ % hetpjisraisssnenfismfconsols ssrorsagon o

. B, % Home [ Metscaps Cf Search S Customize...
L ONetscape - [reosenmone ) Gl

] New Tab | . WebSphere Administrative Console 1

Select M & Stat
oo el sme o stus )

(] DefsultApplication »

(m] ISRA Sample P

m] WtADD P

] auery P

Total 4

4] I

S &F | one

welcome admin | Logout | Support | Help
Welcome

Servers

Enterprise Applications

B Applications Fiel

Enterprise Applications O Messagas .

ta

Install Mew Application [ applicstion 1SRA_Ssmple on server serverl and node isrsisNodenl started <all

sssssss Fully, not,

Resaurces on
Securit

5] By Enterprise Applications Pag

Environment t Mol

Lists installed applications. A single application can be deployed anto multiple servers.

Freferencas

Monitoting and Tuning start | | stop | | Install | | Uninstall | [ Update | | Rollout Update | | Remoue File

B Troubleshaoting i i
o [

Systern administration

Export | _Export DDL

Service intearation

S S —
I = ]

Deploying the Sample Application in a Clustered
Environment

This section describes how to deploy the Sample Application on an AIX
WebSphere Server to access ISRA in a Clustered environment.

Note Sample Application must be deployed on an environment where

session affinity is enabled.

ISRA Sample Application is deployed through the WebSphere Network
Manager admin console. The steps to deploy are:

1. Start the WebSphere First Steps. Login as the root user, change

directory to <DeploymentManager

home>/profiles/dmgr/firststeps and execute the
firststeps.sh script, as follows:

# cd <DeploymentManager
home>/profiles/dmgr/firststeps

# ./Firststeps.sh
Login to the WebSphere Network Manager admin console.

Click Applications > Install New Application. The following screen
appears:
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. Fle Edt Yiew Go Bookmarks Iools Window

Help

@0@ @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

"B, | 48 Home [ Nstscape QSear:h‘ S Customize..

. ©Netscape - s o

") hew Tab | % WebSphere Administrative Consale

|

P Form Al » 7 Claar Browser History

Welcome kidfkldsklf | Logaut |  Suppart

Welcome
Ents
B servers
Application servers
Generic servers

IS Servers

| Help

erprise Applications

Closs pags

Preparing for the application installation 7=

Specify the EAR, WAR or JAR module to upload and install,

Wb servers
Clustars

Cluster topelogy

Path to the new application.

& Local file systern

Field help

For field help information,
select a field label or list
marker whan the halp
cursor appears.

Core groups

Specify path
Browse.

Applications
B App © Remote file systam

Enterprise Applications

Tnstall Mew Application

Brows

Resaurcas

Context root

Security Used anly for standalone Web madules (war files)

Enviranment

Next Cancel

Systern administration

Monitaring and Tuning

Troubleshooting
Service integration

uppI

© &F | Done

F==g e

4. Click Browse to locate the ISRASample.ear and deploy the Sample

Application in the target environment. Also, specify a name for the
Sample Application.

WebSphere Administrative Console - Netscape

=10l x|

| &, 63

. Fle Edt Yiew Go Bookmarks Tools Window Help

@QQ @ Q [ % httpifr-arctic: 06 fbrjconsslsjssrurefiogon. do

/'@, 4 Home [ Natscaps O‘SEEFEh‘ % Customize..,

. ©Netscape ~ [Enter Search Terms B Cusearch s Highlight

P FormFill = Clear Browser History Mews CAEmal L Fwesther >

&) hew Tab | % webSphere Administrative Console l

welcome kldfikidsklf | Logout | Support | Help
Welcome
Enterprise Applications Close page
B Servers
e p—— Preparing for the application installation 7=
Generic servers help ]

Specify the EAR, WAR or JAR module to upload and install,
IME Servers

Field help

Far field help information,
salact a fisld label or list
marker when the help
cursor appears.

Web servers Path to the new application.

Clusters
@ Local file systern

Specify ith
D -\jars SRS ample. ear -

© Remote file system

Cluster topology
Care groups
B Applications
Enterprise Applications

Install New Application

Brows

Resaurcas

Context raot
Sacurity Used only for standalone web modules (war files)

Enviranment

Mext Cancel

Systern administration

Monitoring and Tuning

Troubleshaoting

Servica inkagration

uppI

S & | Done

=

5. Click Next. The following screen appears:
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(8) WebSphere Administrative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

Q Q @ @ “%htrp:urn-arm::9ues/\hmt:nnsn\a/secureungnn.dn

Aj B, 4 Home [ Metscape @gmr:h‘ % Customize. .

| & Netscape = [cncer search Temis [B) Qusearch Hghight 7 Form Fil = Mews [AEmal {bwesther »

- Clear Browser History

] Hew Tab [ S WebSphers Administrative Console 1 a

Welcome kidfkldsklf | Logaut | Suppert | Help

Welcome

Enterprise Applications
Preparing for the application installation 7c

Choose to generate defsult bindings and mappings.

Close page

B servers
Application servers
Generic servers

IS Servers

Wb servers

Clustars [ Gersrsts Default Bindings

Cluster tapalogy Quemide:
Core groups
# Do not overide existing bindings
B Applications o

Guerride existing bindings
Enterprise Applications
Install Mew application
Yirtual Host
Resources

© Do not use default wirtual host name for Web modules

Sacurity
T Use defautt vikual host name for Web modules:

Enviranment

default_host

Specific bindings file
Browss.

Prewious Mext Cancel

Systern administration

Monitaring and Tuning

Troubleshooting
Service integration

uppI

© &F | Done

6. Click Next. The following screen appears:

websphere Adm
. Fle Edt Wiew Go Bookmarks Tools

q Q @ @ “%http:mn—arcnc:9oss/\bmpconso\e/secureuogon.do

Aj B, 4% Home [ Nekscape qsearch‘ S Customize...

| & Netscape ~  [Encer Search Temis X Cisearch SHighlight
) New Tab [ R webSphere Administrative Console 1

Welcorne kidfikldskIf |

strative Console - Netscape

Window  Help

7 Clear Browser History

‘ 7 Form Fil =

Logout | Support | Help

Welcome

Id help

B servers

Application servers

Specify options for installing enterprise applications and madules.

Select installation options

Far field help information,
select 2 field label or list
marker when the help

= cursor appears.
eneric serusrs Specify the various options that are available to prepare and

IMS Seruers install your applicstion.

Web seruers
7 pre-comnpile 157

Dwector% to install a%%l\catlon

W pistribute application

Clusters
Cluster topalogy
Core graups

B Applications
Enterprize Applications Uss Binary Configuration

Install New Application 7 beploy enterprise beans

Application narme
ISRA_Sample

W creste MBeans for resources

Resources
Security

Enuironmant

Systern adminiztration 7 tnatis das reloading
Reload interval in seconds

Monitaring and Tuning

Troubleshocting I benioy web
eploy Web serices

Service integration Validate Input offfwarn/fail

warn[ Bl

upDI

I process embedded configuration

Mext Cancel

(S &F | Done [

7. Click Next. The following screen appears:
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WebSphere Administrative Console - Netscape N =] ]
. File Edt view Go Bookmarks Tools Window Help

@0 Q @ @ [\%http:#fn—am:9ugsnbm/wnsu\e/secureuugun.du

-j B, 4 Home ) Hekscaps G‘SEar:h‘ S Customize. ..

. D Netscape ~ [ercer search Termis :] O search  $#Highlight
') hew Tab | % webSphere Administrative Console T

Welcorne KIdfkldskif | Logout | Suppart | Help

P Form il =7 Clear Browser History

Welcome . .
Enterprise Applications

Close page

B Servars
Install New Application
Applicatin sarvers

Generic servers
Specify options for installing entarprise applications and modules.
JMS Servers

Web servars Map modules to servers

Clusters
Specify targets such as application servers or clusters of application servers where you want to install the moduls
Madules can be installed an the zame application server or dispersed amang several application servers, Alzo,
targets that will serve as routers for requests to this application, The plug-in configuration file (plugin-cfg.xml) f
based an the applications which are routed through it.

Cluster topology
Care groups
Step 2: Map

modules to
B #pplications Clusters snd Servers:

Enterprise Applications WebSphere: cell=fn-arcticCall cluster=Was6_Cluster

Tnstall Mew Application

Resaurcas

Selsct Module Rt | sener
Security

Enviranment

v | ISRASamp\eWEB‘ ISRASampIeWEB.wanWEB*INF/web.xml| WebSphere:cell=fn-arcticCell.node=fn-arcicC

Systern administration
Monitoring and Tuning Pravious Mext Cancel

Troublashasting

Service integration

uppI

q B
B o =

8. Select the Cluster/Server from “Clusters and Servers:” list and check
the module. Click Next. The following screen appears:

WehSphere Administrative Console - Netscape =0 x|
. Fle Edt Yiew Go Bookmarks Tools Window Help

@0 Q @ @ [\% http:ifr-arctic 2096ibmjconsole/securefiogon.do
-j B, | 4 Home M) Netscaps QSEarzh‘ % Customize...

. ONetsape - seuth_p i
‘&) New Tab | % wehSphere administrative Console }

F FormFil = Claar Browser History

welcome kidfkldsklf | Logout | Support | Help
Welcome . .
Enterprise Applications Clase page
B Servers
Install New Applicati H [
Application servers nets EERES AU
Genaric servers ) o Field help
IMS Servers Specify options for installing enterprise applications and modules, For field help informstion,

selact 2 field label or list
marker when the help
cursor appears

Wab seruers Map virtual hosts for Web modules

Clustars
specify the virtual host where vou want to install the Web modules
contained in your application. Yau can install Web modules on the
same wirtual host or disperse them among several hosts,

Cluster tepalogy

Core groups

@ Apply Multiple 1
B Applications s e O
Enterprise Applications (= step 3: Map
virtual hosts for
Install Mew Application wab odul
Sz Al Selact| web madule Virkual host

Resaurcas

I | 13RASamplewER default_host x|
Security ¢
Ensienmeny Previous Mext | Cancel

Systern administration

Monitoring and Tuning

Troubleshooting
Service intzgration

uppI

S &f [oone =g

9. Click Next. The Summary screen appears.
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. Fle Edt Yiew Go Bookmarks Tools Window Help

@0 Q @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do
4 Home [Wy] Metscaps Cly Searth‘ S Customiza...

. D etsape - v
2] New Tab [ %y WebSphere Administrative Consale 1

Welcome kidfkldskif |

P Form Al » 7 Claar Browser History

Logout | Suppert | Help

Welcame

B Servers
Application servers
Generic servers
IS Servers
Web servers
Clustars
Cluster topalogy

Core groups
B Applications

Enterprise Applications

Tnstall Mew Application

Resaurcas

Security

Enwironment
Systern administration

Monitaring and Tuning

Enterprise Applications

Install New Application H T

Specify options for installing enterprise applications and madules,

Summary

Surnmary of installstion aptions

Optians Values
Use Binary Configuration No
Create MBeans for resources Yes
GellfHoderServer Slick here
Reload interval in secands

S | enable dlass reloading Mo
Process embedded configuration No

Applicstion name 15RA_Sample

Walidate Input offfwarn/fail warn

Directary to install application

Closs pags

Field help
For fisld halp information,
select a fizld label or list
marker when the help
cursor appears.

Distribute application ves
Troubleshooting
Deploy Web services o
Service integration Bra-compila J5P o
upDT Deploy enterprise beans Mo
Previous Finish Cancel
] I 13}
9 & [one E=R=Eil

10. Click Finish. The following screen appears:

websphere Adm
. Fle Edt Wiew Go Bookmarks Tools

strative Console - Netscape

Window  Help

—loix]

@QQ @ @ [ S httpuifr-srctic S0 bmicanssie/secureogan. o

o By % Home ] Hetscape qsearch‘ S Custamize...

| & Netscape ~  [Encer Search Temis ] QA search ¥ Haghlight

2] New Tab [ % Websphere Administrative Console 1

‘ P Form il = Clear Browser History

welcorne kidfikldsklf | Logout

Welcome

O Servers
Application servers
Generic serusrs
M5 Serusrs
Web servers
Clusters
Cluster topalogy
Core groups

B Applications

Enterprise Applications

Install New Application

Support | Help

beans in the
he process

the EJB

Ifthere are

Check the SystemOLt log on the Deployment Manager or server where the spplication is deployed for specific information shout the EJB deployment

process as ff ocours.
ADMAS01L Installation of [5Fea_Sample sterted.

ADM#S0ETE Resource valldation for application ISRA_Sample completed successtully

ADM&5058: Application and module versions validates with versions of deploymert targets.
ADM#50051: The application 1SR.4_Sample Is configured in the WebSphere Application Server repostory.
ADM&S053: The ibrary references for the installed optional package are crested.

ADMASO05E The application ISRA_Sampls is configured in the WebSphers Application Servar repostory.

ADMASOO | The application binaries are saved in
r

process can take several minutes. Please do not save the

Eym—— Joor orkDx Ip B97 235568 Ao _Sample ear
Security ADMAS00SE The pplication [SRA_Sample is configured in the WebSphere Application Server repository. E
Enviranmant SECJ04001 Successtuly updated the appiication ISRA_Sample with the sppCortextDF orSecurity information
Systern administration ADMAS011E The cleanup of the temp directory for application ISRA_Sample is complete
Monitoring and Tuning ADMAS013t Application ISRA,_Sample installed successully

Troublesheoting
T ——— Application ISRA_Sample installed successfully.
UbDI To start the application, first save changes to the master configuration
Save to Master Configuration
T wiark with installed! agplicationss, click the "Manage Applications” button
Manage Applications =
-
4] I
5 o =

11. Click Save to Master Configuration. The following screen appears:
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./ B, 4 Home [ Netscape O Search | % Customize...

N @Nelmpe = [encersearchiems |8 CiSearch S#Highlght P FomFil = 7 Clear Browser History  E|News  (Emal {Fwaather >
] WewTab [ % Websphere Adminetrative Console 1
welcone kIdfkidsklf | Logaut | Suppart | Help
Welcome Enterprise Applications Closs psge
B Servers ]

Application servers Field help
Far field help informatian,
select 2 field label or list
marker when the help
cursor appears.

Enterprise Applications > Save

Sauve your workspace changes ko the master configuration

Generic servers
IS Servers

Click Save to update the master repository with your changes, Slick Discard to discard your
changes and beain work again using the master repositary configuration. Click Cancel to

Wb servers

z:uszeﬁt ‘ continue werking with your changes. Page help

uster tapalo

BEI Total changed documnents: 10 More information about
Core groups thiz page

B Applications
¥ synchronize changes with Nodes

Save Discard Cancel

Enterprise Applications

Tnstall Mew Application
Resourcas
Security
Enwironment
Systern administration

Monitaring and Tuning

Troubleshoating

]

Service integration

upbt

© &F | Done

12. Enable the Synchronize Changes with Nodes check box. Click
Save to complete the deployment of Sample Application. The
following screen appears:

rative Console - Netscape
. Fle Edt Yiew Go Bookmarks Tools Window Help

@ Q @ Q [ hitpsjfn-arcticia096 bmiconsolsfsscurefiogon.do

/ B | 4 Home [ Netscape Ol Search %@stum\ze

[Enter searchTerms &) O\ Search S Hhliht

F Form Fill =

7 Clear Browser History

ﬁ New Tab | %5 webSphere Administrative Console l

Welcome kidfikldsklf | Logaut | Suppert | Help

Welcome Enterprise Applications

B Servers

Application servers

- S Fiel
Ente: Applicati
Generic servers it DG Ma
S Servere Lists installed applications. A single application can be deployed anto multiple servers. tot
cell
Web servers Preferences not
an
Clusters Start Stop Install | | Uninstall | | Update | | Rollout Update | | Remoue File | | Export | | Export DDL
Clustartopology pad
Core groups 4 ] ne
this
B Applications Select Narme 2 Status ()
Enterprise Applications O Defaultapplication.ear P
Install Mew Application
m] ISRA Sample ®
Resources
] StressTool P
Sacurity
2csap war
Enviranment r b
Systern administration Total 4

Monitaring and Tuning
Traubleshaoting
Seruice intagration

uppI

D& [ ;

13. Click Applications > Enterprise Applications. Enable
ISRA_Sample and click Start. A message, as shown in the screen
below, is displayed:
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2] Wew Tab [ % Websphere Administrative Cansale 1 |
walcome KIdfkldsklf | Logout Support Hel =
clcome kidfkldsklf | Logaut | Suppart | Help
Weleo: Close pag
Enterprisa Applications
i
O Messages Ma;
JMS Servers to b
[ applicstion 1SRA_Ssmple on server AizWebl snd node fn-arcticNode01 started coll
Webservars | oicacd fully. not
Clusters 0 appl 15RA_Sample on server AixWeb2 and node fn-arcticNode01 started on
Clustspzopoloay || succes pad
Core groups [} spplication 1SRA_Sample started successfully on all the sen uster Mo
WASE_Cluster, this
B Applications
Enterprise Applications Enterprise Applications
Install New Application Lists installed applications. A single application can be deployed onto multiple servers,
Resources Preferences
Security Start Stop Instsll Uninztsll Update Rollout Update | | Rermoue Fils Export | | Export DDL
Enwiranmen x
£ )
Systern administration
Selact Name & Status (2
Manitoring and Tuning =
r EY
Troubleshooting
Service integration O 2
upDI (] StressTool >
r | aca p_war P
Total 4
4] 111 3
3 &F [oone = ]

14. To Update Web Server Plugin run the following command:
<DeploymentManager
home>/profiles/dmgr/bin/GenPluginCfg.sh

Note The user should update Web Server Plugin after deploying
Web/Enterprise applications.

Deployment of the FileNet Image Viewer in the
Standalone Environment

The FileNet Image Viewer is used by the ISRA Sample Application to
display documents of specific mime types (TIFF, JPEG and BMP). Skip
this section and move to the next, if you do not want the FileNet Image
Viewer configured with the ISRA Sample Application.

The steps to deploy the FileNet Image Viewer in a Standalone
environment are:

1. Launch the WebSphere Administrative Console. Click Applications >
Install New Application. The following screen appears:
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) New Tab [ % webSphere Administrative Console 1
welcome admin | Legeut | Suppert | Help

Welcome .

Enterprise Applications Clase page
Servers
= Preparing for the application installation RIE
B Applications
Enterprize Applications Specify the EAR, WAR or JAR module to upload and install,
Install Mew Application Field help
Path to the new application. For field help information,
Resources & select a field label o list
* Local file system rarker when the halp

Security spacify path cursor sppears.

Environment Browse.

Systern administration © Remote file systam

Monitoring snd Tuning
Troublashooting

Service integration Context ract

oo Used anly for standalone Web madules (war files)

Mext | Caneel

© &F | Done

=,

2. Click Browse. Navigate through the ISRA installation directory and
choose FNImageViewer.ear. Click Next, until the Summary page
appears.

&) WebSphere Administrative Console - Netscape
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Servers
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Enterprise Applications Field help
i PP For field help information,
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Specify options for installing entarprise applications and modules.
Install Hew Applicstion

Summary marker when the help
Resources cursor appears.

Summary of installation options

Security
Options Valuss

Environment —
Uss Binary Configuration Ho

Btz SEivoDsElED Create MBeans for resources Yes

Monitoring and Tuning CellfMode/Server Click here

Troubleshooting Reload interval in seconds

Service inkzgration T | Enable class reloading Ho

. Frocass srmbaddsd configuration Ho

Application name FiImageViewer

Validate Input offfwarn/fail warn

Directory to install application

Distribute application Yes
Daploy Web services Ho
Pre-compile 5P Mo
Deploy enterprise beans Mo

Previous Finish Cancel

3
S &f [oone f il

3. Click Finish. The following screen appears:
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Welcome |
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Enterprise Applications process as it ocours:

Husell G5 Cpplieein ADMASO1BE Installation of FimageViewer started
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Security

ADMASDSEL Application and module versions validated with versions of deployment targets.

E it
niirenmen ADMASO0SL The application F is configured in the Application Server repogitory.

Systern administration
ADMASOS3L The liorary references for the installed optional packaoe are created.

Monitaring and Tuning
ADMASODSE The application F (L is configured in the

phers Application Server reposhory.
Troublashooting
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Sl (e D i D " 1w e Fr earFNmageviewer ear |
uppI 7
ADMAS005: The application F is configured! in the WiebSphere Application Server repository.
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ADMASDT1E The cleanup of the temp directary for application FNImagsYiewer is complete.

ADMAS013: Appiication FNimageYiewer installed successtully

Application FNImageViewer installed successfully.
To start the application, first save changes to the master configuration.
Save to Master Configuration
To work with installed applications, click the "Manage Applications” button.

Manage Applications

R e

4. Click Save to Master Configuration. The following screen appears:

strative Console - Netscape

. Fle Edt View Go Bookmarks Tools Window Help

@ O @ Q [ S hitp:Hisrais:060fiomfconsoleisecurelogon.do

/B, 4 Home ) Metscape Cl, Search S Custamize...
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Click Save to update the master repository with your changes. Click Discard to discard your LT ]
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continue warking with your changes,
Page help
Security Total changsd documents: 11 Meralinformatiantabaty
this
Enuiranmant
Systern administration
Save | [ Discard | [ Cancel
Monitoring =nd Tuning
e r—
Service integration
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41 (] ]
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5. Click Save. The following screen appears:
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© &F | Done %ﬂﬁ =

6. Click Applications > Enterprise Applications. Enable the
FNImageViewer check box and click Start. A message, as shown in
the screen below, is displayed:
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Enwironment Lists installed applications. A single applicstion can be deployed onto multiple servers,

Systern administration

Preferancas
Monitaring and Tuning start | | stop | | Install | | Uninstall | | Update | | Rollout Update | | Remove File | | Export | | Expert DDL
Troubleshoating o &
= 2
Service integration
T5e Select Narme % Status ()
O Defsultapplication P>
] ENIrnageViewsr P
O ISRA Sarmpls >
O iuthpp &
O e Ed
Total 5
| I
T & [ooe
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Note FNImageViewer.ear is located under the sample subfolder in
the ISRA installation directory. FileNet Image Viewer files
(FNImageViewer.jar), and FileNet Image Viewer
documentation are located in the FNImageViewer\docs
subfolder in the ISRA installation directory.

Deployment of the FileNet Image Viewer in a Clustered
Environment

The FileNet Image viewer is used by the ISRA Sample Application to
display documents of specific mime types (TIFF, JPEG and BMP). Skip
this section and move to the next, if you do not want the FileNet Image
Viewer configured with the ISRA Sample Application.

The steps to deploy the FileNet Image Viewer in a Clustered are:
1. Launch the WebSphere Network Manager admin console. Click

Applications > Install New Application. The following screen
appears:

() webSphere Administrative Console - Netscape =0 x|

-
| &, 63

. Fle Edt Yiew Go Bookmarks Tools Window Help

@OO @ O [ hitpsjfn-arcticia096 bmiconsolsfsscurefiogon.do

. B, 4 Home M metscape Ol Search % Customize...

“@Nelscﬂpe =8 Erter Search Terms = o r O/ A FormFil = Clear Browser History  =|News [2Emal 1 Fweather »‘
&) Wew Tab [ % wehSphere Administrative Console: } =
wel WIdfkidskif | Logout Support Hel HiEs
elcome kIdfkldsklf | Logout | Support | Help
Welcome
Close page
B Servers

Preparing for the application installation

Specify the EAR, WAR or JAR module to upload and install,
Field help

Path to the new application.

Clusters

@ Local file systern

Clustertopalogy

Specify path
Core groups Browrse

Applications
8 App © Remote file system
Enterprize Applications

Install New Application

Resources Browse the local machine or & remote server: |
Context raot

Security Used only for standalone web modules (usr files)

Ensironmen t

Mext Cancel

Systern administration

Monitoring and Tuning
Troubleshaoting
Servica inkagration

uppo

® &F [ome [F= =

2. Click Browse. Navigate through the ISRA installation directory and
choose FNImageViewer.ear. Click Next, until the Summary page
appears.
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WebSphere Administrative Console - Netscape (=] 3}

. Fle Edt Yiew Go Bookmarks Tools Window Help

@oe @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

4 Home [Wy] Metscaps Cly Searth‘ S Customiza...

. ©Netscape - sewn st

P Form Al » 7 Claar Browser History

] WewTab [ % Websphere Adminetrative Console 1

Welcome kidfkldsklf | Logaut | Suppert | Help
Welcome
8 Gmmas Analysis of this application resulted in the following security warnings.

Application servers The contents of the was. policy file -

Generic servers

i

{# Template policy file for enterprise application.

IS Servers
{# Extra permissions can be added if required by the enterprise application.

Web servars i

@l {# HOTE: Syntax srrars in the palicy files will cause the enterprise application FAIL to start
{# Extreme care should be taken when editing these policy files. It is advised ta use

{1 the policytool provided by the JDK for editing the policy files

Cora groups ;; (VAS_HOME/izva/ire/bin/policytool).

Cluster topelogy

Applicati
Bl LS grant codeBase "fila:f {application}” {
Enterprise Applications 3
Install Mew Application grant codeBase "file§fjars}" {

Resaurcas

grant codeBase “file:§ {connectorcomponent}” {

Security

Enviranmant grant codeBase “file:§ {webComponent}" {
I

Systern administration ‘

ey grant codeBase "file:§{eibCompanant}” {

Troubleshoating

Service integration
8 a ADMADDEOW; A terplate policy file without any permission s=t is included in the 1.2.x enterprize application, You can

UBDI modify the Java 2 Security policy for the enterprise application by editing the was,palicy file that is located in the
${user.install, roct}fconfig ( in )/ applications/( e).ear/depl s/ ( J/META-INF
directory after the application iz installed,

Continue Cancel

=

© &F | Done

DN
==l

3. Click Continue. The following screen appears:

strative Console - Netscape

. Fle Edt View Go Bookmarks Tools Window Help

@QQ @ @ [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

L/ B % Home B9 Netscape O\SEarch‘ S Customize. .

. D Netscape ~  [Enier search Terms ¥ Clisearch Highlight

7 FormFill = 7 Clear Browser Histary

&) hew Tab | % webSphere administrative Console 1

Welcorne kidfikldsklf | Logaut | Suppert | Help
Welcome Id help
Specify options for installing enterprise applications and madules,
Bl Servers

For fisld help information,
selact = field label or list
marker when the help
cursor appears.

Application servers = Sl Select installation options
installation

Generic servers

JMS Servers

options Specify the usrious options that are ausilsble to prapars and
Install your application.

Web servers
I pre-compile JsP

Directory to install application

M bistribute spplicstion

Clusters
Cluster topalogy
Cors graups

B applications =
Enterprise Applications CEO DL T T

Install New Application ™ beploy enterprize beans

Application name
FuImageviewer

W ¢reate MBeans for resources

Resources

Security

Enviranment

Systern adrninistration Enable dass reloading

Reload interval in seconds
Monitaring and Tuning

Troubleshasting
™ Deploy web samicss

Service integration Validate Input offfwarn/fail

uppI

7 brocess embedded configuration

Mext Cancel

’Z
D &f oo EEEE

4. Click Next. A message, as shown in the screen below, is displayed:
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trative Console - Netscape (=] 3}

WebSphere Admi

. Fle Edt Yiew Go Bookmarks Tools Window Help

Q Q @ @ “%htrp:urn-arm::9ues/\hmt:nnsn\a/secureungnn.dn

Aj E|,\ 4 Home [ Metscape @gmr:h‘ % Customize. .

. D etsape - Qs s
) New Tab [ % webSphere Administrative Console 1 |

Welcome kidfkldsklf | Logaut | Suppert | Help

=|News [AEmal { kweather »

P Form Al » 7 Claar Browser History

Welcome .
Enterprise Applications Clase page

B servers
Install New Application
JT—

Generic servers

NS Servers B Messages
Cch> s [B 1o server has besn selected. Select a sarver.
Clustars

Clustertapalogy
Specify options for installing enterprise applications and medules.

Core groups

. Map modules to servers

B Applications

Specify targets such as application servers or clusters of application servers where you vant to install the madull

Modules can ba installad on the same spplication samer or disparsed amang ssusrsl application servers, Also,

that will serve as routers for requests to this application. The plug-in configuration file (plugin-cfg.xml) for each

0 on the applications which are routed through it

Reszources modules to
servers

Enterprise Applications

Tnstall Mew Application

Clusters and Servers:
[ Websphere: call=fn-arcticCell, duster=wAS6_Cluster

Security

Enviranment

Systern administration

‘SE\EEtl Madule | URT ‘ Server

Monitaring and Tuning

FHIrnsgeviawsr.war, WEB-INF/web, m“ WebSphere: cell=fn-arcticCell,node=fn-arctic:

Troubleshooting |FNImaga\/lewer war

Service integration

uppI Previous Mext Cancel

© &F | Done

5. Click Next. The following screen appears:

¥) WehSphere Administrative Console - Netscape (=] 3}

. Fle Edt View Go Bookmarks Tools Window Help

Q e @ @ [l%http:urn—armc:9ugst\bmtcunsu\e/secureuugun.du

)/ | 4 Home [ Metscape @\mrch‘ S Customize. .

. D Netscape ~  [Enier search Terms Bl Coscah 5 Hghioht

7 FormFill = 7 Clear Browser Histary

‘&) hew Tab | % webSphere Administrative Console 7

welcarne kldfikldsklf | Logout | Suppert | Help
Welcome
Enterprise Applications Clase page
Bl Servers
Generic servers Field help
IMS Servers Specify options for installing enterprize applications and modules, For field help information,
select a field Iabel or list
Web servers Map virtual hosts for web modules rnarker when the help

Clusters cursor appears.

Specify the virtual host where you want to install the Web madules
contained in your application. You can install Web modules an the
zame wirtual host or disperse them amang several hasts.

Cluster topalogy

Care groups
Apply Multiple Mappings

B Applications

Enterprize Applications Step 3: Map
virtual hosts for

Web modules Salact| Web madule Virtual host

Tnstall New Application

Resources

Step 4 T | FuImageviewsr.war

Security

Ensionment Previous Hext | cancel

Systermn administration

]

Monitaring and Tuning

Traubleshooting

Service inkegration

uppI

D &f oo =gl

6. Click Next. The following screen appears:
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() webSphere Administrative Console - Netscape o =] ]

. Fle Edt Yiew Go Bookmarks Tools Window Help

@oe @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

4 Home [Wy] Metscaps Cly Searth‘ S Customiza...

. ©Netscape - s o

P Form Al » 7 Claar Browser History

] WewTab [ % Websphere Adminetrative Console 1

Welcome kidfkldsklf |  Lagaut

Welcame

B Servers
Application servers
Generic servers
IS Servers
Web servers
Clustars
Cluster topalogy

Core groups
B Applications

Enterprise Applications

Tnstall Mew Application

Resaurcas

Security

Enviranment

Systern administration

Support | Help

Enterprise Applications

Specify options for installing enterprise applications and madules,

Install New Application H T

Summary

Surnmary of installstion aptions

Options Values
Use Binary Configuration Ho
Create MBesns for resources Yes
CellfHoderServer Click here

Reload interval in secands

S | enable dlass reloading Ho

Process embedded configuration Mo

Applicstion name FImsgeVisuer

Walidate Input offfwarn/fail warn

Closs pags

Field help

For fisld halp information,
select a fizld label or list
marker when the help
cursor appears.

Directary to install application

Monitaring and Tuning

Distribute application Yes

Troubleshooting
Deploy Web services Ha
Service integration Bra-compila J5P b
upDT Deploy enterprise beans Mo

Previous Finish Cancel

4] Il ]

S &F [oore [F= el
7. Click Finish. The following screen appears:

strative Console - Netscape I [m] 2

. Fle Edt View Go Bookmarks Tools Window Help

@QQ @ @ [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

L/ B % Home B9 Netscape O\SEarch‘ S Customize. .

| & Netscape ~  [Encer search Termis ¥ Qsearch 3¥Haghlight
&) hew Tab | % webSphere administrative Console 1

7 FormFill = 7 Clear Browser Histary

Welcorne kidfikldsklf | Logaut | Suppert | Help

Welcoms K there are ise beans in the application, the EJB process can take several minutes. Please do not save the
ion until the process

Bl Servers

Check the SystemOud log on the Deployment Manager or server where the application is deployed for specific information shout the EJB deployment

Application servers
process as it ocours.

Generic servers

IMS Servers ADMASDTEL Installation of FMimage®/iewer started.
Web servers ADMAS0ET! Resource validation for application FMimage'viewer completed successtuly
Clusters

ADMASDSE: Appiication and module versions valicisted with versions of deploymert targsts
Cluster topology

Cors graups ADMAS005: The application is configured in the Application Server repository.
B Applications ADMAS053: The liorary references for the installed optionel package are created
Enterprise Applications ADM&S005E The application F is configured in the Pl Application Server repositary.

Tnstall New Application
ADMASOD | The application binaries are saved in

Resources Jonnectar ok 3 eI = imageiswer &
Security ADMASODSE The application F is configurec in the WehSphers Application Server reposiory. E
Environment SECJ04001 Successtuly updated the appication FHmage iewsr with the appContestDF orSecurity information
Systern administration ADMASOT11 The cleanup of the temp dirsctory for application FHImageYiewer is complete
WL RE o) T e ADMASOT13E Application Filmage Viewsr installsd successtuly
Troubleshaoting

Application FNImageViewer installed successfully.
Service integration
ubpI To start the application, first save changes to the master configuretion
Save to Master Configuration
Towork with installe! applications, click the "Manage Applications” button
Manage Applications =]
~

4] I
() @' | hitpilfn-arcticranss fbmfconsolefs ynevork space.do sy ncaction=st

%@5@ 7

8. Click Save to Master Configuration. The following screen appears:
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WebSphere Adm

trative Consol

. Fle Edt Yew Go Bookmarks Iools

Window  Help

QOQ @ Q [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

B, | 48 Home [ Netscape Cly Search % Customize...

. ©Netscape - s o

P FomFil * 7 Clear Browser History  =|News  [AEmail 1 bweather »
) ew Tab [ % webSphere Administrative Console 1 %]
walcome KIdfkidsklf | Logout | Suppart | Help S
welcome Enterprise Applications Close page
B Servers petp |
:::::t::::m Enterprise Applications > Save Field help

IS Servers
Web servers
Clusters
Cluster topelogy

Cora groups

B Applications

Enterprise Applications

Tnstall New Appl

=

Resaurcas

]

Security

=

Enviranment

]

Systern administr

B EH

Troubleshoating

= A

uppI

Monitaring and Tuning

Service integration

ication

ation

Sauve your workspace changes ko the master configuration

Click Save to update the master repository with your changes, Slick Discard to discard your

changes and beain work again using the master repositary configuration. Click Cancel to

continue working with your changes.

Total changed documents: 11

¥ synchronize changes with Nodes

Save Discard Cancel

Far field help informatian,
select 2 field label or list
marker when the help
cursor appears.

Page help
More information about
thiz page

© &F | Done

]
=g

9. Enable the Synchronize Changes with Nodes check box. Click

Save to complete the deployment of FileNet Image Viewer. The
following screen appears:

WebSphere Adm

. Fle Edt Yiew Go

trative Console - Netscape

Bockmarks  Todls Window

telp

@OQ @ Q [ S Rt Fe-sretics 06 brmiconssiejssrureyiogor. o
B

B, | 48 Home [ Netscape Cly Search % Customize...

A‘@Nelmpe *  [Enter Search Tarms [B) Qisearch Highight

P FormFil = 7 Clear Browser Hitory  E|Mews [AEmal L rWeather >
&) Wew Tab [ % Websphere Adminitrative Cansale 1 @
welcoms KIdfkldsklf | Logout Support Hel HiE=
elcome kidfkldsklf | Logaut | Suppert | Help
Welcome Enterprise Applications Close page
g erers Enterprise Applications 7 - Rhele |
aApplication servers Fel
Enterprise Applications
Generic seruers For
e — Lists installed applicstions. A single application can be deployed onto multiple servers, seld
Wab servers Preferences me|
<ur,
Clse start | | stop | | nstall | | Uninstall | | Update | | Rollout Updats | | Remous File | | Export | | Export DDL Pad
Clustertopalogy y
| ) Loy
Core groups 5 this
B #pplications Name % Status ()
Enterprize Arplisationd ] Defsulthpplication. ear &
Install Mew pplication
(m] FNImageViewer *®
Resources
(] ISRA Sample »
Sacurity
StressTool
Enwiranment r 5
System administration O 2seap var *
Manitaring and Tuning Total 5
Troublashasting
Service integration
ubDI
4] I
(S &F [ hupfinaricsa (appl tion clion=

D]
F==g =l

10. Click Applications > Enterprise Applications. Enable the
FNImageViewer check box and click Start. A message, as shown in
the screen below, is displayed:
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() webSphere Administrative Console - Netscape (=] 3}
. Fle Edt Yiew Go Bookmarks Tools Window Help
S hitp:jif-arctic;3086{bmj console/securelogon. do ‘:fg @
_QQQOQ\W fbmiconssisjsscurefiog | J
. B, % Home [ Metscaps Cf Search S Customize...
. D Netscape ~ [Ereerseachitems %) & 5 S/ PFomFil = 7 Clear Browser Hetory  ==|News [AEmal {_bwesther »
] Mew Tab [ % websphere Adminitrative Consale 1 |
"
Welcome kidfkldsklf | Logaut | Suppert | Help see =
Welcome
B serve Enterprise Applications
Application servers

IS Servers
Web servers
Clusters
Cluster topalogy
Core groups

B Messages

[ #pplication FHImageviewer on server AlxWebl and nods fn-arctichade0l started
Full

.

on FNImageViewsr on server AixWeb2 and node fn-ardicode0l started

iewer started successfully an all the servers in duster

B Applications
Enterprise Applications Enterprise Applications
Install New Application Lists installed applications. A single application can be deployed onto multiple servers,
Resources Preferences =
Security Start Stop Instsll Uninztsll Update Rollout Update | | Rermoue Fils Export | | Export DDL
Enviranment t el
4 ()
Systern administration
Select Status ()
Manitoring and Tuning =
O L4
Troubleshoating
. ENI i
Service integration O osc=Swer 2
upDI (] ISRA Sarmple >
(] StressToal P
| ac=a p war »
Total 5 I;
£l ] o
© &F | Done I = ]

11. To Update Web Server Plugin run the following command:
<DeploymentManager
home>/profiles/dmgr/bin/GenPluginCfg.sh

Note FNImageViewer.ear is located under the sample subfolder

in the ISRA installation directory. FileNet Image Viewer files
(FNImageViewer . jar) and FileNet Image Viewer
documentation is located in the FNImageViewer subfolder in
the ISRA installation directory.

Session Affinity

Session Affinity is a mechanism, which allows a user to connect directly
to the same Application Server unless and until the current session is
invalidated or the application server instance, where the session started
first is failed.

If this option is not enabled in an application server then, browser
requests would be distributed across all application server instances in a
cluster. The impact of requests being distributed in this fashion would
depend on whether distributed or local sessions were in use.

In an environment using distributed sessions, the application server would
make an out-of-process request to retrieve the session object from the
copy of the session object stored either in memory in another application
server or in a database. In an environment employing local sessions, the
getSession () method call in the application code would result in the
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creation of a new session object, with the loss of any data previously
stored in session for that client.

Session Affinity in WAS

Session affinity is enabled by default in WebSphere V6. In a clustered
environment, WAS provides affinity to a server by appending the server
ID to the session ID that is contained in the JSESSIONID cookie or URL
rewrite. This information is used by the HTTP server plug-in to dispatch
the request to the correct server.

The default plug-in generated by WAS

<ServerCluster CloneSeparatorChange=""false"
LoadBalance=""Round Robin" Name="I1SRACLuster"
PostSizeLimit="-1" RemoveSpecialHeaders=""true"
Retrylnterval="60">

<Server ClonelD="10uclgec5" ConnectTimeout="0"
ExtendedHandshake=""false'" LoadBalanceWeight=""2"
MaxConnections=""-1" Name=""fnaix_ISRAServerli"
WaitForContinue=""false">
<Transport Hostname="fnaix'" Port="9081"
Protocol="http"'/>
<Transport Hostname="fnaix" Port='9444"
Protocol="https">
<Property Name="'keyring"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key.kdb"/>
<Property Name="'stashfile"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key.sth"/>
</Transport>
</Server>
<Server ClonelD="10uclgf31" ConnectTimeout="0"
ExtendedHandshake=""false" LoadBalanceWeight=""2"
MaxConnections=""-1" Name="fnaix_ ISRAServer2"
WaitForContinue="false'">
<Transport Hostname="fnaix" Port="9082"
Protocol="http'/>
<Transport Hostname="fnaix" Port="9445"
Protocol="https">
<Property Name="keyring"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key .kdb"/>
<Property Name="'stashfile”
Value="/software/WebSphere/DeploymentManager/etc/plugin-
key.sth"/>
</Transport>
</Server>
<PrimaryServers>
<Server Name="fnaix_ISRAServerl"/>
<Server Name="fnaix_ ISRAServer2'/>
</PrimaryServers>
</ServerCluster>
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Disabling Session Affinity on WAS:

In order to disable the session affinity ClonelD should be removed from
each sever entry in pug-in as follows.

<ServerCluster CloneSeparatorChange="false"
LoadBalance=""Round Robin" Name="I1SRACLuster"
PostSizeLimit="-1" RemoveSpecialHeaders=""true"
Retrylnterval="60">

<Server Clonelb="10uclgec5" ConnectTimeout=""0"
ExtendedHandshake=""false" LoadBalanceWeight=""2"

MaxConnections=""-1" Name=""fnaix_ ISRAServerl"
WaitForContinue=""false">
<Transport Hostname="fnaix'" Port="9081"
Protocol="http'/>
<Transport Hostname="fnaix'" Port="'9444"
Protocol="https">
<Property Name="keyring"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key.kdb"/>
<Property Name="'stashfile"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key.sth"/>
</Transport>
</Server>
<Server Clonelb="10ucligf3l~ ConnectTimeout=""0"
ExtendedHandshake=""false" LoadBalanceWeight=""2"
MaxConnections=""-1" Name="fnaix_ISRAServer2"
WaitForContinue="false'">
<Transport Hostname="fnaix" Port="'9082"
Protocol="http'/>
<Transport Hostname="fnaix" Port="9445"
Protocol="https">
<Property Name="'keyring"
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key._kdb"/>
<Property Name="'stashfile”
Value=""/software/WebSphere/DeploymentManager/etc/plugin-
key.sth"/>
</Transport>
</Server>
<PrimaryServers>
<Server Name="fnaix_ISRAServerl'/>
<Server Name="fnaix_ ISRAServer2'/>
</PrimaryServers>
</ServerCluster>
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WAS provides two persistence mechanisms for maintaining session state
e Database

e Memory to memory.

For replicating the session (memory to memory) across multiple
application server instances following setup will be done on WAS.

1. Click Application servers -> <Server instance> ->Web container.
The following screen appears:

&) webSphere Administrative Console - Netscape -10] x|
. Fle Edit Wew Go Bookmarks Tools Window Help

\
. GOO @ O [ 5 bitpsfifn-arctic 3096, ibmjconssiejsscureogon.do ] ngo @

. B, 4 Home [y Metscape ©f Search | S Customize... S WebSphere A... S WebSphers A,

“ A3 Netscape ~ [enter search Terms | - S/ P FormFil = Clear Browser History  E|News [AEmail 4 Fweather>>
] Mew Tab [ R Websphere Administrative Console ] =

Welcomne admindfdsf | Logeut | Support | Halp

e88 =
sse
Welzome Close page

Application servars y

Application servers > AixWeb1 > Web container Field help
SGeneri: Specifies the default
p— Gonfigure the Web container uirtusl host for this server.
el S Configuration Page help
Clusters More information about
Clustar tapalogy thiz psae

General Properties

Core groups Additional Properties

Default virtual host:

P Custorn Properties
Applications default_host = |

Web container transport chains
[ Resources
Session managemen 19

¥ Enable senlet caching
Security

Environmen t Apply ok Reset | | Gancel

Systemn administration

Configure the session manager associated with this web conkainer.

Monitoring and Tuning
Troubleshooting
Service integration

upoI

]
@A o5 0 i oo e T : ESar

2. Under Additional Properties, click Session Management link. The
following screen appears:
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[T
. Fie Edt Vew Go Bookmarks Took Window Help ‘

GOQ @ Q [ bitpsgifn-arctic 5096 bmjeonsole secure ogon.do
|

B, 4 Home [ Metscape Ol Search | Sy Customize.. S WebSphers A... S WebSphers A..

“ D Netscape ~  [Enter Search Terms T QA Search  #Highiight FFormFil ~ - Clear Browser Histary lews CAEmail 1 Fweather >

£ Mew Tab | % websphere administrative Console } Ei

Welcorne admindfdsf | Logout | Support | Help

Welcame Application servers Close page [a)
& servers Application servers

Application servers

: servers > AixWeb1 > Web container > Session Field help
Generic servers For field help information,
[— Session manager configuration praparties sllow you to contral the behavicr of HTTP celect 5 fisld labal or list

session support, marker when the help

Web servers cursar appears.

Canfiguration

Clusters
o ’ Page help
LIl More information sbout
Core groups General Properties . . this page
L s — =
Applications Session tracking mechanism: Distributed enwiranment
zsttings
[REcEuiEs ™ Ensble S5L ID tracking
Security W Enable cookies Specifies sessions persistence bype.
G [ enable URL rewriting
Systern administration [ ]
Monitaring and Tuning
Troubleshaoting Masximum emory session count:
1000 sessions
Service integration
Ird
5 Allow overflow

Session timeout:

© Ho timaout
& Set timeout

B minutes

]
=R o o L For (el e

3. Under Additional Properties, click Distributed Environment Settings
link. The following screen appears:

. Fle Edt Wew Go Bookmarks Took Window Help ‘

@a Q @ Q [ 5 bitpsfifn-arctic 3096, ibmjconssiejsscureogon.do

=

. B, 4 Home [y Metscape ©f Search | S Customize... S WebSphere A... S WebSphers A,
“ A3 Netscape ~ [enter search Terms ¥ QL search 5 Highliht # FormFil = Clear Browser History ews [AEmal | FWeather >
) New Tab [ S Websphers Administrative Consols ] (x|

Welcomne admindfdsf | Logeut | Support | Halp

Welzome Application servers Close page

B servers Application servers 7 - Whelp |

Application servars

Application servers > AixWeb1 > Web container > Session management > Distributed Field help
Gt seEs environment settings For field help information,
IMS Servers select a field label or list
Specify a type for saving session in a distributed environment, marker when the halp

Web servers cursor appears,
Cenfiguration

Clusters
Cluster topalogy :\,A:?:'I::I:rmatmn about
Core groups General Properties Additional 3 thiz page

Applications Distributed sessions Custom tuning paramsters

Resources T None

Security € Datsbase

Enviranment @ Memory-to-memory replication

Systern administration

=

Monitaring and Tuning Apply QK Reset Cancel

Troubleshooting

B &

Service integration

=

upDI

]
52 A D hwin itenceDataldoPacion=advancad = e

4. Enable Memory to Memory Replication radio button and click on the

same link. The following screen appears:
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http://fnaix:9094/admin/com.ibm.ws.console.servermanagement.forwardCmd.do?forwardName=Persistence.config.view&sfname=sessionDatabasePersistence&resourceUri=server.xml&parentRefId=SessionManager_1&contextId=cells:fnaixNetwork:nodes:fnaix:servers%20
http://fnaix:9094/admin/persistenceDetail.do?action=advanced

) webSphere Administrative Console - Netscape

. Fe Edit Yew Go Bookmarks Tooks Window Help

@0 Q @ Q [ http:fifn-arctic: 9096 ibm/consolefsecure logon.do

| @ Home [ Metscapa O Search | S Customize... S WebSphere A, S Websphers ..
| Netscape ~  [enter search Terms F] QU search 5 Highlight
£ Mew Tab | % websphere administrative Console }

Welcorne admindfdsf | Logout | Support | Help

7

3

‘ P FormFil = Clear Erowser Histary

Welcame Application servers Close page
& severs soplication servers S [—

application servers Field help

Far field help information,
select 2 field label or list
marker vhen the help
cursor appears,

servers > AixWeb1 > Web container > Session * Distributed

14 t

Generic servers

Ims 5
sresrs Configure memory-to-memory replication for failure recovery,
Weh servers

Canfiguration

Clusmars
° ‘ Page help

ustar topolagy Hors informnstion sbout
Core groups General Properties this page

Applications # Replication dornain
Ey——— WasE_Cluster |
Security + Replication mode

Both client and server x|
Enviranment

=

Systemn administration

Apply oK Reset | | Gancel

B

Manitoring and Tuning

=

Troubleshaoting

=

Service integration

B

upDI

I3}
A o 5o = Tl

5. Select Replication domain and click Apply. Then click OK. A
message, as shown in the screen below, is displayed:

WebSphere Adm

. Fle Edt Wiew Go Bookmarks Tools Window Help

@00 @ O [ S httpuifr-srctic S0 bmicanssie/secureogan. o

. B, 4 Home M Metscape O\SEarch‘ S Customize...
. S Netscape - [Erier search Tems Bl Cusearch Srighioht
&) New Tab [ % WrebSphere Administrative Consalz 1

Welcorns wewe | Legout | Support | Help

P Form il = Clear Browser History

Close page

Application servers
Application servers 7 _Whelp |

Field help
For field help information,
select a field label o list
marker when the help
cursor appears.

Welcome
B servers

Application servers
Generic zeruers B Mezsages
IS Seruers
£\ Changes have been made to your local configuration, Click

Web servers Ssve to apply changes to the master configuration,

Clusters [ The server may need to be restarted for these changes to take Page help
effect,
Cluster topalogy More informstion sbout

Cors groups

Application servers > AixWeb1 > Web container > Session >

environment settings

B Applications

Ceapin (pplieits Specify 2 type for saving session in a distributed environment,
Install New Application
Configuration
Resources

Sacurity General Properties

Additional 5
Enuiranrmeant

Distributed sessions Custom tuning parameters

Systern administration

" MHone
Menitoring and Tuning ' patabase
Troubleshooting # Memo memors replication
Service integration
UpDI

Apply ok | | Reset | | cancel

(S &F | Done

6. Under Additional Properties, click Custom Tuning Parameters link.
The following screen appears:
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http://fnaix:9094/admin/com.ibm.ws.console.servermanagement.forwardCmd.do?forwardName=Tuning.config.view&sfname=tuningParams&lastPage=Persistence.config.view&resourceUri=server.xml&parentRefId=SessionManager_1&contextId=cells:fnaixNetwork:nodes:fnaix:servers:AixWeb1&perspective=tab.configuration

trative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

ici3096/bjconsols/secureflogon.do

. @oe @ Q [ % hetpjfe-srer

./ B\ 4 Home Metscaps Cly Search % Customize...
| & Netscape = [cncer search Temis [B) Qusearch Hghight P FormFil = Clear Brawsar Histary
2] Wew Tab [ % Websphere Administrative Cansale 1
welcome wewe | Logout | Support | Help
Welcome Application servers > AixWeb1 > Web itainer > Session > 1l
environment settings > Tuning parameters
B Servers
Session manager provides various tuning eptions for managing session data in a distributed
Application servers environment, Field help
Genric zervars Configuration For field help information,

IS Servers
Wb servers
Clustars

Cluster topelogy

Core groups

B Applications
Enterprise Applications

Tnstall Mew Application

Resourcas

Security

Enviranment

Systern administration

Monitaring and Tuning

Troubleshoating

Service integration

uppI

select a field |abel or list
rnarker when the help

cursor appears,
General Properties

Page help
More information about
thiz page

Tuning level:

© \ery high (optimize for performance)
Wirite frequency Time based: 200 seconds
wirite contents Only updated attributes
Schedule sassions desnup: true

 High
Write frequency Time based: 300 seconds

Wirike comtents All session attributes
schedule sessions desnup: false

 Madium
Wirite fraquency End of serulet samice
Wirite contents Only updated attributes
Schedule sessions desnup: false
& Low (optimize for failover)
wirite frequency End of servlet semice
Write contents All session attributes
Schedule sessions deanup: false
(o] Custorn settings
wirite frequency Time based: 10 seconds
Wirite contents Only updated attributes
Schedule sessions desnup: false

[ELE

I}
mwjg 7

7. Select Low (optimize for failover) radio button and click Apply and
then click OK. A message, as shown in the screen below, is

displayed:

trative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

3036/ bjconsols/secureflogon.do

A @OQ @ Q [ S httpfe-srcti

/B, 4 Home Metscape Oy Ssarch | S Cust

3} Netscape ~  [Erter Search Terms [B) Qisearch Highight

tomize...

P Form Al = - Clear Browser Hiskory

£} New Tab | 55 WebSphere Adrinistrative Consale

|

welcome wewe | Logout | Support | Help

Welcome
B servers
Application servers
Generic servers
JMS Serusrs
Web servers
Clusters

Cluster topelogy

Care groups

B #pplications &

Enterprise Applications Spe
Install Mew pplication

Resources

Sacurity

Environment

System administration

Monitaring and Tuning

Troublashasting

Service integration

uppt

Application servers

Boglcaton servers I T —

a
environment settings

Close page

Field help
For field help information,
select a field Iabel or list
marker when the help
cursor appears.

Bl Messages

& Changes have been made to your local configuration, Click
Ssve to apply changes to the master configuration.

B} The server may need to be restarted for these changes to take

effect, Page help
More infarmation about
this page

tion servers >

Web1 > Web container > Session management > Distributed

cify a type for saving session in a distributed enviranment;

Configuration

General Properties Additional i

Distributed sessions Custom tuning parameters

o Mone
7 Datsbase
&

Memory-to-memory replication

Apply ok | | Reset | | cancel

&F | Dane

[0 [3
BT

8. Click the Save lin
appears:

k in the Messages box. The following screen
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. B, % Home [ Metscaps Cf Search S Customize...

A‘ ) Netscape » [ncer Search Tems F « B4

() webSphere Administrative Console - Netscape

1ol x|
. Fle Edt Yiew Go Bookmarks Tools Window Help

\
i QOO G O [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do | 5_‘; J @

©] P FomFil * 7 Clear Browser History  =|News  CAEmal L bweather »‘

] New Tab | . WebSphere Administrative Console 1

upbt

welcome wawe | Legout | Support | Help

Welea

Application servers

Apolication servers > AixVeb1 > Web container > Session > Field help
en i ve For field help information,
IS Servers sel 1d 1abel o list
et anges to the master conf) marker when the hels
eb seruers
pdste the master repository with your changss, Click Discard to discard your  *'¥90 2 LI
Clse in master repository configuration, Click Cancel o

us
Cluster topelogy ng with your changes.

Cora groups

Page help
Mo

Total changed documents: 1

B Applications
Enterprise Applications [2} synchronize changes with Nodes
Install Mew Application
Save | [ Discard | [ Cancel
Resaurcas

Security

Enwironmen t

Systern administration
Monitaring and Tuning
Troubleshaoting

Service integration

© &F | Done

]
=g

9. Enable the Synchronize Changes with Nodes check box and click

Save button.

Note The process should be repeated for all the cluster members to
maintain the session state.

Testing the Sample Application

After the ISRA Sample Application is started, the steps to verify the
deployment or to access the ISRA Sample Application are:

1.

Open a Web browser and enter the URL:
http://<server:port>/context_root.
The Web application context_root is case sensitive. On a WebSphere

server, the default port number is 9080. The default context_root of
the Sample Application is ISRA.
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(%) ISRA 3.2.1 Sample Application - Netscape _|ol x|

. Fle Edt Yiew Go Bookmarks Tools Window Help

@0 Q @ @ [ hetpuife-srenic/isRay | 5; J @
L/ B, 4 Home [ Hetscaps QSear:h‘ S Customize..

| Netscape ~ Q search 59 Highlight :
&) new Tab | S5 ISRA 3.2.1 Sample Application 1 [X]
o
H

‘ P FomFil * 7 Clear Browser History  =|News  [AEmail 1 bweather »

F FueNer

Please Login to FileNet Lil

Library ISCF =

Userhame

Password @. iein

" LDAP Authentication

Disclaimer,
This sample application is intended solely for illustrative purposes, and you should not expect this sample application to perform useful work, or to be used for production
deployment. This sample application is to be used strictly as reference material

S &f [oone F==g e

2. Enter a valid Username and Password for the configured IS (check

configured ConnectionFactory for IS details) and click Login.

=10l x|

(B0 I5RA 3.2.1 Sample Application - Netscape
. Fie Edt Yiew Go Bookmarks Tools Window Help

EaE
. X
@0 Q @ @ [ httpudifr-arctic/IsRAfweb/SearhWas. 5o 1 dgo @

j B, 4 Home [W] Metscape O SEar[h‘ % Customize..

. D Netscape ~ [Enier Search Terms, ¥ O\ Search 5¢Highlight | €
&) hew Tab | %% 1SR4 3.2.1 Sample Application 1 %]

o

& FreNEr ISRA 3.2.1 Sample Application ﬁﬁﬁ‘ ¢

F FormFil = - Clear Browser History  =|News [AEmail L FWeather »

Search

User : SysAdmin_ Library : I3CF

Search for Documents

select F_DOCNUMBER, F_DOCFORMAT, F_PAGES
from FnDocument where F_DOCHUMBER > 1

Query

Fulder Mame
Tax Rows : 16 B

D
ﬁ’ Search Documents

S &f [oone ke Al

3. Click Help icon on the Sample Application page for details on the
interaction parameters and options.
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Mapping

5

LDAP Configuration

In addition to direct IS logging, ISRA 3.2.1 also supports LDAP
Authentication by third party Servers.

It is necessary to map users present on the LDAP Server to the IS, before
using LDAP Authentication.

Note The installation of LDAP Server and creation of users on the
LDAP machine are out of the scope of this document.

FileNet provides two utilities - [dap_export and Idap_import to map
existing users on the LDAP Server to the IS. These utilities are part of the
IS package and must be executed on the machines running the LDAP
Server and the IS.

The Idap_export utility is used to export usernames on the LDAP Server
to an xml file. While the Idap_import utility imports usernames that have
been mapped to the xml file and creates corresponding users on the IS.
It is mandatory that the ldap_import algorithm and the xml file be present

on the same machines, where IS exists. The Idap_import algorithm uses
a hashing algorithm to generate user passwords for the IS.

Existing LDAP Server Users to IS

To configure user IDs in a FileNet IS library:
1. Create user entries on the LDAP server. The user attribute “uid” will

be used to create a user on IS. The remaining attributes (including
“password”) can be assigned any value.

2. Use the LDAP_EXP.exe utility to export the user entries created into
an XML file.

3. LDAP_EXP program has the following parameter options:
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Option

Description

s <server> LDAP server name or IP address, required value.

p <port> LDAP port number, optional value, 389 is default.

d <binddn> LDAP administrator bind domain name (DN), required
value.

w <bindpw> LDAP administrator bind password, required value.

t <ldap server type>

Required value for server type:
msft — Microsoft Active Directory
sun — Sun One Directory (iPlanet)
nov — Novell eDirectory(NDS).
ibm — IBM Directory.

b <basedn>

LDAP Base DN, optional value.

g <grouplist filename>

Group list file for input, optional value.

0 <XML output filename>

XML output filename, optional value.

| <log filename>

Log Filename to use, optional value.

Check for special characters on <id> tags only

E Remove all escape characters —‘\' .
k Use paged results. Windows to AD only
z Use secure socket connection

x <grouplist filename>

Group list file name for output, optional value.

\

Verbose log output.

cl <user object class>

Class type for User, default is 'person’.

c2 <group object class>

Class type for Group, default is 'groupofuniquenames’.

al <user attribute>

Attribute to be used for user; default is 'dn'.

a2 <group attribute>

Attribute to be used for group; default is 'dn'

a3 <member attribute>

Attribute to be used for member; default is
‘uniqgueMember'.

Note

User may use /?, -?, /h or -h to generate help.

Example command lines:

e Sun One directory(iPlanet) server:

ldap exp -s SunSrvrl -d "cn=Directory Manager" -w ":/

, o ++="

-t sun -b
dc=com"

"dc=iPlanet ,

o Microsoft Active Directory(AD) server:

ldap exp -s Win2KSrvrl -d "CN=Administrator,CN=Users
,DC=win2ksrvrl

,DC=com"

-w "/, =t

-t msft -b "dc=win2ksrvrl,dc=com"

e Novell eDirectory(NDS) server:

ldap _exp.exe -s NovSrvrl -d "cn=Admin ,o=server" -w ":/

,ott="
"o=wa"

-t nov -b

o IBM Directory server:

ldap exp -s IBMSrvrl -d "Cn=Administrator" -w ":/,.++=" -t

ibm -b

"de=ibmsrvrl,

dc=com"
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4. Use the LDAP_IMPORT.exe for IS libraries to import the user entries
from XML file into the specified FileNet IS library.

Parameters:
? Help screen
/h<host>[:organization] IS host or domain name , organization.
/u<id> (used with /p) Authorized IS user name
Ip"<pwd>" (used with /u) Encrypted IS user password.
li<file> XML input file.

For example, to import user entries from XML file:
C:\>ldap import /hIMGSERV:FileNet /ildap_exp.xml

Note Options are NOT case sensitive. All the information or error
messages are logged to the system log or the file
'Idap_importyyyymmddlog.txt'. If Username and password
are not specified in the command, it prompts for username
and password.

5. The FileNet users created will have a password generated from the
corresponding user IDs.

Changing ISRA Specific Parameters for LDAP

Configurable ra.xml Entities

The configurable properties to be set (modified) in ra.xml are:

e LdaplmplClassName

e LdaplmplClassString

LdapIimplClassName

It is the name of the Implementation class for LDAP Authentication. This
parameter contains the complete path of the LDAP Implementation class
to be entered along with the LDAP Implementation Class Name.

The default value is ‘com.filenet.is.ra.fnis.FN_IS_IPlanetimpl’

In addition, LDAP implementation has been provided for Microsoft Active
Directory Server for Windows Server and Novell NDS 8.7.3. The value of
the property for LDAP implementation for Active Directory is

com filenet.is.ra.fnis.FN_IS_ActiveDirlmpl and for Novell NDS 8.7.3 is
com.filenet.is.ra.fnis.FN_IS_NovelINDSImpl.
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LdaplmplClassString

This parameter is a general string that takes in all the LDAP Server
specific parameters required for authentication. It takes the following
inputs:

e Server Name — Name of the Server/ Machine on which LDAP Server
exists.

o Port Number — LDAP Server’s port number used for transactions.

e User Path — Directory under which the users are filed in the LDAP
Directory Server.

The three parameters must be separated by semicolon and must appear
in the order - server name, port number and user path. An example of
LDAPImplClassString is:
e For Active Directory

filenetserver;389;isra.odc.filenet.com
o For IPlanet

filenetserver;389;uid= userl, ou=ISRA, dc=odc,dc=filenet,dc=com

e For Novell NDS

filenetserver;389;cn=userl, ou= ISRA, o=FileNet
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Undeployment

This section describes the undeployment procedure for the ISRA and the
Sample Application from the WebSphere Server.

Undeployment of ISRA in a Standalone Environment

To undeploy ISRA using the Administrative Console:

1. Click Resources > Resource Adapters. The following screen
appears:

WehSphere Ads Console - Netscape =0 x|
. Ele Edt Yiew Go Bookmarks Tooks Window Help ‘

o @0 Q @ Q [ httpsfisrais:on60 iomfconsolefsecurs/logon.do | Cfg 3 @
. B, 4 Home M metscape Ol Search % Customize...

. D Netscape ~ [EnierSearchioms =] O o S/ FFormFil = 7 Clear Browser History  =|News Emal { FWeather >
&) Wew Tab [ % wehSphere Administrative Console: } =

welcome admin | Logout | Support | Help

Welcome Clase page [&]
Servers Resource adapters e

Applicstions

Resource adapters Field help
Bl Resources For field help informatian,
# resource adapter is an implamantation of the J2EE Connector Architacture Spadfication select = field label or list

[ — that provides access for applications to resources outside of the server or provides access
) far an Enterprise Infarmation System (E15) to applications on the server. Tt can provide
08 (Prelins spplication access to resources such az DB2, CICS, SAP and PeopleSeft, It can provide an
Resource Adapters EIS with the ability to communicate with message driven beans that are configured on the
server, Some resource adapters are provided by IBM; however, third party vendors can
provids their cun resource adaptars. A resource adapter irnplementation is provided in a

marker when the help
cursor appears.

Page help

Asynchronous beans More information sbout

thiz page
Schedulers resource adapter archive file; this file has an extension of .rar. A resource sdapter can be St
P provided as a standalone adapter or as part of an application, in which case it is referred ta
B Cache instances a5 an ernbedded adapter, Use this panel to install 5 standalone resource adapter archive
Object pool managers file, Embedded adspters sre installed as part of the application install,
Mail Providers g Scope: israis 1eell, NodemisraisNoden 1 =

URL Providers

Resource Environment Providers C call ¢ isvaishiodeo1cell  SSOPE specfias the lsuel at uhich the
resource definition is visible, For detailed
informstion on what scope is and how it

Security + @ Node : israisMode01 works, se= the scope settings help
Environment
ol : 1
Systern administration SrUSE  saruar
Monitoring snd Tuning Apply
Troublashasting

Preferences

]

Service integration
oot Install RAR | | Mew | | Delete
5 B
Select Name %
gl | (] ]
S &f [oone ke Al

]

|

2. Enable the ISRA check box. Click Delete. A message, as shown in
the screen below, is displayed:
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WebSphere Administrative Console - Netscape

. Fle Edt Yew Go Bookmarks Iools

Window  Help

©oQ @ Q [ % hetpjisraisssnenfismfconsols ssrorsagon o
=

+ ) B\ 48 Home

Metscaps Cly Search % Customize...

A‘@Nelsmpe = [Enter Search Temis F « B4

P Form Fill =

£} New Tab | S5 WebSphere Adrinistrative Consale

# Clear Browser Histary

|

welcome admin | Legeut |  Suppart | Help
Weleome Close page [al
Servers Resource a
Applications 1d help
B Resources B Messages The name of the cell
IMS Praviders &-changes have been made to your local configuration, Click Page help
. Save to apply changes to the master configuration, m farmation sbout
[ The server may need to be restarted for these changes to thiz page
R Ad
esource Adapters e e
Asynchronous beans
Schedulers
Cache instances L e b ) =
Object poal managers A resource adapter is an implementation of the J2EE Connector Architecture Specification
i’ ) that provides access for applications to resources outside of the server or provides access
Clet] Prmefiers for an Enterprise Informastion System (E13) to applications on the server. Ik can provide
URL Providers application access to resources such as DB2, CICE, SAP and PeopleSoft, It can provide an
EIS with the ability to communicate with message driven beans that are configured on the
Resource Enviranment Providers seruer. Some resource adapters are providad by IBM; howsuar, third party vendars can
pravide their own resource sdapters, A resaurce adapter implementation is provided in &
Security resource adapter archive file; this file has an extensian of rar. A resource adapter can be
provided as a standalone adapter or 23 part of an application, in which case it is referred to
Enviranment 25 2n embedded sdapter, Use this panel to install 3 standalane resource adapter srchive
fila, Embedded adapters are installed as part of the application install,
Systern administration
B Stops: C 1cell, Node=israisNoden 1
Manitoring snd Tuning
fa) . Scope specifies the level at which the
Troublashasting Cell: israishodadlCell e defintion is visible, For detailad
= —_— information an what scope is and how it
ervice integration 5 @ Node 1 israisHodenl warks, s2e the scope cettings help
uoot
(& Server ; serverl
Apply
4] 101

© &F | Done

3. Click the Save link in the Messages box.

Undeployment of ISRA in a Clustered Environment

To undeploy ISRA using the Administrative Console:

1. Click Resources > Resource Adapters. The following screen

appears:
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trative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

GOQ @ O [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

./ B\ 4 Home Metscaps Cly Search % Customize...

A‘ ) Netscape » [ncer Search Tems F « B4

S P Form Fill =

# Clear Browser Histary

Slnews CAEmal { Fweather »

] New Tab | . WebSphere Administrative Console 1

[X]

welcome trettt | Logout | Support | Help

£45 WIEn The ADIITY o COMMUNICATe Wit Mess3ge Oriven DEans At are CONTIGUFeS on the
Welcome seruer. Some resource adapters are provided by 18M; howeuer, third party vendors can
provide their oun resource adapters, A resource adapter implementation is provided in &
resource adapter archive file this file has an extension of .rar, A resource adapter can be
provided a5 & standslone adspter or 23 part of an spplication, in which cass it is referred to
as an embedded adapter. Use this panel to install 2 standalons rasource adapter archive
file. Embaddad adapters are installad as part of the application install,

Servers

Applications
B Resources

IMS Praviders

B Scope: Cell=fn-arcticCell, Node=fn-arcticNode01

JDEC P i
roviders Scope specifies the level at which the resource definition is visible, For detailed

informastion on what scope i3 and how it works, see the scope settings help

Resource Adapters

Asynchronous beans

cell
Sehedulers - areticc el
Cache instances
Object posl managers =+ Mode Cluster
Wail Providers [rr-sretictiod=ol Browse Nades Browse Clusters
URL Providers Server

Resource Environment Providers

Browse Servers
Apply

Security

Enviranment

System administration ararances
e =) i) e Install ReR_| _Mew | | Delete

Traubleshaoting

ose.
ese
Page help
Mare information sbout
this page

i)
b
Service integration .
Name 2
uoot
,_ ISRA
webSphere Relsti | Resource Adspter
Total 2
=]
4] 111
&F [ Done

Dl
= =g e

2. Enable the ISRA check box. Click Delete. A message,

the screen below, is displayed:

(& Websphere Administrative Console - Netscape
. Fle Edt Wiew Go Bookmarks Tools Window Help

@00 @ O [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

. B, 4 Home [ Metscape G Search S Customize..

“ £ Netscape - [nier search Terms ¥ o 5

S P FormFill = Clear Browser History

News CAEmal L Fweather »

as shown in

] New Tab | % webSphere Administrative Console 1

[X]

Welcome trettt | Logout | Support | Help
Welcome
Servers Resource adapters -
Applications

Bl Resources Bl Messages

IS Providers
IDBC Praviders

& changes have been made to your local configuration, Click
Save to apply changes to the master configuration,

[} The server may need to be restarted for these changes to

Resource Adapters take effect

Asynchronaus beans

Schedulers
Resource adapters

Cache instances

lpsapool MDD A resource adapter is an implamantation of the J2EE Cannectar Architecture Spadfication
that provides access for spplications ta resourcas outside of the server or provides access
for an Enterprise Information $ystem (E13) to applications on the sarver, It can provide
application access to resources such as DE2, GICS, $AP and PeopleSoft. It can provide an
EIS with the ability ta communicats uith mezsage driven beans that ars configured on the
server. Some resource adapters are provided by IBM; however, third party vendors can
provide their oun resource adapters. A resource adapter implementation is provided in a
resource adapter archive file; this file has an extensian of .rar, A resource adapter can be
provided a5 & standslone adapter or a5 part of an application, in which case it is referred to
as an embedded adapter. Use this panel to install a standalene resource adapter archive
file, Embedded adapters are installed as part of the application install,

Mail Providers
URL Froviders

Resource Enviranment Broviders
Security

Environmant

Systermn administration

B Scope: Cell=fn-arcticCell, Node=fn-arcticNode 1
Monitaring and Tuning

Scope specifies the level at which the resource definition is visible, For detailed
information on what scope is and how it works, zee the scope settings heln

Troublashasting

Service integration

Close page [a]

Field help

For fiald halp informnation,
select a fisld label or list
marker when the help
cursor appears.

Page help
More informmation sbout
this page

cell
UDDI fn-arcticCell
~ Hode Gluster
[Fr-rcticnodaot Browse Nades Browse Clusters
Server
e
gl | (]

&f | Done

3. Click the Save link in the Messages box.
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() webSphere Administrative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

QOQ @ Q [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

o

|
] &, 63

B, | 48 Home [ Netscape Cly Search % Customize...

. ©Netscape - s o

] New Tab | . WebSphere Administrative Console 1

P FomFil * 7 Clear Browser History  =|News  [AEmail 1 bweather »

welcome trettt | Logout | Support | Help

Welcome
Servers
Applications
B Resources

IMS Providers
IDEC Providers
Resource Adapters

Asynchronous beans
Schedulers

Cache instances
Object poal managers
Mail Providers
URL Providers

Resource Enviranment Providers
Security

Ensironment

Systern administration
Monitaring and Tuning
Troubleshacting

Service Intzgration

upDL

Resource adapters

AN IiE s 0N [—

Resource adapters > Save

Sauve your workspace changes ko the master configuration

Click Save to update the master repository with your changes. Click Discard to discard your Efs"gf;”h::r‘she help
changes and begin work again using the master repository configuration, Click Cancel to LI

continue working with your changes.

Total changed documents: 1

I synchronize changes with Nodes

Save Discard Cancel

O EEEd

Clozs page

Fiald help
Far field help informatian,
select 2 field label or list

Page help
More information about
thiz page

© &F | Done

]
=g

4. Enable the Synchronize Changes with Nodes check box and click

Save.

Undeployment of the Sample Application in a
Standalone Environment

Undeploying the ISRA Sample Application in a standalone environment
on a WebSphere server will physically remove the Sample Application

files.

1. Click Applications > Enterprise Applications. The following screen

appears:
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WebSphere Administrative Console

ietscape (=] 3}

. Fle Edt Yiew Go Bookmarks Tools Window Help

@ae @ @ [ % hetpjisraisssnenfismfconsols ssrorsagon o

A/f B, | 4 Home [] Mebscaps QSear:h‘ % Customize. .

. ©Netscape - s o

P Form Al » 7 Claar Browser History

] WewTab [ % Websphere Adminetrative Console 1

welcome admin | Logeut | Support | Help
Weleome Enterprise Applications
Servers Enterp: 7 - Whelp |
B Applications Fiel
Enterprise Applications
Enterprise Applications B . N N Ma;
Lists installed applicstions. A single spplicstion can be deployed anta multiple serusrs to b
Install Mew Application call
Preferences b
Resaurces on
start | | stop | | Install | [ Uninstall | [ Update | | Rollout Update | | Remove File | | Export | | Export DDL
Sacurity Pa
= k= N
Enviranment ¢ i
Systern administration Select Hame= & Status ()
Monitaring and Tuning O Defaultipplication P
Troubleshooting O FHImsgeViewsr »
Service intearation = I15RA Sample 3
uppt
(m] ivtApp »
(] uen »
Tatal 5§
| I
D] =il

2. Enable the ISRA_Sample check box. Click Stop. A message, as
shown in the screen below, is displayed:

. Fle Edt View Go Bookmarks Tools Window Help

@QQ @ @ [ it ais: 060 consoleisecurc iogon. do

-j B, | 45 Home [ Metscape Gl SEar[h‘ % Customize. .
. D Netscape ~ [Enier Search Terms, =] O\ Search 3¢ Highlight
“£) hew Tab | % webSphere Administrative Console 1

P FormFill = Clear Browser History

Welcome admin | Logeut | Support | Help
Welcome Enterprise Applications
Servers Enterprise Applications. B
B Applications Fiel
Enterprise Applications O Messages Ma:
Install Hew Application [} application 1SRA_Sarmple on server serverl and node israistodenl stopped iZﬂ
successfully, nat
Resources an
Security

Enterprise Applications

]

Enwvironmeant Lists installed applications. & single application can be deployed onto multiple servers,

Systern administration Preferences
Menitoring and Tuning Start Stap Install Uninztall Update Rollout Update | | Remaue Fils Export | | Export DDL

]

Troubleshosting el
& ) %

=

Service integration

Selact Hame & Status
upDI e =

]

(m] DefaultApplication »

ENImageliewer

ISRA Zample

ivtApp

ajafg|a
| | R &

uer

Total 5

D]

==

3. Enable the ISRA_Sample check box once again, and click Uninstall.

A message, as shown in the screen below, is displayed:
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() webSphere Administrative Console - Netscape (=] 3}
. Ele Edt Yiew Go Bookmarks Tooks Window Help ‘
@ Q @ Q [ % hetpjisraisssnenfismfconsols ssrorsagon o | ‘:Zg J @
. Yo 5
. B, % Home [ Metscaps Cf Search S Customize...
A‘@Nelsmpe = [Enter Search Temis F « B4
2] Wew Tab [ % Websphere Administrative Cansale 1
welcome admin | Legeut | Suppert | Help
w me
Servers Enterprise Applications
B Applications Fiel
Enterprise Applications O Messages Mal
to
Tt Moo Applheeiem & Changes have been made to your lozal canfiguration. Click Ssue to apply changes <oll
to the master configuration not
0 th e restarted for these changes to take effect,
[0 15RA_sample was uninstalled successfully, Pac
Moy
thig
Enterprise Applications
o Lists installed applications. A single application can be deployed anto multiple servers.
Prefarencas
Sarvice intaaration Start Stap Install | | Uninstall | | Update | | Rollout Update | | Remoue File | | Export | | Expert DDL
ot ]
Select Name 2 Status ()
m] Defsultapplication P
O ENImageViswsr P
O ivtApp P
O auery Ed
Total 4
4] 111 3
3 &F [oone = ]

4. Click the Save link in the Messages box.

Note The user must undeploy the previous version of FileNet Image
Viewer before deploying the latest version.

Undeployment of the Sample Application in a Clustered
Environment

Undeploying the ISRA Sample Application in a clustered environment on
a WebSphere server will physically remove the Sample Application files.

1. Click Applications > Enterprise Applications. The following screen
appears:
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WebSphere Administrative Console - Netscape
. Fle Edt Yew Go Bookmarks Iools

o

Window  Help

@oe @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

"B, | 48 Home [ Nstscape QSear:h‘ S Customize..

. ©Netscape - s o

P Form Al » 7 Claar Browser History

] WewTab [ % Websphere Adminetrative Console 1

welcome trettt | Logout | Support | Help

Welcome
Servers

B #pplications

Enterprise Applications Flal
Enterprise Applications B . N N Ma;
Lists installed spplicstions. A singla spplication can bs dsployed onto multipls serars, to b
Install Mew pplication ol
Preferencas
not
Resources on
start | | stop | | Install | [ Uninstall | [ Update | | Rollout Update | | Remove File | | Export | | Export DDL
Sacurity

Troubleshaoting

Service intearation

uppI

[kt | [P
Environment 2
Systern administration Hame & Status €
Monitsring and Tuning ] Defaultipplication.esr P

Enterprise Applications Closs pags

ENIrageViswer

ISRA Sample

StressTool

L2 2 2 2

acsap war

Total 5

© G [bepiif

ST

2. Enable the ISRA_Sample check box. Click Stop. A message, as
shown in the screen below, is displayed:

WebSphere Administrative Console - Netscape

=10l x|

. Fle Edt View Go Bookmarks Tools Window Help

@QQ @ Q [ ¢ hitpfFn-arctic:3096 bmiconsole/securelogon.da

B, | 45 Home [ Metscape G Search ‘ % Customize..

. D Netscape ~ [Enier Search Terms, =] O\ Search 3¢ Highlight

P FormFill = Clear Browser History

“£) hew Tab | % webSphere Administrative Console 1

Welcome trettt | Logout | Support | Help

Welcome

Servers
B Applications
Enterprise Applications

Install New Application

Resources

Security
Environment

Systamn administration

Monitaring and Tuning

Troubleshosting

Enterprise Applications

terprise Applications. ? J

B Messages

[ mpplicstion 15RA_Sample on server AixWebl and node fo-arcticode01 stopped
successfully,

[} #pplicstion 15kA_Sample on server AlxWebZ and node fo-arcticode0l stopped
succassfully,

[} spplicstion 15RA_Sample stopped successfully on sl the servers in cluster
WasE_Cluster,

Enterprise Applications

Lists installed applications. A single applicstion can be deployed onto multiple servers.

Preferences E
Sarvice inkagration
Usen Start Stap Install | | Uninstall | | Update | | Rollout Update | | Remous Fils | | Export | | Expert DDL
ol
R
Selact Nam= % Ftatus ()
] Defsultipplication.esr P
O FNIrnsqeViswsr P
O ISRA Sample ®
(m] StressToal »
(] acsap war »
Tatal 5§
4] 111
© & [oome ] el 4

3. Enable the ISRA_Sample check box once again, and click Uninstall.
A message, as shown in the screen below, is displayed:
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() webSphere Administrative Console - Netscape

. Fle Edt Yiew Go Bookmarks Tools Window Help

@0@ @ @ [ S httpife-sreti s0sbrmiconssiejsscureyiogor. do

B, 4 Home ] Hetscaps Q search | % Custarize..

| Netscape = Frecsencnioms 5 Chssan o

P Form Fill =

7 Clear Browser History  =|News [(2Email {bweather »

] WewTab [ % Websphere Adminetrative Console 1

[X]

welcome trettt | Logout | Support | Help
Welcome -
Enterprise Applications
Servers
B #pplications

Enterprise Applications

Install New Applization the "Cancel” button to return to the prior page.

Resources

[Hame |
| 15RA_Sampls |

oK Cancel

Security

Enviranment

]

Systern administration

]

Monitaring and Tuning

]

Troubleshaoting

3]

Service intearation

]

uppI

Close page

Uninstall Application i

Click the "0K" button below ta remave the following application{s). If you do not wish ta remave the applications, dlick

© &F | Done

F==g e

2

4. Click OK to remove the application(s), and then click Save. The

following screen appears:

rative Console

. Fle Edt Yiew Go Bookmarks Tools Window Help

@ae @ @ [ %% httpyfffin-arctic:3096bmjconsolefsecure logan.do

B, | 4 Home W) Netscape QSEar:h‘ S Customize...

7 Form Fil =

7 Cloar Browser History  =|News (AEmal { weather »

.| D Netscape = [ercer search Terms ¥ A search 59 Highight
) NewTab | S WebSphere administrative Console |

welcome trettt | Logout | Support | Help
Welcome Enterprise Applications
Servers Enterprise Applications.
B #pplications

Enterprise Applications > Save
Enterprise Applications

Close page

0N —

Field help
For field help information,

Tnstall Mew Application

Save your workspace changes to the master configuration

Click Save ta update the master repositary with your changes, Click Discard ta discard your

select a field label or list
marker when the help

E— changes and begin work again using the master repositary configurstion, Click Cancel o eI
continue working with your changes.
8 ity Page help
(AT Tatal changed documents: 10 More information sbout
Environment this psae

S SR ¥ ynchronize changes with Nades

Save Discard Caneel

Monitoring =nd Tuning
Troubleshaoting

Service integration

upDI

(S &F [Done

¥]
[ =l

5. Enable Synchronize Changes with Nodes
Save. The application gets uninstalled.

check box and click
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) WebSphere Adi Console - Netscape =0 x|
. File Edt Wiew Go Bookmarks Tools Window Help

@QQ @ @ ‘%http‘#Fn—artt\[‘Qﬂgsﬂ\hmﬂtnnsn\ejsE(urEHugun.du

j B, 4 Home [ Metscape G SEEFEh‘ S Customize. .

»

_ D Netscape - [Encer Search Terms ¥ CuSearch S¥Highlight P FarmFil = -7 Clear Browser History | S|Mews (AEmal LiWeather »
"] New Tab [ i webSphere Administrative Console 1 ]
Welcome trettrt | Logout | Suppert | Help
welcoms Enterprise Applications Close page
Servers Enterprise Applications. s
B Applications Flef
Enterprise Applications
Enterprise Applications B . N N Ma:
Lists installed applications. A single application can be deployed anto raultiple servers, tot
Inseall New dpplication ol
Preferancas =
Resources
start | [ Stop | [ Install | [ Uninstall | [ Update | [ Rollout Update | [ Remove File | [ Export | [ Export DOL =n
Security Pat
= il 45
Enviranment ¥ Hef
Systern administration Select Namne & Status
Manitoring and Tuning (m} Defsuitapplicstion. esr. L]
Traubleshooting O ElllmageViswer P
Service integration - e —— Y
ubpI
[m] scsap war L4
Total 4
| I
() @ | avascptshowHideNavigationeryronment) =

Note The user must undeploy the previous version of FileNet Image
Viewer before deploying the latest version.
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Troubleshooting

This section describes how to troubleshoot ISRA.

Disabling NCH Broadcasts

ISRA users (application client) need to access IS libraries across routers
on networks where broadcasts are disabled. This is done by creating
alias entries for the IS libraries in the hosts file, where ISRA is deployed.
ISRA must locate the IP address of the NCH server to find other IS
services for an IS setup.

ISRA attempts to find the NCH server by generating broadcast packets,
even if the NCH server was not reachable using broadcasts. User can
disable NCH server location broadcasts to reduce broadcast traffic on the
network.

User may want to disable NCH broadcasts if:

e Routers are present between servers
e Want no broadcast activity on the networks.

¢ Want to force a multi-homed server to use a specific IP address
configured by the operating system network directory search facility.

The steps to specify the alias in the hosts file are:

1. Locate hosts file on the server. It is located in the /Zetc folder on
UNIX/Linux systems. On a Microsoft Windows Server, it is located in
the \system32\drivers\etc under the Windows system directory.

2. Open the hosts file with a preferred text editor. If a hosts file does not
exist, create a new file using a preferred text editor.

3. For each FileNet library that user needs to connect through ISRA,
entries should be made in the hosts file as: <IP address of
domain:organization> <domain-organization>-nch-server ,
where:

e <IP address of domain:organization> is |IP address of a
FileNet domain and organization identifying the target FileNet
library system (NCH Server).
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<domain-organization> is domain and organization name.

When specifying the domain-organization name, follow these
rules:

Delete all characters except ASCII alphanumeric characters
and hyphens.

Convert all upper case characters to lower case.
Insert a hyphen between the domain and organization names.

Append nch-server as a literal.

For example, if a FileNet library has a domain, fn_is, and organization
is FileNet, and its IP address is 123.45.6.78, the hosts file entry will

be:

123.45.6.78 fnis-filenet-nch-server

Note

The underscore character is removed from the fn_is domain
name and the F and Net in the FileNet organization name
are converted to lower case.

April 2006

Image Services Resource Adapter 102



Appendix A

FileNet End User Software License

FileNet Notice to End User - A Software License is Required Prior to Use.

BEFORE COMPLETING INSTALLATION OR USING THIS SOFTWARE, CAREFULLY READ THIS
NOTICE.

THIS SOFTWARE IS THE PROPRIETARY INTELLECTUAL PROPERTY OF FILENET CORPORATION
(OR ITS SOFTWARE SUPPLIERS) AND USE OF ANY PORTION OF THE SOFTWARE IS ONLY
PERMITTED IF YOU HAVE A VALID WRITTEN LICENSE AGREEMENT WITH FILENET.

You may have a valid FileNet software license agreement if:

1. Your EMPLOYER and FileNet have entered into a written license agreement; or
2. Your EMPLOYER and an authorized FileNet partner have entered into a written license agreement.

If you do not have a valid license agreement to use the software, then terminate the installation of this
software, promptly delete any FileNet software files from your computer, and return the software media and
all other related items to: FileNet Corporation, 3565 Harbor Blvd., Costa Mesa, CA 92626-1420, USA.

FileNet only licenses use of Software to end user. Nothing in this Notice or any written license agreement
constitutes a sale of the software. FileNet reserves all rights.

Notice to U.S. Government of Restricted Rights.

The software and documentation are "Commercial ltems," as that term is defined at 48 C.F.R. §2.101
(October 1995), consisting of "Commercial Computer Software" and "Commercial Computer Software
Documentation," as such terms are used in 48 C.F.R. 812.212 (September 1995) or 48 C.F.R. §227.7202-1
through 7202—-4(June 1995) as applicable.

Consistent with 48 C.F.R. §12.212 or 48 C.F.R. §8227.7202-1 through 7202-4, as applicable, the
Commercial Computer Software and Commercial Computer Software Documentation are being licensed to
U.S. Government end users (a) only as Commercial Items, and (b) with only those rights as are granted to
all other end users pursuant to the terms and conditions of the applicable software license agreement.

Contractor/manufacturer is: FileNet Corporation, 3565 Harbor Blvd., Costa Mesa, California 92626-1420,
USA.

Unpublished-rights reserved under the copyright laws of the United States.
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Appendix B

ra.xml

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE connector PUBLIC "-//Sun Microsystems, Inc.//DTD Connector
1.0//EN® "http://java.sun.com/dtd/connector_1 0.dtd">
<connector>
<display-name>I1SRA</display-name>
<vendor-name>FileNet</vendor-name>
<spec-version>1.0</spec-version>
<eis-type>FileNet Image Services</eis-type>
<version>3.2.1</version>
<license>
<license-required>false</license-required>
</license>
<resourceadapter>
<managedconnectionfactory-
class>com.filenet.is.ra.spi.FN_IS_SpiManagedConnectionFactory</managedco
nnectionfactory-class>
<connectionfactory-
interface>javax.resource.cci.ConnectionFactory</connectionfactory-
interface>
<connectionfactory-impl-
class>com.filenet.is.ra.cci.FN_IS_CciConnectionFactory</connectionfactor
y-impl-class>
<connection-interface>javax.resource.cci.Connection</connection-
interface>
<connection-impl-
class>com.filenet.is.ra.cci.FN_IS_CciConnection</connection-impl-class>
<transaction-support>NoTransaction</transaction-support>
<config-property>
<description>Domain name of the Image Services
Server</description>
<config-property-name>DomainName</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>FileNetlS</config-property-value>
</config-property>
<config-property>
<description>0rganization name of the Image Services
Server</description>
<config-property-name>0rganizationName</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value>FileNet</config-property-value>
</config-property>
<config-property>
<description>0-Exceptions and Warnings; 1-Info; 2-
Debug_Level</description>
<config-property-name>LoggingLevel</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>0</config-property-value>
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</config-property>
<config-property>
<description>0-No Logging; 1-Console Logging; 2-File Logging; 3-
Both(File and console)</description>
<config-property-name>LoggingMode</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>3</config-property-value>
</config-property>
<config-property>
<description>Page data fetch size (in kilo bytes)</description>
<config-property-name>PageBufferSize</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>64</config-property-value>
</config-property>
<config-property>
<description>Cache refresh interval(in minutes)</description>
<config-property-name>CacheRefreshlnterval</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>30</config-property-value>
</config-property>
<config-property>
<description>Name of the Product</description>
<config-property-name>ProductName</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>FileNet Image Services Resource
Adapter</config-property-value>
</config-property>
<config-property>
<description>Product Version</description>
<config-property-name>ProductVersion</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>ISRA 3.2.1 Enterprise</config-property-
value>
</config-property>
<config-property>
<description>ISRA Logfile name (can include path) </description>
<config-property-name>LogFileName</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>1SRA. log</config-property-value>
</config-property>
<config-property>
<description>Maximum Size of ISRA LogFile (in mega
bytes)</description>
<config-property-name>LogFileSize</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>5</config-property-value>
</config-property>
<config-property>
<description>LDAP Authentication Class Name</description>
<config-property-name>LdapImplIClassName</config-property-
name>
<config-property-type>java. lang.String</config-property-type>
<config-property-
value>com.filenet.is.ra.fnis.FN_IS IPlanetimpl</config-property-value>
</config-property>
<config-property>
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<description>Server details for LDAP Authentication
</description>
<config-property-name>LdapImplClassString</config-property-
name>
<config-property-type>java. lang.String</config-property-type>
<config-property-
value>filenetserver;389;ou=Ffilenet,ou=people,dc=Filenetroot</config-
property-value>
</config-property>
<config-property>
<description>Inherently login through LDAP authentication
or not O-Direct IS Login;1-LDAP Authentication</description>
<config-property-name>InherentLogin</config-property-name>
<config-property-type>java.lang. Integer</config-property-type>
<config-property-value>0</config-property-value>
</config-property>
<config-property>
<description>Name of the User that is used to create Cache for
ISRA</description>
<config-property-name>CacheUser</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>SysAdmin</config-property-value>
</config-property>
<config-property>
<description>Password of the User that is used to create Cache
for ISRA</description>
<config-property-name>CacheUserPassword</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>SysAdmin</config-property-value>
</config-property>
<config-property>
<description>ISRA instance that is currently being deployed on a
single machine; Min Value = 1, Max Value = 10</description>
<config-property-name>Deploymentlnstance</config-property-name>
<config-property-type>java.lang. Integer</config-property-type>
<config-property-value>1</config-property-value>
</config-property>
<config-property>
<description>Parameter to enable PCH Logging in ISRA</description>
<config-property-name>PCHLogging</config-property-name>
<config-property-type>java. lang.String</config-property-type>
<config-property-value>Disabled</config-property-value>
</config-property>
<config-property>
<description>LDAP Anonymous user login flag</description>
<config-property-name>Al lowAnonymousUser</config-property-name>
<config-property-type>java. lang.Boolean</config-property-type>
<config-property-value>true</config-property-value>
</config-property>
<config-property>
<description>0-Exceptions and Warnings; 1-Info; 2-Debug
Level</description>
<config-property-name>RPCLogging</config-property-name>
<config-property-type>java. lang. Integer</config-property-type>
<config-property-value>1</config-property-value>
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</config-property>
<authentication-mechanism>

<authentication-mechanism-type>BasicPassword</authentication-
mechanism-type>

<credential-

interface>javax.resource.security.PasswordCredential</credential-
interface>

</authentication-mechanism>

<reauthentication-support>false</reauthentication-support>
</resourceadapter>

</connector>
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