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1

Getting Started

This document contains information for installing and updating soft-
ware on a Microsoft Cluster Server.

Supported Configurations
Microsoft Cluster Server is ONLY supported for Site-controlled
FileNet Image Services Combined server (Root/Index/Storage Library)
installations. These configurations can be run in either a Native Mode
domain using only Windows 2000 servers, or in a Mixed Mode domain
using Windows 2000 and NT servers.

Dual server Systems (separate Root/Index and Storage Library
servers), Remote Entry Systems, WorkFlo Management Systems, or
Application Server Systems are not supported.
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Cluster Server Overview

Clustering is a way to link two servers together to improve the reliability
of your system. FileNet uses a Microsoft clustering method called high-
availability clustering, which links a second server to a primary server
to act as a standby. If the primary server fails, the second server imme-
diately takes over for the primary system. When the switch-over
occurs, users usually don’t know there was ever a problem.

Microsoft Cluster Server software allows you to set up two servers
which mirror each other exactly. They even have the same domain
name and system serial number. Both servers are always running, but
while one server is actually being used to run your FileNet and RDBMS
software, the “hot standby” server is standing by to automatically take
over in the event of a problem or system failure.

The two servers in the cluster, Nodes 1 and 2, must each have Win-
dows Server Operating System software, and the Microsoft Cluster
Server software installed on their local drives.

May 2003
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The FileNet Image Services and RDBMS software is also installed on
the local drives. The shared drive contains the datasets, logs, and con-
figuration files.

The following diagram shows a typical cluster server configuration.
One server node has control of the FileNet groups, while the other
node is the “hot standby” server.

Shared
Drive
Server Server
FN_Nodel FN_Node2
Shared ||
_____ Storage ]
Lo_cal Library Logal
Drive Drive
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Cluster Server Overview

Note Inthe example above, FN_Nodel and FN_Node2 are the server
names for Node 1 and Node 2 respectively.

Cluster Server Software Installation Flowchart

The following flowchart outlines the installation path sequence that can
be taken to setup your Cluster Server system. Seven steps are
required.

1  Ensure that the Windows 2000 Advanced Server operating system is
installed on each server.

2 Add Nodes to Native Mode Domain, or create a domainlet if needed.
(Native Mode Domain is the preferred configuration.)

3 Install the Cluster Server software on the Node 1 server, and then on
Node 2.

4  Install the SQL 2000 Enterprise Edition Database or Oracle 9i software
on each server node.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 14
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5 Create Site-controlled database.

6 Install the FileNet software on the Shared Drive and the local drives of
each server as follows:

* Install FNSW (Image Services executables) on the local drive for
each node.

* Install FNSW_LOC (Image Services Local Files) on the shared
drive.

7  Configure Image Services on Node 1 and 2.

Note  The flowchart only provides a visual representation, or “snap shot,” of
the installation procedure steps. It will probably not be necessary to
refer to this flowchart once you begin your Cluster Server installation.
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Install/\Verify Windows Server
Operating System is installed
(Node 1 and Node 2)

Add Nodes to Native Mode Domain or create domainlet
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on Shared Drive and Node 1 & 2

Configure Image Services
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Before you Begin

Before you can install the cluster server software, each server in the
cluster (Node 1 and Node 2) must have the following prerequisties.

Windows 2000 Operating System

The Windows 2000 Advanced Server Operating System with SP3
must be installed on both servers in your cluster system.

Note  The service pack must be installed. You can download the service
pack from: http://www.microsoft.com/downloads/search.asp?

Cable Length Requirements

A very important aspect of setting up your cluster server system is
determining the maximum allowable SCSI bus cable length.

The maximum length of the cable that connects the optical library to
each node, including the terminators and the cable contained within

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 17
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Before you Begin

the optical drive unit, cannot exceed the maximum length specified for
the type of SCSI devices being used (Single Ended, Differential, Low
Voltage Differential).

This is critical, because in a clustered environment the rules for cable
length are very different than the rules for a non-clustered environ-
ment. It is very easy to exceed the maximum cable length in a cluster
envirnonment, and doing so would result in either intermittent errors or
the system not working at all.

When measuring the cable be sure to consider all sections, including:
» The length of each end of the special Y-Connector at each node.
« The length from each node to the optical drive.

» The length of the cable contained within the optical drive.
(For larger optical libraries, the length of cabling inside the unit is
especially important.)

The diagram below explains how to determine the total cable bus
length.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 18
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SCS8I Bus Length Determination
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Total SC 5l bus length is the sum of the segments A+B +C + D +E +F +0G

where & B, F | G are the lencgth ofthe cable segments ofthe special " cables, and
C, E arethe lencths of ZC 5] cabling conneding the "™ cable endstothe optical library, and
[ iz the length ofthe SCE1 cabling used inside the optical library
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Other Configuration Requirements

* Only optical libraries with SCSI robotic arms are supported.

* Microsoft requires dual Ethernet cards, dual SCSI cards, special
RAID controllers, and specifically listed RAID drives.

» All hardware used in the Cluster System must be on the Microsoft
Hardware Compatibility list (HCL).

Important! Do not use any use any hardware components that are not Cluster
compatible.

» To view the Microsoft Hardware Compatibility list (HCL) go to:
http://www.microsoft.com/hcl/default.asp Here you can find a
list of certified products tested for the Cluster Server environment.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 20


http://www.microsoft.com/hcl/default.asp

1 Getting Started
Before you Begin

Server Naming Convention

Properly naming Image Services servers is an important step when
setting up your Image Services system. Server domain hames can
have a maximum of 128 characters and should only contain ASCII
alpha-numeric characters and hyphens. Non-alphanumeric or under-
score characters should not be used.

The reason for this convention is to prevent server names from
changing when NCH crosses a router to find a server. When NCH
crosses a router to find a server, it converts the domain name to an IP
host name using specific criteria, one of which is dropping the under-
score character. In fact, all non-alphanumeric or underscore characters
are eliminated. If these characters were in the servers name, the name
would not be correctly converted.
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Installation Worksheet

Identify the two machines that will be used in the Cluster as Node 1
and Node 2. This reference will be used in the Microsoft Step-by-Step
Guide to Installing Cluster Service as well as in this document for
installing IS in your Cluster Service environment.

Obtain the following information before you begin your installation:

Domain Name for the domainl et
(if used):

Cluster and Machine Names Public IP Address
Cluster DNS Name:

Node 1: Machine Name:

Node 2: Machine Name:

Note  During the domainlet creation step (optional), it is crucial that Node 1
be the first node promoted.

May 2003
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Refer to the “Server Naming Convention” on page 21, to identify a
network name for your FileNet cluster resource. This will be the same
name that you use for your SQL Server or Oracle network name.

Image Services (and RDBMS) Net-
work Name:

Public IP Address:
System Serial Number:

Note  The System Serial Number will be the same for both nodes.

The drive letter for the Shared drive
where IS shared files will reside:

Important! Do Not use the same drive letter for the quorum drive and the shared
drive. The quorum drive, which is used to store cluster configuration
database checkpoints and log files, should be a separate drive from
the Shared drive where IS shared files will reside. The examples
shown in this document, use Z or S as the shared drive.
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Note  The Shared drive should also be a separate logical drive from the
application drive which will hold the relational database.

For SQL Server

SQL Server database name:

For Oracle

Oracle Service Name:
(e.g., siteDB.world)

Oracle Instance Name:
(e.g., SiteDB)

Oracle Database Name:
(e.g., siteDB)

Oracle Parameter File:
(e.g., Z:\siteDB\init_siteDB.ora)

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 24
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Verify System Names can be Resolved to IP Addresses

Verify that you can resolve the system names to IP Addresses for this
system and any servers you want to communicate with remotely. Do
not proceed with the cluster installation procedure if you are unable to
verify.

Setup Cluster Server Domain (New Installs Only)
Your Cluster Server installation can be configured on either a Native
Mode domain using only Windows 2000 servers, or on a Mixed Mode
domain using Windows 2000 and NT servers. If you use a Mixed Mode
domain, you must also create a domainlet. The table below shows the
various configurations.

Domain Mode Domainlet Required
Native Mode Domain (Preferred) Domainlet not required
Uses Windows 2000 Servers Only (although supported)
Mixed Mode Domain Domainlet required
Uses Windows 2000 and NT Servers
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While using domainlets is supported, FileNet prefers that the cluster
server system be configured on a Native Mode domain without using a

domainlet.

Native Mode Domain

Using a Native Mode domain is the preferred network configuration for
Cluster Server. Native Mode does not require the use of a domainlet.

There are two types of Native Mode domain configurations. One where
each node of the cluster is a domain controller, and one where neither
mode is a domain controller.

Native Mode with Each Node as a Domain Controller

In this configuration, each node of the cluster is a domain controller.
This configuration requires Full Domain Administrator Rights for the
user who installs the Cluster Server system.

To setup your system, simply add the two nodes you will be using as
cluster servers to your Native Mode domain. After adding the nodes,
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skip the procedure below and continue to the section, “Install Cluster
Server Software (New Installs Only)” on page 29.

Native Mode without Either Node Being a Domain Controller

In this configuration, neither node of the cluster is a domain controller.
Use this configuration if you do not want the user who installs the
Cluster Server system to have Full Domain Administrator Rights. To
setup this configuration, go to “Appendix C — Setting up a Secure
Native Mode Domain Installation” on page 322.

Cluster Server Domainlets

Creating a cluster server domainlet is only necessary if you are
installing your cluster system on a Mixed Mode domain, or if you prefer
to use a domainlet for some other reason. If you will not be using a
domainlet, continue to the section, “Install Cluster Server Software
(New Installs Only)” on page 29.

The following procedure will create a new domain that encompasses
just the cluster itself and exists only to provide authentication and
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authorization for the Cluster service and any other installed services.
This cluster-sized domain is called a domainlet, in order to distinguish
it from a domain that includes more than just the cluster.

Create Cluster Server Domainlet

To create a cluster server domainlet:

1 \Verify that the Windows Operating System is installed on both servers.
You must have the operating system installed before you can proceed.

2  Refer to the Microsoft Step-by-Step Guide to Installing Cluster Service
to create the cluster server domainlet.

Tip  You can find this Microsoft guide at: http://www.microsoft.com/
technet/treeview/default.asp?url=/TechNet/prodtechnol/
windows2000serv/support/domlets.asp
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Install Cluster Server Software (New Installs Only)
Follow the procedures provided by Microsoft to install the Cluster
Server software on both servers. Install the software on the Node 1
server first.

Tip  You can find the Microsoft installation procedures at: http://
www.microsoft.com/windows2000/techinfo/planning/server/clus-

tersteps.asp

When you have finished installing Cluster Server software on both
server nodes, continue to one of the following:

» Chapter 2, “Installing a Microsoft Cluster Server System with a
Microsoft SOL Server Relational Database,” on page 31

» Chapter 3, “Installing a Microsoft Cluster Server System with
an Oracle Relational Database,” on page 127

e Chapter 4, “Updating Microsoft Cluster Server with Microsoft
SOL Server,” on page 258
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 Chapter 5, “Updating Microsoft Cluster Server with Oracle,”
on page 284
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2

Installing a Microsoft Cluster Server
System with a Microsoft SQL Server
Relational Database

This chapter contains information for installing a Microsoft Cluster
Server system using a Microsoft SQL Server relational database.

Note  Only Microsoft SQLServer 2000 Enterprise Edition software is sup-
ported for Cluster Server.
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Install Microsoft SQL Server Software

Install Microsoft SQL Server Software

Important!

Refer to the Microsoft installation instructions to install the SQL soft-
ware. Perform this procedure from the Node 1 server.

You can find these instructions at the Microsoft web site at:

http://msdn.microsoft.com/library/default.asp? Show-
Pane=false&URL=/library/psdk/sql/getstart 4fht.htm

The Microsoft installation procedure will automatically install the SQL
software on both nodes.

You must choose Custom setup type for the installation of SQL Server
and enter the following information:

- In the Authentication Mode dialog box, choose Mixed Mode.

- In the Collation Settings dialog box, choose Latin1_General as the
Collation designator and choose Binary Sort order.
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Note  All resources must reside in only one group. Use the Cluster Adminis-
trator to check that all resources have been added to the same group.

Create the Site DB

Perform this procedure on the Node 1 server.

Refer to the SQL Server installation documentation (found on the
Microsoft web site) and Chapter 3 of the Guidelines for Installing/
Updating Site-Controlled RDBMS Software for Windows document
for Local SQL Server RDBMS Guidelines.

Set SQL Environment Variable
Before starting the installation of FileNet software, set the following
environment variable on both nodes. Set the environment variable on
the Node 1 server first.

1 In the Control Panel window, double-click on the System icon. The
System Properties window opens.
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Set SQL Environment Variable

2  Locate and click the Advanced tab of the System Properties window.

3  Inthe Environment Variables field, click the Environment Variables...
button.

The Environment Variables dialog box opens.
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Set SQL Environment Variable

Environment ¥Yariables ed

—User variables for Administratar

Watiable | Yalue
C1Documents and Setkings!Administrat, |,
TMP C\Documents and SettingsiAadministrat, ..
Bew., .. Edit... | Delete |

—Syskem variables

Yariable | Yalue -

ComSpec CHOMIRMNT sy skem32cnd  exe

MUMEER_CF_PR... 1 _—

05 Windows_NT

DsZLibPath COM NN T sy stem32ioszidl;

Path COMTMMNT sy sbem 32, CWIRMT; CWIN, LI
Mew, .. Edit... | Celete |

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 35



2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database
Set SQL Environment Variable

4  Inthe System Variables field, click New.

The New System Variables dialog box opens.

New System Yariable ed

Yariable Mame; I ISQLServer

Yariable Yalue: I

(0] 4 I Cancel

5 Enter ISQLServer in the Variable Name: box.

6 Inthe Variable Value: box, enter the SQL Network Name of your clus-
ter system.

7  Click OK to set the variable. The new variable will be added to the list
of System Variables in the System Variables: field.
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Install FileNet Software

8  Click OK to exit from the Environment Variables dialog box.
9  Click OK to exit from the System Properites window.

10 Repeat this entire procedure for the second node of your cluster sys-
tem. After both nodes have set the SQL environment variables, con-
tinue to the next procedure.

Install FileNet Software
Install the FileNet software on the primary server local drive (Node 1)
first.

Install the FileNet software on the Shared Drive and the local drives of
each server as follows:

FNSW (Image Services executables) will be installed on the local
drive for each node.

e FNSW_LOC (Image Services Local Files) will be installed on the
shared drive.
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2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database
Install FileNet Software

Important! Do Not use the same drive letter for the quorum drive and the shared
drive. The quorum drive, which is used to store cluster configuration
database checkpoints and log files, should be a separate drive from
the Shared drive where IS shared files will reside. The examples
shown in this document, use Z or S for the shared drive.

CAUTION  The domain name and SSN (system serial number) used during the
installation procedure must be the same for both servers.

Note  The shared drive can only be accessed by one node at a time.

This installation procedure can be complicated. To prevent errors,
follow the steps in this procedure exactly as they are written.

1 Referto Chapter 1, “Getting Started,” to ensure that all Hardware
and Software requirements and other prerequisites are met for each
server node. After ensuring that all requirements have been met, re-
turn to this page.

2 Shut down node 2.
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Install FileNet Software

Note

Because Cluster Service has already been installed on both nodes, it
is important to keep Node 2 off so that the rebooting of Node 1 during
setup does not cause the cluster supported components, including the
shared drive, to failover to Node 2.

Installing FileNet software on Node 1

1

Note

Turn on power to the Node 1 server only. If you aren’t already, logon as
Windows Administrator for the domain or domainlet.

If you are installing software as a user without Full Domain Adminis-
trator Rights, logon with the user name and password that was created
in the section, “Create FileNet Users” on page 325 of Appendix C.

Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 1.

In a few seconds, the Logo screen appears followed by the Welcome to
FileNet Image Services Setup Program message box.
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Install FileNet Software

3  Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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Install FileNet Software

End User License Agreement

x|

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database
Install FileNet Software

4  Click Yes to accept the agreement. The following screen appears.

@ Are wou installing FileMET Image Services on a clusker server

Yes

5  Click Yes to continue the installation. The following dialog box appears.
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Enter Network Name - x|

Enter the netwark, name for FileMET Image Services.

Iu:lusterD E|

< Back I Hent » I Cancel
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6  Enter the network name from your “Installation Worksheet” on
page 22, and click Next. This must match the SQL Server virtual name
used during the SQL Server 2000 setup.

a For normal installations, the following information message ap-
pears. Continue to step 7.

Setup has added the user administrator bo FileMET IS FRADMIM group. To continue inskallation of IS software, please
log off and log on again.

b If you are installing software as a user without Full Domain Admin-
istrator Rights, the System Environment window will display. In this
case, skip to Step 10 on page 47.

7  Click OK, logoff and then log back on as Windows Administrator for
the domain or domainlet.
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Tip  Itis necessary to logoff and log back on to refresh security information
for the session.

8 Inafew seconds, the Logo screen appears followed by the Welcome to
FileNet Image Services Setup Program message box.

9 Click the Continue button to proceed.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives

—indows Drive

C.D:0:R: 2 C:

— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze
<NOnEs: Yerzion 4.0.0.63

F
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10 Read the environment detected and click OK.

The Release Notes file appears.

11  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 “ersion

%"’:L: "Installed

Thiz werzion
’7 4.EI.EI.ES—‘

— Inztall bo;

Pleaze zpecify drives and directary paths to
ifztall the following 15 components:

DISK SPACE [KBytes]
Required Available

— |5 Executables

C:[WFNSw Set Drive |

23055 1049332

Addition:
SetC

—15 Shared Filez

Zi|\FNSw_LOC

37657 8472392

—"WIHDRME Information

83055 1043332
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12 Inthe Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

Note The IS Executables will remain on the server local drive.

13  Click Install to continue.

14 At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation; after that the Instal-
lation parameters dialog box opens.
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Installation parameters i il
ISYERSIOM

Ihztallation Paths

# Executables———— Shared Filez
’V C:4FMSh ’V ZAFMSW _LOC

400632

Setup reguires the fallowing information about pavr FileMET (S installation:

STSTEM SERIAL NUMBER
|V —‘ FileMET Mumeric System Serial Mumber, per |5

161212 license documentation
NCH DOMAIN NAME Two part _Netu-:lnrk Clearnnghouse Domain Mame,
[chusterDE:FileNET] Rl

15  Enter your System Serial Number.
16 Inthe NCH DOMAIN NAME box,

a Enter the network name that you entered in Step 6 on page 44.
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b Add a colon and the Organization part of the name of your network.
In the example above the Organization name is FileNet.

¢ Click OK.
17  Answer Yes to confirm that you want to save installation parameters.

The following screen appears.

May 2003
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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18 The Universal SLAC Key for the FileNet Image Services system you're
installing is located on the Images Services CD-ROM. Four Universal
SLAC Keys exist. They include the following:

» uisora.key - Image Services with eProcess for Oracle
» uissql.key - Image Services with eProcess for MS SQL
« uvwora.key - eProcess only (no Imaging) for Oracle
» uvwsql.key - eProcess only (no Imaging) for MS SQL
a Click the SLAC License Entry button to set up the system licensing.
b From the “Please select the file to import license data from” win-
dow, using the Look in list box, select the cd-rom drive and browse

to where your SLAC Key resides. Highlight your system SLAC Key
file and click Open.

c After you have selected the system SLAC Key file, you will see the
FileNet Software License (SLAC) Manager window. Click the OK
button to proceed with the SLAC Key installation on your system.
You will then see the following message window.
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lic_admin
\?.) All the license data has been Yag
validated. =
Do you want to update your license
database ? No

d Click Yes to have your SLAC Key updated. Your system SLAC Key
is now installed.

Tip  The SLAC Key is stored only in the NCH database. Therefore, if you
ever need to re-initialize the NCH database, you must also reinstall the
SLAC Key.
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19

20

21

22

23

24

Note

25

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

Reboot the Node 1 server and logon as fnsw.
Close the “Windows 2000 Configure Your Server” window.

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Turn-on power to the Node 2 server.

Do not shut down the Node 1 server unless directed to do so.

After the Node 2 server comes up, logon as Administrator for the
domain, or domainlet.
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Note If you are installing software as a user without Full Domain Adminis-
trator Rights, logon with the user name and password that was created
in the section, “Create FileNet Users” on page 325 of Appendix C.

26  Open the Cluster Administrator.

27  The Open Connection to Cluster dialog box may appear.

Open Connection to Cluster ; ﬂﬂ

Clugter or server name:

|| j Browsze. .. |
Open I Cancel |

28 a Ifthe Open Connection to Cluster dialog box appears, continue to
step 29.

b If the Open Connection to Cluster dialog box does not appear, skip
to step 31.
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29 Click the Browse button, locate the Cluster name, and click OK.

30 When the Cluster name is in the “Cluster or server name:” box, click
Open. The Cluster Administrator window appears.
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&5 Cluster Administrator - [FN-IS-CLUSTER (.}] -10] x|

File WYiew ‘Window Help =] x|

2 i = B B

E|-- FM-I5-CLUSTER. Marne: Stake | Cner | Resource Type | [Desc
Etl GE"-'F'S ([ sk z: Cnline  FM_MODEL  Physical Disk

§ Cluster Group [\ g0 1P address1(... Online FN_MODEL IP Address
LRCENET Emu' Mf—'"' Mebwork Mam.., Online FM_MODE1  Metwork Mame
(0 Resources || Biia Orlie er Orline  FMN_MNODEL  SOL Server
(1 Cluster Cor  Takelifine | Agent  Orline FM_MODE1  SOL Server ...
er Fullkext  Online  FM_MODEL  Microsaft Se. .,

Il

Mave Group

“of ] Mebwor DElEEE

+-@g| FM_MODE1|  Rename
[+-ag] FN_MODEZ New ,
1 I I Fropertiez | _,I

For Help, press F1 l_ | o
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31

32

Right click on FileNet Group (or the group where SQL Server is lo-
cated) and click Move Group. In a few minutes the Owner of the Clus-
ter Server will switch from Node 1 to Node 2.

In the Cluster Administrator, verify that the owner of the Cluster Server
is now Node 2. Node 2 needs possession of the shared drive in order
to setup Image Services correctly in the next procedure.

Installing FileNet software on Node 2

1

Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 2.

In a few seconds, the Logo screen appears followed by the Welcome to
FileNet Image Services Setup Program message box.

Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

x|

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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3  Click Yes to accept the agreement. The following screen appears.

@ Are wou installing FileMET Image Services on a clusker server

Yes

4  Click Yes to continue the installation. The following dialog box appears.
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Enter Network Name - x|

Enter the netwark, name for FileMET Image Services.

Iu:lusterD E|

< Back I Hent » I Cancel
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5  Enter the network name from your installation worksheet, and click
Next. For SQL Server installations, this must match the SQL Server vir-
tual name used during the SQL Server 2000 setup.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives

—indows Drive

C.D:0:R: 2 C:

— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze
<NOnEs: Yerzion 4.0.0.63

F
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6 Read the environment detected and click OK.

The Release Notes file appears.

7  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 “ersion

%"’:L: "Installed

Thiz werzion
’7 4.EI.EI.ES—‘

— Inztall bo;

Pleaze zpecify drives and directary paths to
ifztall the following 15 components:

DISK SPACE [KBytes]
Required Available

— |5 Executables

C:[WFNSw Set Drive |

23055 1049332

Addition:
SetC

—15 Shared Filez

Zi|\FNSw_LOC

37657 8472392

—"WIHDRME Information

83055 1043332
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Note

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

The Installation parameters dialog box opens.
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Installation parameters

IS WERSIOM

Ihztallation Paths

‘# Executables————
’V C:AFM S

ZAFMSW_LOC

Shared Filez
’7 40063

Setup reguires the fallowing information about pavr FileMET (S installation:

SYSTEM SERIAL MUMBER
|V 161212

:

| clusterDEB:FileMET]

|'NEH DOMAIN MAME ————

FileMET Mumeric System Serial Mumber, per |5
license documentation

Two part Hetwark, Cleannghouse Domain Mame,
e.0. Imaaging:Filetet

X

12  Enter the System Serial Number. This is the same serial number that
you entered in Step 15 on page 50.
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13  Inthe NCH DOMAIN NAME box,

a Enter the network name that you entered in Step 6 on page 44.
This is also the same name you entered in Step 16 on page 50.

b Add a colon and the Organization part of the name of your network.
In the example above the Organization name is FileNet.

c Click OK.
14  Answer Yes to confirm that you want to save installation parameters.

The following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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15

16

17

18

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

Reboot Node 2. This will automatically move control of the cluster to
Node 1.

While Node 2 is rebooting, open the Cluster Administrator on Node 1.

The Open Connection to Cluster dialog box may appear.

Open Connection to Cluster i |

Clugter or server name:

|| j Browsze. .. |
Open I Cancel |
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19 a Ifthe Open Connection to Cluster dialog box appears, continue to
step 20.

b If the Open Connection to Cluster dialog box does not appear, skip
to step 22.

20 Click the Browse button, locate the Cluster name, and click OK.

21  When the Cluster name is in the “Cluster or server name:” box, click
Open. The Cluster Administrator window appears.

22 From the Cluster Administrator window, verify that the control of the
cluster has been moved to Node 1.

Create Configuration Database
Perform the following procedure on the Node 1 server.

1 Open the FileNet System Configuration Editor.

The New Configuration Database window opens.
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Mew Configuration Database El

Database Name: |||n.,.-|5 j
Domain Name: Iclustt:rDB:FiIt:Nt:t j
Database Template: ICumhined Server System j

Cancel | Help |

2 Click OK to continue.

The Initialize Combined Server Template window opens.
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Initialize Combined Server Template x|

Enter the base directory for all datasets:

|ZAFNSWAdewvi1y

<Back | Help | ouit |[ Next> |

3 Inthe Initialize Combined Server Template window, change the drive
letter to the shared drive, and click Next.
In the example above, it is drive Z.

4 A series of dialog boxes and prompts for the Combined Server Tem-
plate appears next. Answer each prompt as appropriate for your site to
configure your system.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 74



2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database
Create Configuration Database

Note Do not configure a Storage Library at this time.

5  When your configuration is complete, the “Configuration is Complete...”
message appears. Click Next to continue.

The FileNet Image Services System - Configuration Editor window dis-
plays.
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» FileNET Image Services - System Configuration Editor

File Edit Help |
Metwork Server Felational Storage Priritirg Tape
Addresses Aapl. Services Databaszes Likar aries Dirives
Swstem Systermn Systemn Peer Server Services
Attributes Appl. Services Defaults Systems Attributes

Datazets MEF Ferformance \Wark Flo Procedures
Databases Tuninig Momt. Services

Select a procedure to run:

Add a printer
Delete a printer

Automatically configure storage library Run
Manually configure storage library

Delete a storage library

Add a storage drive ||
Delete a storage drive Help

IMS | EDIT mode
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Tip  When you are finished configuring the database, you can select tabs in
the Configuration Editor to verify that you entered the information cor-
rectly.

6 Click the Relational Databases tab, then click the RDB Objects subtab.
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EZ FileNET Image Services - System Configuration Editor

File Edit Help
oy stem oy stem oy stem Feer Serer SEn
Attributes Appl. Services Defaults oystems Attributes
Datasets it Ferfarmance WarkFlo Frocedures
Databases Tuning Mgmt. Senices
Metwiork Server Relational storage Frinting Tape
Addresses Appl. Serices Databases Libraries Drives
Oracle [Ms-S0L |RDB Objects
Sielz Chject Mame | Location
Marne
clusterDB dh_name FilemetDB
clusterDB tmp_data arimary
clusterDB usr_data primany
clusterDB fr_data fhisys_fo
1]
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7 Inthe Location column of the RDB Objects subtab, click on the location
cell for FileNetDB and change the default location to the sitedb location
you defined in the Chapter 3 of the Guidelines for Installing/Updat-
ing Site-Controlled RDBMS Software for Windows document.

8 Inthe Location column of the RDB Objects subtab, click on the location
cells for tmp_data and usr_data and change the default location to Pri-
mary.

Note  Leave the location parameter for fn_data as is, set to fnsys_fg.

9  Exit from the FileNet Image Services - System Configuration Editor
and save the configuration changes you just made.
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Initialize the Database
Perform the following procedure on the Node 1 server.

To initialize the database, enter the following command at the Com-
mand Prompt:

fn_build -a
fn_util init
The initialization will take some time during which there is very little

status feedback to the display. When the prompt returns to the Com-
mand Prompt window, the initialization is complete.
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Verify/Set FileNet Dataset Permissions
Perform the following procedure on the Node 1 server.

Because the FileNet datasets reside on a different drive than the
FileNet Image Services software, you must set the group permissions.

1 Ifyou aren'’t already, logon as Domain user fnsw.

2 Open Windows Explorer, and select a directory containing the desired
FileNet dataset. e.g., Z:\fnsw\dev\l

3  From the File menu, select the Properties menu option.
The Properties window opens.
4  Select the Security tab.

The Security Properties for \fnsw\dev\1 are displayed on this tab.
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1 Properties ilﬂ

Generall “Wweb Sharing | Sharing  Security |

Narme | Add..
Administrators [FRDOMAIMLE T WAdministr...
ﬁ Evemnone ﬂl
m FHADMIM [FHDOMAINLETAFRADRMIMN]

ﬁ FHOF [FMDOMAIMLETSWFMOR)

ﬁ FHUSR [FNDORMAIMLETSFHNUSR])

Permizsions; Al Deny

Full Control

bl ddify

Read & Execute
Lizt Folder Contents
Read

Wirite

Advanced... |
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5  For each group in the table below, set the following permissions in the
Security tab dialog box:

Group Permissions
Administrators* Full Control
fnadmin Full Control
fnop Read & Execute, List Folder Contents,
Read, and Write
fnusr Read & Execute, List Folder Contents,
Read, and Write

* The Administrators group may be listed on the Owners tab which is accessed
by clicking the Advanced button on the Security Properties window.

6 Click OK to set the permissions and close the Properties dialog box.

Set f _maint Password
Perform the following procedure on the Node 1 server.

1  Enter the following command at a command prompt:
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set_f_maint_pw
2  Enter a Carriage Return to accept the initial default password.

3  Enter (and then confirm) the password you want to use for
F_MAINT.

The information displayed in the Command Prompt window should
look similar to the window below.

ME Command Prompt

D= FHSW_LOCstmpXzset_f_maint_puw
Enter current password for F_MAINT:
CCR = initial default>:

Enter new password for F_MAINT:
Confirm (re—enter?) new password:

D=~FNSW_LOCstmpl_
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Add New Resource
Perform the following procedure on the Node 1 server.

1  Open the Cluster Administrator.

2  Locate and Right Click on DiskGroup1 (or the group where SQL Server
is located), point to New and click Resource.

The following dialog box opens.
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MNew Resource

FleNET IS

Mame: |FileNET IS

Dezcription:; IFiIeNET Image Service

Resource type: IEeneric Service j
Group: | FileNET Group |

[ Bun this resource in a separate Fesource Maonitar

To continue, click Mext,

% Black

Cancel |
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3 Inthe New Resource dialog box, enter the following:
a aname for the new resource. e.g., FileNet IS.

b Enter a description for the new resource. e.g., FileNet Image Ser-
vice

c Select Generic Service as the resource type.
4  Click Next to continue.

The Possible Owners window appears showing the nodes that can be
Possible owners.
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Possible Dwners

FileNET IS

Pozzible cwners are hodes in the cluster an which thiz rezource can be braught anline.
Specify the pozzible owners for this rezounze,

Ayailable nodes; FPozzible owners:

I arme | I ame |

R @g) FN_NODET
= @ FN_MODEZ

<- Bemaye

it

< Back I Mest » I Cancel
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5  \Verify that the nodes you want are in the Possible owners list, and click
Next.

The Dependencies screen appears.
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Dependencies

FileNET IS

Dependencies are rezources which must be brought online by the cluster service first.
Specify the dependencies for thiz rezource.

Avalable resources: Rezource dependencies:

Rezource I Resc Rezource I Resc

(0 Disk Z: Phys  adds (L] SGL Network Mam.. Nt

([0 50L 1P Address1(F.. 1P &c 4' [0 50L Server SOL

E[,l] SOL Server Agent SAL <- Bemave
':[,1] SOL Server Fulltext  Micr
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6  Select SQL Network Name and SQL Server from the list of Available
resources, click the Add button, and click Next.

The Generic Service Parameters window appears.
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Generic Service Parameters

FileNET IS

Service name: IIMSService

Start parameters: I

v Lsze Mebwork Mame for computer name

< Back I Mest » I Cancel
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7 In the Generic Service Parameters window, enter IMSService in the
Service name: box.

8  Check the box, “Use Network Name for computer name” and click
Next.

The Registry Replication screen appears.
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FileMET IS

Programs or zervices may store data in the registp. Therefore, it iz important to have thiz
data available on the node on which they are running. Specify the registry keps below
HEEY _LOCAL _MACHIME that should be replicated to all nodes in the cluster.

Root Registy Key |

Aod. | o || Remove |

< Back I Finizh I Cancel |
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9  Click Finish at the above dialog box.

Cluster Administrator x|

@ luster resource 'FileMET I3 created successfully,

10 Click Ok to complete the procedure.
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Create the “LocalAdmininstall” File
Perform this procedure on the Node 1 and Node 2 servers. Use this
procedure to create the “LocalAdmininstall” file in the C:\TEMP direc-
tory.

Note  If you have used Appendix C to configure your system in Native Mode,
the “LocalAdmininstall” file has already been created in the C\TEMP
directory. In this case, skip this procedure and continue to the section,
“Enable Autostart IS Processes Option” on page 97.

1  \Verify that the Cluster Server software is up and running on each node.
2  Open a Comand Prompt window.
3  Change to the c:\temp directory by entering:
cd c:\temp
4  Enter the command:

copy con LocalAdmininstall
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5  Press and hold Ctrl key, and press the Z key.
6  Press Enter.

7  \Verify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Enable Autostart IS Processes Option
For the Cluster Server software to operate correctly, the “AUTOSTART
IS PROCESSES” option must be enabled. Perform this procedure on
the Node 1 server.

1  From the Taskbar, click the Start button, point to Programs, point to
FileNet Image Services, point to System Configuration, and click the
Setup icon.

2 At the FileNet IS Installation Maintenance dialog box, click Edit Param-
eters. The Edit Installation Parameters window opens.
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Edit Installation parameters ; x|
IS WERSIOM

— Inztallation Paths

# Executables—————— Shared Files
’V C:AFHSW ’7 ZAFMSw LOC

4.0.0.62

Setup requires the following information about your FileMET |5 installation:

FileMET Mumeric System Senal Mumber, per |5

—SvSTEM SERIAL NLIMBEFI—‘

|1 E1212 licenze documentation
~NCH DOMAIN NAME Two part _Netwl:urk Clearinghouse Domain Mame,
IclusterDB:FiIeN et 2.0, Imaging:FileNet

—MT EYENT LOGGING
¥ Enabled

Indizates if FileMET IS will uge MT Event Logging.

e IERIAE L PROGESRS Startz |5 procezses immediately ohce |5 Contral

Service iz started.
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3 In this window, verify that “AUTOSTART IS PROCESSES” is enabled.
Check the Enabled box if necessary, and click OK.

4 At the Confirm Save window, click Yes.
5  Exitthe FileNet IS Installation Maintenance dialog box.

6  Answer Yes to confirm your exit.

Stop IS ControlService
Perform this procedure on the Node 1 and Node 2 servers.
1 Open Administrative Tools and double-click the Services icon.

The Services dialog box displays.

2 Double-click the IS ControlService, in the Services window. The
FileNet IS Service Properties dialog box opens.
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3  Click the Stop button to stop the FileNet IS Service. In a few seconds
the service status in the FileNet IS Service Properties window will indi-
cate that the service has stopped.

4  Click the Startup type drop-down arrow and set the Startup type to
Manual.

5 Click OK to exit the IS ControlService Properties window.
6  Close the Services window.
Add NCHBroadcast Value to Registry Editor
Perform the following procedure on the Node 1 server.
1 Open a Command Prompt, and enter the following command:
regedt32

The Registry Editor window opens.
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Hegistry  Edit Tree “iew Securty  Options Window

= HEEY _LOCAL MACHINE
-3 Cluster
- HAROWARE
— 5] Sk
—E3 SECLURITY
=1 SOFTWARE
— 3 Classes
-3 Clients
— 1 Description
- =1 FileMet

L& M5

L@ Currentversion]

— G IMTEL

|»

2 InHKEY_LOCAL_MACHINE on Local Machine, navigate to the
CurrentVersion folder using the path:

SOFTWARE>FileNet>IMS>CurrentVersion
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3  From the Registry Editor Edit menu, select Add Value.

The Add Value dialog box opens.

Add Yalue ]|

Walue Mame: IN CHEroadcasy

Data Type: I REG_DWORD j

k. I Caricel | Help |

4  As shown above, enter NCHBroadcast in the Value Name box, and se-
lect REG_DWORD from the Data Type box drop-down list; then click
OK.

The DWORD Editor dialog box opens.
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DWORD E ditor H|

Data; | 0k, I
ID Cancel |

Fadix Help |
’7 " Binay 1 Decimal @ Hex

5 Enter O in the Data box, and click OK.

The Registry Editor now shows the new NCHBroadcast entry as
shown below.
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Begstrp Edit Tree Miew Secunty  Optionz:  Window  Help

= HEEY _LOCAL MACHIME on Local Machine

EIHKEY_LOCAL_MMACHIME |& | |AutoStart | REG_DWORD : 0x1
— 3 Cluster CfgDomain : REG_5Z : waolfpack:Filel
— & HARDWARE DatasetDrves REG_SZ
- 3] SAR EventLog : REG_DWORD : Ox1
— 3 SECURITY FrISWY LIB : REG_SZ : DAFMSWA,
— =1 SOFTwWARE FrISWY LOCAL : REG_SS : DAFNSW
-3 Classes LibSize : REG_DWWORD : 0x4570fe 3
—E Clients MCHBroadeast: BEG. DWORD -0
— G Description MCHDamain : REG_SZ - wolfpack:Fil
— =1 FileMet Fathname : REG_SZ : DAFMNSWALIBY,!
L= M3 FroductType REG_3Z : IM=
L= Currentversion] RootStation : REG_DWORD : Dx1

6  Close the Registry Editor.

7  From the Cluster Administrator window, right-click the FileNet IS and
click Bring Online.
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8 From the Cluster Administrator, double-click the FileNet IS resource to
display the FileNet IS Properties window.

9 Click the Registry Replication tab. The following dialog box appears.
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FileNET IS Properties ] 21|

Generall Dependenciesz .-’-'-.dvanu:edl Farameters  Feaistry R eplication |

FileMET IS

Programs or zervices may store data in the regiztny. Therefore, it iz important
ta have thiz data available on the node on which they are running. Specify
the regizty keys below HEEY _LOCAL_MACHIME that should be replicated
to all nodes in the cluster.

F oot Registy Key |

Add I ki difre I Hornmurs I
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10 Click the Add button. The Registry Key window opens.

2l

Boot registry ke

software\filenetsimehcunentversion|

| k. I Cancel

11 Inthe Registry Key box enter the following text,
software\filenetiims\currentversion

12  Click OK to add the Registry Key.

13  Click the Add button again and enter the following text,
system\CurrentControl Set\Services\IMSService

14  Click OK to add the Registry Key.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 107



2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database
Set Restart Threshold

15 Click Apply to have the changes you made take effect.
16 Click OK to close the FileNet IS Properties window.

Set Restart Threshold

In order to insure proper failover, the restart threshold needs to be set
to zero.

1  Open the Cluster Administrator and select the Active Resources
Folder.

2  Double-click the IS ControlService resource (FileNet IS).

The IS ControlService Properties dialog box opens.
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IS ControlService Properties i A

Generall Dependencies  Advanced | Parameters | Fegisty Heplicatinnl

|. IS CantralService

" Do not restart
+ Restart

v Affect the group

Threshold: IEI Period: IEIEIEI seconds

—"Looks Alive" poll interval: "Iz Alive" poll interval:
i |lze value from resource type ' Ise value from resource type
i Specify value: " Specify value:
IEEIEIEI millizeconds IEEIEIEIEI millizeconds
Fending bimeout: {120 zeconds
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3  Select the Advanced tab and do the following:
a Select the Restart radio button.
b Check the Affect the group check box.
c Verify, or set, the Threshold value to O.
4  Click OK.
5 Repeat steps 2 thru 4 for the shared drive and the sitedb.

Test Cluster Server Operation

Perform the procedures in this section to test the failover of Image
Services.

Move Control of Cluster Service to Node 2

1  Open the Cluster Administrator, if it's not already open.
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&5 Cluster Administrator - [FN-IS-CLUSTER (.}] -10] x|

File WYiew ‘Window Help =] x|

2 i = B B

E|-- FM-I5-CLUSTER. Marne: Stake | Cner | Resource Type | [Desc
Etl GE"-'F'S ([ sk z: Cnline  FM_MODEL  Physical Disk

§ Cluster Group [\ g0 1P address1(... Online FN_MODEL IP Address
LRCENET Emu' Mf—'"' Mebwork Mam.., Online FM_MODE1  Metwork Mame
(0 Resources || Biia Orlie er Orline  FMN_MNODEL  SOL Server
(1 Cluster Cor  Takelifine | Agent  Orline FM_MODE1  SOL Server ...
er Fullkext  Online  FM_MODEL  Microsaft Se. .,

Il

Mave Group

“of ] Mebwor DElEEE

+-@g| FM_MODE1|  Rename

[+-ag] FN_MODEZ New ,
1 I I Fropertiez | _,I
For Help, press F1 l_ I_ I_ S

2  Right click on FileNet Group (or the group where SQL Server is lo-
cated) and click Move Group.
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Test Cluster Server Operation

In a few minutes the Owner of the Cluster Server will switch from Node
1 to Node 2. This will test that the Cluster is setup properly and is able
to failover Image Services to Node 2.

Verify that Image Services comes up under Cluster control on Node 2.

Check the Image Services logs on Node 2 to verify that it started with-
out error.

Move Control of Cluster Service to Node 1

1

After all the resources in the group are online at Node 2, Reboot the
Node 1 server.

After Node 1 has rebooted, right click the group and select Move
Group to move Cluster control back to Node 1.

Verify that the owner of the Cluster Server is now Node 1.

Check the Image Services logs on Node 1 to verify that it started with-
out error.
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Connect/Configure Optical Storage Library Devices
This procedure is used to connect and configure your SCSI Optical
Storage Devices.

Connect Storage Library Device

1  Logoff both Windows server nodes and turn them off.

2  Connect the storage library device to each node, and power the device
on.

Wait until the the storage library device is ready before you continue to
the next procedure.

Note  The storage library device must have it's own separate SCSI controller.
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Configure SCSI Host Adapter Utility Settings

Note

Use this procedure to configure the SCSI Host Adapter Utility Settings.

The settings in this procedure are for configuring an Adaptec AHA-
2944UW SCSI Adapter. Other SCSI adapters may have different set-
tings. Refer to the Microsoft web site for a list of other supported SCSI
adapters.

Turn-on power to the Node 1 server and watch the screen as the stor-
age device initializes.

A message will display that tells you what keystroke to enter to access
the SCSI Adapter Utility.

For example, if you see the following message, you would press
CTRL+A:

<<<Press <CTRL><A> for SCSISelect(TM) Utility!>>>
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Note

Note

The manufacturer of the SCSI adapter determines what keystroke you
need to enter to access the SCSI Adapter Utility. For example, the
Adaptec 2944 uses the keystroke, CTRL+A.

While the SCSI adapter for the optical library is initializing, type
CTRL+A (or other keystroke) to access the SCSI Adapter Utility.

The SCSI Adapter Utility opens.
Select the option to configure the Host Adapter Settings.

Verify the Host Adapter SCSI ID is 7.

The setting for each node must be different and Node 1 should already
be setto 7.

Change the Host Adapter SCSI Termination to, “Low OFF/High OFF”

Select Advanced Configuration Options and make the following
changes:
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a \Verify that the Host Adapter BIOS is set to, “Enabled”

b Change the Support removable disks under BIOS as fixed disks to
“Disabled”

7  Save the changes and exit the SCSI Adapter Utility. The Node 1 server
will automatically reboot.

8  After the server automatically reboots, logon as fnsw.
9  Open a Command Prompt window, and enter the following command:
fnddcfg

Once the command is finished, you will receive a message instructing
you to reboot the server to make the changes effective.

10 Reboot the Node 1 server, and logon again as fnsw.
11  Open a Command Prompt window, and enter the following command:

fndev

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 116



2 Installing a Microsoft Cluster Server System with a Microsoft SQL Server Relational Database

Connect/Configure Optical Storage Library Devices

12

13

Note

14

The physical addresses of all attached storage library devices should
appear.

Turn-off power to the Node 1 server.

Since the Host Adapter Settings have been changed, Node 1 must be
off to prevent Node 2 from hanging as it starts up.

Turn-on power to the Node 2 server and watch the screen as the stor-
age device initializes.

A message will display that tells you what keystroke to enter to access
the SCSI Adapter Utility.

For example, if you see the following message, you would press
CTRL+A:

<<<Press <CTRL><A> for SCSISelect(TM) Utility!>>>
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Note

15

16

17

Note

18

19

The manufacturer of the SCSI adapter determines what keystroke you
need to enter to access the SCSI Adapter Utility. For example, the
Adaptec 2944 uses the keystroke, CTRL+A.

While the SCSI adapter for the optical library is initializing, type
CTRL+A (or other keystroke) to access the SCSI Adapter Utility.

The SCSI Adapter Utility opens.
Select the option to configure the Host Adapter Settings.

Change the Host Adapter SCSI ID to 6.

The setting for each node must be different and Node 1 should already
be setto 7.

Change the Host Adapter SCSI Termination to, “Low OFF/High OFF”

Select Advanced Configuration Options and make the following
changes:
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a \Verify that the Host Adapter BIOS is set to, “Enabled”

b Change the Support removable disks under BIOS as fixed disks to
“Disabled”

20 Save the changes and exit the SCSI Adapter Utility. The Node 2 server
will automatically reboot.

21  After the server automatically reboots, logon as fnsw.
22  Open a Command Prompt window, and enter the following command:
fnddcfg

Once the command is finished, you will receive a message instructing
you to reboot the server to make the changes effective.

23  Reboot the Node 2 server, and logon again as fnsw.
24  Open a Command Prompt window, and enter the following command:

fndev
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25  The physical addresses of all attached storage library devices should
appear.

26  Turn-off power to the Node 2 server.

Note  Node 2 is turned off to prevent it from starting-up before Node 1 in the
next procedure.

Automatically Configure Storage Library

1  Turn-on power to the Node 1 server.

2  When Node 1 is ready, logon as fnsw or Windows Administrator for
the domain or domainlet.

3 Open the Cluster Administrator and select the Active Resources
Folder.

4  Right-click the IS ControlService resource (FileNet 1S), and select Take
offline.
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5 Open the FileNet Image Services System Configuration Editor.
6  \erify that the two-part domain information is correct, and click OK.

The FileNet Image Services System Configuration Editor window
opens with the Procedures tab displayed.

7  From the Procedures tab, select Automatically Configure a Storage
Library from the list of available procedures.

8 Click Run.

9  After you have completed configuring the storage library, exit the Sys-
tem Configuration Editor and save your changes.

10 At a Command Prompt, run the following command to initialize the
configuration database:

fn_build -a

11 At the Cluster Administrator window, select the Active Resources
Folder.
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12 Right-click the IS ControlService resource (FileNet IS), and select
Bring online.

13  Check the following logs for any errors that would indicate that the IS
did not start correctly.

a Open the Windows Event Viewer and check the Application and
System Logs.

b Open the FileNet Task Manager and check the Event Logs.

c Resolve any errors before continuing.
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Move Control of Cluster Server to Node 2

This procedure will test that control of the cluster server and the
Storage Library Device can be moved from one node to another.

1 Turn-on power to the Node 2 server and logon as fnsw or Windows
Administrator for the domain or domainlet.

2 When Node 2 is ready, move control of the FileNet group to Node 2.

a From the Taskbar at either node, click the Start button, point to Pro-
grams, point to the Administrative Tools (Common), and click Clus-
ter Administrator.

The Cluster Administrator window opens.
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&5 Cluster Administrator - [FN-IS-CLUSTER (.}] -10] x|

File WYiew ‘Window Help =] x|

2 i = B B

E|-- FM-I5-CLUSTER. Marne: Stake | Cner | Resource Type | [Desc
Etl GE"-'F'S ([ sk z: Cnline  FM_MODEL  Physical Disk

§ Cluster Group [\ g0 1P address1(... Online FN_MODEL IP Address
LRCENET Emu' Mf—'"' Mebwork Mam.., Online FM_MODE1  Metwork Mame
(0 Resources || Biia Orlie er Orline  FMN_MNODEL  SOL Server
(1 Cluster Cor  Takelifine | Agent  Orline FM_MODE1  SOL Server ...
er Fullkext  Online  FM_MODEL  Microsaft Se. .,

Il

Mave Group

“of ] Mebwor DElEEE

+-@g| FM_MODE1|  Rename
[+-ag] FN_MODEZ New ,
1 I I Fropertiez | _,I

For Help, press F1 l_ | o
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b Right click on FileNet Group (or the group where SQL software is
located) and click Move Group. In a few minutes the Owner of the
Cluster Server will switch from Node 1 to Node 2.

¢ \Verify that the owner of the Cluster Server is now Node 2.

3  Use FileNet Task Manager (or other means) to verify that the Image
Services software processes started successfully.

4  This procedure is completed. If you want to move control of the cluster
back to node 1, you can do so now.
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Cluster Server Installation Completed
Congratulations. You have successfully installed and configured
Cluster Service on your system.

Caution If you decide to test the cluster server and force a fail-over with the
Image Services software setup and functioning, you must reboot the
failed node before it can be considered ready for an actual use. Until
this server node is rebooted it will not be ready to take over if the other

node fails.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 126



3

Installing a Microsoft Cluster Server System
with an Oracle Relational Database

This chapter contains information for installing a Microsoft Cluster
Server system using an Oracle relational database.
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Install Oracle Software

This section describes how to install the Oracle database and Oracle
Fail Safe Manager software.

Note Install the database software first and then Oracle Fail Safe Manager.

Install Oracle RDBMS Software

Perform this procedure on the Node 1 server first and then on Node 2.

To install the Oracle database software, refer to the Oracle installation
documentation (found on the Oracle CD-ROM) and the Oracle guide-
lines in the Guidelines for Installing/Updating Site-Controlled
RDBMS Software for Windows document.

After the Oracle database installation is completed, all resources must
reside in only one group. Use the Cluster Administrator to check that all
resources have been added to the same group.
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Install Oracle Fail Safe Manager

Perform this procedure on the Node 1 server first and then on Node 2.

Refer to the Oracle installation documentation found on the Oracle CD-
ROM to install the Fail Safe Manager.

Create the SiteDB

Perform this procedure on the Node 1 server.

Refer to the Oracle installation documentation (found on the Oracle
CD-ROM) and the Oracle guidelines in the Guidelines for Installing/
Updating Site-Controlled RDBMS Software for Windows docu-
ment.

Add Oracle SiteDB Group

Perform this procedure on the Node 1 server.

Follow these steps to add the Oracle SiteDB group.
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1  Open the Cluster Administrator. The Cluster Adminstrator window
opens.

E'_'E—-! Cluster Administrator - [FN-IS-CLUSTER (.11

File Wiew MWindow Help

=10l x|
=181 %

Fla *E @)

=1-88q FN-15-CLUSTER

EI {:I Groups
Cluster Group
{:I Resources
=k {:l Cluster Configuration
----- -7 Resource Types
El {:I Metworks

,E,

----- D Metwork Interfaces
-] FN_NODE1
[+-p] FN_MODEZ

<]

Private Cluster Connect
EI Public Connection

| §

Mame | State | CIner | Resource Tyvpe | Desi
I:Q Cluster IP Address  Online  FM_MODEL  IP Address

I:L',ll Cluster Mame Online  FR_MODEL  Mebwork Mame

E[;l] Disk, O Online  FM_MNODEL Phrvsical Disk,

E[;l] Disk. 2 Online  FM_MNODEL Phrvsical Disk,

I:L',ll Oracle Fail Safe Online  FN_MODEL  Generic Service

| i

For Help, press Fi

R
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Add Oracle SiteDB Group

2  Right click on Cluster Group and select New Group. The New Group

window opens.

New Group

Oracle SiteDE

Thiz wizard will help pou quickly zet up a new rezource
group.

M ame: IEIrau:Ie SiteDB

Dezcription; IGru:uup for Oracle D atabaze

To continue, click Mesxt,

3  Enter the name and description for the new group and click Next.
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Preferred Owners

Oracle SiteDB

Lizt all preferred owners an the ight, and then arange them in the order of preference.

Ay ailable nodes: Frefered owners:

M amne | M ame I

FN_NODET

<- Bemaove

il

fmwe g
e Mawn
< Back I Finizh I Cancel

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 132



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database
Add Oracle SiteDB Group

4  Inthe Preferred Owners window, verify that the two cluster nodes are
listed in the Preferred Owners list and click Finish.

Cluster Administrator P x|

@ Cluster group 'Cracle SiteDB' created successfully,

5 Click OK at the above message window. The Cluster Administrator
window re-appears with the Oracle SiteDB listed in the Groups folder.
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5 Cluster Administrator - [FN-IS-CLUSTER (.}] G -10] x|

i File  Miew ‘Window Help =] x|
B =&l x|=| 3
=63 FN-IS-CLUSTER o | Hame | state | owner | Description
cilicluster Group Online FM_NODEL
@Oracle SikeDB Offline Fh_MNODEL Group for Oracle Dat.

l:| Fesources

=B l:| Cluster Configuration
----- 7 Resource Types
El l:| Mebworks

25 Private Clusker Conn

P Swi Public Connection
----- D Metwork Interfaces bz

-] FM_MODEL _lj
4| | = |3 | »l
Far Help, press F1 l_ =

6  Right click the Oracle SiteDB group and select Bring Online. The state
of the Oracle SiteDB group will change from Offline to Online.
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Move Shared Drive to Oracle SiteDB Group

1  Select Cluster Group to list the Cluster Group resources.

5 Cluster Administrator - [FN-IS-CLUSTER (.}] -10] x|

File Wiew ‘Window Help i |E‘|E|

@A *[es

El-- FM-IS-CLUSTER & | | Mame | Skate | Cwner | Resource Tvpe | Desc
E{:l aroups ([ Cluster 1P Address  Online  FM_NODE1 P Address

Lk
i Cluster ;rnup l:[,ll Cluster Marne Online  FR_MODEL  Mebwork Mame
..... Orale SiteDB Eﬂl Disk Q Online  FMN_NODEL  Physical Disk

(] Resources Online  Fh_NODEL Phesical Disk,

—-[_] Chuster Configuration
= CI G Res::-urn:egT':.fpes ':[,1] Oracle Fail Safe Online  FN_MODEL  Generic Service

El {:l Mebwarks
' -—EI Private Cluster Conr
-EI Public Conneckion

----- D Metwork Inkerfaces

[+-gg FM_MODEL _Ij
1 | H = | i3
For Help, press F1 I_ | ,yj
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2  Right click on the shared drive (Drive Z in the above example), select
Change Group, and click Oracle SiteDB. This will move the shared
drive (Drive Z) to the Oracle SiteDB group.

3  Click Yes at the Cluster Administrator confirmation dialog box to con-
firm the move.

Move Resources - il il

The group will be changed for the following resources:

Mame | Rezource Tope I

(A Disk Z: Physical Disk

Are pou sure the group should be changed for these resources?

o |
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4  Click Yes again at the Move Resources confirmation window. The
Cluster Administrator re-appears showing the shared drive (Drive Z)
listed in the Oracle SiteDB resources.

Configure Cluster Service for Oracle

All configuration of cluster for Oracle MUST be done using the Oracle
Fail Safe Manager.

Note  Oracle File Safe Manager information contained in this section is for
reference only. If issues are encountered as a result of the installation
or configuration of Oracle Fail Save Manager please refer to the docu-
mentation that was provided or contact Oracle support.

Caution  Before you can start the Oracle Fail Safe Manager you MUST first
close the Cluster Administrator on both Node 1 and Node 2 servers.
The Cluster Administrator cannot be opened at the same time as the
Fail Safe Manager.
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1 Close the Cluster Administrator, or verify that it is closed, on both the
Node 1 and Node 2 servers.

2  Start the Oracle Fail Safe Manager from the Programs folder in the
start menu. The following dialog box appears.

x|
Uszer Mame: I.ﬁ.dministratnr
Pazaword: |’1
Clusgter Aliaz: IFN-I S-CLUSTER j
Domair:  |FMDOMAINLET =]
ok, I Cancel Help |
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3  Enter the user name and password, select the Cluster Alias and Do-
main, and click OK. The Oracle Fail Safe Manager opens.

Note  If you have not verified your cluster by this time you will be prompted to
do so now. Do not continue until all problems have been resolved.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 139



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database

Configure Cluster Service for Oracle

Eg Oracle Fail Safe Manager

_ o] x|
File Miew Groups Besources Troubleshooking  Help
> G| vl ww v e Sl &
FN-IS-CLUSTER, : : :
é] 2 Modes General |‘»-’|rtual .ﬁ.ddressesl Fallwerl Falll:uackl Nu:u:lesl
EI i | GEroups
. Eg B0 Clusker GrDup @ Oracle SiteDB
=% Frade 5ee00
E||:| Cluster Resu:uuru:es State: Online
: = Disk Z: Node: FN_NODET
E! [ Cluster Resources e
Drezcription:
Group for Oracle Database
Reszources:
Rezource Mame | Rezource Tupe I State
= Dizk Z: Phwsical Disk, Online
4

Right click on Oracle SiteDB group and select Add Resource to Group.
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Add Resource to Group - Resource: Step 1 x|

Wwhat tepe of rezource do you want to add to this group?

Rezource Type:

Genenc Service
Qracle Inteligent Agent
Oracle D atabaze

Yirtual Address

What iz the hame of the group ta which pau want to add this
resource’y

Group Mame: I Oracle SiteDB j

¢ Back I Mest = I Cancel | Help |
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5 Inthe Add Resource to Group - Resources dialog box, select, or verify,
the Group Name is Oracle SiteDB.

6  Select the resource, Virtual Address, and click Next.
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A wirtual addrezs iz defined by the network. on which it ns,
itz hozt name, and the azzociated P address,

— M etwark.

* Show networks accessible by clisnts

" Show networks private bo the cluster

Metwark: I Public Connectian j

Subnet Address: |1 0200

Subnet Mazk; |255.255.|1U

—Yirtual Address
Huost Marne: |'3|UStETDB
IP Address: ||1 0.2.15217

¢ Back I Finizh I Cancel Help
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Configure Cluster Service for Oracle

7  To add the Virtual Address resource, enter or verify the following:

a The radio button, “Show networks accessible by clients” is
checked.

b Inthe Network drop-down list box enter, or select, the connection
appropriate for your site.

c Inthe Host Name box, enter the Oracle network name.

Note For the Oracle network name and IP address, refer to the “Installation
Worksheet” on page 22.

d Inthe IP Address box, enter the IP address for the host.
e Click Finish.

A window similar to the following appears showing the properties you
entered for the virtual address resource.
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Finish Adding the Yirtual Address to the Group x|

The wizard will create the virtual addresz and add it to the aroup. The wirtual
addrezs will be represented in the tree view by the network name and IP address
ahjects.

These are the virtual address properties that you specified:

Huost Infarmation
Group Mame: Oracle SiteDB
Haost Mame: clusterDB
IP Address: 10215217
Metwork, Mame: Public Connection
Subnet Maszk: 256.255.0.0

8  \Verify the properties above and click OK.

The Oracle Fail Safe Manager re-appears showing the Network Name
and IP Address you added for the virtual address resource.
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Configure Cluster Service for Oracle

“Bg Dracle Fail Safe Manager

=10l x|

File Miew Groups Resources Troubleshooking  Help

r:!-'*l %l %l%:lﬁ-l-lﬁ*lﬁul ﬂpﬁl?l"—%ﬁl-ﬁ@ﬂl

FIN-I5-CLLUISTER.

500 Nodes General |‘Jirtual .ﬁ.ddressesl Failn:n\-'erl Faill:nan::kl Nn:u:lesl
FJI:I GEroups
%% Cluster Group @ Oracle SiteDB
ER I O acle SiteDE
E||:I Cluster Resources State: Online
;&3 Disk Z Node: FM_NODE1
~-2F IP Address 10.2,152.17 B
B Metwork Name dusterDE LR
&0 Cluster Resources Group for Oracle Database
R ezources:

Rezource Mame | Rezource Tope | State
= Dizgk 2 Phyzical Dizk, Online
= |P Addresz 1., IP Address Orline
E Metwork Ma.. MNetwork Mame  Online
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9 Right click on Oracle SiteDB and select, Add Resource to Group.

The Add Resource to Group dialog box appears.
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Add Resource bo Group - Resource: Step 1 x|

"w'hat twpe of rezource do you want to add to thiz group’?

Resource Type:

Generc Semvice
Oracle Inteligent Agent

Dracle Databaze

Yirtlal Address

YWhat iz the name of the group to which pou want to add thiz
resource

Group Mame: IEIracIe SiteD B j

< Back I Mest > I Cancel | Help |
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Configure Cluster Service for Oracle

10 Inthe Add Resource to Group - Resources dialog box, select, or verify,
the Group Name is Oracle SiteDB.

11  Select the resource, Oracle Database, and click Next.

The Add Resource to Group - Database Identity dialog box opens.
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Add Resource to Group - Database Identity: Step El

Group Mame:  Oracle SiteDB

whhat iz the identity of the databaze?
Service Mame: IsiteDB.wurId j

Inztance Mame: ISITEDB

D atabasze Mame; |5|TEDE

wihat iz the name of the initialization parameter file?

Farameter File: IZ: haiteD B vinit_siteDB.ara

¢ Back I Hewt > I Cancel Help
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Configure Cluster Service for Oracle

12 Enter, or verify, the following information:

a Enter or select the database Service Name.

b

c

d

e

Enter the database Instance Name.
Enter the Database Name.
Enter the initialization parameter file name.

After entering the information above, click Next.

The following dialog box opens.
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Add Resource to Group - Database Authentication: Sl x|

Oracle Fail Safe Server must access the databaze
far canfiguration infarmation. what iz the Internal
account pazsword?

Uzer Marne:; Ilnternal

Paszward:

Ixxxxxxxx

Confirm Ixxxxxxxx
Pazzward:

< Back I Finizh I Cancel Help
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Configure Cluster Service for Oracle

13  Fill-in the boxes for User Name, Password, and Confirm Password ,
and click OK.
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Configure Cluster Service for Oracle

Finish Adding the Database to the Group EI

The wizard will add the databaze to the group. 'ou can modify the
database properties in the future by zelecting the databaze from the
tree view and editing itz properties.

Thiz iz the information pou provided:

General Information -
Pozzible owner nodes;
FH_MODET
FM_MODEZ
Group Mame: Oracle SiteDB
Wirtual Address:
CLUSTERDE

Service [D: siteDB . world
Inztance Mame: SITEDE
Databaze Mame: SITEDB
Parameter File: £ hziteDBhinit_ziteDB.ora

| zer Infarmation
szer Mame: Intemal LI

Cancel Help |
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Configure Cluster Service for Oracle

14  \Verify the information that appears in the window above is correct, and
click OK. The Confirm Add Database to Group message window ap-
pears.

Confirm Add Database to Group

Adding database "siteDE. world" to a group causes the database ko shut down, also, all existing databases in th
group will be shut down, &l database users will be disconnected. Continue?

15 Read the message in the window above and click, Yes.

16 A window appears showing the status of the new database as it is be-
ing added. Read the output of this screen and then close the window.

A message window appears showing that the operation completed
successfully.
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Configure Cluster Service for Oracle

Clusterwide Dperation Skatus i X

@ The clusterwide operation completed successfully,

17 Click OK at the window above.

The Oracle Fail Safe Manager re-appears showing the database ser-
vice hame added as the Oracle SiteDB database resource.
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Configure Cluster Service for Oracle

"88 Oracle Fail Safe Manager

=10l x|

File Miew Groups Resources Troubleshoobing  Help

r:!-'*l %l ET|?£|W+|‘“*|‘“¢| "—'%I?l"—'%l?l-l"@tll

Fri-I5-CLUSTER
- Modes Gieneral | Elusterl Sewerl
&0 Groups s
+ 9 Cluster Group FN-IS-CLUSTER
=¥ Oracle SiteDB 2
=10 Cluster Resources Modes in the Cluster:
i3 Diigk 7

[E FN_MODET  Up
=fd IP Address 10.2,152.17 ¥ FM_MODE2  Up

E?' Metwork Mame clusterDB
@ OraclecraHomes1TNSListe

i gl siteDE . world _I

-0 Cluster Resources

Eroups;

$0 Cluster Group  Online
#00racle SiteDB Online
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Test Cluster Failover

Before you install the FileNet software in the next section, it's important
that you test your system to make sure that it will failover successfully
from node 1 to 2, and then back to node 1.

Move Control of Cluster Service to Node 2
1 Open the Oracle Fail Safe Manager.
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"8 Oracle Fail Safe Manager : -10] x|
File Miew Groups Resources Troubleshooting  Help

r:!-"l %l ET|?:|@+|W¢|W¢| ﬂpﬁl?lﬂpﬁlﬂlﬁll

FM-IS-CLUSTER & | | Resource Mame | Fesource Type | Skate | Node | Eraup
EE':I Modes Disk. Phrysical Disk, Online FM_MODEL  Oracle SiteDE
& Groups IP Address 10.2.152.17 1P Address Online  FR_MODEL  Oracle SiteDE
- -8 Cluster Group Metwark Mame clusterdh Mebwork Mame Online  FR_MODEL  Oracle SiteDB
EI"E? Oracle SteDEB COracleoraHomed1THSL,,,  Oracle THS List,,., Online  FM_MODEL  Oracle SiteDE
iteDB woorld Oracle Database  ©Online FM_MODEL  Oracle SiteDB
: -] Eluster Fesol ! -
&) Cluster Resources  *
4] | > 4| | »
Ready 5

2  Right click on Oracle SiteDB group (or the group where Oracle is lo-
cated) and click Move to a Different Node.
In a few minutes the Owner of the Cluster Server will switch from Node
1 to Node 2. This will test that the Cluster is setup properly and is able
to failover to Node 2.

3 \Verify that Oracle comes up under Cluster control on Node 2.
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Test Cluster Failover

4  Using the path, \<ORACLE_HOME>\rdbms\trace\, check the Oracle
logs on Node 2 to verify that it started without error.

Move Control of Cluster Service to Node 1

1  After all the resources in the group are online at Node 2, Reboot the
Node 1 server.

2  After Node 1 has rebooted, right click the group and select Move to a
Different Node to move Cluster control back to Node 1.

3  \Verify that the owner of the Cluster Server is now Node 1.

4  Check the Oracle logs on Node 1 to verify that it started without error.
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Install FileNet Software

CAUTION

Important!

Install the FileNet software on the primary server local drive (Node 1)
first. Install the FileNet software on the Shared drive and the local
drives of each server as follows:

* FNSW (Image Services executables) will be installed on the local
drive of each node using the same drive letter on each node.

It is crucial that the same drive letter be used on each node when
installing Image Services executables on the local drive. If different
drive letters are used, the system will not be able to failover.

«  FNSW_LOC (Image Services Shared Files) will be installed on the
shared drive.

Do Not use the same drive letter for the quorum drive and the shared
drive. The quorum drive, which is used to store cluster configuration
database checkpoints and log files, should be a separate drive from
the Shared drive where IS shared files will reside. The examples
shown in this document, use Z or S for the shared drive.
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Note  The shared drive can only be accessed by one node at a time.

CAUTION  The domain name and SSN (system serial number) used during the
installation procedure must be the same for both servers.

This installation procedure can be complicated. To prevent errors,
follow the steps in this procedure exactly as they are written.

1 Refer to Chapter 1, “Getting Started,” to ensure that all Hardware
and Software requirements and other prerequisites are met for each
server node. After ensuring that all requirements have been met, re-
turn to this page.

2 Shut down Node 2.

Note Because Cluster Service has already been installed on both nodes, it
is important to keep Node 2 off so that the rebooting of Node 1 during
setup does not cause the cluster supported components, including the
shared drive, to failover to Node 2.
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Installing FileNet software on Node 1

1  Turn on power to the Node 1 server only. If you aren’t already, logon as
Windows Administrator for the domain or domainlet.

Note  If you are installing software as a user without Full Domain Adminis-
trator Rights, logon with the user name and password that was created
in the section, “Create FileNet Users” on page 325 of Appendix C.

2 Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 1.

In a few seconds, the Logo screen appears followed by the Welcome to
FileNet Image Services Setup Program message box.

3  Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

x|

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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4  Click Yes to accept the agreement. The following screen appears.

@ Are wou installing FileMET Image Services on a clusker server

Yes

5  Click Yes to continue the installation. The following dialog box appears.
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Enter Network Name - x|

Enter the netwark, name for FileMET Image Services.

Iu:lusterD E|

< Back I Hent » I Cancel
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6  Enter the network name from your installation worksheet, and click
Next. This must match the Oracle virtual name used during the Oracle

setup.

a For normal installations, the following information message ap-
pears. Continue to step 7.

Setup has added the user administrator bo FileMET IS FRADMIM group. To continue inskallation of IS software, please
log off and log on again.

b If you are installing software as a user without Full Domain Admin-
istrator Rights, the System Environment window will display. In this
case, skip to Step 11 on page 172.

7  Click OK, logoff and then log back on as Windows Administrator for
the domain or domainlet.
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Note If you are installing software as a user without Full Domain Adminis-
trator Rights, logon with the user name and password that was created
in the section, “Create FileNet Users” on page 325 of Appendix C.

Note Itis necessary to logoff and log back on to refresh security information
for the session.

8 Inafew seconds, the Logo screen appears followed by the Welcome
to FileNet Image Services Setup Program message box.

9 Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

x|

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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10 Click Yes to accept the agreement.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives

—indows Drive

C.D:0:R: 2 C:

— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze
<NOnEs: Yerzion 4.0.0.63

F
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11 Read the environment detected and click OK.

The Release Notes file appears.

12  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 “ersion

%"’:L: "Installed

Thiz werzion
’7 4.EI.EI.ES—‘

— Inztall bo;

Pleaze zpecify drives and directary paths to
ifztall the following 15 components:

DISK SPACE [KBytes]
Required Available

— |5 Executables

C:[WFNSw Set Drive |

23055 1049332

Addition:
SetC

—15 Shared Filez

Zi|\FNSw_LOC

37657 8472392

—"WIHDRME Information

83055 1043332
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13

Note

CAUTION

14

15

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

It is crucial that the same drive letter be used on each node when
installing Image Services executables on the local drive. If different
drive letters are used, the system will not be able to failover.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation; after that the Instal-
lation parameters dialog box opens.
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Installation parameters i il
ISYERSIOM

Ihztallation Paths

# Executables———— Shared Filez
’V C:4FMSh ’V ZAFMSW _LOC

400632

Setup reguires the fallowing information about pavr FileMET (S installation:

STSTEM SERIAL NUMBER
|V —‘ FileMET Mumeric System Serial Mumber, per |5

161212 license documentation
NCH DOMAIN NAME Two part _Netu-:lnrk Clearnnghouse Domain Mame,
[chusterDE:FileNET] Rl

16  Enter your System Serial Number.
17  Inthe NCH DOMAIN NAME box,

a Enter the network name that you entered in Step 6 on page 167.
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b Add a colon and the Organization part of the name of your network.
In the example above the Organization name is FileNet.

¢ Click OK.
18 Answer Yes to confirm that you want to save installation parameters.

The following screen appears.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 176



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database

Install FileNet Software

Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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19 The Universal SLAC Key for the FileNet Image Services system you're
installing is located on the Images Services CD-ROM. Four Universal
SLAC Keys exist. They include the following:

» uisora.key - Image Services with eProcess for Oracle
» uissql.key - Image Services with eProcess for MS SQL
« uvwora.key - eProcess only (no Imaging) for Oracle
» uvwsql.key - eProcess only (no Imaging) for MS SQL
a Click the SLAC License Entry button to set up the system licensing.
b From the “Please select the file to import license data from” win-
dow, using the Look in list box, select the cd-rom drive and browse

to where your SLAC Key resides. Highlight your system SLAC Key
file and click Open.

c After you have selected the system SLAC Key file, you will see the
FileNet Software License (SLAC) Manager window. Click the OK
button to proceed with the SLAC Key installation on your system.
You will then see the following message window.
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lic_admin
\?.) All the license data has been Yag
validated. =
Do you want to update your license
database ? No

d Click Yes to have your SLAC Key updated. Your system SLAC Key
is now installed.

Tip  The SLAC Key is stored only in the NCH database. Therefore, if you
ever need to re-initialize the NCH database, you must also reinstall the
SLAC Key.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 179



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database
Install FileNet Software

20

21

22

23

24

Note

25

Note

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

Reboot the Node 1 server and logon as fnsw.

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Turn-on power to the Node 2 server.

Do not shut down the Node 1 server unless directed to do so.

After the Node 2 server comes up, logon as Administrator for the do-
main or domainlet.

If you are installing software as a user without Full Domain Adminis-
trator Rights, logon with the user name and password that was created
in the section, “Create FileNet Users” on page 325 of Appendix C.
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26  Open the Oracle Fail Safe Manager.

"8 Dracle Fail Safe Manager =10 x|
File Wiew Groups Resources Troubleshooting Help

r:!3| %l ET|?£|W+|“'*|‘“«| ﬂpﬁl?lﬂ%ﬁlﬁll

FM-I5-CLUSTER Resource Mame | pesource 7... | State [ mode | Group |
Hal:l Modes Disk, £: Phesical Disk.  Cnline  FM_MODEL  Qracle SikeDB
&--J Groups IP Address 10.2,152,17  IP Address online  FM_MODEL  Oracle SikeDB
’ -8 Cluster Group Mebwork Mame clusterds Mebwork M., Online FM_MODE1  Oracle SiteDE

Elﬁl Oracle SiteDE OracleoraHomed1TMNS,..  Oracle TMS..,  ©Online FM_MODE1  Oracle SiteDE
: sitedb, world COracle Dak,..  ©Online  FM_MODE1  OQracle SiteDE
@ Eluster Resour

Hal:l Cluster Resources

Feady I_ I_ l_ 2
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27  Right click on Oracle SiteDB group (or the group where Oracle is lo-
cated) and click Move to a Different Node. In a few minutes the Owner
of the Cluster Server will switch from Node 1 to Node 2.

28 Inthe Oracle Fail Safe Manager, verify that the owner of the Cluster
Server is now Node 2. Node 2 needs possession of the shared drive in
order to setup Image Services correctly in the next procedure.

Installing FileNet software on Node 2
1 Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 2.

In a few seconds, the Logo screen appears followed by the Welcome
to FileNet Image Services Setup Program message box.

2  Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

x|

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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3  Click Yes to accept the agreement. The following screen appears.

@ Are wou installing FileMET Image Services on a clusker server

Yes

4  Click Yes to continue the installation. The following dialog box appears.
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Enter Network Name - x|

Enter the netwark, name for FileMET Image Services.

Iu:lusterD E|

< Back I Hent » I Cancel
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5  Enter the network name from your installation worksheet, and click
Next. For Oracle installations, this must match the Oracle virtual name
used during the Oracle setup.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives

—indows Drive

C.D:0:R: 2 C:

— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze
<NOnEs: Yerzion 4.0.0.63

F
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6 Read the environment detected and click OK.

The Release Notes file appears.

7  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 “ersion

%"’:L: "Installed

Thiz werzion
’7 4.EI.EI.ES—‘

— Inztall bo;

Pleaze zpecify drives and directary paths to
ifztall the following 15 components:

DISK SPACE [KBytes]
Required Available

— |5 Executables

C:[WFNSw Set Drive |

23055 1049332

Addition:
SetC

—15 Shared Filez

Zi|\FNSw_LOC

37657 8472392

—"WIHDRME Information

83055 1043332
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Note

CAUTION

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

It is crucial that the same drive letter be used on each node when
installing Image Services executables on the local drive. If different
drive letters are used, the system will not be able to failover.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

The Installation parameters dialog box opens.
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Installation parameters

IS WERSIOM

Ihztallation Paths

‘# Executables————
’V C:AFM S

ZAFMSW_LOC

Shared Filez
’7 40063

Setup reguires the fallowing information about pavr FileMET (S installation:

SYSTEM SERIAL MUMBER
|V 161212

:

| clusterDEB:FileMET]

|'NEH DOMAIN MAME ————

FileMET Mumeric System Serial Mumber, per |5
license documentation

Two part Hetwark, Cleannghouse Domain Mame,
e.0. Imaaging:Filetet

X

12  Enter the System Serial Number. This is the same serial number that
you entered in Step 16 on page 175.
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13  Inthe NCH DOMAIN NAME box,

a Enter the network name that you entered in Step 6 on page 167.
This is also the same name you entered in Step 17 on page 175.

b Add a colon and the Organization part of the name of your network.
In the example above the Organization name is FileNet.

c Click OK.
14  Answer Yes to confirm that you want to save installation parameters.

The following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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15 Click the Exit button to exit Setup.

16  Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

17 Reboot Node 2. This will automatically move control of the cluster to
Node 1.

Start the Oracle Fail Safe Manager

1 On Node 1, start the Oracle Fail Safe Manager from the Programs
folder in the start menu.

The Connect to Cluster dialog box may display.

Note In some situations, the Connect to Cluster dialog box may not appear
and the Oracle Fail Safe Manager window may open directly. In this
case, skip to step 3.
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Connect to Cluster El

Uszer Mame: I.ﬁ.dministratnr

Paszsword: |’1
Clusgter Aliaz: IFN-I S-CLUSTER j
Domair:  |FMDOMAINLET =]

] I Cancel Help |

2 a Ifthe above Connect to Cluster dialog box appears, enter the user
name and password, and click OK. The Oracle Fail Safe Manager
window appears.

b If the above Connect to Cluster dialog box does not appear, con-
tinue to step 3.
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3  From the Oracle Fail Safe Manager window, verify that the control of
the cluster has been moved to Node 1.

Create Configuration Database
Perform the following procedure on the Node 1 server.
1 Open the FileNet System Configuration Editor.

The New Configuration Database window opens.
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Mew Configuration Database El

Database Name: |||n.,.-|5 j
Domain Name: Iclustt:rDB:FiIt:Nt:t j
Database Template: ICumhined Server System j

Cancel | Help |

2 Click OK to continue.

The Initialize Combined Server Template window opens.
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Initialize Combined Server Template x|

Enter the base directory for all datasets:

|ZAFNSWAdewvi1y

<Back | Help | ouit |[ Next> |

3 Inthe Initialize Combined Server Template window, change the drive
letter to the shared drive, and click Next.
In the example above, it is drive Z.

4 A series of dialog boxes and prompts for the Combined Server Tem-
plate appears next. Answer each prompt as appropriate for your site to
configure your system.
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Note Do not configure a storage library server at this time.

5  When your configuration is complete, the “Configuration is Com-
plete...” message appears. Click Next to continue.

The FileNet Image Services System - Configuration Editor window dis-
plays.
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» FileNET Image Services - System Configuration Editor

File Edit Help |

Metwork Server Felational Storage Priritirg Tape

Addresses Aapl. Services Databaszes Likar aries Dirives
Swstem Systermn Systemn Peer Server Services
Attributes Appl. Services Defaults Systems Attributes

Datazets MEF Ferformance \Wark Flo Procedures
Databases Tuninig Momt. Services

Select a procedure to run:

Add a printer
Delete a printer

Automatically configure storage library Run
Manually configure storage library

Delete a storage library

Add a storage drive ||
Delete a storage drive Help

IMS | EDIT mode
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Tip  When you are finished configuring the database, you can select tabs in
the Configuration Editor to verify that you entered the information cor-
rectly.

Define RDB Object Locations for Oracle

Use the procedure in this section to define RDB Object locations for
your Oracle RDBMS.

CAUTION  This procedure assumes that the Oracle table spaces and devices that
you specify in the System Configuration Editor either already exist, or
that you will create them before you initialize the FileNet databases.
These names must exist before you initialize the FileNet Image Ser-
vices databases.

In this section you are defining the ownership and the names of the
Oracle tables that will be used with the FileNet software.

1 Click the Relational Databases tab, then click the RDB Objects subtab.
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EZ FileNET Image Services - System Configuration Editor - | Ell_)
File Edit Help
aystem Sy stem oy stem Feer Server
Attributes Appl. Services Defaults oystems Attributes
WarkFlo Frocedures
Mymt. Services
Frinting Tape Datasets Ml F Performance )
Drives Databases Tuning
SENICES Metwork SErer Relational storage
Addresses Appl. Services Databases Libraries
Oracle [MS-S0L |RDB Objects ‘
Sl Chject Mame || Location
Marne
SENNa tmp_data site_tmp_ts I
fr_data gite_sys_ts -
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2 Inthe Location column of the RDB Objects subtab, click on a cell and
replace the default FileNet table names with the site-specific table
names. While replacing the table names, use the following criteria:

» Change all occurrences of fnsys_ts to the name of your dedicated
FileNet default Oracle table space name.

» Change all occurrences of fntmp_ts to the name of your dedicated
FileNet temporary Oracle table space name.

» Change all occurrences of fnusr_ts to the name of your user
Oracle table space name.

Note  fnusr_ts is the name of the optional user tablespace for eProcess. If your IS
system will not be using these FileNet products, you do not need to create this
tablespace.

The Image Services software will use the Oracle table space names
you entered in the RDB Objects subtab above.
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Note  The Oracle table space names specified in the RDB Objects list must
exist before you initialize the FileNet Image Services databases.

3  Exit from the FileNet Image Services - System Configuration Editor
and save the configuration changes you just made.

Initialize the Database
Perform the following procedure on the Node 1 server.

To initialize the database, enter the following command at the Com-
mand Prompt:

fn_build -a
fn_util init
The initialization will take some time during which there is very little

status feedback to the display. When the prompt returns to the Com-
mand Prompt window, the initialization is complete.
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Tip

You can monitor the progress of the initialization by viewing the
fn_util.log and oracle.log (or init.log) files in a command prompt
window. These files are located in the following directories:

\fnsw_loc\logs\fn_util\fn_util.log
\fnsw_loc\logs\fn_util\oracle.log
\fnsw_loc\logs\fn_utillinit.log (does not always display)

The file size increases each time you view the log files, indicating the
progress of the initialization.

After the initialization is finished, view the contents of the \fnsw_
loc\logs\fn_util\init.log and oracle.log files to make sure that there were
no errors in the database initialization process. See “Appendix B —
Sample fn_util.log File” on page 314.

If the database initialized successfully, skip to the next procedure,
“Verify/Set FileNet Dataset Permissions” on page 207.
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6 If the database did not initialize completely, make sure the Oracle
database is running, and enter the following command at a Command
prompt:

SQLPLUS
7  Atthe SQLPLUS prompt, enter your user ID and Password.
8 Atthe SQLPLUS prompt, enter the following:

@<drive>:\fnsw\oracle\filenet_site.sql
(This command grants permissions to FileNet
database users.)

9 Exit SQLPLUS.
10 At a Command Prompt, enter:

fn_oracle init
(This command initializes just the Oracle datasets.)
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Verify/Set FileNet Dataset Permissions
Perform the following procedure on the Node 1 server.

Because the FileNet datasets reside on a different drive than the
FileNet Image Services software, you must set the group permissions.

1 Ifyou aren't already, logon as fnsw.

2 Open Windows Explorer, and select a directory containing the desired
FileNet dataset. e.g., Z:\fnsw\dev\l

3  From the File menu, select the Properties menu option.
The Properties window opens.
4  Select the Security tab.

The Security Properties for \fnsw\dev\1 are displayed on this tab.
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1 Properties ilﬂ

Generall “Wweb Sharing | Sharing  Security |

Narme | Add..
Administrators [FRDOMAIMLE T WAdministr...
ﬁ Evemnone ﬂl
m FHADMIM [FHDOMAINLETAFRADRMIMN]

ﬁ FHOF [FMDOMAIMLETSWFMOR)

ﬁ FHUSR [FNDORMAIMLETSFHNUSR])

Permizsions; Al Deny

Full Control

bl ddify

Read & Execute
Lizt Folder Contents
Read

Wirite

Advanced... |
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5  For each group in the table below, set the following permissions in the
Security tab dialog box:

Group Permissions
Administrators * Full Control
fnadmin Full Control
fnop Read & Execute, List Folder Contents,
Read, and Write
fnusr Read & Execute, List Folder Contents,
Read, and Write

* The Administrators group may be listed on the Owners tab which is accessed
by clicking the Advanced button on the Security Properties window.

6 Click OK to set the permissions and close the Properties dialog box.
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Set f_maint Password
Perform the following procedure on the Node 1 server.

1 Enter the following command at a command prompt:
set_f maint_pw
2  Enter a Carriage Return to accept the initial default password.

3 Enter (and then confirm) the password you want to use for
F_MAINT.

The information displayed in the Command Prompt window should
look similar to the window below.
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"% Command Prompt

DzsFHSW_LOCstmpX*set_f_maint_pw
Enter current password for F_MAINT:
C(CR = initial default>:

Enter new password for F_MAINT:
Confirm {re—-enter) new password:

D:~FNSW_LOCNtmp2 .,

Add FileNet IS Resource

Perform the following procedure on the Node 1 server.
1 Open the Oracle Fail Safe Manager.

2  Locate and Right Click on Oracle SiteDB (or the group where the Ora-
cle Server is located), point to Add resource to group.

Note  Node 2 server must be running. Oracle SiteDB (or the group where the
Oracle Server is located), must be on node 1.

The following dialog box opens.
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Add Resource to Group - Resource: Step 1 : x|

YWhat bype of rezource do pau want to add ta this group?

Rezource Type:

- s e
Oracle Inteligent Agent
Oracle Databasze
Wirtual Address

YWhat iz the name of the group to which pou want to add thiz
resource?

Group Mame: IDrau:Ie SiteDB j

< Back I Mewt » I Cancel | Help |
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3 Inthe Add Resource to Group - Resources dialog box, select, or verify,
the Group Name is Oracle SiteDB.

4  Select the Resource Type, Generic Service, and click Next.

The Add Resource to Group - Generic Service Identity dialog box
opens.
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Add Resource to Group - Generic Service Iden x|

Ywhich generic service do you want to add to thiz group’?
“'ou can zelect the name of an existing zervice, or enter a
unique name ta have Oracle Fail Safe create a new
ZEMVICE,

Mode Mame: IFN_NEIDE1 j
Dizplay Mame: IFi|ENET 15 j
Service Mame: I|M558rvice

Status: I

YWwhat iz the full path of the image associated with this
zervice?

Image Mame; Il::‘-.fnsw"xl:uin"-.tm_l:laemun.E!:-:e

¢ Back I Hest » I Cancel Help
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5  Enter, or verify, the following information:

a Enter, or select, the Node 1 Name in the Node Name list box. i.e.,
FN_NODEI1.

b Enter, or select, FileNet IS in the Display Name list box.
¢ Enter IMSService in the Service Name text box.
d Enter the full path to tm_daemon.exe.

e After entering the information above, click Next.

Note If you select IS ControlService in the Display Name drop-down box,
the Service Name and full path will be automatically filled into the
appropriate boxes.

The following dialog box opens.
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Add Resource to Group - Generic Service Accounk El

Wfith what startup parameters do you want the service to
'’

Startup Parameters:

— Log an as;
" System Accaunt

¥ Thiz Account: Ifnsw
Passward: Ixm
Confirm Ixxxx
Fazsword:

Cramair; FMOOM&IMLET]

¢ Back I Hest » I Cancel Help

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 216



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database
Add FileNet IS Resource

6  Enter, or verify, the following information:

a Select the This Account radio button and enter fnsw as the ac-
count name.

b For the Account fnsw, fill-in the boxes for Password, and Confirm
Password.

¢ \Verify or select, the domain from the Domain drop-down list box.

d After entering the information above, click Next.
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X

Wwhich disks, If any, are used by the genenc zervice?

Auvailable Dizks: Selected Dizkz:
i z

¢ Back I Hest » I Cancel Help
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7  \Verify, or move, the disk used by the generic service to the Selected
Disk list box, and click Next.

Note  The disk used by the generic service is the disk where the IS shared
files are installed.
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Add Resource ko Group - Generic Service Dependenci x|

On which other rezources in thiz group does the generic
zervice have a direct dependency’?

Ayailable Besources: Rezource D ependencies:
] sitedb. world
IP Address 10215217 M etwork, Mame clisterc
b |
%

< Back I MNest » I Cancel Help
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8  Move, or verify, the resources the generic service is dependent on to
the Resource Dependencies list box, and click Next.

Note  The generic service is dependent on the Oracle database and the net-
work name.
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Add Resource to Group - Generic Service Registry: El

YWw'hich regiztry keys below HEEY _LOCAL _MACHIME need
to be replicated on all nodes of the cluster?

R egisty Keys:

Add ity Hemowve

< Back I Finizh I Cancel Help
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9  Click Finish at the above dialog box.

The following dialog box appears.
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Finish Adding the Generic Service to the < x|

The wizard will add the generic service o the group. vou can modify
the generic service properties in the future by zelecting the generic
zervice from the tree view and editing itz properties.

Thiz iz the information pou provided:

General Information -
Pozsible owner nodes:
FH_MODET
FH_MODEZ
Group Mame: Qracle SiteDB
Digplay Mame: FileMET 1S
Service Mame: IM5S5ervice
Path: o \frawhbinhtrm_daemon.exe
Startup Parameters:
Account; fnzw
Daomain: FMOOMAIMLET
Digk. Dependencies: b
Z:
Other Dependencies:
gitedb. world LI

LCancel Help |
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10 Read and verify the information you entered in the Finish Adding the
Gereric Service to the Group dialog box, and click OK.

Confirm Add Generic Service to Group ]

& adding generic service "FileMET 15" ko a group will cause this service to be shuk down on node "FR_RODEZ" |
Continues

11 Read the information in the message window above, and click Yes.

12 A window appears showing the status of the new FileNet IS as it is be-
ing added to the Oracle SiteDB group. Read the output of this screen
and then close the window.

13 At the Oracle Fail Safe Manager, click on the Oracle SiteDB group (or
the group where Oracle is located).

14  The Oracle SiteDB Properties window opens.
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a If the Oracle SiteDB properties window shows that the group is on
Node 1, skip to the next section, “ Create the “LocalAdminin-
stall” File” on page 227.

b If the Oracle SiteDB properties window shows that the group is on
Node 2, right-click on the Oracle SiteDB group and click Move to a
Different Node.

¢ Click Yes to confirm the move.

15 A window appears showing the status of the move. Read the output of
this screen and then close the window.

The Oracle SiteDB Properties window should now show the group is
on Node 1.
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Create the “LocalAdmininstall” File
Perform this procedure on the Node 1 and Node 2 servers. Use this
procedure to create the “LocalAdmininstall” file in the C:\TEMP direc-
tory.

Note  If you have used Appendix C to configure your system in Native Mode,
the “LocalAdmininstall” file has already been created in the C\TEMP
directory. In this case, skip this procedure and continue to the section,
“Enable Autostart IS Processes Option” on page 228.

1  \Verify that the Cluster Server software is up and running on each node.
2  Open a Comand Prompt window.
3  Change to the c:\temp directory by entering:
cd c:\temp
4  Enter the command:

copy con LocalAdmininstall
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5  Press and hold Ctrl key, and press the Z key.
6  Press Enter.

7  \Verify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Enable Autostart IS Processes Option
For the Cluster Server software to operate correctly, the “AUTOSTART
IS PROCESSES” option must be enabled. Perform this procedure on
the Node 1 server.

1  From the Taskbar, click the Start button, point to Programs, point to
FileNet Image Services, point to System Configuration, and click the
Setup icon.

2 At the FileNet IS Installation Maintenance dialog box, click Edit Param-
eters. The Edit Installation Parameters window opens.
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Edit Installation parameters x|
— Installation Pathz IS WERSIOMN
# Executables Shared Files
Setup requires the following information about your FileMET |5 installation:
—STSTEM SERIAL NUMBER
FileMET Mumeric System Senal Mumber, per |5

|1 E1212 licenze documentation
~NCH DOMAIN NAME Two part _Netwl:urk Clearinghouse Domain Mame,

IclusterDB:FiIeN et 2.0, Imaging:FileNet
~NT EVENT LOGGING Indicates if FileNET |5 will use MT Event Logging.

¥ Enabled
e IERIAE L PROGESRS Startz |5 procezses immediately ohce |5 Contral
Service iz started.
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3 In this window, verify that “AUTOSTART IS PROCESSES” is enabled.
Check the Enabled box if necessary, and click OK.

4 At the Confirm Save window, click Yes.
5  Exitthe FileNet IS Installation Maintenance dialog box.

6  Answer Yes to confirm your exit.

Add NCHBroadcast Value to Registry Editor

Perform the following procedure on the Node 1 server.
1 Open a Command Prompt, and enter the following command:
regedt32

The Registry Editor window opens.
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Hegistry  Edit Tree “iew Securty  Options Window

= HEEY _LOCAL MACHINE
-3 Cluster
- HAROWARE
— 5] Sk
—E3 SECLURITY
=1 SOFTWARE
— 3 Classes
-3 Clients
— 1 Description
- =1 FileMet

L& M5

L@ Currentversion]

— G IMTEL

|»

2 InHKEY_LOCAL_MACHINE on Local Machine, navigate to the
CurrentVersion folder using the path:

SOFTWARE>FileNet>IMS>CurrentVersion

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 231



3 Installing a Microsoft Cluster Server System with an Oracle Relational Database
Add NCHBroadcast Value to Registry Editor

3  From the Registry Editor Edit menu, select Add Value.

The Add Value dialog box opens.

Add Yalue ]|

Walue Mame: IN CHEroadcasy

Data Type: I REG_DWORD j

k. I Caricel | Help |

4  As shown above, enter NCHBroadcast in the Value Name box, and se-
lect REG_DWORD from the Data Type box drop-down list; then click
OK.

The DWORD Editor dialog box opens.
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DWORD E ditor H|

Data; | 0k, I
ID Cancel |

Fadix Help |
’7 " Binay 1 Decimal @ Hex

5 Enter O in the Data box, and click OK.

The Registry Editor now shows the new NCHBroadcast entry as
shown below.
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Begstrp Edit Tree Miew Secunty  Optionz:  Window  Help

= HEEY _LOCAL MACHIME on Local Machine

EIHKEY_LOCAL_MMACHIME |& | |AutoStart | REG_DWORD : 0x1
— 3 Cluster CfgDomain : REG_5Z : waolfpack:Filel
— & HARDWARE DatasetDrves REG_SZ
- 3] SAR EventLog : REG_DWORD : Ox1
— 3 SECURITY FrISWY LIB : REG_SZ : DAFMSWA,
— =1 SOFTwWARE FrISWY LOCAL : REG_SS : DAFNSW
-3 Classes LibSize : REG_DWWORD : 0x4570fe 3
—E Clients MCHBroadeast: BEG. DWORD -0
— G Description MCHDamain : REG_SZ - wolfpack:Fil
— =1 FileMet Fathname : REG_SZ : DAFMNSWALIBY,!
L= M3 FroductType REG_3Z : IM=
L= Currentversion] RootStation : REG_DWORD : Dx1

6  Close the Registry Editor.
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7  From the Oracle Fail Safe Manager, double-click the FileNet IS re-
source to display the FileNet IS Properties window.

8 Click the Registry tab. The following dialog box appears.
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Eg Oracle Fail 5afe Manager

_|of x|
File Miew Groups Resources Troubleshooking  Help
r:!-"l %l ET|?!|W+| ﬁ#l ﬁwl ﬂpﬁl?lﬂpﬁlﬂlﬁll
FIN-15-CLUSTER. : = : ; 2
%20 Nodes Generall Dependenclesl F'I:I|II3IESI Service Hedisty T
E||:| Garoups i
B i}
EE‘W Cluster Group % FileNET IS
=8 Oracle SiteDE
E'D Cluster Resaurt | yyhich ragistry keys below HKE'Y_LOCAL_MACHINE need to
o3 Disk 2 be replicated on all nodes of the cluster?
% [ilemET 15] ;
_____ 2 [P Address Fegizty Keps:
----- & Mebwork Nz s
o (¥ oracleoraH
LB sibedb,warl
@ Clusker Resources
Add wedfy | Eemoe | -
JE§ AN 2l |_'|_I
Ready /:E

May 2003
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9  Click the Add button. The Enter a Registry Key window opens.

Enter a Registry Key x|

Fegisty Key: softwarehfilenet\imsiourentyersion] 0k, I
Cancel |

10 Inthe Registry Key box enter the following text,
software\filenetiims\currentversion

11  Click OK to add the Registry Key.

12  Click the Add button again and enter the following text,
system\CurrentControl Set\Services\IMSService

13 Click OK to add the Registry Key.

14  Click Apply to have the changes you made take effect.
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Set Restart Policy

In order to insure proper failover, the restart policy needs to be set to
“do not restart...” for the FileNet IS, shared drive, and sitedb resources.

1  From the Oracle Fail Manager, double-click the FileNet IS resource
from the list of Cluster resources.

The Oracle Fail Manager displays the General tab for the FileNet IS
resource.
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Eg Oracle Fail Safe Manager : HFESSCLUSTER

=10l x|

File Miew Groups Resources Troubleshooting  Help

3' %l 'ET|?£|W+|‘“+|W«| L‘%Elﬂ%glﬁl

| Clusters _ — _ _
EIE' HPESSCLUSTER General | Dependenmesl PD|ICIESI Serwcel Hegmtr_ul
-] Modes i
5.0 G . i
&L Groups W& FileNet 1S
&8 Disk Group 1
-8 FileMET Group .
i W ET FileMet 15
=80 Oracle ame I IEE
= Cluster Resources State; Orline
Node: ESSNODE2
2R 1P Address 10.14.4¢ Blic 13 Oracle
‘= Mebwork Mame esssc Type: Generic Service

: (& OracledraHome%2TH

2 Select the Policies tab. The following screen displays.
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ﬁg Oracle Fail Safe Manager : HFESSCLUSTER

File \iew Groups Resources

Troubleshooting  Help

=10l x|

>| & ®lE s %] %8

| Clusters

& [E HPESSCLUSTER
ml:l Modes
a-0 Groups
Eaﬁ' Disk. Group 1
-8 FileMET Group
Eﬁ' Oracle
&[0 Cluster Resources

B
2B IP Address 10.14.4¢
----- = Metwork Mame esssc
------ & OracleCraHomed2Th

e £, sitedb.world
- Cluster Resources

May 2003

Generall Dependencies  Policies | Sewicel Hegistr_ul

all
‘V& FileNet IS

Pending Timeout;

—"Looks Alive" Interval

= Uze value fram
resource bppe

" Specily value:

IEEIEIEI Millizecs

Secondz

"l dlive" Interval

= Usze valug fram
resource type

£ 5 pecily value:

IEEIEII:IEI Millisecs

— FRestart Paolicy

* Do not restart the resource on the cument node

™ Atternpt to restart the resource on the current node;

|3 e withit IE":”:I seconds.
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3 Inthe Restart Policy field on the Policies tab, check the “Do not restart
the resource on the current node” radio button and click Apply.

4  Repeat steps 1 thru 3 for the shared drive and the sitedb.

When the restart policy has been set for all resources, continue to the
next section.
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Test Cluster Server Operation
Perform the procedures in this section to test the failover of Image
Services.

Move Control of Cluster Service to Node 2

1 From the Oracle Fail Safe Manager, right click on Oracle SiteDB group
(or the group where Oracle is located) and click Move to a Different
Node.

In a few minutes the Owner of the Cluster Server switches from Node
1 to Node 2. This verifies that the Cluster is set up properly and is able
to failover Image Services to Node 2.
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“Bg Dracle Fail Safe Manager - ~Er

File Miew Groups Resources Troubleshooking  Help

":""Jl %l ‘ET|§‘!|W+|W*|“L| %zlﬂ%glﬁl

FM-I5-CLUSTER Resource Mame | pesource Tvpe | State | Mode | Group |
Hil:' Modes Disk Z: Physical Disk, Online  FN_MODEL  Oracle SiteDB
8- Groups FileMET 15 Generic Service Cnline  FR_MODEL  Oracle SiteDE
’ &80 Cluster Group IP &ddress 10,2,152,17 P Address Online  FN_MNODE1  Cracle SiteDB

Elﬁ Orarle SiteDE Metwork Mame clusterdh Mebwork, Mame online  FRN_MODEL  Oracle SiteDE
-0 @ OracleoraHomeS1THSL, .. Oracle TMS List...  Online  FM_MODEL  Oracle SiteDB

sikedb,wiorld COracle Database  Online FM_MODEL  Oracle SikeDE
- Clusker Resources

Jl | H

Ready | i

2 Verify that Image Services comes up under Cluster control on Node 2.

3  Check the Image Services logs on Node 2 to verify that it started with-
out error.
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Move Control of Cluster Service to Node 1

1  After all the resources in the group are online at Node 2, Reboot the
Node 1 server.

2  After Node 1 has rebooted, right click the group and select Move to a
Different Node to move Cluster control back to Node 1.

3 \Verify that the owner of the Cluster Server is now Node 1.

4  Check the Image Services logs on Node 1 to verify that it started with-
out error.
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Connect/Configure Optical Storage Library Devices
This procedure is used to connect and configure your SCSI Optical
Storage Devices.

Connect Storage Library Device

1  Logoff both Windows server nodes and turn them off.

2  Connect the storage library device to each node, and power the device
on.

Wait until the the storage library device is ready before you continue to
the next procedure.

Note  The storage library device must have it's own separate SCSI controller.
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Configure SCSI Host Adapter Utility Settings

Note

Use this procedure to configure the SCSI Host Adapter Utility Settings.

The settings in this procedure are for configuring an Adaptec AHA-
2944UW SCSI Adapter. Other SCSI adapters may have different set-
tings. Refer to the Microsoft web site for a list of other supported SCSI
adapters.

Turn-on power to the Node 1 server and watch the screen as the stor-
age device initializes.

A message will display that tells you what keystroke to enter to access
the SCSI Adapter Utility.

For example, if you see the following message, you would press
CTRL+A:

<<<Press <CTRL><A> for SCSISelect(TM) Utility!>>>
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Note

Note

The manufacturer of the SCSI adapter determines what keystroke you
need to enter to access the SCSI Adapter Utility. For example, the
Adaptec 2944 uses the keystroke, CTRL+A.

While the SCSI adapter for the optical library is initializing, type
CTRL+A (or other keystroke) to access the SCSI Adapter Utility.

The SCSI Adapter Utility opens.
Select the option to configure the Host Adapter Settings.

Verify the Host Adapter SCSI ID is 7.

The setting for each node must be different and Node 1 should already
be setto 7.

Change the Host Adapter SCSI Termination to, “Low OFF/High OFF”

Select Advanced Configuration Options and make the following
changes:
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a \Verify that the Host Adapter BIOS is set to, “Enabled”

b Change the Support removable disks under BIOS as fixed disks to
“Disabled”

7  Save the changes and exit the SCSI Adapter Utility. The Node 1 server
will automatically reboot.

8  After the server automatically reboots, logon as fnsw.
9  Open a Command Prompt window, and enter the following command:
fnddcfg

Once the command is finished, you will receive a message instructing
you to reboot the server to make the changes effective.

10 Reboot the Node 1 server, and logon as fnsw again.
11  Open a Command Prompt window, and enter the following command:

fndev
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12

13

Note

14

The physical addresses of all attached storage library devices should
appear.

Turn-off power to the Node 1 server.

Since the Host Adapter Settings have been changed, Node 1 must be
off to prevent Node 2 from hanging as it starts up.

Turn-on power to the Node 2 server and watch the screen as the stor-
age device initializes.

A message will display that tells you what keystroke to enter to access
the SCSI Adapter Utility.

For example, if you see the following message, you would press
CTRL+A:

<<<Press <CTRL><A> for SCSISelect(TM) Utility!>>>
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Note

15

16

17

Note

18

19

The manufacturer of the SCSI adapter determines what keystroke you
need to enter to access the SCSI Adapter Utility. For example, the
Adaptec 2944 uses the keystroke, CTRL+A.

While the SCSI adapter for the optical library is initializing, type
CTRL+A (or other keystroke) to access the SCSI Adapter Utility.

The SCSI Adapter Utility opens.
Select the option to configure the Host Adapter Settings.

Change the Host Adapter SCSI ID to 6.

The setting for each node must be different and Node 1 should already
be setto 7.

Change the Host Adapter SCSI Termination to, “Low OFF/High OFF”

Select Advanced Configuration Options and make the following
changes:
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a \Verify that the Host Adapter BIOS is set to, “Enabled”

b Change the Support removable disks under BIOS as fixed disks to
“Disabled”

20 Save the changes and exit the SCSI Adapter Utility.

21  After the Node 1 server automatically reboots, logon as fnsw.

22 Open a Command Prompt window, and enter the following command:
fnddcfg

Once the command is finished, you will receive a message instructing
you to reboot the server to make the changes effective.

23 Reboot the Node 2 server, and logon as fnsw again.
24 Open a Command Prompt window, and enter the following command:

fndev
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25  The physical addresses of all attached storage library devices should
appear.

26  Turn-off power to the Node 2 server.

Note  Node 2 is turned off to prevent it from starting-up before Node 1 in the
next procedure.

Automatically Configure Storage Library

1  Turn-on power to the Node 1 server.

2  When Node 1 is ready, logon as fnsw or Windows Administrator for
the domain or domainlet.

3  From a Command Prompt, enter the command:
fnddcfg

4  Open the Oracle Fail Safe Manager, right-click on FileNet IS resource,
and select Take offline.
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5 Open the FileNet Image Services System Configuration Editor.
6  \erify that the two-part domain information is correct, and click OK.

The FileNet Image Services System Configuration Editor window
opens with the Procedures tab displayed.

7  From the Procedures tab, select Automatically Configure a Storage
Library from the list of available procedures.

8 Click Run.

9  After you have completed configuring the storage library, exit the Sys-
tem Configuration Editor and save your changes.

10 At a Command Prompt, run the following command to initialize the
configuration database:

fn_build -a

11  Open the Oracle Fail Safe Manager, right-click on FileNet IS resource,
and select Place Online.
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12  Check the following logs for any errors that would indicate that the 1S
did not start correctly.

a Open the Windows Event Viewer and check the Application and
System Logs.

b Open the FileNet Task Manager and check the Event Logs.

¢ Resolve any errors before continuing.

Move Control of Cluster Server to Node 2

This procedure will test that control of the cluster server and Storage
Library Device can be moved from one node to another.

1 Turn-on power to the Node 2 server and logon as fnsw or Windows
Administrator for the domain or domainlet.

2  From a Command Prompt, enter the command:

fnddcfg
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3 Open the Oracle Fail Safe Manager.

Eg Oracle Fail Safe Manager : -10] x|
File Miew Groups Resources Troubleshooking Help

ﬁ'l %l ﬂl%‘ilﬁ+|ﬁ+lﬁul ﬂpﬁl?l"—%ﬁlﬁll

FM-IS-CLUSTER Resource Marne | Resource Tvpe | state | mode | Group |
EID Modes Disk. Z: Pheysical sk, Online  FN_MODEL  Oracle SiteDE
&--[ Groups Fil=MET IS Generic Service Online  FN_MNODE1  Oracle SiteDB
’ &80 Cluster Group IP Address 10,2,152,17 [P Address Online  FN_MNODE1  Oracle SiteDB

Elﬁ Orache SiteDE Metwork Mame clusterds Metwork Mame Online  FN_MODEL  Oracle SiteDE
-0 @ OracleoraHomeS1THSL, ., Cracle TMS List...  ©Online FM_MODEL  Oracle SiteDB

‘ sitedb., world Oracle Database  Online FM_MODEL  Oracle SiteDB
-0 Clusker Resources

J | ©

Ready | ,yj

4  Right click on Oracle SiteDB group Group (or the group where Oracle
is located) and click Move to a Different Node.
In a few minutes the Owner of the Cluster Server will switch from Node
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1 to Node 2. This will test that the Cluster is setup properly and is able
to failover Image Services to Node 2.

5 Verify that the owner of the Cluster Server is now Node 2.

6  Check the following logs for any errors that would indicate that the IS
did not start correctly.

a Open the Windows Event Viewer and check the Application and
System Logs.

b Open the FileNet Task Manager and check the Event Logs.
¢ Resolve any errors before continuing.

7  This procedure is completed. If you want to move control of the cluster
back to Node 1, you can do so now.
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Cluster Server Installation Completed
Congratulations. You have successfully installed and configured
Cluster Service on your system.

Caution If you decide to test the cluster server and force a fail-over with the
Image Services software setup and functioning, you must reboot the
failed node before it can be considered ready for an actual use. Until
this server node is rebooted it will not be ready to take over if the other

node fails.
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Updating Microsoft Cluster Server
with Microsoft SQL Server

This chapter contains information for updating Microsoft Cluster Server
software using a Microsoft SQL Server relational database.

Update FileNet Image Services Software to IS 4.0.0
Update the FileNet software on the primary server local drive (Node 1)
first.

Install the FileNet Image Services software on the Shared Drive and
the local drives of each server as follows:

FNSW (Image Services executables) will be installed on the local
drive for each node.
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* FNSW_LOC (Image Services Local Files) will be installed on the
shared drive.

Important! Do Not use the same drive letter for the quorum drive and the shared
drive. The quorum drive, which is used to store cluster configuration
database checkpoints and log files, should be a separate drive from
the Shared drive where IS shared files will reside. The examples
shown in this document, use Z or S for the shared drive.

Note  The shared drive can only be accessed by one node at a time.

Shut down Node 2.

Note  Because Cluster Service is installed on both nodes, it is important to
keep Node 2 off so that the rebooting of Node 1 during setup does not
cause the cluster supported components, including the shared drive, to
failover to Node 2.
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Updating FileNet Image Services Software on Node 1

1  Turn on power to the Node 1 server only. If you aren’t already, logon as
Windows Administrator for the domain or domainlet.

2 Make sure that SQL Server is shutdown on Node 1 before taking the
resource offline.

3 Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 1.

In a few seconds, the FileNet Logo screen appears followed by the
Welcome to FileNet Image Services Setup Program message box.

4  Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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5 Click Yes to accept the agreement. The System Environment window
opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

—Local MTFS Drives —indows Drive

C.D:0:R: 2 C:
—Source Path——————— —Source kedium
E:% COROM

— Inztalled Releaze — Thiz Release

Werzion 3.6.0.75 Yerzion 4.0.0.63

F
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6 Read the environment detected and click OK.
The Upgrade Warning screen appears.
7  Click OK to continue.
The Release Notes file appears.
8  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Update FileNet Image Services Software to IS 4.0.0

Installation Options

|5 “ersion

Inztalled
’7 JE.075

F

Thiz werzion
’7 4.0.0. 53—‘

— Install te:

Pleaze specify drives and directary paths to
inztall the following 15 components:

DISK SPACE [FButes)
Fequired Awvailable

—|5 Executables Addition:
C:[\FHsw Set Diive | E3055 1043998 et
—15 Shared Files
o |\FN Swi LOC 97657  B472397

—"WIMDRIMNE Information

E 83055 1049332
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Note

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

When the software update is finished, the following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a
member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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12

13

14

15

16

17

18

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

At the Command Prompt, type:
fn_migrate 4

Running fn_migrate will update the .CDB (configuration database) file
to the Image Services 4.0.0 format.

Reboot the Node 1 server and logon as fnsw.
Close the “Windows 2000 Configure Your Server” window.

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Make sure that the SQL and Image Services software is running suc-
cessfully before you continue.
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19

20

Updating FileNet
1

2

After you've verified that Node 1 has been successfully updated, use
the Cluster Administrator to take the Image Services offline.

Right click on FileNet Group (or the group where SQL Server is
located) and click Take Offline.

Shutdown Node 1.

Image Services Software on Node 2

Turn-on power to the Node 2 server.
After the Node 2 server comes up, logon as Administrator.

Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 2.

In a few seconds, the FileNet Logo screen appears followed by the
Welcome to FileNet Image Services Setup Program message box.

Click the Continue button to proceed.
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The End User License Agreement screen appears.
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End User License Agreement

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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5 Click Yes to accept the agreement.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives —indows Drive

C.D:0:R: 2 C:
— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze

Werzion 3.6.0.75 Yerzion 4.0.0.63

F
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6 Read the environment detected and click OK.
The Upgrade Warning screen appears.
7  Click OK to continue.
The Release Notes file appears.
8  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 Yersian

Inztalled
’V JE075

F

T hiz werzion
’V 4.0.0. 53—‘

— Inztall to:

Please specify drives and directary paths to
inztall the following 15 components:

LISk SPACE [FButes)
Fequired Available

—|5 Executables Addition:
C:[\Fngw Set Drive | 3055 1049393 aetl
—15 Shared Files
Zi\FNSw_LOC 97657 B472R97

—"WIHDRME Information

E 83055 1043332
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Note

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

When the software update is finished, the following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a
member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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12

13

14

15

16

17

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

Reboot Node 2 and logon as fnsw.
Close the “Windows 2000 Configure Your Server” window.

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Make sure that the SQL and Image Services software is running suc-
cessfully on Node 2 before you continue.
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Create the LocalAdmininstall File

Note

Use this procedure to create the “LocalAdmininstall” file in the
C:\TEMP directory.

Open a Comand Prompt window.
From the c: drive, change to the \temp directory by entering:

cd \temp

If the temp directory does not exist on the c: drive, use the mkdir com-
mand to create one.

At the \temp directory, enter the command:
copy con LocalAdmininstall
Press and hold Ctrl key, and press the Z key.

Press Enter.
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6  \erify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Restart Node 1

1  Turn-on power to the Node 1 server.
2  After the Node 1 server comes up, logon as Administrator.

3  Depending on which Node is the primary and which is the standby
server, you may want to move system resources at this time. If so, use
the Cluster Administrator.
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&5 Cluster Administrator - [FN-IS-CLUSTER (.}] -10] x|

File WYiew ‘Window Help =] x|

2 i = B B

E|-- FM-I5-CLUSTER. Marne: Stake | Cner | Resource Type | [Desc
Etl GE"-'F'S ([ sk z: Cnline  FM_MODEL  Physical Disk

§ Cluster Group [\ g0 1P address1(... Online FN_MODEL IP Address
LRCENET Emu' Mf—'"' Mebwork Mam.., Online FM_MODE1  Metwork Mame
(0 Resources || Biia Orlie er Orline  FMN_MNODEL  SOL Server
(1 Cluster Cor  Takelifine | Agent  Orline FM_MODE1  SOL Server ...
er Fullkext  Online  FM_MODEL  Microsaft Se. .,

Il

Move Group

“of ] Mebwor DElEEE

+-@g| FM_MODE1|  Rename
[+-ag] FN_MODEZ New ,
1 I I Fropertiez | _,I

 Far Help, press F1 |_| o
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Right click on FileNet Group (or the group where SQL Server is
located) and click Move Group. In a few minutes the Owner of the
Cluster Server will switch from Node 2 to Node 1.

In the Cluster Administrator, verify that the owner of the Cluster Server
is now Node 1.

Create the LocalAdminlnstall File

Note

Use this procedure to create the “LocalAdmininstall” file in the
C:\TEMP directory.

Open a Comand Prompt window.
From the c: drive, change to the \temp directory by entering:

cd \temp

If the temp directory does not exist on the c: drive, use the mkdir com-
mand to create one.
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3 At the \temp directory, enter the command:
copy con LocalAdmininstall

4  Press and hold Ctrl key, and press the Z key.

5 Press Enter.

6  \erify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Cluster Server Update Completed

Congratulations! You have successfully updated the Cluster Service on
your system.

CAUTION  If you decide to test the cluster server and force a fail-over with the
Image Services software setup and functioning, you must reboot the
failed node before it can be considered ready for an actual use. Until
this server node is rebooted it will not be ready to take over if the other
node fails.
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Updating Microsoft Cluster Server with Oracle

This chapter contains information for updating Microsoft Cluster Server
software using an Oracle relational database.

Before you Begin
Before you can update the cluster server software, each server in the
cluster (Node 1 and Node 2) must have the following software
installed.

Update Oracle RDBMS Software to Oracle9i, Release 2
Perform this procedure on the Node 1 server first and then on Node 2.
Refer to the Oracle9i installation documentation (found on the Oracle

CD-ROM), and chapter 3 of the Guidelines for Installing/Updating
Site-Controlled RDBMS Software for Windows document.
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Before you Begin

Note  The Guidelines for Installing/Updating Site-Controlled RDBMS
Software for Windows provides important information which includes
the required Oracle products, patches and configuration information.

Verify Resources Added to Same Group

After the Oracle software update is completed, all resources must
reside in only one group. Use the Cluster Administrator to check that all
resources have been added to the same group.

Update Oracle Fail Safe Manager to Version 3.3.1

Perform this procedure on the Node 1 server first and then on Node 2.

Refer to the Oracle installation documentation found on the Oracle CD-
ROM to install the Fail Safe Manager.
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Update FileNet Image Services Software to IS 4.0.0

Update the FileNet software on the primary server local drive (Node 1)
first.

1 Install the FileNet Image Services software on the Shared Drive and
the local drives of each server as follows:

FNSW (Image Services executables) will be installed on the local
drive for each node.

e  FNSW_LOC (Image Services Local Files) will be installed on the
shared drive.

Important! Do Not use the same drive letter for the quorum drive and the shared

drive. The quorum drive, which is used to store cluster configuration
database checkpoints and log files, should be a separate drive from
the Shared drive where IS shared files will reside. The examples
shown in this document use Z or S as the shared drive.

Note  The shared drive can only be accessed by one node at a time.
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2 Shut down Node 2.

Note  Because Cluster Service is installed on both nodes, it is important to
keep Node 2 off so that the rebooting of Node 1 during setup does not
cause the cluster supported components, including the shared drive, to
failover to Node 2.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 287



5 Updating Microsoft Cluster Server with Oracle
Update FileNet Image Services Software to IS 4.0.0

Updating FileNet Image Services Software on Node 1

1  Turn on power to the Node 1 server only. If you aren’t already, logon as
Windows Administrator for the domain or domainlet.

2  Ask the Database Administrator to make sure that Oracle is shutdown
on Node 1 by using Oracle Fail Safe to take the resource off-line.

3 Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 1.

In a few seconds, the FileNet Logo screen appears followed by the
Welcome to FileNet Image Services Setup Program message box.

4  Click the Continue button to proceed. The End User License Agree-
ment screen appears.
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End User License Agreement

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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5 Click Yes to accept the agreement. The System Environment window
opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

—Local MTFS Drives —indows Drive

C.D:0:R: 2 C:
—Source Path——————— —Source kedium
E:% COROM

— Inztalled Releaze — Thiz Release

Werzion 3.6.0.75 Yerzion 4.0.0.63

F
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6 Read the environment detected and click OK.
The Upgrade Warning screen appears.
7  Click OK to continue.
The Release Notes file appears.
8  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 “ersion

Inztalled
’7 JE.075

F

Thiz werzion
’7 4.0.0. 53—‘

— Install te:

Pleaze specify drives and directary paths to
inztall the following 15 components:

DISK SPACE [FButes)
Fequired Awvailable

—|5 Executables Addition:
C:[\FHsw Set Diive | E3055 1043998 et
—15 Shared Files
o |\FN Swi LOC 97657  B472397

—"WIMDRIMNE Information

E 83055 1049332
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Note

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

When the software update is finished, the following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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12

13

14

15

16

17

18

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

At the Command Prompt, type:
fn_migrate 4

Running fn_migrate will update the .CDB (configuration database) file
to the Image Services 4.0.0 format.

Start Oracle manually using Oracle Fail Safe.

At the Command Prompt, enter the following command:
oraupgrade_sp

Reboot the Node 1 server and logon as fnsw.

Close the “Windows 2000 Configure Your Server” window.
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19

20

21

22

23

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Start FileNet Image Services by using Oracle Fail Safe to bring the IS
ControlService online.

Make sure that the Oracle and Image Services software is running
successfully before you continue.

After you've verified that Node 1 has been successfully updated, use
Oracle Fail Safe to take the IS ControlService offline.

Shutdown Node 1.

Updating FileNet Image Services Software on Node 2

1

2

Turn-on power to the Node 2 server.

After the Node 2 server comes up, logon as Administrator.
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3 Load the Image Services 4.0.0 for Windows Server CD-ROM into
the CD-ROM drive on Node 2.

In a few seconds, the FileNet Logo screen appears followed by the
Welcome to FileNet Image Services Setup Program message box.

4  Click the Continue button to proceed.

The End User License Agreement screen appeatrs.
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End User License Agreement

Fleasze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

| FileMET End Uzer Software License ﬂ

READ CAREFULLY BEFORE IMSTALLIMG. IF¥0U DO NOT AGREE w/ITH
THESE TERMS AWD COMDITIONS, OF THE TERMS AWD COMCITIONS [N
OUR SOFTWARE LICEMSE AGREEMEMT "/ITH FileMET, DO MOT INSTALL
THE SOFTWARE. By INSTALLING THE SOFTWARE. vOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMSE.

1. Authonzation of End Uzer

&, Each Software product, including any documentation
relating to or describing such Software, such as,
bt nat limited ta, logic manuals, flow chart: and

Ed|
Lo pou accept all the termg of the preceding Licenze Agreement? If you choose No, Setup
will cloze. Tainstall Image Services, vou muzt accept this agreement.

< Back Tes Hao |
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5 Click Yes to accept the agreement.

The System Environment window opens.
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System Environment 5'

Setup has verfied the operating environment required to inztall
FileMET IS5 on thiz gerver. The following environment was
detected:

— Local MTFS Drives —indows Drive

C.D:0:R: 2 C:
— Source Path————— — Source Medium
E:h CORDM

— Inztalled Releasze — Thiz Releasze

Werzion 3.6.0.75 Yerzion 4.0.0.63

F

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 301



5 Updating Microsoft Cluster Server with Oracle
Update FileNet Image Services Software to IS 4.0.0

6 Read the environment detected and click OK.
The Upgrade Warning screen appears.
7  Click OK to continue.
The Release Notes file appears.
8  After you read the Release Notes file, close this window.

The Installation Options screen appears.
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Installation Options

|5 Yersian

Inztalled
’V JE075

F

T hiz werzion
’V 4.0.0. 53—‘

— Inztall to:

Please specify drives and directary paths to
inztall the following 15 components:

LISk SPACE [FButes)
Fequired Available

—|5 Executables Addition:
C:[\Fngw Set Drive | 3055 1049393 aetl
—15 Shared Files
Zi\FNSw_LOC 97657 B472R97

—"WIHDRME Information

E 83055 1043332
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Note

10

11

In the Installation Options dialog box, click the Set Drive button for the
IS Shared Files field and change the drive for \fnsw_loc to the cluster’s
shared drive. In the example above, it is drive Z.

The IS Executables will remain on the server local drive.

Click Install to continue.

At the next screen, answer Yes to confirm that you want to proceed
with the installation.

As the Image Services software is being installed, a Setup screen
appears and indicates the status of the installation.

When the software update is finished, the following screen appears.
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Your 15 ingtallation or upgrade haz completed successfully, ou may exit
Setup now. After you exit Setup, wou must log on as a user that iz a

member of the "FHADMIN' group in order to configure the FileMET 5.

It iz alzo recommended that vou shutdown and restart *Windows MT at thiz
tirme 2o that newly installed device drivers can be started.

Setup allows you ko edit the ingtallation parameters or launch the license
admiriztration application before exiting, Setup also maintaing a
cumulative log that iz zaved in the file:

ZMFMSW LOCMMSSETUR.LOG

SLAL License Entry | Launch the SLAC License Entry application.

| Edit basic: |5 installation parameters.

Exit | Exit Setup.
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12

13

14

15

16

17

18

19

Click the Exit button to exit Setup.

Unload the Image Services 4.0.0 for Windows Server CD-ROM from
the drive, and store it in a safe place.

Reboot Node 2 and logon as fnsw.
Close the “Windows 2000 Configure Your Server” window.

Check the Windows Event Viewer for any errors. Resolve any errors
before continuing.

Ask the Database Administrator to start Oracle manually using Oracle
Fail Safe.

Start FileNet Image Services by using Oracle Fail Safe to bring the IS
ControlService online.

Make sure that the Oracle and Image Services software is running
successfully on Node 2 before you continue.
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Create the LocalAdmininstall File

Note

Use this procedure to create the “LocalAdmininstall” file in the
C:\TEMP directory.

Open a Comand Prompt window.
From the c: drive, change to the \temp directory by entering:

cd \temp

If the temp directory does not exist on the c: drive, use the mkdir com-
mand to create one.

At the \temp directory, enter the command:
copy con LocalAdmininstall
Press and hold Ctrl key, and press the Z key.

Press Enter.
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6  \erify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Restart Node 1

1  Turn-on power to the Node 1 server.
2  After the Node 1 server comes up, logon as Administrator.

3  Depending on which Node is the primary and which is the standby
server, you may want to move system resources at this time. If so,
launch the Oracle Fail Safe Manager from the Programs folder in the
Start menu.
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“Bg Dracle Fail Safe Manager -10] x|
File Miew Groups Resources Troubleshooking  Help

r:!-"l %l ET|§‘!|W+|W*|“L| ﬂpﬁl?l"—'%lﬁl-ﬁgtll

FM-IZ-CLUSTER. Resource Mame | Resource T... | State | Node | Sraup |
EE':I Nodes Disk. £3 Pheesical Disk.  Online  FHN_MODEL  Oracle SikeDE
8- Groups IP Address 10.2.152.17  IP Address Online  FM_MODEL  Oracle SiteDE
w8 Cluster Group Metwork Mame clusterdb Metwork M., Online  FM_MODE1  Cracle SikeDE

Elﬁ Oracle SiteDEB QrademaHDl‘ﬂEElTNS. . Dracle THA,.. Onl?ne FM_MODEL  Cracle S?teDE
: sitedb,world Cracle Dak,..  Online FHN_MODEL  Cracle SikeDE
-1 Eluster Resour

- Cluster Resources

1 | o]
Ready I_I_I_ s
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Right click on Oracle SiteDB group (or the group where Oracle is
located) and click Move to a Different Node. In a few minutes the
Owner of the Cluster Server switches from Node 2 to Node 1.

In the Oracle Fail Safe Manager, verify that the owner of the Cluster
Server is now Node 1.

Create the LocalAdminlnstall File

Note

Use this procedure to create the “LocalAdmininstall” file in the
C:\TEMP directory.

Open a Comand Prompt window.
From the c: drive, change to the \temp directory by entering:

cd \temp

If the temp directory does not exist on the c: drive, use the mkdir com-
mand to create one.
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Cluster Server Update Completed

3 At the \temp directory, enter the command:
copy con LocalAdmininstall

4  Press and hold Ctrl key, and press the Z key.

5 Press Enter.

6  \erify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Cluster Server Update Completed

Congratulations! You have successfully updated the Cluster Service on
your system.

CAUTION  If you decide to test the cluster server and force a fail-over with the
Image Services software setup and functioning, you must reboot the
failed node before it can be considered ready for an actual use. Until
this server node is rebooted it will not be ready to take over if the other
node fails.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 311



Appendix A — User and Group Security
Configuration for Cluster

The Users and Groups should be set up on the Domain Controller and
on the Image Services server according to this schema:

On the Domain Controller:

fnsw (User)
Member of Domain Users, FNADMIN, FNOP, FNUSR.

oracle (User)
Member of Domain Users, FNUSR.

FNADMIN (Security Group - Domain Local)
Members should be Domain/Administrator, Domain/fnsw.

FNOP (Security Group - Domain Local)
Members should be Domain/fnsw.
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FNUSR (Security Group - Domain Local)
Members should be Domain/fnsw, Domain/oracle.

On the Image Services server:

DBA (Local Group)
Members should be Domain/fnsw, Domain/oracle

ORA_DBA (Local Group)
Members should be Domain/fnsw, Domain/oracle,
Domain/Administrator, Administrators.
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The following text is a representative sample of the type of output you
can expect from the fn_util program:

fn_oracle: running fndba to create FileNet users
Loggi ng on to dat abase.
Creating Index Database tables.
Creating table sys nunbers.
Create Public Synonym sys nunbers for sys nunbers
Grant select, insert, update, delete privileges on sys nunbers to f_cso
Grant select privilege on table sys nunbers to f_operator
Grant select privilege on table sys nunbers to f_sqi
Creating tabl e user_index.
Create Public Synonym user index for user_index
Grant select, insert, update, delete privileges on user_index to f_cso
Grant select privilege on table user_index to f_operator
Grant select privilege on table user_index to f_sqi
Creating UNI QJE i ndex ui_col umnane on columm f_col umnane.
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I ndex created.
Creating UNI QUE i ndex ui _indexname on colunn f_indexnane.
I ndex created.
Creating table guids.
Create Public Synonym guids for guids
Grant select, insert, update, delete privileges on guids to f_cso
Grant select privilege on table guids to f_operator
Grant select privilege on table guids to f_sqi
Creating UNIQUE index gi_guid on colum f_guid.
I ndex created.
Creating table index_cluster.
Create Public Synonymindex cluster for index_cluster
Grant select, insert, update, delete privileges on index cluster to f_cso
Grant select privilege on table index cluster to f_operator
Grant select privilege on table index_cluster to f_sqi
Creating UNI QUE index ic_indexname on colunn f_indexnane.
I ndex created.
Creating table docurment cl ass.
Create Public Synonym docunent cl ass for docunent cl ass
Grant select, insert, update, delete privileges on docunent class to f_
cso
Grant select privilege on table docunment class to f_operator
Grant select privilege on table docunent_class to f_sqi
Creating UNI QJE i ndex dc_doccl assnunber on colum f _doccl assnunber.
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| ndex created.
Creating UNI QJE i ndex dc_doccl assname on columm f _doccl assnane.
| ndex created.
Creating table doc_cl ass_i ndex.
Create Public Synonym doc_cl ass_index for doc_cl ass_i ndex
Grant select, insert, update, delete privileges on doc_class_index to f_
cso
Grant select privilege on table doc_class_index to f_operator
Grant select privilege on table doc_class_index to f_sqi
Creating index di _doccl assnunber on colum f_doccl assnunber.
| ndex created.
Creating table doctaba.
Create Public Synonym doctaba for doctaba
Grant select, insert, update, delete privileges on doctaba to f_cso
Grant select privilege on table doctaba to f_operator
Grant select privilege on table doctaba to f_sqi
Creating UNI QJE i ndex da_docnunber on col unm f_docnunber.
I ndex created.
Creating index da_archivedate on columm f_archivedate.
I ndex created.
Creating index da_del etedate on colum f _del et edate.
I ndex created.
Creating table fol der.
Create Public Synonym fol der for fol der
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Grant select, insert, update, delete privileges on folder to f_cso
G ant select privilege on table folder to f_operator
Grant select privilege on table folder to f_sqi
Creating UNI QJE i ndex fl _fol dernunber on columm f_fol der nunber.
| ndex created.
Creating index fl _fol dername on colum f_fol dernane.
| ndex created.
Creating index fl _archivedate on columm f_archivedate.
| ndex created.
Creating index fl _del etedate on colum f _del et edate.
| ndex created.
Creating table fol der_contents.
Create Public Synonym fol der_contents for fol der_contents
Grant select, insert, update, delete privileges on folder _contents to f_
cso
Grant select privilege on table folder contents to f_operator
Grant select privilege on table folder_contents to f_sqi
Creating index fc_folord on colums f_fol dernunber, f_ordinal.
I ndex created.
Creating index fc_docnunber on colum f_docnunber.
I ndex created.
Creating index fc_autodel etedate on colum f_aut odel et edat e.
I ndex created.
Creating table fol der_tabs.
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Create Public Synonym fol der _tabs for fol der_tabs
Grant select, insert, update, delete privileges on folder _tabs to f_cso
Grant select privilege on table folder tabs to f_operator
Grant select privilege on table folder_tabs to f_sqi
Creating index ft_fol ddocpage on columms f_fol dernunber, f_docnunber, f _
pagenunber .
| ndex created.
Creating table no_cat_audit.
Grant select privilege on no_cat_audit to f_cso
Grant select privilege on table no cat_audit to f_operator
Creating table nmenu.
Create Public Synonym nenu for nenu
Grant select, insert, update, delete privileges on nmenu to f_cso
Grant select privilege on table menu to f_operator
Grant select privilege on table menu to f_sqi
Creating UNI QJE i ndex mm_nenunanme on col um f _nmenunane.
I ndex created.
Creating UNI QJE i ndex mm_nenununber on col umm f_menununber.
I ndex created.
Creating table nenu_itens.
Create Public Synonymnmenu_itens for nenu_itens
Grant select, insert, update, delete privileges on nmenu_itens to f_cso
Grant select privilege on table nmenu_itens to f_operator
Grant select privilege on table nmenu_itens to f_sqi
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Creating index m _menunumord on columms f_nmenununber, f _ordinal.
| ndex created.
Creating table validation_tab.
Create Public Synonymvalidation_ tab for validation_tab
Grant select, insert, update, delete privileges on validation tab to f_
€SO
Gant select privilege on table validation_tab to f_operator
Grant select privilege on table validation_tab to f_sqi
Creating UNI QJE i ndex vt _val tabnane on columm f_val t abnane.
| ndex created.
Creating UNI QJE i ndex vt _val tabnunber on columm f _val t abnunber.
I ndex created.
Creating table validation_tab itens.
Create Public Synonymvalidation tab itens for validation tab itens
Grant select, insert, update, delete privileges on validation tab itens
to f_cso
G ant select privilege on table validation_tab_itenms to f_operator
Grant select privilege on table validation_tab_itenms to f_sqi
Creating index vi_valtabnumord on colums f_valtabnunber, f_ordinal.
I ndex created.
I ndex Dat abase Table Creation is conplete.
fn_oracl e: running | NXdbgen -m
Bui |l di ng WS systemtables ...
creating idseed table ... ... done!
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creating workspaces table ... ... done!
creating queues table ... ... done!
creating fields table ... ... donel!
creating release table ... ... donel!

wgs_tabl e _gen conpl eted successful ly.

fn_oracl e: building WrkFl o tables

fn_ oracle: setting user default tabl espaces

SQL*Plus: Release 9.2.0.1.0 - Production on Wd Apr 9 20:51: 30 2003
(c) Copyright 2002 Oracle Corporation. Al rights reserved.
Connected to:

Oracle9i Enterprise Edition Release 9.2.0.1.0 - Production

JServer Release 9.2.0.1.0 - Production

User altered.

User altered.

User altered.

User altered.
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User altered.

User altered.

User altered.

User altered.

Di sconnected from Oracl e9i Enterprise Edition Release 9.2.0.1.0 -
Pr oducti on

JServer Release 9.2.0.1.0 - Production

killfnsw. Al FileNet processes have term nated.
Site-controlled Oacle
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Appendix C — Setting up a Secure
Native Mode Domain Installation

Currently, Image Services requires that the person who installs cluster
server must have Full Domain Administrator Rights in order to perform
a normal installation. However, if you do not want the user who installs
the Cluster Server system to have Full Domain Administrator Rights,
you can use this appendix to create the “installer” user (with limited
rights), setup other required FileNet users and groups, and configure
the node 1 and node 2 cluster servers.

Configure the Domain Controller
Perform the procedures in this section on the Domain Controller.

Create FileNet Groups

1 Logon to the Domain Controller as Windows Administrator.
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Configure the Domain Controller

2 From the Taskbar, click the Start button, point to Programs, then point to
Administrative Tools.

3  Point to and click on the Active Directory Users and Computers icon. The Ac-
tive Directory Users and Computers window displays.

£# Active Directory Users and Computers

J @ Console  Window  Help
q A = | b =l k) L]
laion vew || &= = AW AFEE 2| QEETE o
Tree I Ilsers 26 objects
@ Active Directary Users and Cc |_Mame I Type I Description
EI@ ess, filenet. com ﬂ Adrninistrator ser Builk-in acco
-2 Builkin ﬁCert Publishers Security Group - Global Enterprise o
: {1 Computers ﬁDns.ﬁ.dmins Security Group - Domain Local DMS Adriinis
@ Domain Controllers mDnsUpdateF‘ery Security Group - Global DMS clients
{1 ForeignSecurityPrincic ﬁDDmain Admins Security Group - Global Designated .
s ﬁDnmain Computers Security Group - Global &l wiorkstati
ﬁ[ﬁlumain Contrallers Security Group - Global All domain oo
ﬁDDmain GuEsts Security Group - Global Al domain o
ﬁDDmain Users Security Group - Global All domain u:

May 2003

Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 323



Appendix C — Setting up a Secure Native Mode Domain Installation
Configure the Domain Controller

4  Right click on Users, point to New, and point to and click Group. The
New Obiject - Group window dialog box appears.

Using the New Obiject - Group dialog box, follow the steps below to
create the following groups and user descriptions:

Group Name Group Description
FNADMIN Members have all privileges on FileNet files and
databases
FNOP Members can start/stop and execute FileNet software
FNUSR Members have normal privileges on FileNet files and
databases

5 Inthe New Object - Group window, enter FNADMIN in the Group
Name box.

6 Inthe Group Scope field, check the Domain local radio button.

7  \Verify that the Security radio button in the Group type field is checked,
and click OK.
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Configure the Domain Controller

8 Repeat steps step 4to step 7to create the FNOP and FNUSR groups.
After the FNOP and FNUSR groups have been created, leave the Ac-
tive Directory Users and Computers window open and continue to the

next procedure.

Create FileNet Users

1  From the Active Directory Users and Computers window, right click on
Users, point to New, and point to and click User.

The New Obiject - User dialog box appears.

2 Using the New Obiject - User dialog box, create the following users:

User Name User Description
Installer* User that will install the FileNet IS 4.0.0 software.
fnsw Primary FileNet software user
oracle Primary Oracle software user

* Installer is the name we chose to use. You may use any name you wish.
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Important

Note

Note

The oracle user name is required even if you have a Microsoft SQL
Server relational database. The Image Services installer checks for
this name and will fail if it is not present.

If you are planning to install Microsoft SQL Server, you do not need to
create a special user for the RDBMS software. The SQL Server
installer configures the system for use with the SQL Server software.

In the New Object - User dialog box, enter the required details for the
user that will install the 1S 4.0.0 software and click Next.

In our example we used “Installer” for the logon name of the user who
will install the 1S 4.0.0 software.

A second New Object - User dialog box, with Password fields, dis-
plays.

Fill-in the Password, and Confirm password, fields, check the appropri-
ate checkbox, and click Next.
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Configure the Domain Controller

If you are satisfied with the information that appears in the New Object
- User window, click Finish.

The Active Directory Users and Computers window displays again.

Repeat steps step 1to step 5 to create the fnsw and oracle users.

After all other users have been created, leave the Active Directory Us-
ers and Computers window open and continue to the next procedure.

Add Users to FNADMIN, FNOP, and FNUSR Groups

Note

Perform this procedure on the Domain Controller. Use this procedure
to add the Installer and FNSW users to the FNADMIN, FNOP, and
FNUSR groups.

In our examples we used “Installer” for the user that will be installing
the 1S software.
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Configure the Domain Controller

1  From the Active Directory Users and Computers window, click on
Users, and double-click on the FNADMIN group.

The FNADMIN Properties dialog box appears.
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FNADMIN Properties 2=

General I Membersl tember Of | Managed By

ﬁ FHADRIMN

Group name [pre-windows 2000):

Dezcription: I

E -mail: I

[Group scope Group bpe
% Digmain local " Security
" Global £ Distribution

" Universal

Hotes:

=
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Configure the Domain Controller

2  Click the Members tab to display the Members window.

FNADMIN Properties e

General Members | ember Of | Managed By

tembers:

M ame | Active Directory Folder

Eemave |

k. | Cancel Smply

3  Onthe Members tab, click the Add button.

The Select Users, Contacts, Computers, or Groups window appears.

May 2003 Microsoft Cluster Server Installation/Update Procedures for Windows Server, Release 4.0.0 330



Appendix C — Setting up a Secure Native Mode Domain Installation
Configure the Domain Controller

i Select Users, Contacts, Computers, or Groups i ﬂﬂ
Laock irn: I@ s filenet. com j
M ame | In Folder | -

Q GEMESIS ezz filenet. com/Dormain Controllers —
Q 2VEVDA, ezz filenet. com/Cormputers

Q ESSMODET ezt filenet. com/Cormputers

Q ESSMODEZ esz filenet. com/Carmputers

Q TRAMSHAR ez filenet. com/Computers

Q HUBBLE-SPACE essfilenet. com/Computers

Q STRELA ezz.filenet. com/Computers ;I

add | | CheckNames

<< Tupe names separated by semicalons or choose from list =3

4  Hold down the Ctrl key and select both the Installer and fnsw users
from the list of Names. Then click the Add buttton.

The screen is updated to show the user names you added.
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i Select Users, Contacts, Computers, or Groups i : ilil

Loak ir: I@ ezt filenet.com j
Mame | In Folder | :I
ﬁ [\widkd_GEMESIS ezz filenet com/U zers

% krbkgt ezt filenet com/Uzers

ﬁ Mo Localtdmin [nolocadmini@ess. filenet. com] ezg filenet com/U zers J

ﬁ Ma LocaltdminPower [nolocadminpowen@ess f.. ess filenet.comdldsers
ﬂ FIRSTHAME LASTHAME [installeri@iesz filenet...  ess.flenst.com/Users

ﬂ fnsw [frswiEess flenst com) ezs flenet. com/U zers i
ﬁ oracle [oraclei@ess. filenet. com) ez filenet. comdU zers ;I
4 | Check Names

FIRSTHAME LASTHAME [installer=ess filenet.com]; fnsw [fneswiess flenst.com)

5 Click OK. The FNADMIN Properties window appears.

6  Click Apply and then click OK.
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Note

The Active Directory Users and Computers window appears.

Repeat step 1 through step 6 to add the installer user and fnsw user to
the FNOP and FNUSR groups.

In step 1, double click on either FNOP or FNUSR to open the appro-
priate properties window.

After the Installer and fnsw users have been added to the FNADMIN,
FNOP, and FNUSR groups, continue to the next procedure.

Add Nodes to Pre-Windows 2000 Compatible Access Properties

1

On the Active Directory Users and Computers window, click the Builtin
folder.

The Builtin objects display in the Active Directory Users and Com-
puters window.
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{J’ Active Directory Users and Computers

J@ Console  Window  Help

Jﬂctinn Wi J#"“||X|@

BB hv4E o

| Tyvpe

Tree I Builtin 2 objects
@ fctive Directary Users and Comy |ame
El@ s, filernet . com ﬁ.ﬂ.ccnunt Operakars
i1 Builkin €7 Administratars
----- I:l Compukters ﬁBackup Operators
(&) Domain Contrallers €7 Guests
I:l FareignSecurityPrincipal: | @ Pre-Yi = 2000

-] Users €7 Print Operators

ﬁReplicatDr
ﬁSewer Cperatars

mUsers

1| I KN

Security Group - Builkin Local
Security Group - Builtin Local
Security Group - Builkin Local

Send mail
&l Tasks 3
Refresh

Help

Security Group - Builkin Local

aroup - Builkin Local
Group - Builkin Local
Garoup - Builkin Local
Garoup - Builkin Local
Garoup - Builkin Local

|O|:uen5 property sheet For the current selection.
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2  Right-click on the Pre-Windows 2000 Compatible Access object and
select Properties, as shown above.

The Pre-Windows 2000 Compatible Access Properties window dis-
plays.
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Pre-Windows 2000 Compatible Access Properties d |

Gereral Members |Member EIfI b ahaged B_I,II

Members:

M arme | Active Directory Folder

Eemove |
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3  Click on the Members tab, and click the Add button.

The Select Users, Contacts, Computers, or Groups dialog box

appears.
i Select Users, Contacts, Computers, or Groups 1[5[
Laok. irn: I@ s filenet. com j

M ame | In Folder I -
@ GEMESIS ezt filenet com/Dornain Controllers |
QZ\IEUD.& ezt filenet com/Carmputers

tESSHMODET

enet. com/Computers

Q ESSHODEZ ez filenet. com/Computers

@ TRAMSHAR ez filenet. com/Computers

@ HUBBLE-SPACE ezt filenet com/Carmputers

.@ STRELA ezg filenet. com/Computers LI
Add Check Mames

|<< Type names separated by semicolons or choose from list >
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4  Select Node 1 and click the Add button.
5 Select Node 2 and click the Add button.

The dialog box is updated to show that the nodes have been added.

i 5elect Users, Contacts, Computers, or Groups i ﬂﬂ
Look it: I@ ezz filernet. com j
I arme | |n Falder | -

@ GEMESIS ez filenet.com/Domain Contrallers ||
QZ\-’EVD.& ezt filenet com/Carmputers

@ ESSMODET ezt filenet com/Carmputers

Q@ESSNDDEE ez filenet. com/Computers

Q TRAMSHAR ez filenet. com/Computers

@ HUBELE-SPACE essfilenet. com/Computers

,@ STRELA ezz filenet. com/Computers ;I

sdd | Check Names

!ESSNDDE'I ;ESSMODEZ
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6  Click OK on the Select Users, Contacts, Computers, or Groups dialog
box.

The Pre-Windows 2000 Compatible Access Properties window dis-
plays again and show that the two nodes have been added.

7  Click Apply on the Pre-Windows 2000 Compatible Access Properties
dialog box to apply the changes.

8 Click OK to close the Pre-Windows 2000 Compatible Access Proper-
ties window.

The Active Directory Users and Computers window appears.

9 Click OK to close the Active Directory Users and Computers window.
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Configure Node 1 and Node 2 Servers

Perform these procedures on the node 1 server first, and then repeat
them on the node 2 server.

Create the LocalAdminlinstall File

Use this procedure to create the “LocalAdmininstall” file in the
CATEMP directory.

1  Turn-on the node 1 and node 2 servers and logon as Domain Adminis-
trator on each server.

2  Open a Comand Prompt window.
3  From the c: drive, change to the \temp directory by entering:

cd \temp

Note  If the temp directory does not exist on the c: drive, use the mkdir com-
mand to create one.
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4 At the \temp directory, enter the command:
copy con LocalAdmininstall

5 Press and hold Ctrl key, and press the Z key.

6  Press Enter.

7  Verify the LocalAdmininstall file was successfully created in the
c:\temp directory.

Create New Groups

1 From the Taskbar, click the Start button, point to Programs, then point
to Administrative Tools.

2 Point to and click the Computer Management icon.
The Computer Management window displays.
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O Computer Management =10 x|
J fction  Wiew |J4--P| ||@

Mame
@System Tools

@Sturage

@ Event Viewer @Services and Applications
i @ System Information

I ﬁ Perfarmance Logs and Alerks
[#-g-] Shared Falders

..E..'.-, Device Manager

T

,hf Local Users and Groups
= @ Skorage

[ Disk Management
E Disk Defragmenter
Q Logical Drives
I @ Removable Skarage
EEI--@ Services and Applications

d [ ]]«d | 2
| |
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3  Double-click on Local Users and Groups.
4  Right-click on Groups.

5 Click on New Group. The New Group window appears.
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21
Group name; ||
Descrption: I
Members:
Add... Bemove
[Ereate Cloze
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6 Inthe Group Name box, enter dba and click Add. The Select Users or
Groups window opens.

7 In the Look in box, select Domain Controller from the pulldown menu.
The Enter Network Password dialog box may appear.

8 a Ifthe Enter Network Password dialog box appears, continue to
step 9.

b If the Enter Network Password dialog box does not appear, skip to
step 10.
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Enter Network Password 2 x|

Y'ou are logged an with an account that does not have access bo;

ezz. filenet. com

Enter the name and pazsword of an account with permizzions for this
domain and click OF.

For example;:  uzer@esample. microzoft. com or domainhusernanme

Connect as: ||

Pazsword: I

] I Cancel

9  Enter the Domain Windows Administrator ID and password, and click
OK. The Select Users or Groups window displays.
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i Select Users or Groups

Lock: ir I@ -

M arme | I Folder | :l
ﬁ Ma LocaltdminPower [holocadminpowen@ess f.. ess filenet.camdlsers
ﬂ FIRSTHAME LASTHAME [installeri@esz filenet...  ess.flenst.com/Users
ﬁ frizw [fnswiedess. filenet. com] ez filenet. comdU zers J
ﬂ aracle [oracle@ess filenet. com) ezz filenet comdU zers
ﬁ Darmain Cornputers ezt filernet com/Uzers
ﬁ Damain Contrallers esz filenet com/Users
!ﬁ Cert Publizhers ez flenet. com/U zers ;I
acdl | | Check Hames

<< Type names zeparated by zemicolong or choosze from hst > >

10 Press and hold the Ctrl key to select both the fnsw and oracle user
names from the Name list; then click Add.
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11  Click OK. The New Group dialog box appears.
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MNew Group 1' El
Group harme; Idba
Drescription: IMemI:uer can start/stop RDBMS software
Members:

a ES54nesw [frswEess filenet. com)
ﬂ ESShoracle [oraclel@ess filenet. com]

Bemove |

Create Cloze
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12

13

Important

14

In the New Group dialog box, click Create.

Repeat step 6 to step 12 to create the ora_dba group.

The ora_dba group is required even if you have a Microsoft SQL
Server database. The Image Services installer checks for this name
and will fail if it is not present.

After both the dba and ora_dba groups have been created, click the
Close button. The Computer Management window appears.

Add Users to Local Admin Group

In this procedure you will add the Installer and fnsw users to the Local
Admin Group.

At the Computer Management window, click on Groups.

Double-click on the Administrators group icon. The Administrators
Properties dialog box appears.
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3  Click the Add button.
The Select Users and Groups dialog box appears.

4  Inthe Look in box, select Domain Controller from the pulldown menu.
The Enter Network Password dialog box may appear.

5 a Ifthe Enter Network Password dialog box appears, continue to
step 6.

b If the Enter Network Password dialog box does not appear, skip to
step 7.
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Enter Network Password 2 x|

Y'ou are logged an with an account that does not have access bo;

ezz. filenet. com

Enter the name and pazsword of an account with permizzions for this
domain and click OF.

For example;:  uzer@esample. microzoft. com or domainhusernanme

Connect as: ||

Pazsword: I

] I Cancel

6  Enter the Domain Windows Administrator ID and password, and click
OK. The Select Users or Groups window displays.

7  Select the Installer user name from the Name list; then click Add.
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8  Click OK. The Administrators Properties dialog box appears.
9  Click Apply to complete the procedure.
10 Repeat step 3 through step 9 to add the fnsw user.

After both the installer and fnsw users have been added to the Local
Admin group, close the Computer Management window and continue
to the next section.

Modify the Local Security Policy for the Domain Account (fnsw)

Modify the local security policy to give the domain account permissions
for the following policies:

e Act as part of the operating System
* Log on as a service

Increase quotas

* Replace a process token

1  From the Taskbar, click Start, point to Programs, point to the Adminis-
trative Tools, and click Local Security Policy.
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The Local Security Settings screen opens.

£ Local Security Settings =10l x|
|J fotion  Wiew |J¢' -I|||X|@

Tree I Mame | Drescripkion

B Security Settings (L& audit Policy Audit Policy

-8 Account Palicies (& user Rights Assigniment User rights assignments
B8 ocal Policies (& security Options Security Options

|:| Public Key Policies
g IP Security Policies on Local

< | Hin | i
| | |

2  Expand the Local Policies folder and select the User Rights Assign-
ment folder.
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Eﬁ Local Security Settings

|J fckion  Wigw |J a o= | | Lo |@

=10l x|

Tree I

@ Security Settings

-8 Account Policies

=8 Local Policies

- E-C8 audic Policy
@ ser Rights Assignment

@ Security Options

«

Palicy 4 | Local Setkin -

SERYERINIL

.ﬁ.ccess this computer From the ...
Bk a5 park of the op e e e,

.ﬁ.u:h:l workstations to di

Help

E';.-'pass kraverse checkm
Change the swskem time

| o[

Bau:k up files and direc!
Power User -
4 | r

|E|:|it security For this item

3

Note

May 2003

Right click on the policy selection you want to add, and select Security.

There are four policy selections that you will be adding. The first one,
Act as part of the operating system, is shown in the following example

screens.

The Local Security Policy Setting window opens.
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Local Security Policy Setting - 2] x|

'.: Act az part of the operating system

Local Effective
Azzigned To Falicy Setting Falicy Setting
*3-1-5-21-54 23883211 3922061 09-31

16766471144

If domain-level policy zettings are defined, they overide local policy settings.

4  Click the Add button to open the Select Users or Groups window.
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i Select Users or Groups : ilil
Look in: |@ 53 filenet. com -
M arne I In Falder I:I

ﬁ Domain Cormputers Daomainl . comdsers

ﬁ Domain Contrallers Daormainl . comddsers

ﬁ Domain Guests Damainl . comdsers

ﬁ Damain Uzers Dornaind. comdU zers

m Enterprize &dminz Dormaind. comdU sers

| 7§ iz Drormain]. comdU sers

fﬁ Group Policy Creator Owners Comaind.comsers LI

Add Check Mames
frizw

5 In the Look in box, select Domain Controller from the pulldown menu.
The Enter Network Password dialog box may appear.
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6 a Ifthe Enter Network Password dialog box appears, continue to
step 7.
b If the Enter Network Password dialog box does not appear, skip to
step 8.
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Enter Network Password 2 x|

Y'ou are logged an with an account that does not have access bo;

ezz. filenet. com

Enter the name and pazsword of an account with permizzions for this
domain and click OF.

For example;:  uzer@esample. microzoft. com or domainhusernanme

Connect as: ||

Pazsword: I

] I Cancel

7  Enter the Domain Windows Administrator ID and password, and click
OK. The Select Users or Groups window displays.
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8 Select the fnsw user, click the Add button, and click OK.

The Local Security Policy Setting window is updated (as shown below)
to show that the domain user has been added to the security settings
for the policy selected.
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Local Security Policy Setting . el

. Act az part af the operating system

Local Effective
BAgzigned To Falicy Setting Falicy Setting
*5-1-5-21-542388521-13522061 09-31
1576647-1144
D OMAINT Sz O

If domain-level policy zettings are defined, they overide local policy settings.
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9 Click OK to close the Local Security Policy Setting window.
10 Repeat step 3 through step 9 for the remaining Policy selections.

After all Policy selections have been modified, close the Local Security
Settings window and return to “Create the LocalAdminInstall File”
on page 340 to repeat these procedures on the node 2 server.

Return to Main Body of this Document

After you have performed these procedures on both nodes, return to
Chapter one and the section, “Install Cluster Server Software (New
Installs Only)” on page 29 to continue with your cluster server
system installation.
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