F I E L D   B U L L E T I N
August 27, 2003
Verisign Security Certificate Renewal Patch

Products Affected: 
·
eProcess

·
eForms for FileNet Web Services

·
Brightspire

·
FileNet Open Client Java Viewer

·
FileNet P8 Process Engine

·
Process Analyzer

·
Process Simulator
Description: 
The products listed above require Java components to be downloaded to the client.  In order to guarantee the integrity of these files and allow them to access local system resources, such as printers or file systems, these files are digitally signed.

FileNet uses Verisign to provide the necessary digital signature. Verisign offers one-year certificate licenses only.  These licenses must be renewed each year so that the license holder (FileNet) may continue signing files.  

FileNet’s current Verisign certificate is due to expire on September 19, 2003.
Symptoms:

If the digital certificate expires, a Java message dialog is displayed advising the user that the certificate has expired. This dialog will continue to be displayed each time an applet requires access to local system resources. Additionally, for those systems using a unified logon, where the network credentials are used to grant access to the system, users will be unable to access the system once the certificate has expired, until the Java files are replaced with those possessing updated certificates.

Action Required:                                                                                                                                                                                  FileNet will make software patches available containing the required Java files signed with the renewed certificate.  These patches will be resigned versions of existing patches where possible (e.g. eProcess 4.2.2-patch10 will be the same as 4.2.2-patch 9 with only the addition of the renewed certificate).

Customers will be notified by email once software patches are posted on the site. 

Alternatively, you may check the above location beginning September 2, 2003.

For additional information about specific patch levels, read the Marketing Bulletin, see the list of customers the letter was sent to and view the actual customer letter,  go to the following link on eXtra:
http://www.filenet.com/eXtra/products/index.asp?id=1057769817
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