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PURPOSE OF SIGNING:

FileNET “signs” or “stamps” all web-downloaded FileNET files with industry-standard “signatures”, “certificates” or “authentication” which browsers use to verify upon download that the files have not been tampered with since they left FileNET Engineering.

Certificates are required so eProcess applets can access system resources (i.e., file systems or printers).  When the certificate expires some eProcess customer’s applications will not run at all if they have used unified logon.  In other cases the customer’s applications run but they receive dialog boxes prior to using system resources asking things like “Is it OK to use the printer?”
HOW IT WORKS:

After software files are built, they are then “signed” through combined internet comparison with the Verisign timestamp site, and with a locally hidden “security key” which is only available to internal FileNET personnel.

WHY VERISIGN:

Intensive industry-search reveals that VERISIGN is by far the strongest authentication standard.  There are other vendors, but they are mainly small-shop or provide inappropriate types of signatures.  To give a sense of the technology standard: Microsoft, Sun and Netscape websites all refer visitors to Verisign for file authentication. 

LICENSING PERIOD:

Verisign only offers ONE-YEAR certificate licenses.  These licenses must be renewed each year to continue signing files.  These certificates CANNOT BE RENEWED EARLIER THAN 30 DAYS before the expiration date.

FileNET originally renewed these licenses each September.  FileNET has acquired new licenses that expire in July so customers will not have to worry about certificate expiration during the last week of the last month of the end of a quarter.

JAVA vs. BINARY FILE CERTIFICATES:

Verisign requires separate certificate and licensing for Java download-files and Binary download-files (.DLL .EXE .OCX .CAB).  Most FileNET files historically have been “binary” files, but we’re now expanding more and more into “Java” files.

CERTIFICATE ERRORS vs. WARNINGS:

Verisign signed files show strong error messages if the files in question have been altered.  These signed files also advise users to no longer “trust” FileNET if a file’s certificate has expired.  If the file’s certificate has expired but there is a certificate-time-stamp (below), then there is a less dire-looking warning, with a disclaimer message.

TIMESTAMPED CERTIFICATES:

If a file is signed with a special “certificate time stamp” then the file’s expiration error becomes a more benign warning which includes verbiage explaining that the certificate “was valid when this file was signed.  Unfortunately, JAVA FILE SIGNATURES DO NOT SUPPORT TIME-STAMPING of the certificates, so they will continue to produce the more drastic looking error once they have expired.  RE-RELEASING JAVA FILES WITH NEW SIGNATURES is the only known acceptable solution to their expiration warnings.

HOW DO OTHERS HANDLE THIS?

Verisign states that every software company in the industry must re-release their Java Files each year or tell customers to ignore the expiration.

Verisign does not offer licensing periods longer than a year for each certificate and is very strict about their policy that certificates cannot be renewed more than 30 days before expiration.

ACTION REQUIRED:

Prior to the end of July download and install the appropriate 4.2.2 or 4.1.0 Hot Fix Pack.  This document will be posted on the CSS website at: http://www.css.filenet.com/products.asp?id=974955346&mainFolderID=1000157883 and will be updated with the specific Hot Fix Pack number when that number has been determined.  Instructions for installation located with the Hot Fix Pack on the CSS ftp site.

