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Executive Summary

Provider contracts are complex, dynamic, and critically important to healthcare payers’
success. Despite this, most payers manage their provider contracts with fragmented,
manual processes. As a result, these payers miss opportunities to negotiate more
profitable, standardized provider agreements. In an industry where profit margins are
already slim and costs are rising, payers must gain greater control over their agreements
with providers to remain competitive. Furthermore, changing conditions in the healthcare
industry, including tighter government regulation and trends toward consolidation and
consumer-focused products, require that healthcare payers also improve their operational
flexibility.

Andy Kyte, Vice President of Research, Gartner Group, affirms, “Contract management
must move from a casual practice to a structured approach to reap benefits and minimize
liabilities.... This will deliver bottom-line savings and reductions in ongoing operating
costs, and facilitate good practice in risk and opportunity management.”

Emptoris Contracts for Healthcare, the industry’s most comprehensive contract management
solution, enables healthcare payers to increase their profitability by providing them with
greater control, efficiency, and flexibility in developing and managing their contracts with
providers. The Emptoris solution also integrates with reimbursement systems to provide

healthcare payers with a seamless, closed-loop solution for managing provider agreements.




HIPAA Encompasses a

Broad Range of Contracts

A wide range of contracts between covered entities, such as payers, hospitals, laboratories,

and their business partners, must be HIPAA compliant (the following table provides
examples). Given that multiple parties are involved in the management of these contracts,

covered entities face an uphill battle in ensuring their own compliance, and that of their
business partners. A covered entity is in violation of HIPAA's Privacy Rules and Standards

for Electronic Transactions requirements if its management “knew or reasonably should

have known” of a business partner’s breach of agreement and failed to take steps to

remedy the breach or terminate the contract. Covered entities can protect themselves

against this risk by quickly adopting solutions and processes that deliver effective

controls over all business agreements.

Physician contracts

Payer contracts

IT outsourcing contracts

Data warehouse/clearinghouse vendor contracts
Telemedicine program contracts

Release of information vendor contracts
Employee benefit contracts

Insurance contracts

Legal services contracts

Transcription vendors

Pathology services contracts

Real estate/facility contracts

Equipment lease contracts

Claim scanning/entry/processing contracts
Computer software contracts
Professional services contracts
Radiology services contracts

Record reproduction vendors

BPO contracts

Risk management consulting contracts
Computer hardware contracts
Microfilming vendor contracts
Emergency services contracts

Waste hauling/incineration contracts

Table 1: A broad range of contracts is subject to HIPAA requirements.




Covered Entities are Largely Unprepared

to Meet HIPAA Requirements

Non-standard, manual processes for managing provider contracts are commonplace at payer
HIPAA compliance requires far more vigilance than simply adding nine clauses to business
partner agreements. Covered entities must also have solid processes in place to address the
following challenges:

Adhere to Rigorous Standards for Contracts

HIPAA's Privacy Rules and Standards for Electronic Transactions require that agreements
include specific language regarding the electronic exchange of patient information, as
well as its use and disclosure by business partners. Unfortunately, many covered entities
lack enforceable policies for creating, negotiating, approving, and managing contracts and
addenda. Compounding this challenge is the fact that it is often necessary for covered
entities to create contracts that deviate from standard templates. Covered entities require
the flexibility to create agreements with alternate clauses and terms, as well as an
enforceable review and approval workflow to ensure that such deviations do not expose the
organization to unnecessary risk. However, most healthcare contracts are negotiated and
approved at the regional or local level, making it difficult for executive management to
confirm that HIPAA requirements are met.

Document Complete Histories of Contracts

A covered entity risks HIPAA non-compliance if it cannot demonstrate that it protects
individually-identifiable patient information by effectively governing the practices of its
employees and business partners. As healthcare organizations typically employ fragmented
processes to negotiate and approve hard copy agreements, they generate incomplete
paper trails that are insufficient defense against penalization. Without comprehensive
documentation of the history of all agreements, covered entities cannot prove to auditors
that they have made reasonable efforts to achieve and maintain HIPAA compliance.

Gain Complete Visibility into the Contract Lifecycle

Many covered entities have dangerously limited visibility into their contracts, exposing
them to the serious risk of HIPAA violations. As contracts are scattered in disparate
applications and filing cabinets in various departments, healthcare organizations grapple
with identifying contracts that are affected by HIPAA and revising existing contracts

to reflect updated HIPAA guidelines. As a result, they are unable to ensure their own
compliance with HIPAA, let alone that of their business partners. Without a central
contract repository and the ability to quickly search and report on key terms, covered
entities cannot ensure that contracts and transactions adhere to HIPAA guidelines, or even

confirm that they are operating under current contracts.




Enterprise Contract Management is

Essential for HIPAA Compliance

Enterprise contract management ensures that covered entities achieve and maintain
compliance with HIPAA's contract-related requirements, and also yields additional business
benefits. With access to historical contract data and comprehensive analysis capabilities,
contract managers gain a significant advantage in negotiating contracts. They can readily
identify the most profitable terms in past contracts and include them in future agreements.

Emptoris Contract Management, the healthcare industry’s most comprehensive contract
management solution, seamlessly integrates with existing compliance and operational
systems and also delivers powerful contract administration capabilities, complete visibility
into contractual commitments and obligations, effective audit tools, and enforceable
controls to ensure HIPAA compliance throughout the contract lifecycle.
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Figure 1: Emptoris Enterprise Contracts Streamlines the Contracting and
Auto-adjudication Processes
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. The payer’s field contracting professionals use Emptoris Contracts to negotiate standardized
contracts with providers.
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Provider contracts are automatically routed for review and approval by the payer’s regional
contracting executives and actuaries, who verify that appropriate contract structures and
language are used
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Emptoris Contracts ensures that accurate provider-specific data is applied to contracts, and
that the payer’s reimbursement system operates with current provider contract data, including
up-to-date pricing schedules.
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Emptoris Contracts closes the loop between field contracting professionals and back office
systems, eliminating the “contract gap” and increasing the profitability of provider contracts.




Emptoris Contract Management Drives HIPAA

Compliance through Seamless Integration

In order for healthcare organizations to manage employee and business partner
compliance with the HIPAA provisions included in their contracts, tight integration
between enterprise contract management solutions and compliance and operational
systems is required. Emptoris Contract Management possesses the most complete contract
management integration capabilities in the industry. By linking compliance information
collected by these systems and ensuring that contracts cannot be finalized without
authorized approvals, Emptoris Contract Management enables healthcare organizations to
protect themselves against doing business with risky partners. In addition to contract
management, Emptoris offers solutions to analyze and measure partner performance,
providing a complete solution from contract to claim. The Emptoris solution assists HIPAA
compliance managers in proactively managing business partner performance and in quickly
assessing and managing risk if a HIPAA violation occurs.

Standalone Emptoris Contract
Emptoris Contract Management

Management with Analysis and
Solution Performance

Requirements for Achieving and Emptoris
Integrated

with Claims

Maintaining
HIPAA Compliance

Enforce an automated contract v
approval workflow

<
<

Standardize contract processes, /
language, and terms

Monitor partners for HIPAA
compliance and risk

Document complete contract
histories in audit trails

Provide access to all contracts in
a central repository

Alert appropriate parties to
critical contract events

AN NN

Readily search, report, and
analyze contract terms

Manage HIPAA compliance
throughout contract lifecycle

Review claims and payments
against contracts

AN NI NN NN N AN

Regularly audit credentialed
providers

AN NI N B N BN NI NN NN

Manage the lifecycle from
contract to claim

Table 2: Healthcare organizations achieve and maintain HIPAA compliance by integrating
the Emptoris solution with existing compliance and operational systems.




Emptoris Contract Management Enforces Corporate Standards

Emptoris Contract Management delivers an instantly accessible library of contract
templates and terms, ensuring that approved language is used, and that the necessary
HIPAA clauses are included wherever they are required. While negotiators in every office
gain the flexibility to quickly build contracts with alternate language, no contract is ever
finalized until it is approved by authorized staff. Contracts are easily routed to additional
users for more extensive review. For example, covered entities may route certain types of
contracts to HIPAA compliance officers to ensure that they include sufficient provisions
for the protection of health information. To further protect healthcare organizations,
managers are instantly alerted to any deviations from corporate standards.

Emptoris Contract Management Provides
Thorough Contract Documentation

The Emptoris solution minimizes the risk of HIPAA infractions, but also prepares covered

entities to meet the rigors of a HIPAA audit. Emptoris Contract Management automatically

captures a complete record of each contract, including all edits and approvals made by

internal and external parties, in an audit trail. By tracking the circumstances surrounding

the approval of non-standard contracts, the Emptoris solution eliminates confusion down

the road and facilitates faster and more efficient audits. In addition, Emptoris Contract

Management, when integrated with a compliance system, delivers well-documented and

enforceable controls that allow healthcare organizations to demonstrate that they are

taking strong measures to ensure employee and business partner compliance with HIPAA. _7-

Emptoris Contract Management Delivers Global Contract Visibility

Emptoris Contract Management keeps contract terms at the fingertips of staff members
within a centralized online repository to drive internal and external adherence to
agreed-upon terms. New and existing contracts are stored in the system to provide
organizations with complete contract visibility. Emptoris Contract Management’ powerful
reporting capabilities and Executive Dashboard enable executive management to
monitor regulatory compliance across the organization. In addition, flexible search tools
allow HIPAA compliance officers to quickly identify contracts affected by HIPAA, and to
rapidly revise them to reflect HIPAA updates. If necessary, covered entities can terminate

agreements with partners which fail to improve their performance.




w» By integrating Emptoris’ solutions with their existing compliance and operational
systems, covered entities are assured that:
e Standard HIPAA clauses are included wherever they are applicable
* Necessary approvals are obtained before any agreement is finalized

e Complete records of agreements, including who did what, when, and why,
are documented in audit trails

e Contracts are readily accessible and can be easily updated to meet new
HIPAA requirements

® Business partners are immediately warned if they are in violation of
HIPAA, and associated contracts are terminated if the partner fails to
correct the infraction

* Employees are instantly alerted to the occurrence of a business partner’s
HIPAA violation

® HIPAA compliance officers have instant access to all affected contracts in a
central repository




Achieving and maintaining compliance with HIPAA guidelines presents a major challenge
to healthcare organizations, which must improve their management of business partner
relationships to adhere to these guidelines. To ensure the HIPAA compliance of their
employees and business partners, covered entities require systems and practices for
managing the complete contract lifecycle. Emptoris Contract Management for Healthcare
provides the enforceable contract standards, auditable contract documentation, and global
contract visibility that are necessary for meeting HIPAA's contract-related requirements.
When integrated with existing compliance and operational systems, Emptoris Contract
Management delivers a comprehensive solution for managing HIPAA compliance.

To learn more about how Emptoris can help you eliminate risk, create more profitable
contracts, and meet your contractual obligations, visit www.Emptoris.com or contact us at
1-781-993-9212.

Learn more about how Emptoris Contract Management enables leading healthcare
organizations to improve the profitability of their provider contracts. Request the “Emptoris

Contract Management for Healthcare: Provider Contracts” white paper from your Emptoris
sales representative.
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category spend and contract management solutions that enable companies
to maximize financial performance and optimize commercial risk. The
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services procurement and telecom expense management solutions are
successfully used by Global 2000 companies. For further information,

visit www.emptoris.com.
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